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ABOUT PRIVACY INTERNATIONAL 
Governments and corporations are using technology to exploit us. Their abuses 
of power threaten our freedoms and the very things that make us human. That’s 
why Privacy International campaigns for the progress we all deserve. We’re here 
to protect democracy, defend people’s dignity, and demand accountability from 
the powerful institutions who breach public trust. After all, privacy is precious to 
every one of us, whether you’re seeking asylum, fighting corruption, or searching 
for health advice.  

So, join our global movement today and fight for what really matters: our 
freedom to be human.  

Open access. Some rights reserved. 

Privacy International wants to encourage the circulation of its work as widely as possible while retaining 
the copyright. Privacy International has an open access policy which enables anyone to access its content online 
without charge. Anyone can download, save, perform or distribute this work in any format, including translation, 
without written permission. This is subject to the terms of the Creative Commons Licence Deed: Attribution-Non-
Commercial-No Derivative Works 2.0 UK: England & Wales. Its main conditions are: 

• You are free to copy, distribute, display and perform the work;
• You must give the original author (‘Privacy International’) credit;
• You may not use this work for commercial purposes;

You are welcome to ask Privacy International for permission to use this work for purposes other than those covered 
by the licence. 

Privacy International is grateful to Creative Commons for its work and its approach to copyright. For more 
information please go to www.creativecommons.org. 

Privacy International 
62 Britton Street, London EC1M 5UY, United Kingdom 
Phone +44 (0)20 3422 4321 
privacyinternational.org 

Privacy International is a registered charity (1147471), and a company limited by guarantee registered in England and Wales (04354366).  
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ANNEX: THE HANDBOOK’S 
CHECKLISTS 

This is a collection of each checklist found at the end of each section in the 
Handbook. You could print these pages only and consult them throughout your 
research.  You can also find just these checklists on PI’s website 

Uncovering information checklist 

¨ Have you considered the ethical, legal and security implications of accessing

and/or sharing the information you are looking for?

¨ Have you considered possible risks and mitigations unique to your context

and circumstances?

¨ Is the information you are looking for already easily accessible in the public

domain?

¨ Does the jurisdiction you are interested in have freedom of information or

access to documents law that you could use?

¨ Are there relevant guides or courses available on how to conduct certain

open source research techniques that might help find what you are looking

for?

¨ Are there any open sources you could access in your country to find the

information?

¨ Are there any open sources you could access that are located abroad to

find the information?

¨ Are there any individuals or organisations out there who might be able to

help you find the information that you can engage securely?

¨ Have your sources given you appropriate and properly informed consent?

https://pvcy.org/checklists
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¨ Have you considered how to handle the information you receive from your

sources?

¨ Where will you save the information?

¨ Do you need to anonymise it? Pseudonymise it?

¨ Do you need to redact information? How will you do that thoroughly?

¨ Are there any contextual details in the information that might point

towards your source or anyone else?

Technology under investigation checklist 

¨ Can you broadly define the technology at stake and what it does?

¨ What is the role of data in the technology at stake? (data collection system,

data transmission system, data storage system, data processing system)

¨ What are the risks associated with this technology for each particular

system?

¨ How innovative and ground-breaking is the technology?

¨ [Optional] What are the risks associated with the innovation factor?

¨ Can you explain how the technology functions in practice?

¨ [Optional] What are the risks associated with the way the technology

concretely functions?

Data protection and privacy checklist 

¨ Once you’ve assessed where the data comes from, have you assessed

whether the data collection or sharing is lawful?

¨ Is this lawful basis explicitly stated in the documentation of the

partnership?

¨ Is the data being collected in ways that people could reasonably expect?

¨ Have the data controllers considered the risks to the fundamental rights and

freedoms of the people whose data will be collected?

¨ What will the consequences be of people’s data being processed in this

way?
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¨ Will individuals be informed when their personal data is being collected?

¨ through what mechanisms?

¨ does an exemption exist in this case? is it justified? is it supported by

a necessity and proportionality assessment?

¨ Are individuals able to obtain information about the data processing?

¨ through what mechanisms?

¨ How long will the data be stored?

¨ Who will host the data?

¨ Are there appropriate safeguards protecting data at rest and in transit?

¨ Are these detailed in the documentation surrounding the partnership?

¨ Is there a clear assignment of responsibilities between the

contracting parties?

¨ What kind of access will the company(ies) involved have to data?

¨ Will data be transferred across borders?

¨ If Yes: does the country it is being transferred to have a lower, higher,

or same level of protection of individual’s rights?

¨ Has your country/jurisdiction found that the territory where data will

be transferred provides “adequate” protection for individuals’ rights

(i.e. is there what is often called an “adequacy decision” in place)?

¨ Has the specific transfer been reviewed and authorised by a

supervisory authority?

¨ Is there an agreement in place with standard data protection clauses

approved by a supervisory authority?

¨ If No: is the contract relying on an exemption? Is that exemption

provided for in law? Is that transfer compliant with human rights

standards?

Accountability and oversight checklist 

¨ Has the procurement process for this contract followed an appropriate

procurement framework?

¨ Is the contract with the company in accordance with national and

international standards?
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¨ Is the technology solution necessary and a proportionate response to the

issue it’s intended to solve?

¨ Have the company(ies) involved in the contract adopted an explicit and

public policy commitment to meet their responsibility to respect human

rights?

¨ Have the parties conducted risk assessments examining the actual and

potential human rights impacts of the proposed tools and services offered

(human rights due diligence and impact assessments) prior to the award of

the contract, and kept these updated during the deployment?

¨ Does the partnership documentation provide for any independent

oversight?

¨ Where and how is this defined?

¨ Does the oversight body have the appropriate resources to perform

its role?

¨ Are there standards or legal requirements around transparency?

¨ Are these standards/requirements adequate?

¨ Are these standards/requirements being met?

¨ Are there any accountability mechanisms for the public body involved in this

contract?

¨ Are there any accountability mechanisms for the private body involved in this

contract?

¨ Has the private body set up internal accountability mechanisms for

the implementation of human rights policies?

¨ Does it have processes in place to provide redress?

¨ Can third parties scrutinise and challenge these accountability mechanisms

or their consequences?

¨ What, if any, are the policies that govern and document any of these

requirements?

¨ Do they include rules regarding the public authority’s use of the technology,

with clear boundaries for the purpose and use of the technology?

¨ Are there any redress mechanisms outlined in the contract for violations of

these policies? Do they include adequate sanctions and enforcement of

those sanctions?
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