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REQUEST FOR CALL ASSOCIATED DATA
Telecommunications Act 1984, Section 94(1)

1. In accordance with the direction under the above Act made by the Secretary of State for
Foreign and Commonwealth Affairs on 23 March 1998, I hereby request [REDACTED] to
provide data generated by or available to [REDACTED] associated with communications
being or that have been conveyed by means of [REDACTED]’s Public Telecommunications
Systems in the United Kingdom, where the communications to which the data relates are the
following:

a. [REDACTED]

b. [REDACTED]

j )

The requirement resulting from this request will lapse after six months from the date of this
letter unless the request is renewed or modified, or on an earlier written notification to
[REDACTED] of such a lapse.
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Government Communications Xeadquarters
Priors Road Cheltenbam GLS2 5AJ

Telephone Cheltenham (01242) 221491 ext™6106
G'I'N Number 1366 ex1 6106

GCHQ reference

Date
09 August 1999

REQUEST FOR CALL ASSOCIATED DATA.
Telecommunications Act 1984, Scetion 94(1)

Reference o, NN of 22 March 1999°
b,

RN o1 27 Masch 1999

1. On 22 March | wrote ndvising you of GCHQ’s intention to seck authorisation from the
Secretary of State fur Foreign and Conmumonwealth Affuirs of a modification to the existing
direction under the Telecommunications Act 1984, Scction 94(1).

2 1 mn now able to inform you that the new and modilied direction under the sbove Acl was
made by the Seeretnry of State on 4 August 1999; the original is enclased, The new direction
supersedes the previous direction sent 10 you under reference b.

3. In accordance with the new direction | hereby request [REDACTED] to provide data
generated by, or available to [REDACTED], associated with communications being or that
have been conveyed by means of [REDACTED] Public Telecommunications Systems in the
United Kingdom, where the communications to which the data relates are either or both of the

following:
a. [REDACTED]

b. [REDACTED]
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4. The requirement resulting from this direction will lapse after six months from the date of this
letter unless the request is further renewed or modified, or on earlier notification to
[REDACTED] of such a lapse.

Deputy Access and Task Control
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Directions to [REDACTED] under section 94(1) of the Telecommunications Act 1984

After consultation with you, and in pursuance of section 94(1) of the Telecommunications Act
1984, 1 hereby give to you the following directions, being directions which appear to me to be
requisite or expedient in the interests of national security:-

1. [REDACTED] shall, if requested to do so by the Government Communications Headquarters
(GCHQ), acting through the Director of GCHQ or any person authorised by him to make,
renew or modify such requests and previously notified to [REDACTED] as being so
authorised, provide to GCHQ as requested data generated by or available to [REDACTED]
associated with communications being or that have been conveyed by means of
[REDACTED] Public Telecommunications Systems in the United Kingdom where the
communications to which the data relates are either or both of:

(2) [REDACTED]

(b) [REDACTED]

2, Lam of the upinion that disclosure of these directions is ngainst the interests of il
security.
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GCHQ

Priors Road Chealtenham GL52 5A]
Tel: 01242 22149] ext 2010
Brenc: 01242 540501

Fax: 01242 256330

GTN; 1366 axc 2010

E-mail:

Francis Richards
Tha Director C

17 January 2002

Company Secretary
[REDACTED)

REQUEST FOR CALL ASSOCIATED DATA

Telecommunications Act 1984, Section 94(1)

1.

In accordance with the direction made under the above Act by the Secretary of State
for Foreign and Commonwealth Affairs on 28 November 2001, | hereby request
[REDACTED] to provide data generated by, or available to [REDACTED), associated
with communications being or that have been conveyed by means of [REDACTED]'s
public telecommunications system in the United Kingdom. The data provided will

relate to -

(a) [REDACTED]

(b) such other communications (if any) as necessary in order to provide the
data rulating to (a) above.

The requirement resulting from this direction will lapse after six months from the date
of this letter unless the request is further renewed, or on earlier notification to

[REDACTED] of such a lapse.
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Directions to [REDACTED] under section 94(1) of the Telecommunications Act 1984

After consultation with you, and in pursuance of section 94(1) of the Telecommunications Act 1984, |
hereby give to you the following directions, being directions which appear to me to be requisite or
expedient to protect the United Kingdom from terrorist threat in the interests of national security: -

. [REDACTED] shall, if requested to do so by the Government Communications Headquarters (GCHQ),
acting through the Director of GCHQ or any person authorised by him to make such requests and
previously notified to [REDACTED] as being so authorised, provide to GCHQ as requested data
generated by or available to [REDACTED] and associated with communications being or that have
been conveyed by means of a Public Telecommunication System (PTS) and data concerning the
topology and configuration of [REDACTED]’s PTS, The data provided will relate to -

(a) [REDACTED]; or
(b) [REDACTED]; or
(¢) [REDACTED]; or
(d) [REDACTED]; or

(e) such other communications or data (if any) as necessary in order to provide the data relating to
(a) to (d) above.

2. 1am ofthe opinion that disclosure of these directions is against the interests of national security.

3. 1 believe that this direction is necessary in the interests of national security and that the conduct
directed is proportionate to what is sought to be achieved by that conduct, in particular having regard to
the arrangements currently in place for meeting the requirements of section 4(2)(1) of the Intelligence
Services Act 1994,

One of Her Majesty’s Principa! Secretories of State
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PROVISION OF CALL ASSOCIATED DATA

Telecommunlcations Act 1984, Section 84(1)

Reference: (Y of 3 October 2001

1. The purpose of this letter is to give you notification of the arran:r:ments {lvit

will apply to the provision to GCHQ of call associated data in the interests cf
national sceurity.

Background

2 On 3 October 2001 GCHQ wrote to [REDACTED] (reference) thanking the company for
the help and support it had provided following the terrorist attacks on 11 September. We
pointed out that the data you had supplied to GCHQ had been provided legally under the
terms of section 45(2) of the Telecommunications Act 1984 and under sections 28 of the
Data Protection Act 1998. However, we believed that for future requests, you would be
provided with more reassurance if you were served with a direction under section 94(1) of

the Telecommunications Act.



First Formal Request for Data

3. Following consuitation, a direction under the above act was made by the Secretary of
State for Foreign and Commonwealth Affairs on 29 November 2001 and delivered to
[REDACTED] (photocopy attached). Accordingly, | enclose a letter requesting the first supply
of data under the terms of this direction. This initial request relates to the provision of a
regular supply of [REDACTED)] data [REDACTED] using [REDACTED]'s network. As agreed
for any regular feed of data, this request will lapse after 6 months unless renewed by the
Director of GCHQ or one of his nominated senior managers. This first request is for data that
will have the GCHQ code word [REDACTED]

Subsequent Requests & Revalidation of Requests

4 Revaiidation of the request for ‘tapewokl'data. any other future requests for
dala under thus direction. or revaligalion ol tuture reguests will ordinanly be

sxined on mi behalf by one of the following senior statf, and will be addressed to

Head of Access and Task Control
Deputy Access and Task Controf
Deputy Access and Task Controt

| will advise you of any changes 1o this list in the future. Please also 2e assured
we will always consult your company first befcre making any further new requests
§

for data

5 | am grateful to you and vour staff for your continuing support | know that
the data provided under %¢en '‘cob Eworp*Will prove a valuable aid to countering terrorist
cperations in the UK 'é‘rﬁ""sa"'"e‘t‘;uardmg national secunty Thank you for
contributing to this impo~tant work
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o GCHQ
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Company Secrelary & Legal Director
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REQUEST FOR CALL ASSOCIATED DATA

“Telecommunications Act 1984, Section 94(1)

1.

In accordance with the direction made under the above Act by the Secretary of State
for Foreign and Commonwealth Affairs on 29 November 2001, | hereby request
[REDACTED)] to provide data generated by, or available to [REDACTED] associated
with communications being or that have been conveyed by means of [REDACTED]'s
public telecommunications system in the United Kingdom. The data provided will

relate to-—

(a) [REDACTED]

(b)such other communicalions (if any) as necessary in order to provide
data relaling lo (a) above.

The requirement resulting from this direction will lapse after six months from the date
of this letter unless the request is further renewed, or on earlier notification to
[REDACTED] of such a lapse.
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Directions to [REDACTED] under section 94(1) of the Telecommunications Act 1984

After consultation with you, and in pursuance of section 94(1) of the Telecommunications Act 1984, 1
hereby give to you the following directions, being directions which appear to me to be requisite or
expedient to protect the United Kingdom from terrorist threat in the interests of national security: -

1.

[REDACTED] shall, if requested to do so by the Government Communications Headquarters (GCHQ),
acting through the Director of GCHQ or any person authorised by him to make such requests and
previously notified to [REDACTED] as being so authorised, provide to GCHQ as requested data
generated by or available to [REDACTED] and associated with communications being or that have
been conveyed by means of a Public Telecommunication System (PTS) and data concerning the
topology and configuration of [REDACTED]’s PTS. The data provided will relate 1o -

(a) [REDACTED]; or
(b) [REDACTED]; or
(c) [REDACTED]; or
(d) [REDACTED]; or

(e) such other communications or data (if any) as necessary in order to provide the data relating to
(a) to (d) above.

[ am of the opinion that disclosure of these directions is against the interests of national security.
[ believe that this direction is necessary in the interests of national security and that the conduct
directed is proportionate to what is sought to be achieved by that conduct, in particular having regard 1o

the arrangements currently in place for meeting the requirements of section 4(2)(1) of the Intelligence
Services Act 1994.

One of Her Majesty's Principal Sccrc(m'ic.;s of Sule
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PROVISION OF CALL ASSOCIATED DATA

Tels:ommunications Act 1984, Section 94(1)
Reference: “ of 3 October 2001

1. he purpose of this letter s to give you notification of the _arranggmen!::
will tipply to the provision 1o GCHQ of call assoclated data in the interc:

national securily.
Banlupround

2. On 3 October 2001 GCHQ wrote to [REDACTED] (reference) thanking the company for
the help and support it had provided following the terrorist attacks on 11 September. We
pointed out that the data you had supplied to GCHQ had been provided legally under the
terms of section 45(2) of the Telecommunications Act 1984 and under sections 28 of the
Data Protection Act 1998. However, we believed that for future requests, you would be
provided with more reassurance if you were served with a direction under section 84(1) of
the Telecommunications Act.
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3. Following consultation, a direction under the above act was made by the Secretary of
State for Foreign and Commonwealth Affairs on 29 November 2001 and delivered to
[REDACTED] (photocopy attached). Accordingly, | enclose a letter requesting the first supply
of data under the terms of this direction. This initial request relates to the provision of a
regular supply of [REDACTED] data [REDACTED] using [REDACTED]'s network. As agreed
for any regular feed of data, this request will lapse after 6 months unless renewed by the
Director of GCHQ or one of his nominated senior managers. This first request is for data that
will have the GCHQ code word [REDACTED]

First Formal Request for Data

Subseguent Requests & Revalidation of Requests
4. Revalidation of (he requesl ror"topg’wjiiaj‘ data, any other future requesls for
dala under this direction, or revalidation ol future requests, will ordinarily be

siined on mi iiii” by one of the following senior staff; and will be addressed to

Head of Access and Task Control
Deputy Access and Task Control
Deputy Access and Task Control

| will advise you of any changes to this list in the future. Please also be assured
we will always consult your company first before making any further new requests
for data.

9. | am grateful to you and your staff for your continuing support | know that
the data provided under T op&idolpwill prove a valuable aid to countering terrorist
operations 1n the UK ang sateguarding national securily Thank you for
contributing to this important work.



[REDACTED]

[REDACTED]

Section 94 direction for provision to GCHQ of communications data

Further to our recent discussions | write to enclose, by way of service upon
[REDACTED], the attached direction dated 14 October 2016 (the "Direction") given
by the Foreign Secretary, further to section 94 of the Telecommunications Act 1984.

The Direction replaces the direction to you of 29 November 2001, which - on behalf
of the Foreign Secretary - | am able to confirm is hereby cancelled. We are requesting
the same data as previously, however, you will note that the Direction describes it in
more detail. This is in light of recommendations made in the recent IOCCO report on
section 94.

Yours,
[REDACTED]

Enclosure. Direction under section 94 of the Telecommunications Act 1984






