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Key Issues:

+  OQutside of specialist areas, current bulk data request authorisation processes are
unclear and not widely understood.

«  Bulk data requests are increasing and are often being made by desks unfamiliar
with best practice.

» This combination generates risks:
o Does the original request meet a national security requirement and has this

been validated by Service management and can we prove this if challenged?

o s the request compatible with Service bulk data acquisition policy?
o s there a review process in place to ensure that its retention is lawful?
o How do we ensure that we can cope technically with the data?

Key Recommendations:

To minimise these risks | propose that we should:

¢ Assert that the relevant team will not acquire and the analytical systems will
not accept bulk data unless it is accompanied by evidence showing that its initial
acquisition was correctly authorised and a review process is in place.

e Insist on all initial bulk data acquisition being authorised by a Grade 2 in the
relevant sections.

e Convert the grid created by the legal advisers into the relevant form (draft at
Annex A).

Give Service wide visibility to bulk data acquisition best practice.
Examine whether we should use elements of the grid to create a [REDACTION]
authorisation engine for bulk data requests.

« All Branches (with the possible exception of the relevant team) should have
central points of contact for all data related policy and data management issues
(data coordinator- see annex B for draft list of functions).

¢ The dataset review process is currently the responsibility of the sponsoring
section. In the future we should seek to manage this centrally [REDACTION]
[REDACTION]

Trial these proposals [REDACTION] before making them Service wide.

e Ensure that we do not duplicate existing necessity and proportionality processes
used to obtain material under an Interception Warrant or Communications Data
Notice/Authorisation or Property Warrants.

Overview of Current position
The relevant team holds a list of data already in the Service. [REDACTION] However,

although it is likely to be accurate | cannot guarantee that it provides a total capture of all
bulk data in the Service as there are no comprehensive central records.

[REDACTION] Legal advisers have been copied in on alf reviews and the maiority of the
requests. Clearance has usually been at Grade 2 level (occasionally higher).

Other sections with much lower data request volumes have less mature authorisation
and review processes. [REDACTION] This ensures the application of standard processes
and a single point for gathering information about data in each branch. There is no
comparable central point in any other branch.

Some sections have been handling bulk data for some time. [REDACTION]
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The refevant team has set policies for data ingest (copy of form attached) and make
plain the responsibilities of the data sponsor. The relevant team are given a deletion
date and will only change this if they are informed that a review has identified a new date.
They also keep records of what data is in their system. [REDACTION] The relevant
team applies standard RIPA handling arrangements, which imposes standard deletion

dates, to this material.

Recommendations

Authorisation - As there is no central authorisation policy it is not possible to
validate that best practice has been followed in all data requests. Any policy that we
do establish has to cope with;

a) Other regimes for some data (eg RIPA)

b) Confusion over what is meant by '‘Bulk Data'

¢) Varying data sizes and sensitivities make a one size fits all solution difficult.

d) Low general awareness of guidance on issues to consider when seeking bulk

data.

| propose that:

a) To avoid confusion we set a policy that applies to any data set that will be
processed by the analytical system unless it has been obtained through
interception, in which case the appropriate handling arrangements will apply.

b) Define bulk data as

a. "Electronic data sets that are too large to be easily susceptible to manual
b. processing and contain data about multiple individuals.”

¢) Make plain that this policy does not apply to any data that is acquired
commercially (eg: [REDACTION])

d) We do not seek to broaden this policy to cover all data held by the Service
(however those holding/exploiting data elsewhere in the Service may wish to
consider similar arrangements).

e) Require that all bulk data acquisition is authorised by a Grade 2 in the
sponsoring
section. If the data request is particularly intrusive the Grade 2 should consider
seeking senior MI5 official endorsement.

f) Use the current Jegal adviser questionnaire as guidance on the intranet and as
the basis for the relevant form (or possibly an intranet based form on the
relevant feam’s website) that would capture these authorisations and
endorsements.

g) Demand that all bulk data requests to the relevant team use this form and that

all data for ingest into @aﬂt&% is accompanied by this form.
h} Use Service Update and the relevant team’s intranet site to lift Service

awareness of these decisions and general bulk data issues.
i} Trial these proposals in the [REDACTION] business before making them Service

wide,

Tracking and Review - a) above means that we need to widen the concept of the

relevant team ingestion process to encompass an ‘analytical system gatekeeper’ role.
This role ensures that anyone responsible for accepting bulk data onto m&]@
system is given evidence of authorisation and an effective retentzon review process. This

concept should also transfer to nal i mati n
role.

We will also need to ensure that our systems for tracking data within the analytical

system provide all the information we need. Key will be the sponsoring section who will
need to own the review of the data where the data has a single section benefit. Where
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service wide benefits are being seen it might be appropriate to expand this review
process to include a selected user group.

Loose Minutes can be used to capture the information identified in' [REDACTION]
guidance and can also be used to record authorisation. However, they are not an
effective method for tracking or retrieving data requests. The relevant forms share the
same strengths and weaknesses. We may need to create a more automated approach to
this process [REDACTION]. However, in the short term the only viable option is the
relevant form. A possible draft is shown below. It incorporates the information required
in the [REDACTION] guestionnaire but tries 1o make the language and structure more
accessible to staff with no or limited experience of the issues associated with data
exploitation.

P
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Annex A.

Bulk Data Acquisition Authorisation

CC (when complete) to Mi§ officials, file ...

Bulk data can be defined as "Electronic data sets that are too large to be easily
susceptible to manual processing and contain data about muitiple individuals." This
form does not apply to data that does not match this definition. It should be used for
the initial acquisition of a dataset but should not be used to justify subsequent
updates, so long as this was identified and justified in the initial acquisition form.

This form provides a means for authorising data acquisition where this is not

provided by other processes. For example, the 'legal’ portion of this form shouid not

be used for material obtained under interception warrant (RIPA) or property warrant
(ISA}. However, without the information captured by this form the relevant feam will not
acquire data and [REDACTION the relevant team will not incorporate the data into any
analytical systems. It may therefore be useful to use the other sections of the form to
provide the analytical system with the information it needs o accept data onto their
systems.

When complete the original should be retained by your section’s data exploitation
Coordinator

Data Description

Name of Source Database:

Organisation that owns the data:

Brief description of source database.

What data are you requesting?

Who, in the Service, will be negotiating

the acquisition of this data?

Handling caveats

Protective marking

Data handling information

Proposed data retention period:

Proposed retention review frequency (usually
every 6 months):

Details of point of contact within owning
organisation (including telephone number and
Email address).

Point of contact (i.e. data sponsor) within the
Service:

Delivery method [REDACTION]

Delivery frequency (One off, monthly etc)

Storage and processing location (ie the
relevant analytical systerns) and have you
confirmed that they have the ability to process
the data?:

[REDACTION]
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Will access to the data need to be controlled
[REDACTION]

Necessity and Proportionality

Please describe how you intend to use the data and why this is necessary to help the
Service to meet its statutory requirements to protect national security.

Please explain the level of intrusion into privacy: (Issues you should explore inciude -
The nature of the data (it is personal data etc?) Does the database contain a high or
low proportion of people of no intelligence interest? Is the data anonymous and will it
remain so? [for example could other data or technigues available to the Service be
used to remove this anonymity?] Have you requested the totality of the database or a
subset and does this help to manage intrusion? Who in the Service will have access
to the data?)

What results and benefits will exploiting this data bring and could these be achieved
by other means without the use of bulk data?

Authorisations

Applicant

Name Staff Role Ext

Authorising officer

Grade 2 within the sponsoring section (your role is to ensure that the issues of necessity
and proportionality have been properly considered and that alternative approaches
would not deliver the same results).

Name Staff Role Ext

Endorsement (optional)
Senior MI5 official endorsement should be sought by the Grade 2 authoriser if they feel
that the request is particularly intrusive {for example does the data include unusually

farge numbers of people of no intelligence interest or is the data extremely
intrusive/delicate eg [REDACTION]).

Name Staff Role Ext

[REDACTION]
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Annex B

Role of the Section Data Coordinator

a) To provide guidance to the analytical system on their section's bulk data
requirements.

b) To review whether the retention of any bulk data held in the analytical system,
on their section's behalf, remains necessary and proportionate (usually every six
months).

¢) To coordinate with the relevant teams all bulk data requests from their section.

[REDACTION]
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Date Users of Process Communication
strategy
13/10/2006 Trial Process in the Note circulated in the
relevant team relevant team
6/11/2006 Extend to the Note circulated in the
relevant team relevant team
15/01/20067 Extend to all the Summary in Service
relevant feam update, Intranet
guidance,
briefing of
Grade 2's and Grade
3’s.
15/03/20067 Extend to ail Service Announcement in

Service update. Use
Infranet to

identify all Service
coordinators.

[REDACTION]

-




INOLLOVAT]

((syiuoLl g Auoae Ajjensn)
Aouenbay malaal uopuslal pesodoid

‘poued uonuajal elep pssodolg

uoneulojul Guipuey ejeq

Bunjew aA08)014

S]eaARD BulpueH

¢EIED
SiU) Jo uoisinboe a4 Bunenobau
99 |IM ‘921MBG BY) Ul 'OYAA

Zbunsenbal nok ale elep 1BUpp

‘8seqelep 224nos 1o uondiasap jeug

‘BJEP 8U) SUMO JBeU)} uogesiueblo

‘9seqe)e 90Jnog JO SWeN

INOLLOVag]

uoniduosaq ejeq

J0jeuipI002 uojejojdxe elep S,Ucpaes INoA Aq pautejal aq pinoys [euibuo ay} ejefauiod UsLm
'SWwajsAs i1ai} OO Bjep Jde0oe 0] spaau Jt uojewoil ay) yum TTOISAS JEINAJEUE oY) opiroid O] ULIOL 8y JO SUOHISS JOYJ0 BY] oSN O} [njasn
aq alojesoy} Aew j| "STIDISAS [EONATRUE Aue ol ejep oy} sjesodioour jou v TTES] JUEASIOT DU pue ejep aiinboe jou jim ies] JUBAS]oT SUI ulio} it}

Aq paimdeo uogeuLIoul 8y} INOYIM “1oAeMOH “(yS]) Jueliem Auedoid 1o (Ydiy) jueuem uoydaasslul 1apun pouIRIqo [eustew 10f pasn aq jou pioys
Loy sty fo uolpiod jebsy, sy} ‘sidwexe 104 "sesseooud 1ayjo A papinoud Jou st siy] aleym uoisinboe ejep BuisLoyIne 104 Sueaul © SepIACI ULIOf S |

“wiof uopysinboe emiur ey uf paynsni pue paynuepr sem siy) se Buoj os ‘sojepdn Jusnbesqns Aysnf o] pesn aq
JOu pinoys Inq jasejep © Jo uofisinboe [eiul 8y Joj Pesn aq PMOYS }f “UORILIAP SIY} YoJew Jou Soop jey} ejep o} Aidde jou seop Loy SIY[ |, SIenpinpul
ajdiynw Jnoqe ejep uejuoo pue Buisseoosd fenuei o} siqndeasns Alises aq o} abiie] 00] aJe Jel) S18S BIeP OlL0IJOS[T, SB POUSp 8q UBD BB Ying

"** 9|\ SISSTAPE [eDo] PUE SJEIJIJO GIJ 0} (8191dWod uaym) D0

uogesuoyny uonisinboy ejeq ying

SOIMYLI ANV d3NITIIANN-319N0A ‘AT109 NI IV SLSID ANV INOILIVAIY] AILVIIANI oY SNOILOVATY ‘J1ON




[INOLLOVATH]

10 Ayjej0} ayy pejsenbal nok aaeH [ AlWwAuoue
S|U} SA0W. 0} PISn aq 92IAI8G aU] 0] S|ge|IBAR
sanbiuyoal Jo e1ep Jaylo pinoo ‘sidwexs Joy]
£0S UIBWISL ) M pUE SNOLWAUOUR B)Bp 8u S|
Zisauau asuablsiul ou Jo sjdoad 1o uoiuodoid
Mo 1o ubiy e uieluoD esEQEIEP 9] $90(]

(¢ 010 ejep jeuosiad s1 1) elep aU) JO aINEBU 2y |
-apn|oul alojdxe pinoys nok sanss|) :Aoeaud
OJUI UOISNIUI JO [9AS] B} Ule|dxe aseald

"AJUn2as [eucpeu

1e104d

0} suswalinbai Aioynie)s sy Jeoul 0} 92IAIRSG
ey dpy o3 Aiessaoau s| sIy) Aym pue elep
8y} &sn C} pusjul noA moy aquosap ases|d

Ajjeuoniodold pue AjissadsaN

[INOILOVQZY] pejjonuod
2q 0] pSau Elep Y} 0} SSSIB |Ip

LEJEp 3]
ssa001d 031 Al[Ige oY) aARY AU 1BY] palLIjuoD

NoA aaey pue (SWSJSAS [EONAJBUE JUBAD]O

JYI 31) uonREIO) mc_wwmu.oa pue abeiolg

(012 Aljquow ‘yo suQ) Aousnbal Asaeq

INOLLOVYAIY] poyisw AlsaleQg

“a0IAIeg BY)
ulyum (Josuods ejep i) 10BJU0D JO JUIOH

(ss2.ppe w3 pue
Jagquinu aucydaie) Buipnjoul) uonesiuebio
Bulumo uiypm 12e1U09 Jo Julod Jo sjieleq

SOINMVLI ANV QINITIIANN-I19N0A ‘dT09 NI 34V SLSI9D ANV INOLLOYaaH] QILYDIaN] ISV SNOILOVYA3Y ‘J31ON
[INOLLDVATT]




INOLLOVATd]

'INOILDVYA=IY] B2 sjeonsprenisniul Afowanxe ejep oy} st.10 jsatapur aauabijpul ou Jo sidoad jo siequinu ebief Ajensnun apnoul ejep ety
so0p sjdwexs Joj) ansnyur Auenoired sy jsanbal ay) Jey) jeef Aoy yi sesuoyine g SPBID ayp Aq Jybnos aq pinoys JusLiasiopus TEIOII0 Gl JOTUSS

(7euondo) juswasiopus
:(uswiwos ay3 uj sweu anoA Buipnour) saoqe sy} sacsdde o) alay A)[19B) JUBLILIOD BU} 9S() - Z SPBID

‘(SyNsaJ slUBS Sy} 18NIISP JOU PINOM satjorordde asgetia)e
ey} pue paiepisuog Auadotd usaq arey Apjeuoruodoid pue Ajsseoau jo Sonss] oy} Jey) aunsus O} S1 8j0J INOA) uooes BuLosuods oy} UM 7 opeIsy

J82140 Buisuoyiny

" AJUO JUBWILLIOD, O JUBLINOOD BY] LIDALUOD UdY |

%3 a/0Y HEIS SleN
Jesddy

suonesuoyIny

¢BIEP YINQ J0 3N 3] INOUJIM SUBSW J19Y]0
Aq pansiyae aq 8say; p|nod pue Bulq elep
siy) Bunlo|dxs |Im sjysuaq pue synsal JeyaA

(¢ EYRp 24 0] $S920E 2ARY
[lIM @21AJ88 BUL Ul OYAA 4 uoisnujul abzuew
0} djay siy; S90p pue }J2sgns e 1o asedelep au)

SOITVLI ANV GIANITEIANN-IT19N0A ‘109 NI 3V S1819 ANV [INOILOVAIN] 31 vDIaN] 38y SNOILDOVYA3IY 310N
INOLLOVYATd]




[INOLLDVAT¥]

:(Juawiwod ayy ug sweu Jnok Buipnjoul) anode ay) aacadde o) aloy 0} AJ1j10L) JUSILIOD a3} oS - JeloHJo Gl J0luoS

SOITYLI ANV AINITHIANN-TTENOA ‘109 NI 34V S1S19 NV INOILOVYAaN] A31vDIaN! I3dY SNOILLOVA3Y 10N
INOLLOVaT]



