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Anders Samuelsen, Minister for Foreign Affairs 
Ministry of Foreign Affairs of Denmark  
Asiatisk Plads 2 
DK-1448 Copenhagen K 
um@um.dk 
 
 
 
14 July 2017 
 
Dear Anders Samuelsen 
 
We are writing following our letters sent to your ministry on 11 July 2016 and on 5 
September 2016 regarding our concerns about the export of internet surveillance 
equipment, attached.  
 
We note that we have received a response to our first letter from the Ministry of Business 
and Growth on 11 August 2016 and a response to our second letter from the Ministry of 
Business and Growth and the Danish Business Authority on 4 October 2016.  
 
However, we have yet to receive a response from the Ministry of Foreign Affairs (MFA) to 
either letter.  
 
Since then, substantial new information has been reported by Information Dagbladet and 
the BBC, showing that BAE Systems has received export licenses for the export of Internet 
surveillance equipment to Algeria, Morocco, Oman, Qatar, Saudi Arabia, and the United 
Arab Emirates.1 Earlier media reports also showed that 14 export licenses have been 
granted in total in Denmark for the export of internet surveillance equipment, including to 
China, Singapore, and South Africa.2 
 

                                                
1 https://www.information.dk/indland/2017/06/danmark-tillod-salg-teknologi-kan-
overvaage-hel-befolkning-verdens-mest-undertrykkende-regimer-saudi-arabien 
2 https://www.information.dk/indland/2016/08/danmark-storeksportoer-
internetovervaagning 
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On 24 August 2016, the Citizen Lab, a research institute based at the University of 
Toronto, published evidence showing that the UAE Government had used commercial 
surveillance technology to target the device of a human rights activist, Ahmed Monsoor. 
Monsoor is a recipient of the Martin Ennals Award, sometimes referred to as a “Nobel 
Prize for human rights”. According to the report, Monsoor has been targeted by at least 
three different commercial surveillance products. In March this year, Monsoor was 
arrested at his home and has since been held in solitary confinement without access to a 
lawyer because of his social media use.3  
 
Torsten A. Anderson, Head of Unit at the Danish Business Authority, confirmed in 
response to our letter on 4 September that the MFA is responsible for assessing 
considerations, including human rights, when applications for export licenses are 
received.  
 
We are writing therefore to re-submit the questions below regarding the MFA’s 
assessment of export license applications for IP Surveillance Systems:  
 

• Was an assessment conducted against Criteria 2 of the EU Common Position 
2008/944/CFSP?  

 
• What information was obtained and considered regarding the end-users’ roles in 

the recipient countries, and if the end-users have been involved in internal 
repression or serious violations of human rights? 

 
• What information was obtained and considered regarding the commitment of the 

recipient countries’ Governments and end-users to respect and improve human 
rights and to hold human rights violators accountable? 

 
• What information was obtained and considered regarding whether the recipient 

countries have agreed to external or other independent monitoring and/or 
investigations of alleged human rights abuses, and if so, how they have reacted 
to/implemented any findings?  

 
• What information was obtained and considered about the lawfulness of internet 

surveillance in all end-user countries and its compliance with international human 
rights law? 

 
• Given the information available, does the Foreign Ministry consider there to be a 

clear risk that the export of IP network communications surveillance systems or 
equipment to Algeria, China, Morocco, Oman, Qatar, Saudi Arabia, and the United 
Arab Emirates at present might facilitate human rights abuses? 

                                                
3 http://www.aljazeera.com/news/2017/06/letter-calls-uae-release-ahmed-
mansoor-170627203939193.html 
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In addition, given recent reports, we ask that the MFA now conduct a full re-assessment of 
all export licenses for internet surveillance equipment, including an assessment of the 
human rights risks and the sufficiency of the legal framework in the destination country 
and its compliance with international human rights law.  
 
We ask that where the export presents a risk to human rights, or if the legal framework 
governing surveillance in the destination country is not sufficient, that the export license 
now be revoked. 
 
To assist with your assessment, please find attached a copy of The International Principles 
on the Application of Human Rights to Communications Surveillance; a set of principles 
developed by civil society and technology experts which provide a framework for 
assessing human rights obligations and duties when conducting communications 
surveillance.  
 
We also ask that you confirm whether you believe that the human rights assessment 
procedure provided by the EU Dual Use regulation 428/2009 can be updated to provide 
better clarity, a stipulation that the legal framework governing surveillance be considered, 
and greater human rights protections. 
 
We thank you for your attention in this matter and look forward to a prompt response.  
 
Yours sincerely  
 
 
 
 
Edin Omanovic� 
Privacy International  
edin@privacyinternational.org  
 
 
 



       

Kris�an Jensen, Minister for Foreign A�airs

Ministry of Foreign A�airs of Denmark

Asia�sk Plads 2

DK-1448 Copenhagen K

um@um.dk

5 September 2016

Dear Kris�an Jensen

We are wri�ng in reference to a media report which appeared on 27 August 2016 in Informa�on, 

en�tled “Danmark er storeksportør af internetovervågning”.1

We note that Privacy Interna�onal sent to you a le5er on 11 July 2016 outlining concerns related 

to an export license for the transfer of internet surveillance systems to China. Since that le5er, 

Privacy Interna�onal has received a response from the Minister of Business and Growth, Troels 

Lund Paulsen, who did not comment on the speci;c case in ques�on. Privacy Interna�onal has not 

received a response to that le5er from the Ministry of Foreign A�airs of Denmark.

The latest report in Informa�on states that since the beginning of 2015, 14 export licenses in total 

have been issued by the Ministry of Business and Growth for the transfer of Internet Protocol 

surveillance systems, which are controlled under categories 5A001j, 5D001c, and 5D002.c.1 in the 

Wassenaar Arrangement. One of the export licenses is reported to have authorised Nørresundby-

based BAE Systems Applied Intelligence to export an internet surveillance system to the Ministry of

the Interior of the United Arab Emirates (UAE).  

We are wri�ng again to express our concerns about the clear risk to human rights posed by the 

export of these systems. We also request again speci;c assurances related to the export licenses 

granted for the transfer of such systems to China, the UAE, and elsewhere.

Internet Protocol (IP) network communica�ons surveillance systems or equipment

Category 5A001j controls ‘Internet Protocol (IP) network communica�ons surveillance systems or 

equipment’ and was introduced into the Wassenaar Arrangement Dual Use List in 2013. It was 

incorporated into Denmark's na�onal control list and across EU member states with the update of 

the list of controlled items in Regula�on (EC) No 428/2009 in December 2014. The control, 

proposed ini�ally by France, came aKer evidence emerged in 2011 that a French company had 

1 # https://www.information.dk/indland/2016/08/danmark-storeksportoer-internetovervaagning

mailto:um@um.dk


provided Libya's Gadda; government with such a system, which according to a former oLcial of 

the Libyan External Security Organisa�on, allowed the government to listen “in on the en�re 

country,” ;nd “targets within the country’s massive Mow,” and iden�fy “individual suspects using 

key words”.2 The Internet Protocol is one of the core standards upon which today’s 

communica�ons infrastructure is built, enabling online searches, emails, and VoIP calls among 

other services. The category 5A001j control is aimed at regula�ng the transfer of general traLc 

analysis systems, such as deep packet inspec�on items, which can classify and collect informa�on 

Mowing through a network. These systems can collect, store, and analyse informa�on about large 

numbers of people, oKen without any regard to whether they are legally suspected of wrongdoing.

The Internet Protocol is one of the core standards upon which today’s communica�ons 

infrastructure is built, enabling online searches, emails, and VoIP calls among other services. The 

intercep�on of these communica�ons lies at the heart of many mass surveillance systems. In many

countries, these systems are wielded to violate the right to privacy, and pose a serious threat to 

other human rights. Such systems can therefore be used to iden�fy, target, and locate individuals, 

thereby facilita�ng torture and other cruel, inhuman and degrading treatment or punishment, 

arbitrary deten�ons, extrajudicial killings, and other major viola�ons of human rights and 

fundamental freedoms.

Recent European Court of Human Rights judgments in the cases of Szabo and Vissy v. Hungary3 and

Zakharov v. Russia4 have ruled against untargeted, mass intelligence collec�on systems. In 

Zakharov, the Court dis�lled the body of its case law to summarise the requirements of an 

intercep�on authorisa�on, which “must clearly iden�fy a speci;c person to be placed under 

surveillance or a single set of premises as the premises in respect of which the authorisa�on is 

ordered.”

Request for Further Informa�on & Assurances

1. Regarding the items authorised for export to China on 15 April 2016 under license DK 8023 for 

5A001j:

a) Is the end-user a unit of the military, paramilitary, law enforcement, intelligence, or similar 

en��es?

b) Is the ul�mate end-use of the items intended for military, intelligence gathering, evidence 

collec�on, or security purposes?

2. If the answer to 1.a) and 1.b) is no:

a) Who is the stated end-user and exporter?

b) How are the items intended to be used?

c) What assurances are there that the items will not be used for military, intelligence 

2 # https://www.fidh.org/en/region/north-africa-middle-east/libya/16959-the-amesys-case-the-victims-anxious-to-see-tangible-

progress

3 #http://hudoc.echr.coe.int/eng?i=001-160020

4 #http://hudoc.echr.coe.int/eng-press?i=001-159324; see also https://www.privacyinternational.org/node/688



gathering, evidence collec�on, or security purposes?

d) Are there any mechanisms in place to monitor the use of the items to ensure that they will 

be used in compliance with any end-use/end-user undertakings?

3. If the answer to either 1.a) and 1.b) is yes:

a) Who is the stated end-user and exporter?

b) Were any end-user guarantees sought for the transfers? If such guarantees were sought, 

please provide details on what condi�ons were made, and if there is any monitoring of the 

use of the items by the end-users? 

c) Was an assessment conducted against Criteria 2 of the EU Common Posi�on 

2008/944/CFSP? If not, please describe why not. If it was, please describe why the export 

was not denied. 

d) What informa�on was obtained and considered regarding the end-users’ roles in the 

recipient countries, and if the end-users have been involved in internal repression or 

serious viola�ons of human rights?

e) What informa�on was obtained and considered regarding the commitment of the recipient

countries’ Governments and end-users to respect and improve human rights and to hold 

human rights violators accountable?

f) What informa�on was obtained and considered regarding whether or not the recipient 

countries have agreed to external or other independent monitoring and/or inves�ga�ons of

alleged human rights viola�ons, and if so, how they have reacted to/implemented any 

;ndings?

g) Was considera�on given to the possibility of 5A001j items being covered by the EU arms 

embargo placed on China in response to the internal repression of protestors at Tiananmen

Square in 1989 (Declara�on of European Council, Madrid, 27.6.1989)?

h) Given the informa�on available, does the Danish Business Authority / Foreign Ministry 

consider there to be a clear risk that the export of IP network communica�ons surveillance 

systems or equipment to China at present might facilitate human rights abuses?

i) Can the Danish Business Authority / Foreign Ministry con;rm that without signi;cant 

improvements to the current situa�on, any forthcoming license applica�ons for permanent 

exports of 5A001j items to China for military, intelligence gathering, evidence collec�on or 

security purposes will be denied?

4. With respect to the export license reportedly granted to BAE Systems for the transfer of items 

falling under control 5A001j to the UAE Ministry of the Interior:

a) Were any end-user guarantees sought for the transfers? If such guarantees were sought, 

please provide details on what condi�ons were made, and if there is any monitoring of the 



use of the items by the end-users? 

b) Was an assessment conducted against Criteria 2 of the EU Common Posi�on 

2008/944/CFSP? If not, please describe why not. If it was, please describe why the export 

was not denied.

c) What informa�on was obtained and considered regarding the end-users’ roles in the 

recipient countries, and if the end-users have been involved in internal repression or 

serious viola�ons of human rights?

d) What informa�on was obtained and considered regarding the commitment of the recipient

countries’ Governments and end-users to respect and improve human rights and to hold 

human rights violators accountable?

e) What informa�on was obtained and considered regarding whether or not the recipient 

countries have agreed to external or other independent monitoring and/or inves�ga�ons of

alleged human rights abuses, and if so, how they have reacted to/implemented any 

;ndings?

f) Were any end-user guarantees sought for the transfers? If such guarantees were sought, 

please provide details on what condi�ons were made, and if there is any monitoring of the 

use of the items by the end-users? 

g) Given the informa�on available, does the Danish Business Authority / Foreign Ministry 

consider there to be a clear risk that the export of IP network communica�ons surveillance 

systems or equipment to UAE at present might facilitate human rights abuses?

5. In general, with respect to controlled items that can be used for electronic communica�ons 

surveillance (Intrusion SoKware (4A005), Telecommunica�ons Intercep�on Equipment 

(5A001f) and Internet Protocol Network Surveillance Equipment (5A001j)) what assurances are 

there that:

a) Criteria 2 of the EU Common Posi�on are used for assessment where there are serious 

grounds for believing that the end-user of such goods and technology will be the armed 

forces or internal security forces or similar en��es in the recipient country?

b) There is no clear risk that any of the items granted export licenses to date might be used to 

violate human rights? 

We thank you for your a5en�on in this ma5er and look forward to a prompt response. 

Yours sincerely

Edin Omanovic 

Privacy Interna�onal

edin@privacyinterna�onal.org 

mailto:edin@privacyinternational.org


Cecilie Gregersen Nielsen

Amnesty Interna�onal 

CGregersenNielsen@amnesty.dk 

cc:

Torsten A. Andersen , Head of Unit

Danish Business Authority

Dahlerups Pakhus

Langelinie Alle 17

2100 Kopenhavn O

torand@erst.dk

Troels Lund Poulsen, Minister for Business and Growth

Ministry of Business and Growth 

Slotsholmsgade 10-12

DK-1216 Copenhagen K

min@evm.dk

mailto:min@evm.dk
mailto:CGregersenNielsen@amnesty.dk
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Kristian Jensen, Minister for Foreign Affairs 
Ministry of Foreign Affairs of Denmark  
Asiatisk Plads 2 
DK-1448 Copenhagen K 
um@um.dk 
 
Danish Business Authority 
Dahlerups Pakhus 
Langelinie Alle 17 
2100 Kopenhavn O 
erst@erst.dk 
 
Troels Lund Poulsen, Minister for Business and Growth 
Ministry of Business and Growth  
Slotsholmsgade 10-12 
DK-1216 Copenhagen K 
min@evm.dk 
 
11 July 2016 
 
To Kristian Jensen, Minister for Foreign Affairs 
 
We are writing in reference to a media report which appeared last Saturday, 9 July 2016, in 
Information entitled ''Denmark gives Green Light to the Export of Surveillance to China'. A copy of 
the report is attached (Annex 1).  
 
The report states that an unnamed Danish company was on, 15 April 2016, granted an export 
license to export controlled items to an unnamed end-user in China for a Field Acceptance Test. 
The controlled items come under categories 5A001j, 5D001c, and 5D002.c.1.  
 
We are concerned that the export of these controlled items to China poses a clear risk to human 
rights. Below, we provide more information about such technology and the associated human 
rights issues. We also urgently request assurances related to the specific export outlined in the 
Information report as well as to the export of such technology in general. 
 
Internet Protocol (IP) network communications surveillance systems or equipment 
 
Category 5A001j controls 'Internet Protocol (IP) network communications surveillance systems or 
equipment' and was introduced into the Wassenaar Arrangement Dual Use list in 2013. It was 
incorporated into Denmark's national control list and across EU member states with the update of 
the list of controlled items in Regulation (EC) No 428/2009 in December 2014. The control, 
proposed initially by France, came after evidence emerged in 2011 that a French company had 
provided Libya's Gaddafi regime with such a system, which according to a former official of the 
Libyan External Security Organisation, allowed the government to listen “in on the entire country,” 
find “targets within the country’s massive flow,” and identify “individual suspects using key 
words”.1  
 
Category 5A001j is aimed at controlling general traffic analysis systems, such as deep packet 
inspection items, which can classify and collect information flowing through a network. The 
Internet Protocol is one of the core standards upon which today’s communications infrastructure 
is built, enabling online searches, emails, and VoIP calls among other services. The interception of 
                                                
1 https://www.fidh.org/en/region/north-africa-middle-east/libya/16959-the-amesys-case-the-victims-anxious-

to-see-tangible-progress 
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these communications lies at the heart of many mass surveillance systems. Such systems can 
collect, store, and analyse information about large numbers of people, often without any regard to 
whether they are legally suspected of wrongdoing. In countries with weak rule of law and under 
the control of an authoritarian government, these systems are wielded to violate the right to 
privacy, and pose a serious threat to other human rights. They can be used to identify, target, and 
locate individuals, thereby facilitating torture and other cruel, inhuman and degrading treatment or 
punishment, arbitrary detention, extrajudicial killing, and other major violations of fundamental 
human rights.   
 
Recent European Court of Human Rights judgments in the cases of Szabo and Vissy v. Hungary2 
and Zakharov v. Russia3 have ruled against untargeted, mass intelligence collection systems. In 
Zakharov, the Court distilled the body of its case law to summarise the requirements of an 
interception authorisation, which “must clearly identify a specific person to be placed under 
surveillance or a single set of premises as the premises in respect of which the authorisation is 
ordered.” 
 
A sales brochure of such a system produced by ETI-A/S, a Danish company which was in 2011 
acquired by BAE Systems, is attached (Annex 2).  
 
Export to China 
 
The export of an IP network communications surveillance system to China poses a clear risk to 
human rights. Amnesty International's latest annual assessment on China, attached (Annex 3), 
found that 'Torture and other ill-treatment remained widespread in detention and during 
interrogation', and that 'Human rights defenders, lawyers, journalists and activists faced increased 
intimidation, harassment, arbitrary arrest, and violence'. It also highlights that: 
 

A series of new laws with a national security focus were drafted or enacted that presented 
grave dangers to human rights. The government launched a massive nationwide crackdown 
against human rights lawyers. Other activists and human rights defenders continued to be 
systematically subjected to harassment and intimidation. Five women’s rights activists were 
detained for planning to mark International Women’s Day with a campaign against sexual 
harassment. Authorities stepped up their controls over the internet, mass media and academia. 
Televised “confessions” of critics detained for investigation multiplied. Freedom of religion 
continued to be systematically stifled. The government continued its campaign to demolish 
churches and take down Christian crosses in Zhejiang province. In the predominantly Muslim 
Xinjiang Uighur Autonomous Region, the regional government enacted new regulations to more 
tightly control religious affairs and ban all unauthorized religious practice. The government 
maintained extensive controls over Tibetan Buddhist monasteries. The UN Committee against 
Torture regretted that previous recommendations had not been implemented.  

 
Amnesty reports that a counter terrorism law passed in December 2015 has “virtually no 
safeguards to prevent those who peacefully practised their religion or simply criticized government 
policies from being persecuted on broad charges related to ‘terrorism’ or ‘extremism’”.  
 
Further, a draft cybersecurity law would “force companies operating in China to store users’ data 
in China...in a way that 'runs counter to national and international obligations to safeguard the 
right to freedom of expression and the right to privacy”. Reuters last month reported that the law, 
which forces “network operators to comply with social morals and accept the supervision of the 
government”, had had a second reading in the National People’s Congress.4 
                                                
2 http://hudoc.echr.coe.int/eng?i=001-160020 
3 http://hudoc.echr.coe.int/eng-press?i=001-159324; see also https://www.privacyinternational.org/node/688 
4 http://www.cnbc.com/2016/06/27/china-moves-closer-to-passing-controversial-cybersecurity-law.html 
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Export Control Obligations 
 
As you are aware, Article 1 of Council Common Position 2008/944/CFSP of 8 December 2008 
defining common rules governing control of exports of military technology and equipment states 
that EU member states shall assess export license applications against the criteria specified in 
Article 2, which includes “[r]espect for human rights in the country of final destination as well as 
respect by that country of international humanitarian law”. It states that “[h]aving assessed the 
recipient country’s attitude towards relevant principles established by international human rights 
instruments, Member States shall...deny an export licence if there is a clear risk that the military 
technology or equipment to be exported might be used for internal repression”. 
 
Article 6 also states that: 
 

Without prejudice to Regulation (EC) No 1334/2000, the criteria in Article 2 of this Common 
Position and the consultation procedure provided for in Article 4 are also to apply to Member 
States in respect of dual-use goods and technology as specified in Annex I to Regulation (EC) 
No 1334/2000 where there are serious grounds for believing that the end-user of such goods 
and technology will be the armed forces or internal security forces or similar entities in the 
recipient country. References in this Common Position to military technology or equipment shall 
be understood to include such goods and technology. 

 
Article 2.3 of the User's Guide to Council Common Position 2008/944/CFSP defining common 
rules governing the control of exports of military technology and equipment, as endorsed by the 
Council ("Foreign Affairs") on 20 July 2015, states that: 
 

Member States should consider the current and past record of the proposed end-user with 
regard to respect for human rights and that of the recipient country in general. The latter 
includes the policy line of recipient country’s government; recent significant developments, 
including inter alia impact of "fight against terrorism”; effective protection of human rights in 
constitution; human rights training among key actors (e.g. law enforcement agencies); impunity 
for human rights violations; independent monitoring bodies and national institutions for 
promotion or protection of human rights.  
 

Article 2.8 also states that: 
 
[It] is also important to recognise that a wide variety of equipment has a track record of use to 
commit or facilitate repressive acts. Items such as Armoured Personnel Carriers (APCs), body 
armour and communications/surveillance equipment can have a strong role in facilitating 
repression.  
 

Request for Further Information & Assurances 
 
Given the information available on the use of IP network communications surveillance systems for 
human rights abuses, human rights in China, and export control regulations, we would appreciate 
an urgent response to the questions below. 
 
 

1. Regarding the items authorised for export on 15 April 2016 under license DK 8023 for 
5A001j: 

 
a) Is the end-user a unit of the military, paramilitary, law enforcement, intelligence, or 

similar entities? 
b) Is the ultimate end-use of the items intended for military, intelligence gathering, 
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evidence collection, or security purposes? 
 

2. If the answer to 1.a) and 1.b) is no: 
 

a) Who is the stated end-user and exporter? 
b) How are the items intended to be used? 
c) What assurances are there that the items will not be used for military, intelligence 

gathering, evidence collection, or security purposes? 
d) Are there any mechanisms in place to monitor the use of the items to ensure that they 

will be used in compliance with any end-use/end-user undertakings? 
 

3. If the answer to either 1.a) and 1.b) is yes: 
 

a) Who is the stated end-user and exporter? 
b) Was an assessment conducted against Criteria 2 of the EU Common Position 

2008/944/CFSP? If not, please describe why not. If it was, please describe why the 
export was not denied.  

c) Was consideration given to the possibility of 5A001j items being covered by the EU 
arms embargo placed on China in response to the internal repression of protestors at 
Tiananmen Square in 1989 (Declaration of European Council, Madrid, 27.6.1989)? 

d) Given the information available, does the Minister for Foreign Affairs consider there to 
be a clear risk that the export of IP network communications surveillance systems or 
equipment to China at present might facilitate internal repression? 

e) Can the Minister for Foreign Affairs confirm that without significant improvements to 
the current situation, any forthcoming license applications for permanent exports of 
5A001j items to China for military, intelligence gathering, evidence collection or 
security purposes will be denied? 

 
4. In general, with respect to controlled items that can be used for electronic 

communications surveillance (Intrusion Software (4A005), Telecommunications 
Interception Equipment (5A001f) and Internet Protocol Network Surveillance Equipment 
(5A001j)) what assurances are there that: 

 
a) Criteria in Article 2 of the Common Position are used for assessment where there are 

serious grounds for believing that the end-user of such goods and technology will be 
the armed forces or internal security forces or similar entities in the recipient country? 

b) There is no clear risk that any of the items granted export licenses to date might be 
used for internal repression?  

 
We thank you for your attention in this matter and look forward to a prompt response.  
 
Yours sincerely 
 
 
 
 
 
 
Edin Omanovic  
Privacy International 
edin@privacyinternational.org 
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NECESSARY & PROPORTIONATE

1

Credits
The International Principles on the Application of Human Rights to Com-
munications Surveillance was cooperatively written by privacy organizations 
and experts worldwide including, but not limited to, Access, Article 19, Aso-
ciación Civil por la Igualdad y la Justicia, Asociación por los Derechos Civ-
iles, Association for Progressive Communications, Bits of Freedom, Center 
for Internet & Society India, Comisión Colombiana de Juristas, Electronic 
Frontier Foundation, European Digital Rights, Reporter Without Borders, 
Fundación Karisma, Open Net Korea, Open Rights Group, Privacy Inter-
national, and the Samuelson-Glushko Canadian Internet Policy and Public 
Interest Clinic. In addition, we also want to thank IP Justice, SHARE Foun-
dation — SHARE Defense, IFEX Network and Instituto NUPEF for help 
connecting concerned groups together.

For more information, visit

necessaryandproportionate.org/text

Background history
More than 40 privacy and security experts participated in the drafting pro-
cess of the Principles during the Brussels meeting in October 2012. After an 
initial broad consultation, which included a second meeting in Rio de Janeiro 
in December 2012, Access, EFF and Privacy International led a collabora-
tive drafting process that drew on the expertise of human rights and digital 
rights experts around the world. The first version of the Principles was final-
ized on July 10, 2013 and was officially launched at the UN Human Rights 
Council in Geneva in September 2013. The resounding success and global 
adoption of the Principles by more than 400 organizations across the world 
necessitated a number of specific, primarily superficial, textual changes in the 
language of the Principles in order to ensure their consistent interpretation 
and application across jurisdictions. From March 2013 to May 2013, another 
consultation was conducted to ascertain and rectify those textual problems 
and update the Principles accordingly. The effect and the intention of the 
Principles were not altered by these changes. This version is the final product 
of those processes and is the authoritative version of the Principles.
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NECESSARY & PROPORTIONATE

FINAL VERSION MAY 2014* 

As technologies that facilitate State surveillance of communications advance, 
States are failing to ensure that laws, regulations, activities, powers, and au-
thorities  related to Communications Surveillance adhere to international 
human rights law and standards. This document attempts to clarify how 
international human rights law applies in the current digital environment, 
particularly in light of the increase in and changes to Communications Sur-
veillance technologies and techniques. These principles can provide civil soci-
ety groups, industry, States, and others with a framework to evaluate whether 
current or proposed surveillance laws and practices are consistent with hu-
man rights.

These principles are the outcome of a global consultation with civil society 
groups, industry, and international experts in Communications Surveillance 
law, policy, and technology.

PREAMBLE
Privacy is a fundamental human right, and is central to the maintenance of 
democratic societies. It is essential to human dignity and it reinforces other 
rights, such as freedom of expression and information, and freedom of associ-
ation, and is recognised under international human rights law.1 Communica-
tions Surveillance interferes with the right to privacy among a number of other 
human rights. As a result, it may only be justified when it is prescribed by law, 
necessary to achieve a legitimate aim, and proportionate to the aim pursued.2

Before public adoption of the Internet, well-established legal principles and 
logistical burdens inherent in monitoring communications created limits to 
Communications Surveillance by States. In recent decades, those logistical 
barriers to surveillance have decreased and the application of legal principles 
in new technological contexts has become unclear. The explosion of digital 
communications content and — information about an individual’s commu-
nications or use of electronic devices — the falling cost of storing and mining 
large sets of data, and the provision of personal content through third party 
service providers make Communications Surveillance by States possible at 
an unprecedented scale.3 Meanwhile, conceptualisations of existing human 
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rights law have not kept up with the modern and changing Communications 
Surveillance technologies and techniques of the State, the ability of the State 
to combine and organize information gained from different surveillance tech-
nologies and techniques, or the increased sensitivity of the information avail-
able to be accessed.

The frequency with which States are seeking access to both communica-
tions content and metadata is rising dramatically, without adequate scrutiny.4 
Communications metadata may create a profile of an individual’s life, includ-
ing medical conditions, political and religious viewpoints, associations, inter-
actions and interests, disclosing as much detail as, or even greater detail than 
would be discernible from the content of communications.5 Despite the vast 
potential for intrusion into an individual’s life and the chilling effect on polit-
ical and other associations, laws, regulations activities, powers, or authorities 
often afford communications metadata a lower level of protection and do not 
place sufficient restrictions on how they can be subsequently used by States.

SCOPE OF APPLICATION
The Principles and the Preamble are holistic and self-referential – each prin-
ciple and the preamble should be read and interpreted as one part of a larg-
er framework that, taken together, accomplish a singular goal: ensuring that 
laws, policies, and practices related to Communications Surveillance adhere 
to international human rights laws and standards and adequately protect in-
dividual human rights such as privacy and freedom of expression. Thus, in 
order for States to actually meet their international human rights obligations 
in relation to Communications Surveillance, they must comply with each of 
the principles set out below.

These principles apply to surveillance conducted within a State or extrater-
ritorially. The principles also apply regardless of the purpose for the surveil-
lance — including enforcing law, protecting national security, gathering in-
telligence, or another governmental  function. They also apply both to the 
State’s obligation to respect and fulfil individuals’ human rights, and also to 
the obligation to protect individuals’ human rights from abuse by non-State 
actors, including business enterprises.6 Business enterprises bear responsibili-
ty for respecting individual privacy and other human rights, particularly given 
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the key role they play in designing, developing, and disseminating technolo-
gies; enabling and providing communications; and in facilitating certain State 
surveillance activities. Nevertheless, these Principles articulate the duties and 
obligations of States when engaging in Communications Surveillance.

ChANgINg TEChNOLOgY AND DEFINITIONS
“Communications surveillance” in the modern environment encompasses the 
monitoring, intercepting, collecting, obtaining, analysing, using, preserving, 
retaining, interfering with, accessing or similar actions taken with regard to 
information that includes, reflects, arises from or is about a person’s commu-
nications in the past, present, or future.

“Communications” include activities, interactions, and transactions trans-
mitted through electronic mediums, such as content of communications, the 
identity of the parties to the communications, location-tracking, information 
including IP addresses, the time and duration of communications, and iden-
tifiers of communication equipment used in communications.

“Protected Information” is information that includes, reflects, arises from, or 
is about a person’s communications and that is not readily available and easily 
accessible to the general public.  Traditionally, the invasiveness of Communi-
cations Surveillance has been evaluated on the basis of artificial and formal-
istic categories. Existing legal frameworks distinguish between “content” or 
“non-content,” “subscriber information” or “metadata,” stored data or in tran-
sit data, data held in the home or in the possession of a third party service 
provider.7 However, these distinctions are no longer appropriate for meas-
uring the degree of the intrusion that Communications Surveillance makes 
into individuals’ private lives and associations. While it has long been agreed 
that communications content deserves significant protection in law because 
of its capability to reveal sensitive information, it is now clear that other 
information arising from communications – metadata and other forms of 
non-content data – may reveal even more about an individual than the con-
tent itself, and thus deserves equivalent protection. Today, each of these types 
of information might, taken alone or analysed collectively, reveal a person’s 
identity, behaviour, associations, physical or medical conditions, race, color, 
sexual orientation, national origins, or viewpoints; or enable the mapping of 
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the person’s location, movements or interactions over time,8 or of all people 
in a given location, including around a public demonstration or other polit-
ical event. As a result, all Protected Information should be given the highest 
protection in law.  

In evaluating the invasiveness of State Communications Surveillance, it is 
necessary to consider both the potential of the surveillance to reveal Protect-
ed Information, as well as the purpose for which the information is sought by 
the State. Any Communication Surveillance is an interference with human 
rights and so international human rights law applies. Communications Sur-
veillance that will likely lead to the revelation of Protected Information that 
may place a person at risk of investigation, discrimination, or violation of 
human rights will constitute a serious infringement on an individual’s right to 
privacy, and will also undermine the enjoyment of other fundamental rights, 
including the right to free expression, association, and political participation. 
This is because these rights require people to be able to communicate free 
from the chilling effect of government surveillance. A determination of both 
the character and potential uses of the information sought will thus be nec-
essary in each specific case.

When adopting a new Communications Surveillance technique or expand-
ing the scope of an existing technique, the State should ascertain whether the 
information likely to be procured falls within the ambit of Protected Infor-
mation before seeking it, and should submit to the scrutiny of the judiciary or 
other democratic oversight mechanism. In considering whether information 
obtained through Communications Surveillance rises to the level of Protect-
ed Information, the form as well as the scope and duration of the surveillance 
are relevant factors. Because pervasive or systematic monitoring or invasive 
techniques used to accomplish Communications Surveillance have the ca-
pacity to reveal private information far in excess of its constituent parts, it can 
elevate surveillance of non-protected information to a level of invasiveness 
that demands full protection as Protected Information.9

The determination of whether the State may conduct Communications Sur-
veillance with regard to Protected Information must be consistent with the 
following principles.
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ThE 13 PRINCIPLES

Legality 
Any limitation to human rights must be prescribed by law. The State 
must not adopt or implement a measure that interferes with these rights 
in the absence of an existing publicly available legislative act, which 
meets a standard of clarity and precision that is sufficient to ensure that 
individuals have advance notice of and can foresee its application. Given 
the rate of technological changes, laws that limit human rights should 
be subject to periodic review by means of a participatory legislative or 
regulatory process.

Legitimate Aim
Laws should only permit Communications Surveillance by specified 
State authorities to achieve a legitimate aim that corresponds to a pre-
dominantly important legal interest that is necessary in a democratic 
society. Any measure must not be applied in a manner that discrimi-
nates on the basis of race, colour, sex, language, religion, political or other 
opinion, national or social origin, property, birth or other status.

Necessity
Surveillance laws, regulations, activities, powers, or authorities must be 
limited to those which are strictly and demonstrably necessary to achieve 
a legitimate aim. Communications Surveillance must only be conducted 
when it is the only means of achieving a legitimate aim, or, when there 
are multiple means, it is the means least likely to infringe upon human 
rights. The onus of establishing this justification is always on the State.

Adequacy
Any instance of Communications Surveillance authorised by law must 
be appropriate to fulfil the specific Legitimate Aim identified.
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Proportionality
Communications surveillance should be regarded as a highly intrusive 
act that interferes with human rights threatening the foundations of a 
democratic society. Decisions about Communications Surveillance must 
consider the sensitivity of the information accessed and the severity of 
the infringement on human rights and other competing interests.

This requires a State, at a minimum, to establish the following to a Com-
petent Judicial Authority, prior to conducting Communications Surveil-
lance for the purposes of enforcing law, protecting national security, or 
gathering intelligence:

1. there is a high degree of probability that a serious crime or specific
threat to a Legitimate Aim has been or will be carried out, and;

2.  there is a high degree of probability that evidence of relevant and
material to such a serious crime or specific threat to a Legitimate
Aim would be obtained by accessing the Protected Information
sought, and;

3. other less invasive techniques have been exhausted or would be
futile, such that the techniques used is the least invasive option, and;

4.  information accessed will be confined to that which is relevant and
material to the serious crime or specific threat to a Legitimate Aim
alleged; and

5. any excess information collected will not be retained, but instead
will be promptly destroyed or returned; and

6.  information is will be accessed only by the specified authority and
used only for the purpose and duration for which authorisation was
given.

7. that the surveillance activities requested and techniques proposed
do not undermine the essence of the right to privacy or of funda-
mental freedoms.
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Competent Judicial Authority
Determinations related to Communications Surveillance must be made 
by a competent judicial authority that is impartial and independent. The 
authority must be:

1. separate and independent from the authorities conducting Commu-
nications Surveillance;

2. conversant in issues related to and competent to make judicial
decisions about the legality of Communications Surveillance, the
technologies used and human rights; and

3. have adequate resources in exercising the functions assigned to
them.

Due Process
Due process requires that States respect and guarantee individuals’ hu-
man rights by ensuring that lawful procedures that govern any inter-
ference with human rights are properly enumerated in law, consistently 
practiced, and available to the general public. Specifically, in the deter-
mination on his or her human rights, everyone is entitled to a fair and 
public hearing within a reasonable time by an independent, competent 
and impartial tribunal established by law,10 except in cases of emergency 
when there is imminent risk of danger to human life. In such instances, 
retroactive authorisation must be sought within a reasonably practicable 
time period. Mere risk of flight or destruction of evidence shall never be 
considered as sufficient to justify retroactive authorisation.

User Notification
Those whose communications are being surveilled should be notified of 
a decision authorising Communications Surveillance with enough time 
and information to enable them to challenge the decision or seek other 
remedies and should have access to the materials presented in support 
of the application for authorisation. Delay in notification is only justified 
in the following circumstance:
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1. Notification would seriously jeopardize the purpose for which the
Communications Surveillance is authorised, or there is an imminent
risk of danger to human life; and

2. Authorisation to delay notification is granted by a Competent Judi-
cial Authority; and

3. The User affected is notified as soon as the risk is lifted as deter-
mined by a Competent Judicial Authority.

The obligation to give notice rests with the State, but communications 
service providers should be free to notify individuals of the Communi-
cations Surveillance, voluntarily or upon request.

Transparency
States should be transparent about the use and scope of Communica-
tions Surveillance laws, regulations, activities, powers, or authorities. 
They should publish, at a minimum, aggregate information on the spe-
cific number of requests approved and rejected, a disaggregation of the 
requests by service provider and by investigation authority, type, and 
purpose, and the specific number of individuals affected by each. States 
should provide individuals with sufficient information to enable them 
to fully comprehend the scope, nature, and application of the laws per-
mitting Communications Surveillance. States should not interfere with 
service providers in their efforts to publish the procedures they apply 
when assessing and complying with State requests for Communications 
Surveillance, adhere to those procedures, and publish records of State 
requests for Communications Surveillance.

Public Oversight
States should establish independent oversight mechanisms to ensure 
transparency and accountability of Communications Surveillance.11 Over-
sight mechanisms should have the authority: to access all potentially rele-
vant information about State actions, including, where appropriate, access 
to secret or classified information; to assess whether the State is making 
legitimate use of its lawful capabilities; to evaluate whether the State has 



NECESSARY & PROPORTIONATE

11

been comprehensively and accurately publishing information about the 
use and scope of Communications Surveillance techniques and powers in 
accordance with its Transparency obligations; to publish periodic reports 
and other information relevant to Communications Surveillance; and to 
make public determinations as to the lawfulness of those actions, includ-
ing the extent to which they comply with these Principles. Independent 
oversight mechanisms should be established in addition to any oversight 
already provided through another branch of government.

Integrity of Communications and Systems
In order to ensure the integrity, security and privacy of communications 
systems, and in recognition of the fact that compromising security for 
State purposes almost always compromises security more generally, 
States should not compel service providers or hardware or software ven-
dors to build surveillance or monitoring capability into their systems, or 
to collect or retain particular information purely for State Communica-
tions Surveillance purposes. A priori data retention or collection should 
never be required of service providers. Individuals have the right to 
express themselves anonymously; States should therefore refrain from 
compelling the identification of users.12

Safeguards for International Cooperation
In response to changes in the flows of information, and in communica-
tions technologies and services, States may need to seek assistance from 
foreign service providers and States. Accordingly, the mutual legal as-
sistance treaties (MLATs) and other agreements entered into by States 
should ensure that, where the laws of more than one state could apply 
to Communications Surveillance, the available standard with the higher 
level of protection for individuals is applied. Where States seek assis-
tance for law enforcement purposes, the principle of dual criminality 
should be applied. States may not use mutual legal assistance processes 
and foreign requests for Protected Information to circumvent domestic 
legal restrictions on Communications Surveillance. Mutual legal assis-
tance processes and other agreements should be clearly documented, 
publicly available, and subject to guarantees of procedural fairness.
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Safeguards Against Illegitimate Access
States should enact legislation criminalising illegal Communications 
Surveillance by public or private actors. The law should provide suffi-
cient and significant civil and criminal penalties, protections for whistle-
blowers, and avenues for redress by those affected. Laws should stipu-
late that any information obtained in a manner that is inconsistent with 
these principles is inadmissible as evidence or otherwise not considered 
in any proceeding, as is any evidence derivative of such information. 
States should also enact laws providing that, after material obtained 
through Communications Surveillance has been used for the purpose 
for which information was given, the material must not be retained, but 
instead be destroyed or returned to those affected.

* The process of elaborating these Principles began in October 2012 at a meeting of
more than 40 privacy and security experts in Brussels. After an initial broad consul-
tation, which included a second meeting in Rio de Janeiro in December 2012, Access,
EFF and Privacy International led a collaborative drafting process that drew on the
expertise of human rights and digital rights experts across the world. The first version
of the Principles was finalised on 10 July 2013, and officially launched at the UN
Human Rights Council in Geneva in September 2013. The resounding success and
global adoption of the Principles by more than 400 organisations across the world
necessitated a number of specific, primarily superficial textual changes in the language
of the Principles in order to ensure their consistent interpretation and application
across jurisdictions. From March to May 2013, another consultation was conducted
to ascertain and rectify those textual problems and update the Principles accordingly.
The effect and the intention of the Principles was not altered by these changes. This
version is the final product of those processes and is the authoritative version of the
Principles.
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