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NATURE OF PROCEEDINGS

1.

This is an application for confirmation of, and appeals against, declarations that
various provisions of the Regulation of Interception of Communications and
Provisions of Communication-Related Information Act 70 of 2002 are
unconstitutional and invalid.

Thete is also a contested appeal concerning the meaning of the National Strategic

Intelligence Act 39 of 1994 (INSIA).

The High Court’s judgment is reported as: Amabhungane Centre for Investigative
Josrnalism NPC and Another v Minister of Justice and Correctional Services and Others [2019]
ZAGPPHC 384; [2019] 4 All SA 343 (GP); 2020 (1) SA 90 (GP) ; 2020 (1) SACR

139 (GP)

THE ISSUES THAT WILL BE ARGUED

4.

Privacy International (PT) will make submissions concerning;
4.1.  Safeguards for the storage of metadata by phone op_ei:ators (High Court Order
5); and-

4.2, 'The legality of bulk surveillance (High Court Order 6).




NECESSARY PORTIONS OF THE RECORD

6. PI defers to the partics on which portions of the Record are necessary.

SUMMARY OF APPLICANTS ARGUMENT

Safeguards for Metadata

7. PIwill advance four arguments.
8. First, RICA requires the mandatory, blanket retention of metadata.
9. Second, this is extremely invasive of the right to privacy.

10.  Third, it s inconsistent with South Africa’s international obligations and compatative
practice.

11, Fourth, the High Court’s ogder is mistakenly limited to require safeguards for dara
intercepted by the state. It should be expanded to include metadata held by phone

operators and internet service providets.

Bulk Sutveillance

12, PI will advance four arguments to support confirmation of the High Coutt’s order.

13, First, bulk surveillance entails the interception of virtually all internet traffic.

—
‘4:..
el

econd, thisisa-massive and systemic violation of the rights to privacy and freedom-

- of expression.

—
&2

Third, bulk surveillance is contraty to international law,

16, Foutth, the INSIA must be interpreted to avoid this violation. It must be interpreted




not to permit unregulated bulk surveillance. This Court should leave open whether

bulk surveillance, even if regulated, can be constitutional.

AUTHORITIES ON WHICH SPECIAL RELIANCE WILL BE PLACED

1.

Report of the Office of the United Nations High Commissioner for Human Rights, The Right to
Privacy in the Digital Age, UN. Doc. A/HRC/27/37 (30 June 2014).

The Right to Privacy in the Digital Age: Report of the United Nations Iigh Commissioner for
Human Rights AJ/HRC/39/29 (2018).

Digital Rights Ireland (Judgment of the Conrz) [2014] EUEC] C-293/12,
Tele2 Sverige/ Watson [2016] LDULCT C-203/15,

Carpenter v United States 585 US- (2018); 138 SCt 2206.

MICHAEL BISHOP

PATRICK WAINWRIGHT
_Counsel for Privacy International
Chambers, Cape

12 February 2020
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INTRODUCTION

We live in a digital age. This has brought with it immense advantages and oppottunities. But
it has also enabled govetnments to conduct unprecedented and near total susveillance of its
citizens. This application raises two ways in which the state spics on us all

Hitst, Regulation of Interception of Communications and Provisions of Communication-
Related Information Act 70 of 2002 (RICA) requires all phone companies and internet service
providers (ISPs) to stote the metadata about all out communications for up to five years, Any
prosecutot can access that information about any person relevant to the investigation of any
crime. When stored over a period of time, and analysed by sophisticated softwate, this
metadata reveals deep, petsonal details about a person. It can tell the state where we ate at
evety minute of the day, who we talk to. Tt can reveal personal associatons, secrets and beliefs.
This case raises the mandatory, blanket retention of metadata only tangentially. Patt of the
relief sought concerned the conditions under which phone operators keep and use this
metadata. The High Cout, erroneously, did not grant an order declaring RICA invalid for not
providing adequate safeguards for the storage and use of this metadata. Privacy International

(PI) argues that the ngh Court’s Fifth Order should be amended to do so.

Second, R ACA creates detaﬂed fequiterients. (o actm]ly intercept the content of 2

communication. But the National Communications Centre (NCC) has for years fragrantly
violated that requitement. Tt has been conducting bulk surveillance of foreigsi signals. Again,

1 ?

the jargon fails to convey thesinister namure of the government’s conduct,
Bulk surveillance means that the government is intercepting and analysing virtually all our

nteroer traffic. Chur emails, oue Whatsapps, our calendars, our documents, our social media_

posts ate all intercepted by the government. The government is doing this withour 2 any exXniess

i




2
authotisation, and without any specific regulation.

6. Itis easy to sound hyperbolic about the threat of this type of surveillance. But the impacts of
bulk surveillance on people and society are real and alasming, 1t “inadates norms of pervasive
contenisal observetion and fracking ... [that] shape botl behaviour and a sense of identity.”' Without the
space free of the government’s eye, our sense of what it means to be human shifts. Tt affects
how we interact with othets too. This type of constant surveillance “weakens the foundations of
civil soutety” ? 1t destroys the private spaces that are necessary to create and strengthen the social
fabric. If much of our lives ate lived online, and the government sees everything we do online,
1t cannot but affect how we think, and how we act.

7. PI suppotts the High Court’s Sixth Order that the current practice of unauthorised,
untegulated bulk surveillance is unlawful, Tt asks that this Court declate it is a violation of the
right to ptivacy.

8. These written submissions first addtess mandatory blanket retention of metadata, and

then bulk sutveillance. PI also endorses the written submissions of the Right2Know

Campaign on the issue of post-surveillance notification, and the independence of the

designated judge.

- a 'y . Pt A rww & pet &

17 MANDATORY BLANKET RETENTION OF METADATA ~  —

all the metadata

9. RICA mandates all phone operatots and internet service providers to store

generated by their usess for up to five yeats. It allows any prosecutor o access the metadaia

~A{-Lehen-Surveillance versns-Privacy: Effects-aad dmplications’ in [ -Geay-& S Headesson (eds) The Cambpides Hapdbest of
a 3 f ¥ i & W

Surveillance Ly (2017 455 2t 460.
21lid at 465.
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of any petson (o investigate any offence. This happens hundreds of time every day. This is

mandatoty blanket retention of metadata. Accumulated over time, metadata teveals a huge

amount about a person. Theit location, their friends, theit habits, their associations, their
beliefs. International bodies and coutts have recognised the intense impact it has on our
ptivacy and have declated it impermissible. P1 believes it is unconstitutional.

10. This application does not directly concern the constitutionality of mandatory blanket retention
of metadata. It concerns only whether RICA provides adequate safegﬁards tor the retention
of that metadata. But in order to make that assessment, PT submits the Court must undetstand
just how corrosive of privacy this practice is. Safeguards for use and retention are the very
minimum that can be requited. Accordingly, this Part:

10.1. Explains how metadata is treated under RICA;

10.2. Demonstrates that it is an unjustifiable limitation of privacy; and

10.3. Contends for an amendment to the High Court’s otder.

METADATA UNDER RICA

11. PT has fully set out how RICA demands the tetention of metadata in its affidavit.> All phone

- companies must maintain a record of communication-telated information of evety single

communication by theit users.* “commnication related information” includes all information about

ﬁ}ommuiﬁ&iﬂm éﬁiéept its act\__lél content.® Tt inclades the Wl_l(__); when, how and where of the

communication. That information must be stored in accordance with a directive issued by the

3RIK and PTFA at paras 102 117,

* RICA s 30{1)(L), read with the Direetives in: Respect of Different Catogories of Takecommunications Service Providers Made in Terms of the
Regntetion of Luteiveplion of Commniications aid Provision of Commmmteation-Related Inforsation #Aat, 2002 {4t No. 70 QF 2002), published

- a5 GIN-1325 of 2005- o : ' - e P T e —

> RICA s 1, read with the definidon of “indirect communization”. The same oblioation will annly o ISPs when the Minister of
. = f il il

Communications publishes o divective.




4
Ministet, for up to five years.“The information can be accessed through a direction in terms
of s 19 of RTICA. Section 19 has several safeguards.”

12, However, this metadata can also be accessed outside of RICA, under s 205 of the Criminal
Procedure Act 51 of 1977 (CPA).* Section 205 provides for a petson to be subpoenaed to
provide documents or answer questions before a magistrate with regard to any offence. ° Tt is
a routine tool of all ciminal investigations. It is intended to be used to obtain archived
commurications rclated information,

13. Yet s 205 contains none of the safeguards in ¢ 19 of RICA. A request under s 205 can be
made (o investigate any offence. Itis not necessary to know the identity of the alleged offender.
"There is no requirement of “easonable gronnds”, ot that the information is “recessary” in order
to investigate an offence. The applications can be made by a fatr widet swathe of prosccutos,
Section 205 does not require the same detailed information to be placed before the judge or
magistrate.

14, In practice, s 205 warrants are extremely casy to obtain. Indeed, the vast majority of metadata

8 RICA, section 30(2)(2){iii).

* First, it can only be obrained if there are “wasonabl gronndy” to believe that certain types of scrious offences, or threats to national
secutity exist, and the communication related information is “wecessary for purposes of investigating sich affence or guthesing iteh information”
_ Second, the application can be made only by specified senior officials within the definition of “applicant” in RICA. ‘Third, the

application must include the detailed information set out in s 17(2). Fourth, the application is not made to the designated judge,

but to “a judee of @ Flish Court, a regional const magistrate or a magistrate”. BICA s 19(1). However, if a judicial officer issucs the

direction, she must provide a copy to a designated judge,” who must ensure it is kept for at least five years. RICA ss 19(7) and
®

SRICA s 15,

? Section 205 reads: - C o R :
A jnge of a High Court, a regional conr! magistyate or a magistrate may, sulject 1o the provisions of subsestion (4) and section 15 of the
Reonlation of Lntercepiion of Commupnications and Provision of C_b};ﬁﬁﬁyﬁuﬁﬂg}pre/a‘fcri Iy "a_;_mzfz'm; Ast, 2002, upon the request of o
Di}ﬁ-a.‘.';.-af-'-"@;'f’ubﬁv Prosecutions o puthlie prosecuitor anthorized therets Ly writing by the Director q;'Pnb/jn; 'Pm.m‘szja,-;.r,- reqiire Hhe

atlendeice before hing or her or aiy ofher fitdes, regional conrt magistyate or seagistrate, for examination by the Director of Public Prosecutions
or the pubdic prosecistor anthorized ihereto in writing by the Director of Public Prosecntions, of any parses whe is dikedy o give watterial

or relevant information as o any alleged offence, whether or not it is known by whop the offonce way committed: Provided that if sueh
person frrnishes thal informativit lo the satisfaction of the Dirsctor of Public Prosecutions or pubfic prosecwior soicerited prior to the dats ow

i dbiel be or-shediveguired o appear before a fudgsvegional conri-magisirate or-masidiate, e or-sheshall be under-ne Frrther obfigeiion 1o
appear before a judgs, regional conrt magistrate or wagistrate” (emphasis added)
The reference to RICA was added in 2002, with effect from 2005, Act 70 of 2002 5 59,




tequests are not made in terms of s 19, but in terms of s 205.° The applications fot subpoenas
are genetally determined on paper, in chambets by any magistrate or judge. ™

15. Under both s 19 of RICA and s 205 of the CPA, the state can obtain information not only
about an alleged offender, but about any persor whose metadata might be relevant to the
offence. This would include his friends, family and colleagues if their communications or
movements are necessaty (in the case of s 19 of RICA) of televant (in the case of s 205) to an

investigation.
LIMFTATION OF PRIVACY AND EXPRESSION

16, The information that phone operatots and ISPs ate mandated to store is ncredibly personal,
Tt is information about when, where, how and with whom we communicate. It is information
about what internet sites we visit, who we talk to. If a person has a cellphone — particulatly a
smart phone — metadata will fiterally track theit movements minute by minute. This
information is ptivate, and its collection is invasive of the right to privacy.

17, Tn this sectiog, we first show with teference to mnternational and comparative law, that
mandatoty blanket retention of metadata under RICA violates the rights to privacy, and free

- expression. We then explain why the practice unjustifiably limit the right in South Africa, .

International Law

WRAK and PI FA at pata 116,

" R2K and PTFA at para 117, The way in which s 205 is used is apparent from the matter of & 2 Miller and Others 2016 (1) SACR
251 (WCC). The police seized the accused’s cell phones. It then subpoenaed the cell phone operators in terms of s 205 for the
records of the accused, and various other witnesses. The companies provided the information. It was then “fed into a laptop computer
eqiipped with o sofbware program calied Analyt Notebook ™ which was “used fo collate data and fo provids & visial fuk whers similaiities ars

e found’. Yhatanalysis “will show whenparticnlar ceffphene nnmbers-have beoi i vontactswith each other”. The police can then determine “aha—

called wham, for hew fone they spoke, what handvels were nsed dirring the conversations and where gach basdvet wes seovra, Dicaatly focated duving ihe
. td £ il By \L‘s et ﬂ
call” Thid at para 17.




6

18. The United Nations Office of the High Commissioner for Human Rights (OHCHR), the
UN Human Rights Council (HRC), and the Special Rapporteur of the Right to Freedom
of Opinion and Fxpression (Special Rapposteur) have determined that mandatory,
blanket retention of metadata is inconsistent with international law.

19, 1o two reports titled The Right fo Priveny in the Digital Age — issued in 201412 and 2018" — the
OHCHR has concluded that mandatory blanket setention of metadata “ fiust in case’ it is needed
Jor government puposes ... appears neither necessary nor proportionate”™* The retention of metadata
“maay grve an insight into an individual’s bebaviony, sovial velationships, private preferences and identity that go
beyond even that conveyed by accessing the content of a private commmmication””> The 2018 Repott
concluded that these laws “/imit pegple s ability to comminizate anonymonshy, create the risk of abuses and
ety Javilitate disclosture to third parties, incliding eriminals, political opponents, or business competitors throngh
haeking or other data breaches””'®

20.  In its 2016 petiodic repott on South Afdca,!” the HRC stated that it was “conervied abont he
wide scope of the data refention regime inder [RICA]”'® Tt recommended that South Afidca should
“consider revoking or limiting the requivement for mandatory rerention of data by third parties”*® That
concern was repeated i several other conclusions assessing states’ compliance with the

1CCPR. In the United States, for example, it called on the US w0 “/Hefran from imposing

2 Repost of the Of}m of the United Nations Higl: Commissioner jof Humean Rw;'m, The R.{gbf to Priva _)F in the Dig;fa/ Age, U, N. Doc.
A/HURC/27/37 A0 June 2014, - : - -

13 The Right to Privacy in the Digital Age: Report of the Ubited Natisns High Cawz;zjxriwzer_ for Human R{g/)ff A/HRC/39/29 (2018).

Y Right fo Privay i the Digital Age 2074 (n 12} at para 19
BIbid. ' '

16 Right ta Pringey in the Digital Age 2018 (n 13) at para 18,
Y Coneluding Observarions ou the Initial Repori af Senih Africa Human Rights Committee, UN. Doc. CCPR/C/ZAF/CO/1, paras.
4243 (27 April 2016},

Y Ihid at para 42,

et aytl

T }J I_L_‘_t[l JJ{ pql’l 11 o o - —rTe T T T T T LTI ST - P

* Concluding Observations on  the Sixth ?enocl_r PPpoxt oF Italy, UN Human Rights Committee UN. Doc
CCPR/C/TEA/CO/6, para, 37 (28 March 2017), See also Condluding Observations on the Seveni: Perdodic Repott of the United




mandatory relention of data by third parties”
21, The Special Rapporteur has also tecognised how mandatory data tetention thicatens free
expression by limiting the ability to remain anonymous.? The practice “has inevitably resuited in

the State having everyone s digital footprint”®

European Law

22, In Digitad Rights Ireland I.2d v Ireland™* and Teke? S werige/ Watson the Court of Justice for the
European Union (CJEU) held that mandatory retention of metadata is incompatible with arts
7% and 87 of the Chatter of Fundamental Rights of the BEuropean Union. Meradata — when
stored in bulk over time — can “allbw very precise conclusions 1o be dvamwn concerning the private lives of the
persoins whose data has been retained, sich as the habits of everyday fife, permanent or temporary places of
residence, daily or other movernents, the cactivities cevied out, the social relationships of those persons and the
social environiments frequented by them.*® Collecting this data will make people feel “zhat their p/iy@?

lives are the subject of constant surveillanie”’®® When collected in bulk, metadata G5 #o Jess sensitive
pl i

Kingdom of Great Biitzin and Northern Ircland, Fluman Rights Comunittee, U.N. Doc. CCPR/C/GBR/CO/7, para. 24 (17
Aungust 2015).

% Human Rights Committee Concluding observations on the fourth periodic report of the United States of America
CCPR/C/USA/CO/4 (2014) at pava 22(d).

* Report of the Special Rapporteut on the Promotion and Pratection of the Right to Frecdom of Opindon and Expression (22
May 2015) UN. Doc. A/HRC/29/32 at patra 55.

B Ibid.

* Digital R.;g/)fa Delond U//({gmeuf a] the € “04147) [2014] LUE C] C 293 / 12.

3 Teke2 Swerige/ Watson [2016) BUBE] C-203/15: -

0 Art 7 reads: “Everpone bas the right to vespect for bis or ber private and family #fe, home and commnications”’

77 Art 8 reads:

“Protection of pmuuz;/ [fam
1. Everyone bas the right 1o the protection of persesal data concerning him or her,

2. Sueh data mitsi be processed firdy for specified prrposes and on the basiv of ihe consent of the persost comerned or some stber legitimate
basis luid down ly . Everyons has the right of access 1o data which has bees collested conces g bisr or her, and the right fo ham it
reclified,
—————-3 Comphance witl) these-sebeshall be-subjoct 1o controf by-an independent-anthorin?™—- . ——.. — — -
8 Digitaf Riohis Ireland (n 24) at para 27. See aiso Teke2 Sverige/ Watson (n 25) ar para 99,
2 Digitee Réghts Tredend (00 24) at para 37




having vegard to the right to privacy, than the actual content of commmuiizations” This clearly limited
ptivacy rights, but also limited the tight to free expression because it would affect what means
of communication people used, and how they used them,*!

23, The Coutt recognised the important purpose of tatgeting setious crime, and accepted that
mandatoty blanket retention of metadata served that goal.™ But it the limitation was not
justified for two pritnary reasons. Iisst, there wete inadequate safeguards.® But second, the
retention of data occurved “without any differentiation, livitation or exveption being made in the light of
the objective of fighting against serious rime.”” It demanded the retention of metadata even of “persons
Jor whosm there is no evidence capable of snggesting that their conduct might have a linf, even an indirect or remote
orte, with sevioss crime.”™ It thexefore constitated “an interference with the firndamental rights of practically
the entire Elupopean popidation”® Only tarpeted tetention, for fighting setious crime, with limited
retention of limnited data is permissible in Huropean law.?” None of those limits are present in
RICA.

24, The Buropean Court of Human Rights (ECtHR) too has recognised that bulk retention
of metadata is “agpable of painting an intimate picture of a person Hhrough the mapping of social netvorks,

location racking, Lirtervet browsing frackng, mapping of commmumication patterns, and insight into who a person

N Toke2/ Wafron (n 25} at para 99,

3 Dipital Rights Iredand (n 24) at para 28.
2 Ibid at paras 41-44.

» Ihid at para 66.

H Thid atpara 57. : e

# Ibid at pata 58.

3 Thid. The issue has avisen again before the CJHU this year, Prisawy Inferwational v S mg:‘a}y of Stale for Forelgnr and Commonwealth
Affairs and Others (Case C- 623/1 7); and the joined cases La Cradratnre di Net, French Data Network, and others v Premsicr miniviye,
Garde des Seeaux, Ministre de la Justice, Ministre de Tutérienr, Minisire des Aroées (C-511/18 and C-512/18). R2K and PI FA at pasa
27, Wile judgment is outstanding, the Advocate General has endorsed the reasoning Digital Righir Irefand and TehZ Soeripe:

mandatory retention of metadata is inconsistent with European rights, The Advocate General's opzmons in the four cases are

available an hh : 14, 8GLGPA, is /documents jsffnum=C-623/°

ocmncentsgsfPoum=C-

311718, hup/lensda curopa. ev/ st documoents;jsflaum=C 513718 htts Lleuria, ewgopasas s /documentaisPoum=C —

520/18.
¥ Tele2 f Watson (1 25) at para 108 (emphasis adde).




sntferacted witl” *® The failure to apply the same safeguards to metadata that were applied to the
content of communications was one of the teasons the ECtHR held the UK’s bulk

surveillance regime was inconsistent with the Charter.®

The United States

25, In Campenter v United States™® the US Supreme Court discussed the effect of a provision like s
205 which allowed the state to access stored metadata with relative case.*” Roberts CJ
described the effect of the location data collected from phone companies as “near Peifect
surveiliance, as if it had attached an ankle monitor to the phone’s nser”* Tr grants the government “an
Lntimate window info a person’s life, revealing not only bis particilar moverents, bt Hhrongh then his fanubial,
politival, professional religiois, and sexual assodations.””** Because phone companies stoted the data
for five years, it allowed the government to “#avel back in tipe to retrace a person’s wheveabonts!

26, Roberts CJ summarised the impact as follows: “WWhoeser the suspect turns ont 1o be, be has effectivedy
been tailed every smompent of every day for five years, and the police may— in the Govermment’s view — call upon

the resuits of that surveillaice ... . Ounly the fer without cell Phones could escape this tireless and absolute

8 Big Brother Wateh and Others » The Uited Kixedam [2018] BCHR 722 at para 356,

3 Ihid at para 357.

585 US ___ {2018); 138 8Ct 2206. See also Riky » Calijornia 575 US __ (2014); 134 SCt 2473 {Réky, decided in 2014, concerned
whether police needed a scarch warrant to examine the data on a person’s cell phone which was in their possession when they

were arrested. The Court held that a wartant was required. Chief Justice Roberts set out why the data cell phones store, including

M Carpester-a-10) at 13-femphasis added). ——— e e T

the metadata, demands privacy protection. He explained that “cell phone” is 2 “misleadin shorthand” as modern cell hones
p YP P I g p

“Care dn fael minicompiters Hrat-alvo bappen fo have the capasity fo be used us o }'e/iplwm Voey conld just av easily be cabied camverasy viden Pleyers, - -

roladexces, catendars, tape recorders, libraries, diaries, albus, televisions, ziaps, or wewspapers,” Ihid at 17. Tn particutar, Roberts CJ noted that
the location data collected by modern phones was particularly intrusive of privacy: “Data on a cell phone can also reveal where o pmau
hars been. Tistoric location iforimation iv a standard feature on sy smart phoses and ean reconsirnet somicone’s specific movements doiwn 10 the minue,
sl ouly aroniid fowu bt also within a partionlar building. ... ‘GPS monitoring generates a procise, voniprebensive record of o persout's public movesments
thar reflects o wealth of derail abasl her famibal, pofitiear, professional, vefigions, and sexcual associgiions.”” Ibid ar 1920,

In the US, the retention of this information was not mandatory, but was stored as past of the agreement hetween die user and

the provider for the provider’s owa business puiposcs.

# Ihid at 12-13 (citations ontted).
HThid at 13,
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surveillance””® "The Supreme Court held that permitting access to this data without a warrant

violated the Fourth Amendment to the US Constitution.

Unjustifiable

27.  Mandating the retention, and permitting the casy access to, metadata is serious and systemic
violation of the right privacy. Itis not—as the state seeks to portray it — technical ot impersonal
information. It is information that concerns an “dudividual's imtimate personal sphere of life.*
Mandatoty blanket retention of metadata is a serious limitation of the tight to pjjvacy;

28, The Government seeks to justify this power because one day it might need the information
in sefious criminal investigations, and to combat threats to national secutity. This temptation
is understandable, When crimes are committed we want to be able to use all means available
to identify and prosecute the wrongdoers. But there ate three reasons why this can never
justify the scheme created by RICA.

29.  Fist, individualized reasonable suspicion is an established and fundamental safeguard to
protecting the right to privacy. Thete must be some reason to suspect a particular petson of
wrongdoing in order to justify Imiting theit privacy. This was expressly held by this Court in

Hymndai¥’ Under RICA, evetvbody’s metadata is retained, regardless of whether they ate

suspected of having committed a crime or not.

30..... Second, the same purpose could be achieved through a less restrictive, more targeted regime

5 Tbid at 13-14. Carpenter could be interpreted as supporting RICA. It allows access to metadata if the goverament obtains a
warrant — exactdy what s 19 of RICA requires. But there are two major difficulties. One: There was no statutory oblipation for
cell phone carriers to store metadata, As we expand on below when we consider the international and Furopean law — that is the
fundamental violation in RICA, Two: RICA does — through s 205 of the CPA — permit access to mandatorily stored metadat
without a warrant, but through exactly the type of subpoena process that Caspenter tejected.

¥ Bernstein and olbers v Bester and others NINQ 1996 {2) 8A 751 {CC) at paza 75

W Lnsestigating Directorate-SeriansEeononic-Qffences-and-Otbers 2-Fyundai Motor Distributors-(Pb-Lid-and-Others 1y rer Hysndai-Mater

Distrthators (Poy) Lid and Otbers » Sanif NO and Others [2000] ZACC 12, 2001 (1) SA 545 (CCy; 2000 (10) BCLE 1079 (CE) at para
52, See also Tek2/Watvon (n 25) at paga 103,
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for the retention of metadata. Limiting whose metadata is retained, how long it is retained,
when it can be accessed, as well as the safeguards for its storage would all be less restrictive
means,
Thitd, under s 205 of the CPA, the state can access the metadata to investigate any critme, not
only setious ctimes and threats to national security. And it does so with an ordinaty subpoena
process on a very low standard of proot. That normalises the use of invasive mewdata for

evetyday crime-fighting,

THE ORDER IS TOO NARROW

32, Before the High Court, the Applicanis challenged two related clements that the High Court

33.

dealt with together:* (a) the absence of safeguatds for the storage of interception data by the
state; and {b) he length of time and the abseme of safiguards for the storage of
communications-related information by piivate, telephone companies.

The first challenge was ditected at ss 35 and 37 of RICA which deal with the stotage of
interception data at “intercgption centres”. The second challenge was to s 30(2){a) (i) of RICA
which provides for the Minister of Communications to issuc a ditective on the retention of

communication-related information® The relief. sought with tegasd to s 30(2)(a) (i) was

* The Applicants’ founding papes made it clear that they were (,oncmned with both the period for which the communication-

related information would be stored, and the conditions andet which it woald be stmed FA at para 89.2: Recmd Vol 1 , 48,
W RICA s 30(2)(a){iif) reads: Cm

“The Cubinet membar responsible for compmunications, in consuliztion with the Minister and the other relevant Mivisters and affer

consultation with the luthority and the fekcomminication service provider or calegory of teleconmitnication service providers concerned, must,

ot the dute af the dxsning of @ felecommnniicalion service fivence sndlor the Electronic Commiications Aety 1o sueh a felecormmuiication servive
Provider or eatogory of felcosmmanication service providers-
(@) dvswe o directive inn respect of ihat telecommunication servie provider or category of iehcommnnication service Providees,
dletsrmining the- ...
fi) {ype of comprniication-related information which mist be siored in fermy of subsection (1) (8) and the perisd jor

and ol woge than five years fiom the date of the fransmission of the indirect consmmpization fo which that

copmtitiicatlion-refaled infarnation refatd.

e e whichidhdnformation-srst-be storedowhish period ey, -sbjectdasubsection {5 -et b foss-Hher three yoars— -
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306.

37.

simply that it is “inconsistent with the Constitution and accordingly invalia>

"T'he Respondents understood that the challenge to s 30(2)(a){1) was directed at the absence
of sateguards for the storage of communications-related information by telecommunications
service providess.”! The High Court, two, appreciated that the attack on the absence of
safeguards applied to both the holding of interception data by the state, and the use of
co1mnu£1icaﬁor1— related information by phone operators.” Correctly so. The safeguards™ are
all equally applicable to protecting the vital ptivacy interests in metadata as they are to the
content of communication.

The problem is this: The High Court’s order is limited to the storage of interception data by
the state. Tt does not extend to the storage of communication-related information by
telecommunications setvice providers.” But both wete attacked by the Applicants. And there
is no difference — from the perspective of the rights to privacy and expression — between the
retention of intercepted communications data by the state, and the retention of
communications-telated mforrmation by private companies.

The Applicants have not appealed against this part of the High Court’s order. However, PI
submits that given the manner in which it was pleaded, it 13 within this Court’s power to grant
a st and equitable” order that reflects the full extent of the constitutional violation.”

Accmdmgly, PI submits that Ordet 4 should be amended as follows:

50 Notice of Motion prayer 1.3: Record Vol i, p 2.

> Joint AA at paras 59-70: Record Vol § g, pp 775-9. See also RA at p,lhlS 49.52: Record Vol 10 B 1003.
32 HC Judament at para 8%: Record Vol 15, pp 1498-9. The directives the High Court is referring to are the directives published

in terms of section 3G(2){a) concerning the retention of communications related mformation by phone operators. Direeiizer (n 4).
35 All the safeguards are set out in HC Judgment at para 98: Record Vol 15, p 1502,
3 The order veads: “RICA, especially sectiviny 35 aud 37, ave inconsistent with the Constitution and accordingly invalid 1o the axtent that the

2l e eI O PYIN G bR S o iR thton gl svin g destiaving ——

and/or slortiig ihe deter vblained from luteiceptions” H(_ Order No 4: Record Vol 15, pp 1527-8.
3% Constitution s 172(1)(h).
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39.

40.

41.

—_
o

(1) RICA, espeaally sections 30, 35 and 37, is inconsistent with the Constitution and
accordingly tnmvalid fo the extent that the statute, itself, fails to prescribe proper procedures to
be followed when state officials are examining, copying, sharing, sorting throngh, nsing,

destyoying and| ov storing the data obtained from interceptions, and when a telecormmication

SEYVice provider 18 exaymining, copying, sharing, sorfing thiongh, nsing, destroying and/ or

storing arehived comymunications-related data;

(2)  The dectaration of invakidity is suspended for o years to allow Parliment to cure the defects.”

In addition, PI submits that this Coutt should leave open whether — even with the propes
procedures in place — the mandatory, blanket retention of metadata can survive constitutional
scrutiny. “The issue is not currently before it, and it should not preclude a future challenge

when international law suggests the practice is inhetently impermissible.

BULK SURVEILLANCE

"The Respondents admit that the intelligence services ate engaging in unregulated bulk
surveillance of foreign signals, This means that the statc — without any express permission
from Patliament and without any limits or safeguards — is captuting all internet traffic that
enters or leaves South Aftrica.

That is almost all internet traffic of South Africans. The vast majority of fnternet traffic

crosses the Republic’s borders. 1t includes the most personal information — our emails, our
diaties, our documents, our video calls, our location, (Siifbrowsihg histoty. The Government
has it all. For evety bf‘f‘y W1th an mtemct connecuon A!l f'r‘ m e. These woids are bmﬂfr

intercepted as I write them because this document is being: simultaneously bac {Pd upona

server outside the Republic. It is a privacy violation of an almost unimaginable scalc

The Government's only justification is: o We wilf oﬁ,fy J15e THis information to ]‘;g/)f crinse. Trust s, That




1s no justification at all,
42, The High Court correctly upheld the Applicants’ argument that the practice of bulk

surveillance 1s unlawful because it 1s unauthorised, and unregulated. The Minister of State

Security’s appeal against that order i3, for the reasons given by the Applicants, fatally
defective.®® This Court should not consider it.

43.  However, if it does, this Court should uphold the High Court’s order.. PI advances four
subimissions:
43.1. Bulk surveillance is a serious violation of privacy,
43.2. Tt is contrary to international law;
43.3. Bulk surveillance cannot be justified; and

43.4. The NSIA must be interpreted not to permit bulk surveillance,

VIOLATION OF PRIVACY

44, The Government has provided scant detail about how its mass surveillance system operates.®’
That makes it impossible to determine the precise extent to which the tight to ptivacy is being
violated by the Government. In fact, the absence of clear information compounds the
violation.

45, Becﬁﬁse of The nﬂ,fure of intefnet cOmmmﬁéaﬁons, Whl(:h fely on servets and service proﬁders

‘across the world, the ability to monitor “foreign” signals is, in fact, also the ability to monitor
the mternet communications Oﬂg‘.ﬂ&ﬁf‘g or ending in Souﬁl.Aﬁica.“ \Y,.f_hcu a boutl‘ Afrdcan

sends an email from South Aftica to another South African in South Afica, that signal will

0 Apphcants” Written Submissions at paras 121-3.
57 See generally, R2K and P TA at paras 143-147.
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often travel to a forcign setver, through one of the undersea fibre optic cables that the state
admits that it taps. The same is true when a South African visits a website, books a flight,
makes a Skype call, downloads a document, ot accesses their online diary. Tt follows, ac{cordjng
to the state, that all those communications ate “fotcipn” and ate intercepted by the NCC,

46, The Government does not shy away from this reality. Tt asserts that foreign signals intelligence
“inelrides any compmnication that emaniales from outside the boyders of (South Afivea] and passes through or
ends i the Republic”*® Indeed, the Director General of Intelligence candidly admits that the
NCC cannot even determine “whether a compumication emanates from outside the borders or simply
passes through or ends in the Republiv of South Africa”® On the Government’s own version, they
intercept, store, and analyse wirinally all emails and internct traffic, without a warrant, without
any suspicion about the people whose communications they are intercepting, and without
statutory safeguards.

47. "lhis is a palpable violation of the right to ptivacy. In the pre-digital age, it is the cquivalent of
allowing the state, without regulation, to make copies of evety person’s private
commurications, diaries, and libraries. When combined with the metadata attached to the
content of communications, it allows the government to track a person’s movements,

48. 'I'his is the most personal possible information. Tt could include private medical information,

intimate communications, ot sexual otientation.! Tt covers the most mundane matters,

intrudes deep into “she inner sanctns of a person, such as his/ her family life, secad proference and homse

environment”, 5 and sweeps up evetything in between,

38 State Security AA at para 132 Record Vol 8, p 802.
¥ State Sceurity AN at pasa 136: Record Vol §, pp 803-4.

O Le Roune and Others » Dey [2011] ZACC 4; 2011 (3) 5A 274 (CC} ; 2011 (6) BCLR 577 (CO).
52 Berpsfein (0 46) at paca 67,
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49. 'This surveillance is unauthorised and untegulated. No petmission is sought. No legal limits
ate placed on how the data is captured, copied, stored, analysed, or distributed. Tt is impossible
to hold the intelligence setvices to account for even the most basic requitements for
possessing and using the most intimate information on all South Afticans connected to the
internet. We simply do not know what data ate being captured, stoted and analysed. And there
is no mechanism to prevent abuse.

50. 'This type of untegulated, untargeted surveillance of all information, merely becausc it happens
to ctoss South Africa’s borders is an extreme limitation of the right to ptivacy. This conclusion

is suppotted by comparative and international law.

INTERNATIONAL LAW

51, One of the Government’s primary defence seems to be that these practices are common in
other jurisdictions.® While mass sutveillance systems exist in other countries, that does not
mean they ate lawful,

52, The UN Special Rapporteur on Counter-Terrorism® has concluded that measures that

allow government interception of internct traffic “must be anthorized by domestic lmy that is accessible
and pyecise and that conforns with the requirensents of the Covenant. They must also pursue a legitimate aim

aitd mreet the lests of wecessity and proportionality”* While the Special Rapporteur recognised the

iinpoﬁénce of-_'pfe\%éhting "tcn'(r)i:isrm, he warned that uﬂré-gﬁ'l_d:ce_d,_ﬁidiscﬁmjnaté bulk

surveillance regimes ate “undiscriminately corrosive of online privacy and impinges on the very essence of the

%% See, for example, Joint AA at para 130: Record Vol 8, p 802.

& Report-of the- Special Bapperter—onthe prometion-wnd-protection of Duwman-sightssud- findamental frecdss
September 2014) UN Doc A/69/357 2t 58-9.
 Thid.

while-conntering ferorism= 23— -




17
riglt guaranteed by [the yight to privacy]”.5 They constitate “the systematic interference with the Internet
privicy rights of a potentially unbimited number of innovent people located in any part of the world”%

53. The OHCHR has similarly reasoned that bulk surveillance may “be arbitrary, even if they serve a
legitimate aim and have been adopted on the basis of an avessible legal regime”. Tt has likened bulk
sutveillance to looking for a needle in a haystack — billions of communications are intercepted
in order to find the few that are linked to serious crime. But that is insufficient justification
“the proper measiure is the inspact of the measures on the baystack, relative 1o the hamn threatened; namedy,
whether the measire is necessary and proportionate””*® In the 2018 Report, the OHCHR wrote that
despite claims it is necessaty to protect national secutity, “indiscriminate mass surveillance ... is “pot
Peisiible smder infernational buman rights law, as an individnalized necessity and proportionality aneabysis
woitld not be possible in the contesct of such measires”

54, The OHCHR’s concern for the “haystack” is vital. Obviously bulk surveillance will turn up
informaton that is useful for fighting crime. So two would allowing random, warrantless
searches of people’s homes. The Constitution prohibits those actions because fighting crime
cannot justify any and all limitations of the right to privacy. Bulk surveillance permits constant
violation of the haystack;s privacy in the hope of finding the needle.

55. As a general principle, the ECIHR does not accept that an invasive power is permissible

metely because it is valuable in combating setious crime or terrorism. ™ Thus, in Liberty and

66 Thid.

7 Thid. _ L

& Right o Privasy in ihe Digital Age 2074 {n 12) at 25.

8% Rieht to Privagy in the Digital 4ge 2018 (1 13) at para 17.

™ See § and Marpor v United Kingdom (2009} 48 EITRR 56 {the UR. government submitted that the setention of DN A samples from
people who had not beea charged or convicted of a criminal offence was of “inestimable palue” and produced “erormons” benefits
in the fight aganst crime and terrorism. The Grand Chamber nosetheless held that the retention was 4 “disproportionate inferference”

—with-those individuals’ private lives—Ebidat-para 92); MK e-Frave [2013-ECHR. 341 (the Court tejected: the justification given-for

the Freach national fingerprint database by the fisst instance court, that “retaining ihe finserprints was in the inferests of the investigating

anlhoritics, s il provided thent with a dajabase comprising as full @ sei of references ar prisible” Thid at pava 13, Rather, it warned that fhe
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Others v United Kingdom,™ the FRCtHR held that the Bridsh bulk surveillance system was
inconsistent with the Chatter. It held that the surveillance must be “Gz acordance with the fan”
which requites both that the survelllance has a “basis 17 domestic la?”, andrthat it meets a certain
quality of laxw ““equiring that it should be conmpatible with the rude of law and accessible o the person concerired,
who must, moreover, be able to foresee its consequrences for bind”.”* 1t held that the same requirement of
foteseeability used for individual sutveillance applies. > Applying this standard, the untegulated
and unauthorised bulk surveillance conducted by the NCC would uridoubtedly be
unconstitutional,

56. There are two recent, not final judgments, where the FECHR has accepted that, with

appropiate safeguards, bulk surveillance programs can fall within the “mwargin of appreciation”

the Court affords to member countries to protect their national secutity™ — but only if it is
propetly authorised and complies with minimum safegnards.

57. Pl and the Legal Resources Centre ate parties i one of those cases. T'ogether with the other
applicants, they have appealed to the Grand Chamber of the ECtHR. Judgment is
outstanding, "Their position 1s that bulk surverllance will ahzays be an unjustifiable limitation of
the right to privacy. Intercepting everybody’s communications can never be justified, no
matter how good the sateguards. It is necessarly mconsistent with the requirements of being

authorised by law that 1s clear and precise, and with the requitements of necessity and

proportionality.

logic of the French government’s arguments “woadd iy praciice be foniapponni fo jusiifying ihe siovage of information on. the whole poprlation
of France, which wonld most definitely be exceessive and irvelepant”. Ibid at para 37).

“2008] ECHR 568,

72 1bid at.para 59. o T e

73 Ibid at paxa 63.

7t See, most recently, By Brother Walch (n 38) at para 314 and Cewlmu jor Rativiva v Sweden [2018} ECHR 520,
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But no matter the outcome of those cascs, the cuttent system which has no clear and precise
basis in law, and no safeguards at all would, fall afoul of the standatds consistently adopted by
the BCHR.” "This Court should have no hesitancy in finding that system to be

unconstitutional,

T1E NSIA DOES NOT PERMIT BULK SURVEILLANCE

59.

60,

There is no exptess authorisation for the NCC’s practice of bulk surveillance. RICA directly
prohibits it. The Respondents ate forced to seck solace in s 2(1)(a) of the National Strategic
Intelligence Act 39 of 1994 (NSIA). The provision empowers the Agency “4 gather, dorvelat,
evaluate and analyse domsestic and foreign intelligence”."The High Court conducted a detatled textual
analysis and concluded that s 2(1)(2) did not petmit bulk surveillance.” Tt permits the
traditional methods of intelligence gathering, not a massive surveillance programme of the
entite populace. PT supports that textual analysis.

But interpretation is not only about the text. The NSIA must, in terms of 5 39(2), be
interpreted to promote the spirit, purport and objects of the Bill of Rights. Courts “mst profer
interpretutions of legisiation that fall within constittional bonds over those that do not, provided that such an
interpretation cai be veasonably aseribed 1o the section.””" Related to this requirement is the principle

that laws that limit constiutional rights must be clear and precise about the extent to which

Jenos Vlﬁdﬂ‘“ of whete their rights begin and end” ate constitutionally suspcct—.—

75 See, for example, Weber and Saravia v Ceepmany (2008) 46 THRR SI25.
& Lﬁgh Court ]udgmcn at paras 148—162: Record Vol 15, pp 1518-23.

77 kgn_

4 Dzuvaad and qfﬂof/Jei uMwu‘e; o HoffmAﬁam and Ofbm POOO] Z %CC 8; ”O{)O 3 S X 936 (C.L }: 2000 (8) B(_LR 8“37 (CL}.
79 Maya and Anather v Minisier af Palive and Others [2019) ZACC 40; 2020 (1) BCLR 91 (O
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62.

63.

64,
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Interpreting the NSIA to authorise the current practice of unregulated bulk surveillance would
be inconsistent with these basic principles. Tt would authorise a massive, systemic viqlation of
the rights to privacy and free expression. It would be manifestly unconstitutional. That is the
opposite of what s 39(2) demands.

But the problem with the cuttent practice of unregulated bulk surveillance is not only that it
does not have a statutory foundation. The more fundamental problem is thatit an unjustifiable
limitation of the right to prvacy. PI submits this Coutt should hold that unrepulated bulk

sutveillance 1s both unlawful and unconstitutional.

Lastly, this Court should leave open the question of whether regulated bulk surveillance can
be constitutionally justifiable. Regulated bulk surveillance 1s practiced internationally, but it is
also contrary to international human rights law. Courts ate still determining if —and if so under
what conditions — bulk sutveillance can ever be permissible in democtatic societics.

If Parliament chooses to enact a law that expressly authorises the practice, this Coutt can then

determine whether it is constitutional and, if so, what safeguards are required.

MICHAEL BISHOP

PATRICK WAINWRIGHT
Counsel for Privacy International
(hambcxs, Cape Town

12 February 2020
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