
   
 

 
 

U.S. Department of Justice 
 
Criminal Division 

  

Office of Enforcement Operations Washington, D.C. 20530 
 
VIA Electronic Mail     March 17, 2020  
 
Jonathan Manes, Esq. 
Roderick & Solange MacArthur Justice Center   Request No.  CRM-300680988 
160 E. Grand Ave., Sixth Floor   Privacy International et al. v. Federal  
Chicago, IL  60611   Bureau of Investigation, et al.,18-cv-1488  
jonathan.manes@law.northwestern.edu    (W.D.N.Y.) 
 
Dear Mr. Manes: 
 

This is the fourth installment of the Criminal Division’s rolling production regarding your 
Freedom of Information Act request dated September 10, 2018, for certain records pertaining to 
“computer network exploitation” or “network investigative techniques.” Your request is 
currently in litigation, Privacy International, et al. v. Federal Bureau of Investigation, et al., 
18-cv-1488 (W.D.N.Y.). You should refer to this case number in any future correspondence with 
this Office. This request is being processed in accordance with the interpretation and parameters 
set forth by defendants in the July 12, 2019, letter to you from Senior Trial Counsel Marcia 
Sowles, as well as subsequent conversations regarding the Criminal Division’s processing of the 
request. 
 

Please be advised that a search has been conducted in the appropriate sections, and we are 
continuing to review and process potentially responsive records. After carefully reviewing 518 
pages of records, I have determined that forty-six pages are responsive to your request: thirty-
two pages are appropriate for release in full, copies of which are enclosed. Additionally, five 
pages are appropriate for release in part and nine pages are exempt from disclosure pursuant to: 

5 U.S.C. § 552(b)(5), which concerns certain inter- and intra-agency communications 
protected by the deliberative process privilege and the attorney work-product privilege;  

 5 U.S.C. § 552(b)(6), which concerns material the release of which would constitute a 
 clearly unwarranted invasion of the personal privacy of third parties;  

5 U.S.C. § 552(b)(7)(A), which concerns records or information compiled for law 
 enforcement purposes the release of which could reasonably be expected to interfere with 
 enforcement proceedings; 

5 U.S.C. § 552(b)(7)(C), which concerns records or information compiled for law 
 enforcement purposes the release of which could reasonably be expected to constitute an 
 unwarranted invasion of the personal privacy of third parties; and 
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5 U.S.C. § 552(b)(7)(E), which concerns records or information compiled for law 
enforcement purposes the release of which would disclose techniques and procedures for 
law enforcement investigations or prosecutions, or would disclose guidelines for law 
enforcement investigations or prosecutions if such disclosure could reasonably be 
expected to risk circumvention of the law. 

 For your information, Congress excluded three discrete categories of law enforcement 
and national security records from the requirements of the FOIA. See 5 U.S.C. § 552(c). This 
response is limited to those records that are subject to the requirements of the FOIA. This is a 
standard notification that is given to all our requesters and should not be taken as an indication 
that excluded records do, or do not, exist. 
 

You may contact Senior Trial Counsel Marcia K. Sowles by phone at (202) 514-4960, by 
email at Marcia.Sowles@usdoj.gov, or by mail at the Civil Division, Federal Programs Branch, 
1100 L Street, N.W., Room 10028, Washington, D.C. 20005, for any further assistance and to 
discuss any aspect of your request. 
 
 Although I am aware that your request is the subject of ongoing litigation and that 
appeals are not ordinarily acted on in such situations, I am required by statute and regulation to 
inform you of your right to an administrative appeal of this determination. If you are not satisfied 
with my response to this request, you may administratively appeal by writing to the Director, 
Office of Information Policy (OIP), United States Department of Justice, 441 G Street, NW, 6th 
Floor, Washington, D.C. 20530, or you may submit an appeal through OIP's FOIA STAR portal 
by creating an account on the following website: https://foiastar.doj.gov. Your appeal must be 
postmarked or electronically transmitted within 90 days of the date of my response to your 
request. If you submit your appeal by mail, both the letter and the envelope should be clearly 
marked “Freedom of Information Act Appeal.” 
 
       Sincerely, 
        

       
Amanda Marchand Jones 
Chief 

      FOIA/PA Unit 
cc:       Marcia K. Sowles 
 Senior Trial Counsel 
 Civil Division, Federal Programs Branch 
 1100 L Street, N.W., Room 11028 
 Washington, D.C. 20005 
 Marcia.Sowles@usdoj.gov  
 
 Michael S. Cerrone 

michael.cerrone@usdoj.gov 
 
Enclosures 





1. Techniques to Hide Your Identity Online
2. How Tor works
3. Tor Hidden Services
4. Online Communities on TOR
5. Investigating Anonymization Users
6. Network Investigative Technique (“NIT”)
7. Tor-based Investigations 

Outline
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Discovery Challenges: Source Code

• Defendants have sought discovery regarding 
the source code for the NIT
– Possibility of compromise to computer’s security 

settings (leaving computer open to someone else 
planting child pornography)

– Need to confirm what information actually 
collected

– Need to confirm that unique identifiers were 
unique
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Discovery Challenges: Source Code
• Government has provided:

– Source code for the NIT itself – instructions that ran on 
defendant computer

– PCAP data stream – information back and forth between 
gov’t and defendant computer

– NIT information collected (IP, MAC address, host name, etc.)
– Declarations stating that NIT did not compromise computer 

security settings and all unique identifiers were unique
– Ex parte materials explaining sensitivity of further requested 

information

• Government has not provided:
– Exploit and associated computer vulnerability
– Code for generation of unique identifiers
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Digital Forensics and Evidence: 
New Tools and Trends

Steve Grocki, Chief
Jim Fottrell, Director, HTIU
Child Exploitation and Obscenity 
Section - DOJ



1. Tools for Mobile Devices
2. Top five computer artifacts
3. Into the Cloud - Internet Investigations
4. Anonymous Networks - Tor

Overview



Change to Rule 41
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National Operations and Issues in CE 
Investigations

Steve Grocki, Deputy Chief
CEOS



What’s wrong with a NIT?



What Authorization is Necessary to 
Implement a NIT?

• Search warrant
– Note: data collected is non-content, search 

authorization is for the technique

• Where to go for authorization if offender 
location unknown
– Where will you install it (website location?)

• Rule 41 Change allows judge to authorize 
anywhere in territorial US or if unknown





Objectives

• Understand the purpose, operation and impact 
of  organized child exploitation communities

• Review the technologies and platforms 
employed by offenders who participate in those 
communities

• Discuss investigative and prosecution strategies 
and challenges







Legal Challenges

• Suppression 

• Discovery – Source Code 

• “Outrageous Government Conduct” 



National Litigation Results

• Suppression 

• Discovery – Source Code 

• “Outrageous Government Conduct” 






