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  "Betrayed by an app she had never heard of" - How TrueCaller is endangering journalists




      

          
            	The story of an investigative journalist highlights shows the concrete risks that call-blocking apps like TrueCaller present for people in vulnerable situations.
	TrueCaller is an app particularly popular in India and Sub-Saharan Africa. TrueCaller identifies the numbers calling you, so you can filter out undesirable phone calls and make sure you pick up a call you have been expecting, even if you have not previously registered the number.
	Every time a user makes or receives a phone call from a number not already in the TrueCaller database, TrueCaller offers the user the option to “tag” the number so it can be entered in the TrueCaller database, under the name entered by the user.
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  #IWD2019 Online gender-based violence: a privacy matter?




      

          
              For International Women’s Day 2019, Privacy International looks at some of the key themes around the intersection of gender rights and the right to privacy and we review the work we and our partners have done on those topics. When dealing with cases of non-consensual sharing of intimate images
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  Data Privacy Week: Privacy in Public Spaces 




      

          
              The Privacy International Network is celebrating Data Privacy Week, where we’ll be talking about how trends in surveillance and data exploitation are increasingly affecting our right to privacy. Join the conversation on Twitter using #dataprivacyweek. In the era of smart cities, the gap between the
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            8th August 2023

      
            
  Privacy International raises concerns regarding Pakistan’s Personal Data Protection Bill




      






    

  

  
            14th August 2018

      
            
  Punjab Government’s Safe Cities Project: Safer City or Over Policing?




      






    

  

  
            9th February 2018

      
            
  Online surveillance becomes a priority for the Human Rights Council, as Pakistan joins the wrong side of the debate




      






    

  

  
            1st December 2017

      
            
  As Senate prepares to discuss PEC Bill, civil society reiterates their concern




      






    

  

  
            1st December 2017

      
            
  Universally Unpopular: Pakistan’s ‘Prevention of Electronic Crimes Bill’ passes National Assembly




      






    

  

  
            21st November 2017

      
            
  Surveillance as a Feminist Issue




      







    

  
          


  
    
      
      Examples of Abuse
Want to know how this translate in the real world? Here is the latest example in the news.
    

      
      
          

  

  
            
  TrustNet Pakistan develops digital vaccination verification platform




      

      
              TrustNet Pakistan, the country’s only digital trust foundation, has begun work alongside many other global technology companies on a digital vaccination verification platform called CovidCreds. The initiative supports projects that use privacy-preserving verifiable credentials. TrustNet is working
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  Personal Data Protection Bill in Pakistan: it’s important to get it right!




      

      
            We welcome the effort by the Pakistani Ministry of Information Technology and Telecommunications to regulate the processing of personal data in Pakistan, and take measures to guarantee the right to privacy as guaranteed under Article 14(1) of the Constitution: “[t]he dignity of man and, subject to law, the privacy of home, shall be inviolable.”


This legislative development is crucial and timely as Pakistan continues to embrace innovative governance initiatives and deploy data-intensive systems which have taken the form of a biometric national identity system known as NADRA, a biometric verification voter system, biometric SIM card registration as well as smart city projects such as the Punjab Safe City project, in Islamabad and Lahore in 2016, amongst others.


To find out more about privacy and data protection in Pakistan please refer to our ‘ State of Privacy’ and ‘State of Surveillance’ briefings. 


Whilst data protection is only one piece of the puzzle which must be complemented by other legal safeguards to regulate any activities which include the processing of personal data as well as respect for rule of law and protection of international human rights standards, a comprehensive data protection framework constitutes a foundational mechanism for individuals to exercise their right to privacy. 


Working with its partner the Digital Rights Foundation, Privacy International has presented to the Pakistani Ministry of Information Technology and Telecommunications an initial analysis of the Personal Data Protection Bill presented for consultation. While comprehensive in some respects, the Personal Data Protection Bill has a number of significant shortcomings. 


We recommend that to effectively protect privacy and meet internationally recognised data protection standards, full consideration must be given to the areas of concern and improvements presented below and developed in more detail in our submission under each Part of the Bill:


	To include public bodies and government-held personal data: The scope of the law should not be restricted to commercial transactions;
	Expanding the definition of “personal data”: As a central component of the law, the definition of personal data must be reviewed to encompass all personal data held by both private and public bodies without the caveat of “commercial transactions” attached to it;
	Define the scope of the Act clearly: It is essential for the law to clearly define its material and territorial scope to ensure that the rights of data subjects are protected regardless of where their data is processed or held;
	Definition of consent: Given that consent of the data subject is one of the major grounds for processing of personal data, it is important that consent be defined clearly in section two, and that the definition adopted ensures that consent must be explicit, free, informed, proactive and specific;
	The definition of “sensitive personal data”: Biometric and genetic personal data must be included within the definition of sensitive personal data. This is particularly relevant in Pakistan where various biometric data-intensive systems have been deployed;
	Safeguards against mass surveillance: Data processing by law enforcement agencies and investigative and intelligence bodies must be included within the scope of the law to ensure those activities are regulated. These authorities should be subject to data protection obligations as well as the standards of necessity and proportionality enshrined in international human rights law;
	International data sharing: Data processing and sharing activities by Pakistani data controllers and foreign entities must be regulated by this Bill and higher standards should be in place to govern such transfers;
	Limit broad powers given to the Federal Government to make exemptions: Exemptions to the Act should be limited and we recommend that the Bill be amended to limit broad discretionary powers awarded to the Federal Government, and to ensure that any deviations from the Act be subject to an open, inclusive and transparent legislative process.



We look forward to informing the next steps of the consultative process opened by the Pakistani Ministry of Information Technology and Telecommunications in the hope that the process will be inclusive, transparent and well-defined.


To find out more about our work in this area, please visit our website:


	Where We Work: Pakistan
	What We Do: Modernise Data Protection Law
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            Click here to sign-up to our mailing-list!
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      Contact Us

    
      
            62 Britton Street,

London, EC1M 5UY

UK


Charity Registration No: 1147471


Click here to contact us.


Click here for media and press enquiries.


      
  


  


              

    

  



  


    
    














  