ANNEX A
Ceriificaie reference:- DPA/S28/TS5/2

SECTION 28 DATA PROTECTION ACT 1998

CERTIFICATE OF THE SECRETARY OF STATE

L. Whereas:

{i) by section 28{1) of the Data Protection Act 1998 (“the Act ") it is provided that personal data are
exermpt from any of the pravisions of :-

{x the data protection principles:
{b} Parts 11, I} and V; and
{z) section 55

of the Act if the exemplion from that provision is required for the purposs of safeguarding
national security;

(i} by subsection 28(2) it is provided that a ceriificate signad by a Minister of the Crown centifying
that the exemption from all or any of the provisions mentioned in subsection 28(1) is or at any
time was required for the purpose there mentioned in respect of any personai dala shall be
conelusive evidence of that fact;

{iify by subsection 28(3), it is provided that a cerlificate under subsection 28(2) may idemify the
personal data te which it applics by means oF a general description and may be expressed to have
prospective effect.

S And considering the potentinlly serious adverse repercussions for the national security of the
Uniled Kingdom if the excmptions hereafter identified were not avaitable,

And for the reasons set out in document referenced DPA/SZBITSS2-REASONS. in summacy that:
2.1 The work of the security and intelligence agencies of the Crown requires secrecy.

2 The general principle of neither confirming nor denying whether the Seeurity Service
processes data about an individual, or whether others are processing personal data for,
on behatf of wilh a view Lo assist or in refation to the functions of the Securily Service, is
an essential part of that secrecy.

33 In dealing with subject access requests under the Data Protection Act 1998, the Security
Service will examine each individual request io determine:

i) whether adherence 1o that general principle is required for the purpose of safepuarding
nationzl securily: and

i} in Ihe event thal such adhereace is not reguired, whether and to what extent the non-
communication of any data or any description of data is required for the purpose of
safeguarding national security.



24 The very nature of the work of the Security Service reguires exemption on national
security grounds from those parts of thie Act that would prevent it, for example, passing
data outside the European Economic Area and that would aliow sccess to the Security
Service's premises by third parties.

3. Now, therefere, 1, the Ripht Honowrable David Blunkett MP, being a Minister of the Crown
wha is a member of the Cabinel, in exercise of the powers conferred by the said section 28(2) do issue
this certificate and cenify as follows:-

i that 2ny personal data that are processed by the Security Service as described in Collima
{ of Parl A in the table below are and shafl continue to be required 1o be exempt from
those provisions of the Act that are set out in Column 2 of Part A

3.2 that any personal data that are processed by any other person o body {in circusmstances
where that data processing comprises or includes the reteation of disclosure of data by
that ather persan or body for or to the Security Service) in the course of data processing
operations carried out for, on behalf of or at the request of the Seenrity Service or in
relation 10 the functions of the Security Service of the Security Service Act 1989 os
described in Column 1 of Pant B in the table below are and shall continue to be exempt
from those provisions of the Act that are sel out in Colurmn 2 of Part 13}

33 that any personal data that are processed by any other person or body (olher than 2
governmen! departmest, agency or non-departmental public body) in the caurse of data
processing operations following the data’s disclosure 10 that person er body by the
Security Service in accordance with section 2(2)(a) of the Security Service Act 1989 as
deseribed in Colomn | of Part B in the table below are and shall centinue to be exempt
from those provisions of the Act that zre set out in Column 2 of Part B;

34,  that any personal dala that are processed by the Security Service for the purposes sef out
in Column | of Part C in the table below are and shail continue to be required 16 be
exempl from those provisions of the Act that are set out in Column 2 of Part C below;
and

1.5, that any personzl data that are processed by the Security Servics as described in Column
| of Part D of the lable below ate and shall zontinue to be required to be excmpt from
those provisions of the Act that are set out in Column 2 of Parl D helow

alf for the purpose of safeguarding national security, provided that:

{i) no data shall be exempt from the provisions of section 7(1)a} of the Data Protestion Act
1998 if the Security Service, after considering any request by a data subject For access (o relevant
persenal data, determines Lhat adherence to the principle of neither confirming mor depying
whether the Scourity Service holds data about an individual is nol tequired for the purpose of
safeguarding national securily;

(i} no data shall be exempl from the provisions of section T(3Yb), (c) or {d) of the Dala
Pratection Act 1998 if Lhe Security Service, afler considering any request by a data subject for
access to relevamt pecsonal dale, determines that non-communication of such data or any
description of such data is not required for the purpose of safeguarding national securily.

4 This certificate gives nolice thal | require the Security Service, by vinne of my authority arising
from sI(1) of the Security Service Act 1989, 1o report to me on the eperation of the exemptions described
in this certificate



PART A

Column 1 Column 2
Personal dala processing in pesfonnance of the o) Sectipas W), HEY, 10, 12 of Par it;
ionz of the Security Service described in Section "
of the Security Strvica Act FFE9 as amended by the {il) Scetion 1601 Xe}, LE{IXJy, JE(IKe), TE(HN, 17, 21,
Securiy Service Act [994, including recruitment o 22, and 24 of Par il
st ol the Seourity Scrvice and ssaisting with the
recruilment of staff of the Secrsl Intellipence Service (i}  Paxv;
and {ICHL znd vetiing of the Sceurity Scrvies's
candidmes, stafl, contraciacs, sgenus nd others n {iv)  the firsi data proteetion principle;
d with ths go ‘s vetting palicy
Y] Lhe sctond datk protection principle;
{1} the sixth daiz protection principle o he exten
¥ 1o ba i with the Pl
contained in this cenifcate; and
(v} he eighth data proteetion principle.
Part B
Columg 1 Cal 2
Perzonat data processing for, on behalPof or #t the ) Kections 7(1), 78y 10, 12eTPant I,
sequeest of e Scourity Servise o7 in relalion o the
Tunclions of the Seeutity Servite deseribed in scolios § (i) Sectioa 16{1){c), T6{LYd), 16{1 M=), I4LKOL 1,21,
of the Sccurity Service Act 1989 ax amended by the 22, and 24 of Part Al to the cxtenl that those
Security Servies Act 1996 or following the data’s grovisions sequite any reference |6 the Secarily
duscinruees 1o thet person of body by the Security Service o data processing operatons carrded oo by
Service in azcardance with seefiga 2{2)a) ol the o in suppist ol the S:cur&_ly Bervize or in
Scourity Serviee Act 1989, inzluding recruitment of consequence ol a lawiut disclosurs by the Seeunty
staff of the Sceurity Service and assisting with the Service
recruitment ol siaff ol the Seeret Tnehligence Service N .
ond GCHQ #nd wetting of the Scourity Service's Gy Pan ¥
candidates, stafl, coplractars, agenis and cthers in . )
1 with the gt s veiting policy (¥} seclion 55;

{v) the firsl dafa proteciion prinsple,

{vil  the second dma protestion principls, and

{viy  thc sixth data protection principle 1o the extent

¥ ko bt i with the i
rontained in this cenificaie,




PART C

. Column 1 Colums 2

1. mmﬂdmymmdbyih: Secuﬁty.".me:forlht k. Sections 16 (1] [f), 47 and 50 und Schaful: 5.
of

(in:him; dau relating o rumwrmnbm ol sa{That
sxchuding lhe vontonis ol 1he fikng syiters contalning
confidontial data a3 Seseribed o Part D af (s bblc}

and T pay, 2% and nations? fnsusanee coniribaniony

7. -Personaldzu procumi by the Secority Serviee ferthe | 2. Srtions 47 wnd 50 sad Schedule 9.
of £ OCTV ¢ of Thames
House, 12 Millbink, London in relation te the sezurity
20 Incgrity ol the building

3. Fersona! daw procetscd by the Sccurity Service forthe | 2 Secsions 16 {13 £}, 47 and 30 and Schedide ¢
pupass ol’ [T {whether futed
or oih Yor other with 3™ panics, in
relation 1o which the Security Service aupplics goods or
services o under which the Scrurity Sorvice recnives
‘goods or sevices, whether the goods or servics arc
supplicd or reccived uader thote ag
arrangeroents oF otherwize fand 1o the exienl that the
dani do ot camprise dat 1o which Fans A or 8 of this

=¢riificaie apply)
Fart D
Colvmn } - Columin 2
Personat datz processed by the Secwrity Service forthe  § (1) Seotions T(1L M8, 10,12 of P2t 1
purpase ol malnlaiming 20d conauléng & filiRg System
coalzining coofidentis] duw aboot cument and fonmer iy Sceticn 15(c), | 6{e), 16{M, 17,21, 22, and 24l
menshees of iLs staff, Use purposc of which i 10 provide Fart [ .
P ol'l'u::rs and gets with i
i ¥ 10 Take infi d decisions a3 1o i) Part V; and
the Juitabikty ol'mdm&uals for ay rask, sppointment,
pasting of any othet mader, with particolar mgard o the | () The sighth data proiection principle

sectmity implications of those derisions

The Right HDn D:w:d Blnnkel:t MP

[0/!'1 Iy

Trated

} confirzn thal the Home Stcretary approved this centificaic and it was signed with his personai stamp.

F T S e Lt

Signed LML

Dacd .08 L 12 (e




Annex C
Document Reference DPA/S28/TSS/2-REASONS

REASONS FOR THE HOME SECRETARY SIGNING THE DATA PROTECTION
ACT 1998 528 (NATIONAL SECURITY} EXEM¥TION CERTIFICATE COVERING
PERSONAL DATA PROCESSED BY THE SECURITY SERVICE — REFERENCE
DPA/S28/TS5/2

1. Introduction

L.1. The section 28 certificate, document reference DPA/S28/TSS/2, was signed by the
Home Secretary following a request made to him by the Security Service. This document
explaing the reasons he did so. It is made public to allay concems that anyone may have
abou the use by the Security Service of the data protection national security exemption that

exists under section 28 of the Data Protection Act 1998,
1.2. Before signing the certificate the Home Secretary considered the following factors:

i The Data Protection Act 1998 {DPA), its national security exemptions, and
role of the National Security Panel of the Information Tribunal (the
"Tribunal").

ii. The functions of the Security Service and its primary role in the protection of

national security.

ili.  Why secrecy is essential to the work of the Security Service and the damage
of potential damage that can be done to national security when secrecy is

compromised.
iv.  The need and use of the neither-confirm-nor-deny policy.

v. The Tribunal determination in the appea! by Norman Baker MP pgainst a 528
certiftcate signed by the previous Home Secretary covering personal data that

the Security Service may have processed.

vi.  The.safeguards and statutory controls that exist on the activities of the

Security Service,



vii. The non-DPA remedies open to anyone who feels aggrieved by anything

which he or she believes the Service has done in relation to them or their

property.

vili.  The test that should be used to balance the need to safeguard national security

and purposes of the DPA.
ix.  The form and scope of the certificate.

X The checks, procedures and reporting obligations placed on the Security

Service as conditions of their use of the certificate.

xi.  Other points on the Security Service’s need for use of exemptions under the

Dezta Protection Act 1998,
These factors are explzined below,

1.3. While this document gives as full as possible account of the reasons why the Home
Secretary signed the certificate, it must be remembered that there are other considerations
not set put here. These considerations arise from the Home Secretary’s personal detailed
knowledge of the secret work of the Security Service. Obviously, these considerations

cannot be made public.

1.4. This docurent focuses on the use of the national security exemption from the
entitlement of an individual, under section 7 of the DP A, to be told by & data cortroller
whether ar not that data controller holds personal data on that individual and, if held,
provide information on the data being held. Almost inevitably, a subject access request will
be the first step for anyone concerned by the possibility of the Security Service processing

personal data on them, The Security Service is seen to be a data controller.

2. The Data Protection Act 1998, its national secyrity exemptions, and role of the
Tribunal.

2.1. The Data Protection Act 1998 {DPA) came into force on 1 March 2000. The DPA
made new provisions for the regulation of the processing of information relating to

individuals, including the obtaining, holding, use or disclosure of such information.

2.2. Section 7 of the DPA, created a general entitlement for an individual to ask and be told

by anyone who decides on purposes of processing personal data whether personal data an



them is being processed, which includes being held, and if it is, be told certain information
about that data. The entitlement to ask and be told in this way is known as “subject access™.
The main rationale for subject access is so an individual can satisfy himself or herself as to
what, i any, persona! data is being processed about them, that any processing is done fora
proper purpose, that the data is accurate, and to whom the data may be disclosed. If
dissatisfied with the outcome of their request, the individual can then take corrective action.

2.3, The DPA recognises that there are certain circumstances when it would be
inappropriate to comply with certain of the DPA’s provisions, and so provides several
exemptions, Ouoe, at DPA section 28, exempts personal data from & number of provisions,
inctuding these of subject access, if the exemption is required for the purpose of

safeguarding national security.

2.4. DPA section 28 also provides that a Cabinet Minister may sign a certificate as
conclusive evidence of the need for the nse of the national security exemption. The
certificate may identify the personal data to which it applies by means of a general
description and may cover personat data processed after the date the certificate came into
effect. Such a certificate will channel appeals apainst that certificate or its coverage to the
National Security Panel of the Information Tribunal (the Tribunal) for consideration and

determination,

2.5. The Tribunal considers appeals against a section 28 certificate by applying the
principles used by the court on a judicial review. If the Tribunal determines the Minister did
not have reasonable grounds for issuing the certificate or the actions in issuing the certificate

were not proportionate for the purpose, the Tribunal may quash the certificate,

3. _The functions of the Security Service and is primary rofe in the protection of
national security.

3.1. The functions of the Security Service are set down in Jaw — the Security Service Acts

1982 and 1996. 1t has three functions: protect national security, safeguard the economic
well-being of the United Kingdom against threats posed outside of the British Islands, and -
following the 1996 Act — support law enforcement agencies in the prevention and deteclion
of serious crime. The 1996 Act defines such crime. The 1989 Act places the Security
Service under the authority of the Secretary of State,

3.2. Abooklet —~ AdlS, The Security Service — explains in some detail the work of the

Security Service, As the Service's Director General summarised in his introduction to the



booklet, the Security Service’s tasks are both to investigate and to counter covertly
organised threats to the UK such as terrorism and espionage. The buoklet explains that the
Government decided that the Service should use its know-how, gained fom their national
security work, in support of law enforcement agencies in combating serious crime. This led
to the 1996 Act, The booklet is available from the HMSO. Similar information is also
available on the Security Service's Internet web site, The address is

http:/wwor securityservice gov uk.

3.3, The work of the Security Service is vital in safeguarding the naticnal security of the

United Kingdom. Intelligence suceesses relating to nations] security can, and have;
s saved the lives of British nationals and other persons;
o prevented the spread of weapens of mass destruction;

o thwarted those-who would overthrow or undermine the United Kinpdom's

parliamentary democracy through terrorism and other means; and

« countered the actions of foreign powers intent in damaging the interests of the

COUntry.

3.4. Members of the Security Service have no powers to question or arrest anyone, or
demand entry into premises or demand to search anyone or anything. They are not like

police or customs officers.

4. Why secrecy is essential to the work of the Security Service and damage and
potential damage that can be done fo national security when secrecy is

compromised.
4.1. Secrecy is essential to the work of the Security Service. Many individuals who co-

operate with the Service ~such as agents - only do 50 under guarantee of complete
confidentiality and anonymity. If their identity became known not only would it jeopardise
the work in band and their fiture co-operation but also it would put them at personal risk.
Such a risk is not fancifizl, as a large part of the Security Service's work comprises the
investigation of terrorists. Clearly, the same risks apply to members of the Security Service

itself.

4.2, Secrecy is also essential because the Security Service undertakes investigations

covertly. The Service’s effectiveness lies in its ability to obtain and exploit secret



intelligence, which thase under investigation may go to some lengths to keep hidden. As

well as the use of agents mentioned above, sources of secret intelligence include:
a  the interception of communications,
b.  eavesdropping, and
c.  surveillance.

Clearly, such techniques lose much if not all of their effectivensss if it is known when and

how they are used.

4.3. So, if an individual were to become aware that they were subject to a Security Service
investigation, they could not only take steps to thwart it but also attempt to discover, and
perhaps reveal, the methods of investigation used, or the identities of the Security Service
officers, or agents involved in such methods of énvestigazion, Compromise of methods or
personnel affects both the individual investigation and potentially ali other such
investigations as the risk of deploying such methods and personnel is increased. Similarly,
increased knowledge of methods of investigation deployed by the Security Service, and
other agencies, would greatly assist those such as terrorists, spies, and seripus criminals in

planning their activities, sa as to the reduce the likelihood of detection or interference.

4.4. Ultimately, the undermining of the effectiveness of the Security Service could result in
the loss of, or a reduction in, the deterrence of those who may be tempted to damage
nationat security. In addition, it could also result in the loss of, or 2 reduction ia, the
reputation of the Security Service itself. This could lead to a reduction in the co-operation
that the Security Service actively receives from individuals and organisations both at home
and abroad and also to an impairment of the abitity of the Security Service itself to recruit
staff, Anything that weakens the effectiveness of the Security Service weakens the UK's

ability to safeguard national security.

5._The need for and use of the "neither confirm nor deny” policy.

5.1, It has been the policy of successive povernments neither to confirm nor ta deny
suggestions put to them on the work of the intelligence and security agencies including the
Security Service. Put simpty, the policy is a way to prescrve the secrecy described above by

fiving a vague and non-committal answer.

s



5.2. The need for such a policy and Parliament's acceptance of this is reflected in
legistation. Such legislation includes the Security Service Act 1989, which places 2 duty on
the Director General to ensure that no information is disclased by the Service except 5o far
as necessary for the proper discharge of its functions. It also includes the Official Secrets
Acts 1911 to 1989, The 1989 Act makes it untawful for a member of the Security Service to
make any unauthorised disclosure of information held by virtue of their work, or make any
such disciosure purporting to be on such information or one intended to be tzke as such. 1t
also includes the predecessor to the current Data Protection Act, namely the Data Protection
Act 1984. The Code of Practice on Access to Government Information, Second Edition
1997, gives “information whose disclosure would harm national security” as a category of

information that is exempt from the provisions of the Code.

5.3, The Government applics the policy to Security Service investigations and to
suggestions of whether a particular individual or group is or has been under investigation.
To ask whether the Security Service holds personal data on an individual ofien amounts to

asking whether there is or has been an investigation.

5.4. By logical extension, the policy must apply even if no investigation has taken place. If
the Security Service said when it did not hold information on 2 particular person, inevitably
over time those on whom it did hold information would be able incrementally to deduce that

fact, Not least because they would not receive the same assuiance given to others.

5.5 Ifindividuals intent on damaging national security could confirm that they were not
subjects of interest to the Security Service, then they could undertake their activities with
inereased confidence and vigour. Another complexity would be the handling of cases where
the Service had confirmed no interest in an individual or group but subsequently it took an
interest. Would the Secusity Service be abliged to tell the earlier enquirer that the
circumstances had changed? In any event, the response to repeal requests would reveal the
change in circumstances. In either case, damage is done not only in the way described in
section 4, but also the timing of the change would be helpful to those under investigation.
For example, a terrorist may work out what he or she had done at that time to give
themselves away. I so, they, and others they told, could avoid such actions in the fitture -

ultimately, this would help them in carrying out their acts of terror.

5.6. Conversely, confirmation to individuals that they are subjects of interest may ¢reate or

fuel suspicions that associates of theirs-are assisting the Security Service. The consequences



of this could be harm to those whe are in fact providing assistance, harm to those wrongly
suspected of such assistance; and eventually in either cage harm to the work of the Security
Service in that the potential of personal harm to such persons would act s a strong deterrent
to anyone assisting the Security Service, both in the investigation in question 2nd in any

ather.

5.7, There are circumstances when the neither confirm nor deny policy is not used. Usually
when it has been offictally canfirmed thal the Security Service had undertaken an
investigation, for example when a terrorist had been prosecuted, or when the interests of

national security require a disclosure,

6. The safeguards and statutory controls that exist on the activities of the Security

envice.
6.1. By their very nature, the Security Service’s covert investigations are intrusive into the
privacy of individuals. For this reason, there a number of constraints, oversight

arrangements and safeguards placed on the Security Service. These include:

6.1.1, Legal constraints placed on the Security Service ard its work, or its Director

General, by Parliament through:
i The Security Service Acts 1989 and 1994,
it.  the Intelligence Services Act 1994, and

fii.  the Regulation of Investigatory Powers Act 2000. This law governs the
interception of communications, the carrying out of surveillance and the use

of “covert human intelligence sources”, eg undercover officers or agents.
6.1.2, Oversight by the Home Secretary. This in turn inzludes ;
i regular meetings with the Director General;
i, visits to Thames House to talk with staff there;
ifi.  advice from officials who are in daily cantact with the Security Service;

iv.  personal authorisation of warranted activity under the Regutation of

Investigatory Powers Act 2000, and Intelligence Services Act 1004;

V. scrutiny of the Director-General's statutory Annual Report:



vi.  scrutiny of the Security Service Annual Performance and Priodity Report,
vii,  calling for other reports where necessary;

viii. giving evidence to the Intelligence end Security Committee, considering their

reports, and participating in Commons’ debates on their reports;

ix.  scrutiny of the reports of the independent Interception and intetligence

Services Commissioners who sec everything relevant to their firnction.

6.13. Oversight by the Intelligence and Security Committes. This is an
independent committee of members of both Houses of Partiament established under the
Intelligence Services Act.1994. Its terms of reference are the same as most
parliamentary departmental seiect committees. The Committee has its own Investigator

who can look into and expand on the detail of evidence given to the Committee.

6.1.4. Oversight by the independent Intelligence Services Commissioner. This
role was created by the Regutation of Investigatory Powers Act 2000 and combines the
previous roles of the Security Service Act Commissioner and the Intelfigence Services
Act Commissioner. The Commissioner must hatd or have held a high judicial office.

As stated above, the Commissioner sees all information relevant to his or her functions.

6.1.5. Oversight by the independent Interception Commissioner. The Regulation
of Investigatory Powers Act 2000 created this role although there had been a previous
Commissioner under the Interception of Communications Act 1985. The Commissioner
must hiold or have held & high judicial office. He or she too sees all information relevant

1o his or her functions.

6.1.6 The Security Service’s performance, plans and priorities are subject to
external scrutiny by n senior Whitehall Committee known as JIC (the Joint Intetligence

Committee). The resultant report is subject to appraval by senior Ministers.
6.1.7. Oversight, in financial matlers, by the National Audit Office.

6.1.8 Significantly in the context of data protection, the Security Service Act 1989
places duties on the Security Service's Director General concerning the obtaining and
disclosure of information. The Director General must “ensure that arrangements are in

place for securing that no information is obtained by the Service except so far as



necessary for the proper discharge of its functions or disclosed by it except so far as

necessary for that purpose or for the purpose of preventing or detecting serious crime™.

6.1.9. The Regulation of Investigatory Powers Act 2000 also set up the
Investigatory Powers Tribunal. This is described below.

7. _Non-Data-Protection-Act Remedies

7.1. Anyone who feels aggrieved by anything which he or she believes the Security Service
has done in relation to them or their property may complain to the independent
Investigatory Powers Tribunal, The Tribunal will also bear claims relating to the
Security Service under the Human Rights Act. Created under the Regulation of
Investigatory Powers Act 2000, the Tribunal replaces the earlier Security Service
Tribunal. Members of the Tribunal must qualify as lawyers. A duty to co-operate with
the Tribunal is placed on everyone holding office under the Crown — this includes 2ll
members of the Security Service. There is no bar to what Tribunal members can see
when looking into a complaint. If the Tribuna! upholds the complaint, it can award
compensation or make any other order that it sees fit. The address of the Tribunal is: PO
Box 33220, LONDON SW1IH 5ZQ.

8. The test thal should be used to balance the need to safequard national sscurity

and purpnses of the Data Protection Act 1998,

8.1. The DPA section 28 states “personal data are exempt ... if the exemption ... is required
for the purpose for safeguarding national security”. However, the term aational security is
not defined. Both domestic and Buropean courts have accepted that the Government has
significant discretion in what constitutes national security. In addition, when considering
safeguarding national security the courts have accepted ' that it is proper to take a
precautionary appreach. Thatis, it is not necessary only to consider circumstances where
actual harm has ar will oceur to national security, but also to consider preventing harm

occurring and avoiding the risk of barm sccurring,

8.2. Even so, the Home Secretary has balanced the need to safeguard national security
against the purposes and entitlements conferred by the DPA. The risk o national security
through the compromise of the wark of the Security Service has been covered above. This

was balanced against the factors below:

! The Hause of Lord’s Judgement of 11 Oclober in the appeal of Shafiq Ur Rehman against deporiation,
Secretary of Siale for the Home Depariment (£ October 2001 12001} UKHL47;,



i the consequences of an individual not knowing whether the Security Service

processes personal data on them arising from a coven investigation;
ii. if processed, an individual not knowing the purpose why it is processed;
fii.  if processed, an individual not knowing whether the data is accurate;
iv. if processed, to whom the data may be disclosed;

. the consequences of, for practical purposes, denying an individual of the
opportinity to challenge the purpose for processing, the accuracy of data and

opportunity to challenge to whem the data may be disclosed;

vi.  the comsequences to national security of the individual not correcting

inaccorate personal data on him or her; and

vil.  the consequences of the Information Commissioner or the couris not having a
sole in examining the use of the national security exemption in regard to DPA

provisions.

2.3. In weighing the above factors, the Home Secretary tock account of legal constraints
and controls placed on the Security Service, the lack of Security Service executive powers

and that their investigations in &l but rare cases are kept secrel.

9. The form_and scope of the certificate,

9.1, The certificate has taken account of the determination of the National Security Panel of
the Information in the appeal by Norman Baker MP against the previous certificate signed

on behalf of the Security Service.

9.2. As expressly permitted by the DPA, the certificate identifies personal data by general
description and it covers personat data processed after the date the certificate came into
effect. A general description certificate reflects the primary function of the Security
Service, set out in law, 1o protect national security. Otherwise, an individual certificate
would be required for every appeal against the Security Service’s use of the national
security exemption. It should be noted that in the vast majority of cases the Service will
need to use the exemption to preserve the neither confirm nor deny policy or to imit the

extent of disclasure. The administrative burden of ad hoc certificates, taken logether with



the fact that only Cabinel Ministers may sign such cestificates, were also factors taken into

consideration for the form and scope of the cerificate.

8.3. The terms of the certificate were drafted to reflect the functions of the Security Service
and the terms of the Deta Protection Act 1998, A proportionate approach was adopted;
careful consideration was given to the range of exemptions truly required in respect of each
of the different categories of personal data, so that only the necessary exemptions were

certified in respect of each category.

9.4. In particular, in line with the comments of the Tribunal, the neither confirm nor deny
principle is preserved, subjest to some exceptions. For example, it is not to possible to
sustain the principle in respect to former employees of the Security Service. Even so, it may
still be necessary, to safeguard national secusity, to withheld information about persanal

data that may have been processed.

%.5. The Home Secretary was aware that the personal data covered by the certificate might
have been, or might be being, processed by the Security Service in the exercise of its
function to support law enforcement agencies in the prevention and detection of serious
erime. However, again in iine with the policy of successive governments, the Home
Secretary took the view that the complete separation of the nationat security and serious
crime fiinctions of the Security Service was impossible. The work of the Security Service in
respect of any individual may often be carried out simultanieousty under both of these

functions.

9.6. The methodology, operating techniques, end resources of the Security Service are
common to all three of its functions. It would be impossible to maintain & "neither confirm
nor deny” appraach to personal data processed under the Security Service's nationat security
function if that approach were not adopted 1o personal data obtained under the serious crime
function. Carefully directed or persistent enquiries made by an individual in respect of the
serious crime function of the Security Service would lead to a grave risk of revealing
whether the Security Service processed data in respect of that individual under its national
security function. Therefore, the Home Seeretary considered that exemption of all such
personal data was required for the purpose of safeguarding national security. The same
reasoning of course applies to the Security Serviee's other function of safeguarding the

ceonomic well-being of the country.



9.7, The certificate gives notice of the checks, procedures and reporing obligations placed
on the Security Service as condition of their use of the certificate. These obligations are
linked for the first time 10 the certificate in light of the Tribunal’s determination mentioned
in paragragh 9.1 above. The ohligations ensure that while its terms are widely drawn that

the Security Service will caly use the national security exemption when necessary.

10, The checks, procedures and reporting obligations placed on the Security

Service as condition of their use of the certificate,

10.1. The checks, procedures and reporiing obligations on the Security Service are set out
in the certificate, document reference DPA/S28/T585/2, The Home Secretary glso
considered the Security Service amangements for dealing with DPA subject access requests

as set out in their internal protocol document.

10.2.  In summary, the obligations require the Security Service to examine each subject

access application and, for the purposes of safeguarding national security,:

i decide the whether the use of the neither confirm nor deny approach is

necessary,

ii, otherwise decide to what extent the national security exemption is still

necessary; and

ii. 10 report back 1o the Home Secretary on the working of these arrangements.

11. Other points on the Security Service’s need for Lise of exemptions_under the
Data Protection Act 1988,

11.1. When signing the certificate, the Home Secretary noted that other DPA exemptions

might well also apply to the personal data covered by the certificate.

11.2. In addition, the signing of this certificate did not exclude the passible necessity of
signing other national security certificates relating to personal data processed by the

Security Service,

i2. Conclusion
12.1. Having considered the factors above and given his knowledge of the seeret work of
the Security Service, the Home Secretary decided it was right for him to sign the certificate

as requested by the Security Service.



