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- COMMUNICATIONS DATA — ACQUISITION AND DISCLOSURE

London on 14" October 2004, this leter discusses the GCHQ procedures for
handling communications data and sesks to confirm your view of their fitness
for purpose.

1. Following your visit to GCHQ in July 2004 and our discussion in

2 Communications data is an increasingly important toot in GCHQ,
especially in the fight against global terrorism and serious crime. About 250
staff are involved in its analysis and about 40% of End Product Reports are
derived directly or indirectly from the analysis of communications datza,

3 The communications data is sfored in GCHQ daztabases, Huge
volumes of data are acquired (zbout 40 million bits of data per day). There

are two databases at GCHQ holding communications data acquired.in 'bulk’ —

TKnown as Dok SRRl 1deally all the material would be heid

__Intime, to re-configure and hold sll the data in z single database.

on a single database, u{ te data s configured differently by the CSPs and
resource constraints in GCHQ have meant that i is not feasible, at this point

4. The ERSEEEEE dsiabase holds computer-lo-computer RS
communications data all of which originates from sources authorised by the
RIPA B(4) warrants. The KEEEEaataees database contains communications
data relating to telephony. About 80% of the data stored on the EEINTRmr=
database originates from sources authorised by the RIPA 8(4) external
warrants and about 10% from section 84 directions.

5. The data heid on the HEEESENEEN datebase is not separated by
reference to the legal instrument under which it was obtained for the following
reasons: :

< To date, GCHQ has relied on legal advice previously tendered (coupled
with the requirements of the process described at para 8 below) that
such separation, in fegal terms, is unnecessary;

s 5 :
Ege(\? ov—— e (\}
< TR B

{SVESTCR ™ PEOPLE

175



« in ihe inlerests of security and commercial confiderdfiaity, GCHQ
prefers 1o keep all the felephony material together in one database
(rather than separate ) to disguiss its source, as the origing of some of
the material is extremely sensiiive;

The combining of all tefephony-related communications data in a single
database makss analysis of such data much quicker and mére reliable;
this is particulary so with pattern analysis which relies on exploiting
large quartiles of data.

8. The origin of the material is nol consistently flaggad, so an analyst

cannot tell whether a particular bit of communications data originates from a
warrant or a direction.

i Communications data is curmently retzined for NS

B. The methanics of facilitating access by GCHQ staff to communications
daia obtained by GCHQ in reliance on either its RIPA section 8(4) wamanl or
the section 84 directions issued 1o it are the same and were demcnstrated to

you on your receni visit to Cheltenham but, for ease of meference, are
reproduced below:

9. The daiabases are searchablse. To access the communicafions data
databases the analyst Is required o log on and an audit fog is automnatically
created. The {og records who accessed the daisbase, the date, ime on and
gme off. # also records the JIC reguirement uﬂderpimmg the request
{nationat security, EWB and/or serious crime), = SIS number {which is
a GCHQ system providing a higher leval of grenuianty taken from the JIC
R&P) and a specific justification. We consider that the provislcn of this

information s sutficent toprotect anindividuzt's Article 8§ Tights (i that
information may not be sccessed unless # is for a proper purpose), and to

ensure that GCHQ can respond appropriaiely should an Individual complain to
the Investigatory Powers Tribunal.

Leoal analysis:

10. Communications data may be aocquired under a number of different
legal instruments:

= Section 8(4), or seclion 8(1) RIPA warrants. Section §(6)b) of RiPA
provides that an interception warrant may authorse the obtzining of
related communications data;

= Section 94 directicns under the Telecommunications Act 1884 (es
amended by the Communications Act 2003);

« Notices or authorisations given under sectians 21 fo 25 RIPA (Part 1,
Chapter i1}. .
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~ obtelned-undérany direction tsinmactordance with e Taw (particulary when

(f is ziso the case that ccoasionally, e.g, immediately post  8/11,

communications service providers voluntarity provide communications data o
GCHQ for analysis.)

11, U has always been GCHQ's position that sach of the three mathods of

acquisition listed ebove Is equelly valid n law and GCHQ presently relies

upcn alt three types of legal inshument whan acquiring communications data.

This being so, we welcome the views that you express in your letter fo
ated 6 July 2004.

12, We would confend (and from what you have said in your
comespondence with we befleve that you concur) that the
transfer of data io our databases pursuant to section 84 directions is n
accordancs with the faw provided that the Secretary for Stzte responsible for

signing such directions is able to properly consider necessity and
proportionelity issues.

13.  Tuming now to the legal position relating to aceessing the datz
obtzined under the directions. GCHQ does not presently adopt the RIPA Part

i Chﬁr Il authorisation process 1o access datz on its

databases. Hitherio, we have taken the view that s. en
coupted with the acoess procedures described in para 8 above) has operated
in such =z way so as tc make the accessing of any data held on the database
in accordance with the law. We aré aware that you have previously
expressed some reservations about this interpretation of the effect of s.94,
and this brings us to the crux of this letter. Whilst we accept that it is arguable
that .84 is msufficiently precise so as to make the access of any data
obtasined pursuant to any directions Issued under that section not in
accordence with the law, GCHQ would favour the interpretation that it
presently refies on, Le. that 5.84 operates to the effect that access fo the data

taken in conjunction with our current access pracedures).

14.  There are very real practical difficulties in GCHQ being reguired to

that it had obtained in refiance on section 84 directions. This is because it is
not possibls {o identify which of the small percentage of the totz)
communications data heid on the detabase has been acquired
under section 94 directions, This being the case, #f an authorisation was
required fo access any data held on EEEREIRRENEN trst was cbiained pursuant
to 5.54 direclions it would be necessary to obtain an authorisation in each and
every case thet communications data was accessed on this database — even
if the data had been obtained in rellance on a RIPA section 8(4) wamrant. At
present, our slaff make about 2,000 queriss of the HEEEERREBEEN (otzhase
sach week. In a proportion of these cases, the analyst will not have any
information about the identity of the entity and may be undertaking target
profiling work looking for calling patisms that are associated with known
terrorist behaviour rather than s particular entity,

obtain-a-RIPA Part + Chapter i authorisation it respaet of sccessing any dota
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15.  However, taking into accourt the fact that the Secrstary of Stete would
have made ¢ judgement as {0 necessity and propartionality when Issuing the
directions authorising the acquisifion of the dstz, we believe thai the
requirements that have fo be fulfiled by GCHQ staff whan communications
data Is accessed by them on the EDREREREN datcsbase are such that the
spirit of RIPA {insofar as the tests of justification, necessity and proportionality
are met) is fully adhered to. In addition, an unintended consequence of
requiring the RIPA process would be to create an inconsistency betwesn the
authorisation regime for communications data snd that required for intercept
selected under a RIPA 8(4) warrant. A higher lave! of protection would be
provided for communications daia than for such selecied materisl. This
seams odd given that {aking action on communications data is agreed o be
intrinsically less intrusive Into privacy. :

16.  Given the contents of your § July letier to NN and the comments
you made when you last visited Cheltenham (when, if we understood you
correctly, you seemed o suggest that adherence fo the spirit of the legisiation
was an important fector when consicdering whether the necessary legal
requirements for accessing the data heid on the RIS database had
been mat), and those you made when we met in London on the 14%, are you
content with the processes cumently adopted by GCHQ for its staff io access
communications data held on its FRINERIEEE Cotebase and that such
access is in gccordance with the law? if you are not content with our current
interpretation of 5.94 and our practices/processes, then we would welcome
the oppoertunity to discuss this with you further,

"fn..,: nnuu—kﬁ\ )
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Legal Adviser LAZ

From the Interception of Communications Commissioners
The Rt. Hon. Sir Swinton Thomas
¢/o Room 1022
50 Queen Anne’s Gate
London SW1H QAT

Your ref: LAZ/0534 /6/3/19
GCHQ

Hubble Road Ourref: IPR/04 1/1/1
Cheltegham
GL31 CEX Dater 17 November 2004

De..

COMBUNICATIORS DATA - ACQUISITION AND DISCLOSURE

Thank you for your Iotter of 18% October. I da not think that the
problem of sccessing commumications dats puarsuant to a Secton 94

direction is eltogethier casy or straightiorwarg, and 1 have gven
considersble thought.

When the Secretary of State makes & direction under Section 942} of
the Telecommunications Act 1984 he miist be satisfied that the.
requirements of necessity arid propertionslity are satisfied in reistion
to the scquisition of the data. When the datz is accessed then, as is
recognised, en individual’s Article B rights sve engaged, Whilst it is
properly argushie that the Secretary of State fmpliedly authorises the
accessing of the data when he gives the Section 94 direction, it would
be very difficult to srgue that he has considered the issues-of- :

nscessity and proportionality in relation to the particular mdividual

whose data is being retrieved. Thus, GCHQ must be alile to show that

the individuel’s tights are properly protected in thet the data is being

retrieved for e proper purpose and.is pro i snd-that the- - ... . e

decizion te retrieve it has been taken at an sppropriate level., Yoo kell
rae that these requircrments are covered by the JIC requirement
underpinning the request coupled with the recard kept of the nature
of the requirement in relation to, each retricval. | note that GCHO
taices the view that these safeguards would ensure that they could
satisfy the Investigatory Powers Tribunal in the sventof a complaint,

[ have, thereforg, reached the conclusion, not without some difficuity,
that the present system for retrieval of data pursuant to 2 Section 94
direction is lawfill As you say, adhering to the spirit of the legislation
is a1 tmportant consideration, and § am also impressed by the fact
that when armed with & Section 94 direction which clearly envisages
both acquisition end retrieval, the requirement of = RIPA Section 22(3)
autherisation would cause real difficulties which could not have been
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envisaged by Parliament when RIPA was enacted. I Am, therefors,
content that you should proceed as proposed,

sl
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Sir Sxinfon Thomeas
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Re: Communicstions Data —~ AcgUisifion =nd Disclosurs

Thank you for your lelter of 17% November 2004, GCHQ very much
welnomes ths conclusion that you express In this jelter.

For the sake of compisteness | thaught # appropriate fo comment on part of
your siter, You say,

“Whilet & js propedy arguable that the Secretary of State impliedly authorises
the accessing of data whan he gives fis Sestion 84 diraction, it would he veny
dificuit to amue that he has considered the issues of nscesshy and

- . proporfionslity in reletion o the papicular indhddual-where data-is being.

retrieved™

Of cowrse, whilst no padlicutay individual whose Gata may be socessed i
identified elther. In. the Section 84 directions themsaives or & ihe

o,

accompanying submission, the subwdssion does Iseff contein 3 c:Iear»

stetermnent 25 to the manner b which any deta obtsined tnder the directions

witl be handted. The relevent extract from one of the submissions is as
follows,

“Within GCHQ data vill be handled In accirdance with section 4 of the
Imtelfigence Services Act 1894, and wiin addifiona! safeguards designed b

comply with the Human Righis Act {888, Thess safeguards were Incuded n
the GCHQ Compliance Documentation ...."

This undertaking, combined with the limilted purposes for which GCHQ can
gather and use matarial and the adharance to the JIC requiremehts when
requesting the dala, we befieve, afiows GCHQ fo demonshate ihat sn
individugls rights are baing properly protected. In rddlition, this exdratt, when
caupled with the remainder of the submission, allows the Secrstary of Stats ko
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satisfy himsel that GCHQ will obtain and subsequently hendie the dats In 2
Justified and proporfionate mammer, notwithstanding that the individuate whoss
deta may be accessed are not idenfified eitfer In the directions themselves or
in the accompanying submission.

GCHQ s not looking t re-open this issue, but f just thought it worthedils o
state our view as dlearly as passibie.

Yours singarely,

Legal Adviser

Al {3
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