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INTHE INVESTIGATORY POWERS TRIBUNAL Case No. TIPT/15110/CH

BETWEEN:

PRIVACY INTERNATIONAL
Claimant

-and-

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
(2) SECRETARY OF STA'TE FOR THE HOME DEPARTMENT
(3) GOVERNMENT COMMUNICATIONS HEADQUARTERS
(4) SECURITY SERVICE
(5) SECRET INTELLIGENCE SERVICE

Respondenis

SKELETON ARGUMENT
ON BEHALF OF THE RESPONDENTS
On sharing of BPD/BCD
for hearing on 8-10 March 2017

The issue

1. In its October 2016 judgment, and subsequent crder of 31 October 2016, the Tribunal
held that the BPD and BCD regimes were lawful under Article 8 ECHR from the dates of
their respective avowal, and unlawful prior to those dates. However, the Tribunal wished
to give “further consideration...to the provisions for safeguards and limitations in the
event of transfer by the SlAs to other bodies, such as their foreign partners and UK Law
Enforcement Agencies.” The remaining issuc therefore concemns transfer of BPD and
BCD by the SIAs to non-SIA third parties, in particular “UK law enforcement agencics.
commercial companies or foreign liaison partners” (Claimant’s skeleton, §3(b)).

The law

2. As the Tribunal held at §37 of its judgment in LibernPrivacy, in order for an interference
o be “in accordance with the law":

i) there must not be an unfettered discretion for executive action. There must
be controls on the arbitrariness of that action.

it) the nature of the rules must be clear and the ambit of them must be in the
public domain so far as possible, an “adequate indication" given (Malone v
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UK [1985] 7 EHRR 14 at paragraph 67), so that the exisience of interference
with privacy may in general terms be foreseeable..”

See also Bykov v. Russia’, at §78, quoted at §37 of Liberty/Privacy.

3. As the Tribuna! also noted in Libersy/Privacy, in the field of national sccurity much less is
required to be put into the public domain and therefore the degree of foreseeability must
be reduced, because otherwise the whole purpose of the steps taken to protect national
sccurity would be put at risk (se= §§38-40 and §137). Sce also in that respect, Malone v
UK* (at §567-68m), Leander v Sweden’ at §51 and Esbester v UK, quoted at §§38-39 of
Liberty/Privacy. Thus, as held by the Tribunal in the British Irish Rights Watch case® (a
decision which was expressly affirmed in the LibernyyPrivacy judgment at §87):
“foresecability is only expected to a degree that Is reasonable in the circumstances, and
the circumsiances here are those of national security...” (§38)

4, Thus, the national security context is highly relevant to any assessment of what is
reasonable in terms of the clarity and precision of the law in question and the ¢xtent to
which the safeguards against abuse must be accessible to the public (see §§119-120 of the
Liberty/Privacy judgment).

h

. As to the procedures and safeguards which are applied, two peints are to be noted.

5.1. It is not necessary for the detailed procedures and cenditions which are observed to
be incorporated in rules of substantive lew. That was made clear at §68 of Malone
and §78 of Bykov; and was reiterated by the Tribunal at §§118-122 of
Liberty/Privacy. Hence the reliance on the Code in Kennedy v United Kingdom® at
§156 and its anticipated approval in Liderty v United Kingdom™ at §68 (see §118 of
Liberty/Privacy and also Stfver v United Kingdom").

5.2. Tt is permissible for the Tribunal to consider rules, requirements or arrangements
which are “below the waterline” i.c. which are not publicly accessible. In
Liberty/Privacy the Tribunal concluded that it is “not mecessary that the precise
details of all of the safeguards should be published or contained in legislation,
delegated or otherwise™ (§122), in order (o satisfy the “in accordance with the law”
requirement; and that the Tribunal could permissibly consider the “below the
waterline” rules, requirements or arrangements when assessing the ECHR
compatibility of the regime (see §§50, 55, 118, 120 and 139 of Libersy/Privacy). At
§129 of Liberty/Privacy the Tribunal stated:

: Appl. 70, 4378.02, 21 January 2005,
(1984) 7EHRR 14, g
*[1987)9 EHRR 433,

*[1994] 18 EHRR CD 72.

*IPT decision of 9 December 2004,
“[2011) 52 EHRR 4,

"[2009] 48 EHRR.

*[1983) § EHRR 347,



“Particularly in the field of national security, undisciosed administrative
arrangements, waich by definition can be changed by the Executive without
reference to Parliament, can be taken into account, provided tha! what is
disclosed indicates the scope of the discretion -and the manner of its
exercise... This is particularly so where:

i The Code...itself refers to a manber of arrangements not contained in
the Code...
i, There is a system of oversight, which the ECHR has approved, which

ensures that such arrangements are kept under constant review.”

$.3. Those conclusions were reached in the context of the 5.8(4) RIPA intcrception
regime. They are equally applicable to the 5.94 and BPD regimes to which published
Handling Arrangements and “below the waterline™ arrangements apply and where
there is similar oversight by the Intelligence Services Commissioner and the
Interception of Communications Commissioner.

6. In the context of interception, the ECtHR has developed a set of minimum safeguards in
order to aveid abuses of power. These are referred (o as ‘the Weber requirements’. At
§95 of Weber’, the ECtHR stated:

“In iis case-law on secrel measures of surveillance, the Court has developed
the following minimum safeguards that showld be set owt in stalute law in
order to avoid abuses of power: (1) the nature of the offences which may give
rise to an interception order; (2) a definltion of the categories of people liable
to have their telephones tapped; (3) a limit on the duration of telephone
tapping: (4) the procedure to be followed for examining, using and storing the
data obrained; (5) the precautions to be taken when communicating the data
to other parties; and (6) the circumstances in which recordings may or must
be erased or the tapes destroyed.” (numbered items added for convenience,
see §33 of LibernyPrivacy)

(And see also l’a!cn:#c!a Contreras v Spain'® at §59)

7. However it is impomuh to recognise what underpins the Weder requirements, as
highlighted at §119 of the Liberty/Privacy judgment. In particular, §106 of Weber states
as follows:

“The Court reiterates that when balancing the interest of the respondent State
in prolecting its national security through secret surveillance measures
against the seriousness of the interference with an applicant’s right to respect
for his or her private life, it has consistently recognised that the national

¥ (2008) 46 EHRR SF5.
% (1999) 28 EHRR.



authorities enjoy a fairly wide margin of appreciation in choosing the means
Jor achieving the legitimate aim of protecting national security (see, inter
alia, Kiass and Others, cited above, p. 23, § 49; Leander, cited above, p 25, §
59: and Malone, cited above, pp. 36-37, § 81). Nevertheless, in view of the
risk that a system of secret surveillance for the protection of national
security may undermine or even destroy democracy under the cloak of
defending it, the Court must be satisfied that there exist adequate and
effective guarantees against abuse (see Klass and Others, cited above, pp. 23-
24, 86 49-50; Leander, cited above, p. 25, § 60; Camenzind v. Switzerland,
Judgment of 16 December 1997, Reports 1997-VIIl, pp. 2893-94, § 45; and
Lambert, cited above, p. 2240, § 31). This_assessment depends on all the

ircumstances ! a. k

ossible meavures.

competent to_authorive, ca L d supervise them, and the kind o
remedy provided by the national law (see Kiass and Others, cited above, pp.
23-24, § 50,." (emphasis added)

8. The Tribunal in Liberny/Privacy placed considerable reliance on oversight mechanisms in
reaching their conclusion that the intelligence ¢haring regime and the s.8(4) RIPA regime
were Article 8 compliant. In particular:

8.1

8.2.

8.3.

The role of the Commissioner and “his clearly independent and fully implemented
powers of oversight and supervision™ have been long recognised by the ECtHR, as is
evident from Kennedy at §§57-74, 166, 168-169 (sec Liberty/Privacy at §§91-92).
This is a very important generz] safeguard against abuse. In Liberty/Privacy the
Tribunal relied, in particular, on his duty to keep under review the adeguacy of the
arrangements required by statute and by the Code, together with his duty to make a
report to the Prime Minister if at any time it appeared to him that the arrangements
were inadequate.

The advantages of the Tribunal as an oversight mechanism were emphasised at §§45-
46 of Liberty/Privacy, including the “very distinct advamiages™ over both the
Commissioner and the ISC for the reasons given at §46 of the judgment.

In addition the ISC was described as “robusily independent and now fortified by the
provisions of the JSA” (sec §121 of Liberty/Privacy) and therefore constituted
another important plank in the oversight arrangements,

. Consequently there is a need to look at all the circumstances of the case and the

central question under Art. 8(2) is whether there are: *...adeguate arrangements in
place to ensure compliance with the statutory framework and the Convention and to
give the individual adequate protection against arbitrary interference, which are

o
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Sharing of BPI/ wi ign partners a

10,

11.

12.

sufficiently accessible, bearing in mind the requirements of national security and thai
they are subject 1o oversight” (ses §125 of the Liberty/Privacy judgment)

N

There arc considerable limits on the Respondents’ ability to address in OPEN the matters
which are relevant to the restrictions which might be placed in relation to sharing of BPD
or BCD with LEAs and forcign partners if it were to occur, CLOSED evidence has been
filed, of which seme has been disclosed into OPEN, See;

9.1. GCHQ's OPEN statement of 9 February 2017
9.2. Security Service's OPEN Statement of 10 February 2017; and
9.3. SIS's Amended OPEN Statement of 3 March 2017.

The SIAs can neither confirm nor deny whether they have agreed to share or in fact have
shared or do share BPD or BCD with either foreign liaison or LEA: see GCHQ's
statement of 9.2.17, §7; SyS's statement of 10.2.17, §88-10; SIS’s statement of 8.2.17.
§§9 and 11. The matters set out at §52 of the Claimant’s skeleton argument in reliancz on
alleged “Snowden documents™ are also neither confimued nor denied,

The Respondents do, however, assert that it would be lawful to share with foreign
pariners and LEAs, and set out in the Annex 1o this skeleton the safeguards and policies
which would apply were they to do so.

In summary, in relation to BPD:

12.1. Any sharing of BPD must be authorised in advance by a senior individual
within the sharing Agency: see Joint STA BPD Policy of February 2015 (Annex, §28)

12.2 The relevant necessity and preportionality tests for onward disclosure under
the SSA or ISA would have o be met: Joint SIA, BPD Policy of February 2015
(Annex, §28) Cross-SIA OPEN BPD Handling Arrangements, §§5.2, 6.1 (Annex,
§29), as would the statutory safeguards under the SSA, ISA, CTA, HRA, DPA and
OSA (Anncx, §§3-27). ' ‘

12.3. Guidance on the meaning of “necessity” and “proportionality™ is given: Cross-
SIA OPEN BPD Handling Arrungements, §§6.2, 6.3(Annex, §29)

124. Any data shared with other organisations would be shared on the basis that it
must not be shared beyond the recipient organisation unless explicitly agreed in
advance, cr approved threugh the Action-on process. Action-cn i$ a process which is
used by each of the SIAs. (Annex, §31); see Joint SIA BPD Policy (Annex, §28).
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12.5. Before disclosing BPD, as part of the consideration of proportionality, staff
must “consider whether other, less inmrusive methods can be used to achieve the
desired outcome™ Cross-SIA OPEN BPD Handling Arrangements, §5.2, and also
§6.3 (Annex A, §29).

12.6. Sensitive BPDs, or fields within a BPD containing sensitive data, must be
protected if it is not judged to be necessary or proportionate to share them: Joint SIA
BPD Policy (Anrnex, §28)

12.7. Before disclosing any BPD, staff must take reasonable steps to ensure the
intended recipient “has and will maintain satisfactory arrangements for
safeguarding the confidentiality of the data"” and also cnsuring that it is “securely
handled” or have received satisfactory assurances from the intended recipient with
respect 1o such arrangements Cross-SIA OPEN BPD Handling Amangements, §6.4
(Annex, §29).

12.8. Detailed policies exist which govern consideration of whether or not te share
BPD; obtzining adequate assurances from potential recipients of BPD; and
monitering compliance with those assurances. These would include:

12.8.1. Carrving out dus diligence, including into:
12.8.1.1. The nature and extent of any handling errangements for BPD within
the recipient partner organisation, in particular in relation to access,
examination, storage and onward disclosure of BPD/infonmation derived
from BPD;

12.8.1.2. The law of the particular jurisdiction of the recipient;

12.8.1.3. Existing knowledge of the partrer's capabilities, intent and practice,
end history of compliance;

12.8.1.4, The necessity of sharing, including to meet the relevant statutory
purpose of the sharing Agency;

12.8.1.5. The recipient’s storage systems;

12.8.2, Obtaining assurances to ensure that the partner complies with equivalent
standards as would 2pply to the Agency's own staff and procedures;

12.8.3. Refusing to share BPD in the absence of satisfactory due diligence or
assurances;
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12.8.4, Monitoring those assurances, including both by the Action-on process but also
by conducting regular meetings, visits and discussions with any partners who
might he in receipt of BPDs.

(See Annex, §§50-63)

The precise nature of the policies in place varies across the agencies (See Annex,
§§37-40, 45-46 and 50-63). However, those policies and practices do not exist in
isolation; the policy/practice of onc agency would be taken inic account by others ¢.g.
by the Sccurity Service who in addition to applying their own policy would “ft]ake
inte account the approach taken by any other SIAs who may have shared bulk data
and have regard 0 any prolocols/understandings that the other agencies may have
wsed/followed"” (Annex, §46(a)), end by GCHQ (Annex, §39(d)).

12.9. Disclosure of the whole or 2 subset of a BPD is subject to internal
authorisation procedures in addition to those which apply to an item of data. An
application must be made to a senior manager designated for the purpose. This must
describe the BPD intended to be disclosed, set cut the operational and legal
justification for the proposed disclosure, and whether any caveats or restrictions
should be applicd to the proposed disclosure. This is so the senior manager can thea
consider the relevant factor with operational, legal and policy advice tzken as
appropriate. Sce Cross-SIA OPEN BPD Handling Arrangements, §6.7 (Annex, §29).

12.10. In difficult cases, the relevant Intelligence Service may seek guidence or 2
decision from the Secretary of State: Cross-SIA OPEN BPD Handling Arrangements,
§6.7 (Annex, §29).

12.11. “Wider legal, political and operational risks would aiso have to be
considered, as appropriate " Joint SIA BPD Policy (Annex, §28)

12.12. The disclosure of a BPD (as in the case of its acquisition or retention) is
subject to scrutiny in each Intelligence Service by an internal Review Panel, whose
functions include “fto ensure that..any disclosure is properly justified": Cross-SIA
OPEN BPD Handling Armangements, §8.1 (Annex, §30).

13. The Agency-specific Handling Arrangements, and relevant authorisation forms, reflect
the requirements of the overarching Cross-SIA OPEN BPD Handling Armangements. Sce:

13.1. The GCHQ BPD Handling Arrangements and its Bulk Pecrsonal Data
Acquisition Retention (BPDAR): Annex, §§35 and 36.

13.2. The Sccurity Service's BPD Guidance of March 2015, its BPD Handling
Armangements of November 2015 and its Form for Sharing: Annex, §§42-44,



13.3. SiS’s Bulk Data Acquisition, LExploitation and Retention policy from 2009
onwards and the SIS BPD Handling Armangements of November 2015: Annex, §§47-
49.

. As for BCD:

14.1. Disclesure of an entire BCD or a subset of a BCD outside the Intelligence
Service may only be authorised by a Senior Official, equivalent to a member of the
Senior Civil Service, or the Secretary of State: see the Cross-SIA BCD Handling
Arrangements, §4.4.1 (Annex, §64).

14.2. The relevant necessity and proportionality tests for onward disclosure under
the SSA or ISA would have to be met: Cross-SIA BCD Handling Arrangements,
§§4.4.1-4.4.2 (Annex, §64) as would the statutory safeguards under the SSA, ISA,
CTA, HRA, DPA and OSA (Annex, §5§3-27).

143. Guidance on the meaning of “necessity”™ and “proportionality” is given:
Cress-SIA OPEN BCD Handling Arrangements, §$§4.4.3-4.24.4 (Annex, §64)

144, Any data shared with other organisations would be shared on the basis that it
must not be shared beyond the recipient organisation unless explicitly agreed in
advance, or approved through the Action-on process. Action-on is a process which is
used by cach of the SIAs. (Annex, §65).

14.5. Before disclosing BCD, es part of the consideration of proportionality, staff
must “consider whether there is a reasonabie aiternative tha! will still meet the
proposed obfective — je. which imvolves less intrusion.” Cross-SIA OPEN BCD
Handling Arrangements, §4.4.4 (Annex, §64).

14.6. Before disclosing sny BCD, staff must take reasonable steps to ensure the
intended recipient  “has and will maintain  satisfactory arrangements for
safeguarding the confidentiality of the date” and also ensuring that it is “securely
handled" or have received satisfactory assurances from the intended recipient with
respect to such zrrangements Cross-SIA OPEN BCD Hardling Arrangements, §4.4.5
(Annex, £64).

14.7. Agein, as with BPD, there are policy requirements in place requiring:

14.7.1. That recipients accord the material a level of protection equivalent to the
SIAs" own safeguards (in the case of GCHQ these are the safeguards applicable
by RIPA to all operational data even if it was not ebtained under RIPA powers);

14.7.2. Special carc must be taken to ensure that the acquisition, analysis, retention
and dissemination of any legally privileged or confidential journalistic material
is necessary and proportionate. Such data may even be removed,
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15.

16.

17.

Again, the policies in place varies across the sgencics (Sec Annex, §§69-72 and7s-
76). Agein, however, the policy/practice of one agency would be taken into account
into account by another in addition to applying their own policy (Annex., §76{a)).

Again, the Agency-specific Handling Arrangements reflect the requirements of the
overarching Cross-SIA OPEN BCD Handling Armangements. Sce:

15.1.  The GCHQ BCD Handling Arrangements of November 2015: Annex, 568;
192 The Sccurity Service’s BCD Handling Arrangements of November 2015:
Annex, §74.

In light of the above, the Claimant’s submissicn that “there are no published
arrangements governing the safeguards to be applied when considering sharing of data
with foreign intelligence services or other UK law enforcement agencies™ (Claimant's
skcleton, §64) is wrong. Furthermore, the Respondents submit that the published
arrangements set out above, and in detail in Annex A, satisfy the requirement in Weber at
§106 that “there exist adequate and effective guarantees against abuse™ andin
Liberty/Privacy at §125 that there are “..adequate arrangements in place to cnsure
compliance with the statutory framework and the Convention and to give the individual
adequate protection against arbitrary interference, which are sufficiently accessible,
bearing in mind the requirements of national security and that they are subject to
oversight”

The Claimant also asserts that there is no Commissioner oversight over sharing of
BCD/BPD (Claimant's skcleton, §65). The Intelligence Services Commissioner and
Interception of Communications Commissioner have oversight and access to all GCHQ,
Security Service and SIS materizl in relation to BPD/BCD governance (as applicable),
including that relating to sharing, were it to occur, The Tribunal has upheld the adeguacy
of the Commissioners' oversight throughout (et least) the post-avowal period.'’ See also:

17.1. BPD: The Intelligence Scrvices Commissioner Additional Review Functions
(Bulk Personal Datasets) Direction 2015, pursuant to which the Prime Minister,
pussuent to his power under s.59(a) of RIPA, directed the Intelligence Services
Commissioner to “continue to keep under review the acquisition, use, retention and
disclosure by the [SIAs] of bulk personal datasets, as well as the adequacy of
safeyuards against misuse.” and to “assure himself that the acquisition, use,
retention and disclosure of bulk personal datasets does not occur except in
accordance with” the relevant sections of the SSA 1989 and ISA 1994 and to “seek
to assure himself of the adequacy of the [SIAs'] handling arrangements and their
compiiance therewith." (emphasis added) (see Annex, §33).

"1 Since 2010 in the case of BED and sincs July 2016 in the case of BPD (Ociober 2016 judgment, §§80-82).
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17.2. BCD: the Interception of Communications Commissioner has oversight over
all aspects of disclosurs of BCD (see Annex, §33).

18. The Claimants® submissions in this rcgard arc simply unsustainable. There plainly is
Commissiones oversight over sharing/disclosure of BPD/BCD. It is 2 further very
important general safeguard egainst abuse.

Industry partners

19. GCHQ shares BPD/BCD with industry partners for the purpase of developing its systems.
Its safeguards are explainzd at §41 of the Annex. The Security Service and SIS neither
confirm nor deny whether they share bulk data with industry partners. Were they to do so,
the policies which apply to disclosure of BPD/BCD gensrally would apply.

EU law

20. The Claimant repeats (zt skeleton §§66-67) its submission that BCD may not be
transferred out of the EU, and that in relation to some of the data that may be held in
BPDs, the safeguards identified in Warson must be adopted. The Respondents have

already responded to those submissions at Section E of their skeleton argument on EU
law and proportionality, and do not repeat their position.,

JAMES EADIE QC
ANDREW O'CONNORQC
ROBERT PALMER
RICHARD O’BRIEN

3 March 2017
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Statutory safeguards

1) Ihe regime in respect of Bulk Personzl Datasets (“BI'D”) and Bulk Communications Datasets
("BCD”) which is relevant 10 sharing by the Intelligence Services with  foreign
liaisor'LEAs/industry partners principally derives from the following statutes:

a) the Secusity Services Act 1989 (“the SSA™) and the Intelligence Services Act 1994 (“the
ISA™);

b) the Counter-Terrorism Act 2008 (“the CTA™):
¢) the Hurzn Rights Act 1598 (“the HRA™),
d) the Date Protection Act 1998 (“the DPA™); and
¢) the Official Secrets Act 1989 (“the OSA™).

2) There are also important oversight mechanisms in the regime provided by the Interception of
Communications Commissioner, the Intelligence Services Commissioner, the Intelligence end
Security Committee and the Tribunel, These mechanisms have alrsady been considered and

approved by the Tribunal in its October 2016 judpment. However, the Commissioner’s role in
relation o disclosure/sharing of BPD/BCD is addressed below.,

The SSA and ISA

Security Service functions

3) By s.1(2) to (4) of the Security Service Act 1989 (“SSA™), the functions of the Secusity Service

are the following:



“the protection of nationa! security and, tn particular, its protection against threats from
espionage, terrorism and sabotage, from the activities of agents of foreign powers and from
actions infended to overthrow or undermine parliamentary democracy by political, industrial
or violen: means. ™

“to safeguard the economic well-being of the United Kingdom against threats pased by the
actions cr intentions of persons owtside the British Islands. ™

“to act in suppor? of the activities of police forces, the National Crime Agency and other law
enforcement agencies in the prevention and detection of serious crime.”

4) The Security Service's operations are under the centrol of a Director-General who is appointed by
the Secretary of State (5.2(1)). By 5.2(2)(a) it is the Director-General's duty to ensure;

“..that there are arrangemenis for securing that no information is obtained by the Service
except so far as necessary for the proper discharge of its functions or disclosed by it except so
JSar as necessary for that purpase or for the purpose of the prevention or detection of serious
crime or for the purpose of any criminal proceedings;... "

SIS functions

5) By s.i(1) of the ISA, the functions of SIS zre;
“faj ta oblaln and provide information relating to the actions cr intentions of persons cuzside
the British Islands; and

(B) to perform other tacks relating to the acticns cr intentions of such persons

6) By s.1(2) those fuzctivns are “exercisadle only-

“fay in the interests of national securizy, with particular reference to the defence and foreign

polices of Her Majesty's Government in the United Kingdom, vr

(B) in the interests of the economic well-being of the United Kingdom; or

(]
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{c) in suppoet of the prevention cr detection of serious crime.

7) SIS’s operztions are under the control of & Chief, who is appointzd by the Sscretary of State
(5.2(1)). The Chizf of SIS has a duty under 5.2(2)(2) of the ISA to ensure:

“(aj ihat there are arrangemenis for securing that no information is obtained by the
Intellizence Service except 5o far as necessary for the proper discharge of its fumetions and
that no informarion is diselosed by it except 56 fur as necessary-

(i} for that purpose;
(ii) in the interests of national security;
(iiy) for the purpose of the prevention or detection :Jf serious crime, or
{tv) for the purpase of any criming! proceedings;...”
GCHQ functions

8) By s 3(1)a) of the ISA, the functions of GCHQ include the following:

“... lo monitcr or interfere with electromagnetic, acoustic and other emissions and any
equipment producing such emissions and to obtain and provide information derived from or
related 1o such emissions or equipment and from encrypted materiai ..,

9) By s. 3(2) of the ISA, these functions are only exercisabls:’
“fa) in the Interests of national security, with particular reference to the defence and
JSoreign policies of Her Majesty's Government in the United Kingdom; or

(b)  in the interests of the economic well-being of the United Kingdom in relation to the
actions or intentions of persons cutside the Rritish Islands; or

(¢}  insupport of the preveniion or detection of serious crime.”



10) GCHQ's operations are under the centrol of a Director, who is appeinted by the Secretary of State
(s. &{1)). By s. 4(2Xa), it is the duty of the Director 0 ensure:

“... that there are arrangements for securing that no information is cbiained by GCHQ
except 30 far as necessary for the proper discharge of its functions and that no information
is disclosed By It except 50 far as necessary for that purpose or for the purpose of any
eriminal proceedings .7

11) Tae functions of zach of the Inselligence Services, and the purposes for which those tunctions
may properly bz exerzised, are thus prescribed by statute, In addition, the duty-conferring
provisions in section 2(2)Xe) of the SSA and sections 2(2)(a) and 4(2)(n) of the ISA, otherwise
known as “the information galeway provisions ", placs specific statutory limits on the information
that sach cf the [ntelligence Services can obtain and disclose. These statutory limits apply to the
obtaining and disclesing of information from or to other persons both in the United Kingdom 2nd
atroad.

Counter-Terrorism Act 2008

12) By s.19(1) of the Counter-Terrorism Act 2008 (“CTA"™) “A person may disclose information to
any of the intelligence services for the purposes of the excrcise by that service of any cf its

Sfuncilons.™

13) By s. 1%(2) of the CTA:

“Information oblained by any of the infelligence services in connection with the exercise of
any of its functions may be used by that service in connection with the exercise of any of is
other functions.”

14) By 5.19(3) to (§) of the CTA, information obtained by the Intelligence Services for the purposes
of any of their functions may:

a) In the casc of the Security Service “be disclesed by it — (a) for the purpose of the proper
discharge of its functions, (B) for the purpose of the prevention or defection of sericus crime,

ar (c) for the purpose of any eriminal proceedings.” (5.19(3))

4

>/



&,

)

®) In the case of SIS “be disclosed &y it — (a) for the purpose of the proper discharge of its
Sunctions, (B) in the interests of naticnal security, (¢) for the purpase of the prevention cr

detection of serions crime, or (d) for the purpose of any criminal proceedings. V' (s.19(4))

€) Inthe case of GCHQ “be disclosed by it « (a) for the purpase of the proper discharge of its
Junctions, or (B) for the purpose of any criminal proceedings.” (s.19(5))

15) By 5.19(6) any disclosuce under .19 “dces nof breach —

(aj ary obligation cf confidence owed By the person making the disclosure, or

() any ather restriction on the disclosiure of information (however imposed).”

16) rurthermore:

) s.19 does not affect the duties imposed by the information gateway provisions (s.19%7) a~d
s.20(1) of the CTA).

b) by 5.20(2) of the CTA, nothing in .19 “authorises a disclosure thai-

(@) consravenes the Data Protection Act 1998 (¢.29), or

(8) is prohidited by Part I of the Ragulations of Investigatory Powers Act 2000
(c.23)."

17) Thus, specific stazutory limits are impesed on the information that the [ntelligence Services can
obtain, and on the information that it can disclose under the CTA.

The HRA

18) Art. 8 of the ECHR is a “Convention right” for the purposes of the HRA: s. 1(1) of the HRA. Art.
8, set out in Sch, | to the HRA, provides as follows:

“(1) Everyone has the right io respect for kis private and family life, his home and his
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correspondence.

(2} There shali be no inferference by a pubdlic auihority with the exercite of this right excep:
such as is in accordance with the law and is necessary In a democratic society in the
interests of national security, public safety or the economic well-being of the country, for the
prevens of disorder or crime, for the protection of health and morals, or for the protection of
the rights and freedoms of others.”

19) By 5.6(1):

it is unlawfid for a public authority to act in a way which is incompatible with a
Convention righs”

20) Each of the Intelligence Servicss is a public authority for this purpose. Thus, when underaking
any activity tnat interferss with Art. 8 rights, the Respondents must (amorg other things) act
proportionately and in accordance with law. In terms of BPD/BCD-related activity, the HRA
applies at every stags of the process i.c. authorisation/ecquisition, use/access, disclosure, retention

and dzlz=tion.

21) S, (1) of the HRA provides in relevant part:
“A perscn who claims thar a public awthority has acted for propases 10 921) in a way walch
is made wnlacaful by section 6(1) may—

(@) dring proceedings against the awshority wnder this Act in the appropriate court or
wibunal ..."

The DPA

22) Each of the Intelligence Services is a data co=troller (as defined in s. 1(1) of the DPA) in relation
1o 21! the personal datz that it holds. *Personal duta”™ is defined in s.1(1) of the DPA as fellows:

“data which relate to a living individual who can be identified-
i. from those data; or

ii. from thase data and other infarmation which is in the possession of, or is likely to come
into the possession of the data controller, and Includes any expression of opinicn about the
tvidual and amy indication of the intentions of the dala controller or any other perscn in

6
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respect of the individual. ™

23) Insofar as the obtaining cf an item of information by any of the [ntelligence Services amounts to
an interference with Art. 8 rights, that item of information will in general amount te personal data,

24) Consecuently as a data controller, the Respondents are in general required by s. 4(4) of the DPA
to comply with the data protection principles in Part I of Sch. I to the DPA. That obligation is
subject to ss. 27(1) and 28(1) of the DPA, which exempt personal data from (zmong cther things)
the data protection principles if the exemption “is reguired for the purpose of safeguarding
national securiny”. By s. 28(2) of the DPA, a Minister may centifv that exemption from the data
protection principles is so required. Copies of the miristerial certificates for cach of the
Inzelligence Services are availeble on request. Those certificates certify that personal daca that are
processed in performance of the Intelligence Services' functions are exemp!t from the first, second
end cighth data protection principles (and are also exempt in part from the sixth data protection
principle). Thus the certificates do not exempt the Intelligence Services from their obligation to
comply with the fifth and seventh data protection principles, which provide:

“S, Personal data processed’ for any purpose or purposes shall not be kept for longer than
ix necessary for 1hat purpose or ihose purpeses. ...

7. Appropriate technical and organisational measures shall be taken against unauthorised
or uniawful processing of personal daia and against accidental loss or destruction of, or
damage tc, perscnal data™?

25) Accordingly, when the Respondents obtain any information which amounts 1o personal data, they

arc obliged:

#) notto keep that data for lenger than is necessary having rezard to the purposes fer which they
have been cbtainad and are being retained / used; and '

b) to take sppropeiate technical and orgenisational measures to guard agzinst unauthorised or

' The teem “processing™ is broadly defired in s. 1(1) of the DPA to include (among other things), obtaining,
rocording and using.

* The coneat of the obligation imposed by the seventh data protzction principle is further elaborated in §§9-12
of Part IT of Sch. 1 1o the DPA.



unlawful processing of the data in question and agzinst accidental loss of the data in question.

The OSA

26) A member of the Intelligence Services commits zn affence if “withow lawfid cwihority ke
disclases any information, document cr other article relating to security or intelligence which is
cr has been in kis possession by virtus of his position as a member of any of those services™: s.
1(1) of the OSA. A disclosure is made with lawful authority if, and only if, it is mads in
accordance with the member's official duty (s. 7(1) of the OSA). Thus, a disclosurs of
information by a member of zny of the Respondents that is e in breach of the relevant
“arrangements” (under s. 4(2)(2) of the [SA) will amount to a criminal offence. Conviction mzy

lead to an imprisonument for a term not exceeding two vears and/or a fine (s. 10(1) of the OSA).

27) Further, a member of the Intelligence Services commits an offence if he fails 1o take such care, to
prevent the unautherised disclosure of any document o other erticle relating to security or
intelligence which Is in his posssssion by virtue of his position as a member of any of those
services, as a person in his position may reasonably be expected to take. See 5. 8(1) of the OSA,
as read with s, I(1). Conviction mzy lead te an imprisonment for & term not exceeding three
months and’or a fine (s. 10(2) of the OSA).

BULK PERSONAL DATASELS

28) The Joint SIA BPD Pelicy, which came into force in February 2015 sets out agreed policy for
cach of GCHQ, the Security Service and SIS for skaring BPD (SIS statement, 3.3.17):

*D, Sharing

All three Agencies hove a common interest in acquiring and interrogating BPD. As z
principle, all three Agencies will seek to acquire once and use meny times, on the grouads of
business elTectiveress and efficiency. The following policy statements apply 1o the Agencizs:

When sharing BPD the supplying Agency must be satisfied that it is necessary and
proportionate 10 share the data with the other Agency/Agencies; and the receiving
Agency/Agencies must be satisfied that it is necessary and proportionate to acquire the data in
question, A [0z of data sharing will be maintained by cach agency;



The shating of BPD must be euthorised in advance by = senior individual within esch
Agency, and no action to share may be taken without such authorisation;

Agencies must protect sensitive datasets (or certain fields within a dataset) when sharing, if
the risk or intrusion in doing so is not judged to be necessary or proportionats;

BPD rmust not be shared with non-SIA third parties without prior agreement from the
acquiring Agency;

29) The OPEN BPD Handling Arrangemens wiich came into force in November 201§ [2/B/183-193]
address disclosure of BPD at §§5.2, 6,1-6.7 and 8.1:

“5.2 In relation to information in bulk personal datesets held, cach intelligence Service is
obliged 10 put in place the following additional measures:

- Before accessing or disclosing information, individuals must also consider whether doing so
would be proportionate (as described in paragraphs 4.4 above and 6.3 below). For instance,
they must consider whether other, less intrusive methods can be used to achieve the desired
outcome;” [2/B/188)

“6.0 Procedures and Safeguards for Disclosure of Bulk Personal Datasets outside the relsvant
Intelligence Service

6.1 Information in bulk personal datesess held by an Intelligence Service may osly be

disclosed to persons outside the relevant Service if the following conditions are met:

 that the objective of the disclosure falls within the Service's statutory functions or is for
the additional limited purposes set out in sections 2(2)(2) and 4(2)Xz) of the ISA 1994 end
section 2(2)(2) e the SSA 1939;

* that it is necessary to disclose the information in question in order to achieve that
objoctive;

* that the disclosure Is proportionate to the objective;

¢ that enly as much of the information will be disclosed as is necessary to achieve that
chjective.

When will disclosure be necessary?
6.2 Iz order to meet the ‘necessity’ requirement in relation to disclosure, staff must be

satisfied that disclosure of the bulk personal datasct is ‘really nesded' for the purpose of
discharging a statutory function of that [ntelligence Service.



The disclosure must also be “proportionate™

6.3 The disclosurz of the bulk personal dataset must also be proportionate to the purpose in
guestion. In order ‘o mee: the ‘proportionality” requircment, staff must be satisfied that the
level of interference with the individual’s right to privacy is justified by the benefit to the
discharge of the Intelligence Service's statutory functions which is expscted as a result of
disclosing the data and the imporiance of the objective ta be achieved. Staff must consider
whethar there is a reasonzble alternative that will still meet the propased objective - i.2. which
involves less intrusion, For example, this could mean disclosure of individua! pieces of data
or of 2 subset of data rather than of the whole bulk personal dataset.

6.4 Before disclosing any bulk personal data, staff must take reasonable steps to ensure that
the intended racipient organisation has end will mairtain satisfactory arrangements for
safeguarding the confidentiality of the data and ensuring that it is securely handled, or that
they have received satisfactory assurances from the intended recipient organisation with
respect to such arrangements.

6.5 These conditions must be met for all disclosure, including between the Intelligence
Services,

6.6 These conditions for disclosure apply ecually to the disclosure of an entire bulk personal
dataset, 2 subset of the dataset, or an individual piece of data from the dataset.

6.7 Disclosure of the whole (or a subset) of a bulk personal dataset is subject to internal
authorisation procedures in addition o thoss that apply to zn item of data. The authorisation
process requires an application to a senior manager designated for the purpose, describing the
dataset it is proposed to disciose (in whole or in part) and sctting out the operational and legal
justification for the proposed disclosure along with the other information specified in
paragranh 4.7, and whether any caveats or restrictions should be applied to the proposed
disclosure. This is so that the senior manager cax then consider the factors in paragraph 6.1,
with operztional, l2gal and policy advice taken as appropriate. In difficult cases, the relevant

~ Intelligence Service may seck guidance or 2 dacision {rom the Secretary of State.” [2/B/190-
191]

30) In addition:

“8.1 The acquisition, retention and disclosure of a bulk personal datnset is subject to scrutiny
in each Intelligence Services by an internal Review Panel, whose function is to ensure that
cach bulk personal dataset has been properly acquired, that any disclosure is properly
justified, that its retention remeins necessary for the proper discharge of the relevant Service's
statutory functions, and is proportionate to achieving that objective.” [2/B/191-192]

Action On Process

31) Any data shared with other organisations would be shared on the basis that it must not be shared -
beyond the recipient organisaticn unless explicitly agreed in advance, or approved through the
Aclion-on process. Action-cn is a process which is used by each of the SiAs.
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Commissioner oversight

32) By the Intelligence Services Commissioner Additional Review Functions (Bulk Personal
Datesets) Direction 2015, the Prime Minister, pursuant to his power under 5.5%a) of RIPA.
direeted the Intelligence Services Commissionsr to “continue fo keep wnder review the
acquisition, use, refention and disclosure Ey the |SIAs) of bulk personal datasets, as well as the
adequacy of safeguards against misuse.” and 0 “asswre himself that the aequisition, use,
retenticn and disclosure of bulk personal datasets does not ocour except in accordance with” the
relevant sections of the SSA 1989 end ISA 19594 and 10 “seek to asswre himself of ihe adequacy of
the [SiAs '] handling arrangements and their compliance therewith. " (emphasis added)

33) The Intelligence Services Commissioner has oversight and access 1o all SIA material in relation to
BPD/BCD compliznce, including that relating to sharing. For the avoidance of doubr, that would
extend to any activity of the SIA, were it to take place, relating to 3PDs, including sharing with
partners or giving partners remole access.

Breaches of safeguards

34) In the cvent that any of the SIAs® policies and safeguands in respect of sharing BPD were
breached, the relevant Agency would repost any such breach fo the Intelligence Secvices
Commissioner; investigate the breach; consider whether it remained lawful or appropriate to
continue to share; if end 1o the extant that zny Agency staff had committed the breach in question,
consideration would be given to disciplinary proceedings.

GCHO

35) Section 9 of the GCHQ BPD Handling Amrangements which came into force in Novemnber 2015
[3/110-119] addresses disclosure of BPD 2t section § [3/115-116]:

"3.  Dixclosure

9.1 Where the results of bulk personal data analysis are disclosed to partner or customer
organisations, this must be done via standard reporting mechanisms, which ensure release of
GCHQ intelligence in a sccure, accountable, legally compliant manner.

9.2 If disclosure of 2 bulk personal dataset, or a substantial part of it, to & partner organisation
is contemplated, whether et GCHQ's or the parmer's initiative, the procedures below must be
followed:

11



[REDACTED]

9.4 Other organisations:

24.]1 For any other corganisation, whether another UK pariner or a forsipn parnge, the
datasct’s Reguester or Endorser will submis & request for authorisation to disclose, by means
of the dataset’s BPD form. Again, such requests will be considered by refevan GCHQ senior
:.ﬂ-l ::‘E"- .

9.5 All requests for autherisation to disclose must provide a persuasive justification for the
proposed disclosure, in terms ofl

— its necessity and proportionality, and

- the intellig=nce or other operational benefit tha: is expected 1o accrue 1o GCHQ and the UK
from the disclosure,

9.6 The Authoriser will consider:

- the content of the detaset: the mature of the persozal information it contains, its intrusiveness
and sensitivity;

~ the nature and extent of the corporzte risk the disclosure would entail;

- the necessity and proportionality of the disclosure, including whether it is genuinely
necessery and proportionate to cisclose the whole dataset, or whether a subset will meet the
nesd; .

— whether any caveats or restrictions should be applied; and

— the receiving organisation’s arrangements for safguarding, using end deleting the data -
GCHQ will seek additicnal reassurances from the receiving organisation in this regard, if the
Authoriser deems it necessary,”

36) The form referred %o at §9.4.1 of the GCHQ BPD Handling Armrangements is GCHQ's Bulk
Personal Data Acgquisition Retention (BPDAR) form [3/41-57), which, incer alia:

a) Requires the necessity and proportionality case for sharing BPD to be set out “if it is
proposed o share some or ull of [the] dalaset with an external organisasion pther than that
which provided the dota 1o GCHQ in the first place.” [3/50]; and

b) Reguires identification of whather the BPD contains any sensitive personal data, and if so
what kind [3/43].

37) GCHQ cperates on the basis that operational data of any sort may oaly be shared if it is necessary
for one of GCHQ's statutory functions, and, as far as GCHQ's intelligence gathering function is
concerned, in line with anzs of the three purposes for which that function can de exercised. This is
set out in GCHQ's Compliance Guidze. All sharing is subject to compliance with all relevant legal
safeguands, and there is a rcquirement that recipients must accord the material a level of

12



protection equivalent 10 GCHQ's own safeguards. The assessment of whether a partnes’s
safeguards meet 2is standard is = matter for the Mission Pelicy team, in partnership with
departmental legal advisors and other specialist teams as epproprizts. As a matter of policy
GCHQ opplies the safeguards required by RIPA to 2!1 operational dete even if was not obtained
under RIPA powers, so this is the standard that must be met, Sharing is also subject to policy
approval by an appropriately sezior member of the Mission Policy team, unless an explicit
delegetion of epproval authority has been made. Pelicy approval may be subject to appropriate

filtering or sanitisation of the data being applied to protect sensitive material or equities.

38) The Compliznce Guide mekes clear that, in line with the RIPA Interception of Communications
Code of Practice, particular considerution should be given in cases where confidential information
(which includes, inter alia, material that is legally privileged, and confidential journalistic
information) is involved. Special care must be tzken to ensure that the acquisition, analysis,
retention and dissemination of such material is necessary and proportionate, This covers any
sharing of such data with partners. Any sharing of BPD in whole or in part [s subject to formal
approval by Deputy Director Mission Policy who will teke into account the potential for such data
to contain confideatial information and ensure that this is removed from the data to the extent
possible (2.2. by the removal of particular fields from datasets) and will require the application of
additional or more stringent safeguards where appropriate.

39) Were GCHQ to share BPD with foreign lizison or LEAS, then it would;

a) Follow the principles and appreach set out in thelr respective Handling Arrangements and

policy/guidance.
b) Teke into account the nature of the BPD that was dus to be disclosed.

¢) Take into account the nature/remit of the body to which they were considering disclosing the
BPD.

d) Take into account the approach taken by any other SIAs who may have shared bulk data and
have regard to any protocols/understanding that the other agenciss may have used/followed.

¢) Depending on the individual circumstance, seek assurances that the BPD in question would

be handled in accordance with RIPA safeguards i.c. that it would be disclosed, copied,
distributed and retained only to the minimum extent necessary for the purposes of RIPA (in

13



the interests of Nasional Security, for the purpose of preventing or detecting Serious Crime, or
for the purpose of safeguarding the economic well-being of the UK,

40) In addition, were GCHQ to give lizison partners and’or Jaw enforcement agencics remote access
to run querics to BPD, it would epply safsguards which would put partner analysts on the same
basis as GCHQ analysts. In particular, GCHQ would:

a) Reguire analysts to have completed all relevant training (including legalities training), be
assessed as having sufficient analysis skills, and to have all necessary nationality and security

clearances;

b) Require 2ll querics so be accompaniad by necessity and propestionality statements which
would be subject to audit by GCHQ;

¢) Require analysts to comply with GCHQ's Compliance Guide znd other BPD policies and
safeguards concerning access, retention and use (as set out in the Cross-SIA and GCHQ BPD
Hzndling Ammangements);

d) Comply with the safeguards regarding the treatment of LPP and jeurnalistic material
addressad in the required training and the Com:llmcé Guide.

41) GCHQ may share operational data with industry partners for the purpose of developing and
1esting new systems. Actual operational data would only be shared for such purpoesss if it were not
possible to use standardised corpuses of non-operationel data. Any sharing would be of the
minimum volume of data necessary to develop or test the system. In all cases the data would be
the lcast intrusive data that can serve the purpose. For this reason any data known oz believed to
contain confidential information would net be used; similar data that does not contain such
mzterial would be used instead. Wherever possible data shared with industry pariners will be held
02 GCHQ premises, where most systems developmen: takes place, failing that the data must be
held on secure and accredited corporate premises in the UK, All sharing of data with industry is
recorded on a Raw Data Release Request form which must be completed by a member of GCHQ
wha is sponsoring the activities of the industry partner. This form (which is used for certain other
forms of data sharing which do not involve BPD) requires the sponsor to describe the purpose of
the sharing and the details of the data they wish to release, If the data is to leave GCHQ premises
they must specify where it is 10 go, and how it will be transferred. The form raquires the sponsor
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to detail the name, organisation and jeb title of the individual who will take responsibility for the

datz on receipt, how many people at the recipien: organisation will have access, for how long the

data will be retained and what will 52 done with it once the project [s completed, These requests

are assessed within the Mission Policy team and may be escalated up to the Deputy Director

Missioa Policy where appropriate. Mission Policy will assess cach proposal to ensure that the
sharing is beth necessary and p:bpo:tio:m:. and may require modification of the request if there

are concerns about proportionality,

Security Service

42) The MI5 BPD guldance of March 2015 addressed sharing/disclosure of BPD as follows [1/40):

“Sharing Bulk Personal Data

The sharing of BPD is carcfully managed to ensurc that diszlosurs only takes place when it is
justified on the basis of the relevant statutory disclosure gateway. The dacision to share o
BPD outside the Security Service rests with g senior MIS official on behalf of DSIRO,

Shari ithin the S1A
To the extent the SIA all have 2 common interest in acquiring information for national
security purposes, it may be lawful for MIS to share BPD with SIS or GCHQ. Within e SIA,
the relevant gateways for these pi:rposcs are (i) section 2(2)(a) as far es disclosure by the
Security Service is concemed, and (i) sections 2(2)a) and 4(2)(a) respectively of Intzlligence
Services Act sc far as acquisition by SIS and GCHQ are concerned,

In relztion to zach dataser, there are two sides to the information transaction, whereby both
the disclosirg and receiving agency have to be satisfied as to tha necessity and propertionality
of sharing & particular dataset. MIS ne=d to establish in each casc that both (i) disclosure by
the Security Service under section 2(2)Xa) is necessery for the proper discharge of the Security
Service's statutory function of protecting nztional security, and also (ii) that acquisition by
SIS end GCHQ is necessary for their respective statutory functions in respect of national
security under sections 2(2)(a) and 4(2)(a) respectively of ISA.

In circumstances where GCHQ or SIS identifies & requirement, they should discuss their
requirements with the relevent MIS data sponsor. If the requesting agency and the MIS data
sponsor belizve there is a business case to share the data a formal request must be mads o
MIS via g relevant form. [REDACTION) The relevant data sponsor is then responsible for

submitting fhe relevans form.
Ihereleyant form

Lhe refevant form outlines the business case submitted by the requesting Agency, detailing
the data requested, the necessity and proportionality case for disclosure of that data and the
proposed dsta handling arrangements. This must be approved by the relevant data sponsoring
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fgnior MIS official before being submitted to he refevant team who will consull @ fagal
@dviser on the legality of disclosure and the relevant technical feasibility.

d_senjor MIS officiol will confirm the streng?s of the business case for sharing data is
sufficient, and any security, ethical and reputational risks have been adequately considered.
[REDACTION]

Once the relevant form is approved by g genior 248 officigl, arrangements will be made for
the date to be shared with the relevant Agency using suitably accredited network for
clectronic transfer, Where electronic transfer is not possible, physical transfer must be
conducted in accordance with policy.”

“Shering outside the SIA

MIS neither confirms, nor denies the existense of specific BPD holdings 10 organisations
outside the SIA or a limited number of individuals witkin OSCT. Therefore any request to
share BPD with an organisation other than GCHQ or SIS should reiterate this position as the
requestor shozld epproach the provider themselves. Attempts 1o ascertain MIS BPD holdings
by non-SIA organisations should be reported to (e relevant egm.

(.‘:'/

In the event that a formal request is made to MIS for BPD to be shared, the same legal
disclosurs ests would need to be applied as when sharing with BPD partners. The reguestor
would also require a legal gateway to acguire the data, which the Security Service would need
10 be satisfied met the tast of necessity and proportionality. All enquiries should be directed to
the senior MI8 official ™

43) The Sszcurity Service Handling Arrangements which came into force in November 2015 (1/101-
113] address disclosure outsice the SIA in section 6 [1/109-110]:

“6.0 Disclosure

. r\ —/
6.1 The disclosure of BPD is carefully managed to ensure that it only takes place when it is \
justified on the basis of the relevant statutory disclosure gateway, The decision to share a
BPD ouside the Security Service rests with a gerior MIS officiol.”

“6.2.1...Information in BPD held by MIS can cnly be disclosed to persons outside the Service

if the following conditicns are met:

o that the objective of the disclosure falls within MIS's statutory functions or is for the
additional limited purposes set out in sections 2{2)a) and 4(2)(a) of the ISA 1994 and
section 2(2)Xa) of the SSA 1989;

o that it is necessary to disclose the information in question in order to achieve that
objective;

o that the disclosure is propertionate to the oblective;

o that only as much of the information will be disclosed as is necessary to achieve that
objective.
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6.2.2 In order to meet the ‘necessity’ requirement ia relation o disclosure, stafl must be
satisfied that disclosure of the BPD is ‘really needed” for the purpose of discharging a
statutory function of MIS. Staff must consider whether there s a reascnzhle altemative that
will still meet the proposed objective - ie. which involves Jess intrusion. For example, this
could mean disclosure of individual pleces of data or of a subset of Cata rather than of the
whole bulk personal data.

6.2.3 The disclosuse of the BPD mus: also be propartionate to the purpese in guestion. In
order 0 meet the ‘proportionality’ requirement, staff must be satisfied that the level of
interference with the incividual’s right to privacy is justified by the benefit 1o the discharpe of
MIS’s statetory functions which is expected as a result of disclosing the data and the
importance of the ohjective 10 be achieved.

6.2.4 These conditions must be met for all disclosure, including between the Intelligence
Services. They zpply equally to the disclosure of an =atire BPD, a subset of the dataset, or an
individual pisce of data from the datasst,

6.2.5 Disclosure of the whole (or a subset) of a bulk personal dataset is subject to prior
inter=al authorisation procedures in addition to the requirements in §.2.1-6.2.3 sbove. Where
these requirements are met, the BPD is formally requested by the requesting Agency from
MIS through an egreed disclosure procedure using the refevant Sorm. The relevant data
sponsor is then responsible for submining the relfevant form that will seek authorisation within
MIs.

6.2.6 The relevant form outlines the business case submitted by the requesting Agency,
detailing the data requested, the necessity end proportionality case for disclosurs of that data
end the proposed data handling arrangements. Disclosure of the whole 8PD (or sudset
thereof) is only permitted once such suthorisation has been given under this process, Once the
authorisation has been given, arrangemenss will be made for the data to be disclosed to the
relevant acquiring Agezcy.”

"6.3 Disclosure to liaison services
6.3.1 [REDACTION]

6.3.2 There are however some circusmstances, such as a pressing operational requirement,
where disclosure to a laison service [REDACTION] may be necessery and proportionate in
the inlerests of national security. In this cvent, the szme Jegel disclosure tests would naed to
be applicd as when disclosing to SIA partners, and the relevgnt form would have to be
completed. MIS would need to be satisfied that disclosure %0 the relevant lizison service met
the dual tests of necessity and proportionality. All enquiries should be directed to e data
Seemanee feam. Prior to disclosure, staff must (a) take reasonable sieps to ensure that the
lisison partner has and will maintain satisfactory arrangemeats for safeguerding the
confidentiality of the data (including with regard to source protection and the pretection of the
privacy of the individuals in ths BPD) and ensuring that it {s securely handled, or (b) have
received setisfactory assurances from the liaison partmer with respect 10 such amrangements.”



44) The “relevant form™ refarred to at §§6.2.5, 6.2.6 and $.3.2 of the Security Service BPD Handling

Arrangements is the “Form for Sharing™ [1/89-93]. It contains, Infer alia, provision for:

a)

b)

<)

é)

Censidering whether the BPD contains sensitive personal data, including but not restricted 10
journalistic and legally privileged material {1/90]

Access restrictions: the “arrangements agreed to ensure material is handled securely and

what access control will be applied™ must be stated [1/90)

Agreed caveats in relation 10 the handling of the material must also be set out [1/90)

The “Business Justification & Privacy Assessment™ requires the statutory purpose and a
necessity and proportionality asssssment to be set out [1/90-91], and approved by a seaior
MIS official.

The technical feasibility of disclosure must ba approved by the relevant techrical team (1/92]

Legal approval for disclosure must also be given by a legal adviser (1/92].

Final approval must also be given by DSIRO or designated person [1/92-93]

45) Were the Security Servics to share BPD with foreign lizison or LEAs, then it would only share if
satisfied that:

a)

b)

c)

d)

Such sharing was for cne of the Security Service's statutory purposes, or one of the limited
additional purposes set out in 5.2(2)(2) of the Security Service Act 1989.

It is necessary ta disclose the information in question in order to achieve that objective;

That the disclosure would be proportionate o the objective;

That only as much of the information will be disclosed as is necessary to achieve that
objective.
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€) As set out at §6.3.1 of the Sscurity Service 3PD Handling Arrangements, the Security Service
would also (z) take reasonzble steps 1o ensure tha: the lizison partner has and will maintain

satisfactory arrangements for safeguarding the confidentiality of the data (including with regard to

source protection and the protection of the privacy of the individuals in the BPD) and cnsuring

that it is securely handled, or (b) have received satis? factory assurances from the lizison partner

with respect 1o such arrzngements.

46) When deciding '-\hethcr or not to share with foreign partners, LEAs, or in “dustry partners, and
whether or not 1o impose conditions o sharing, and if so what conditions, the Security Service

would also;

a)

b)

¢

d)

SIS

Teke into account the epproach taken by any other SIAs who may have shared bulk dasa and
have regard to any protocols/iunderstandings that the other agencies mzy have used'followed
(see, for instance, §§37-41 above in respect of GCHQ end §§47-63 below in respect of SIS);

Take into accourt the naturz/remit of the body to which we the Security Service was
considering disclosing the BPD;

Take into account the nature of the BPD that was due (o be disclosed;

Follow the principles and approach se¢t out in their Handling Arrangements and

policy/guidance.

47) S1S8’s Bulk Data Acquisition, Exploitation and Retention policy [3/390-394) provided from 2009
onwards that:

“17. Bulk data can be shared with other third parties (eg a liaison partner) with the Data

Owner's permission and suh)cct 10 cerfain assurances. are ing, the
assur wdreay L arndi { L er wilhout
WWWMWM

Nagional Security.” [3/393 and 3/402)

48) SIS BPD Handling Arraagements, which came into force in November 2015 [3/404-415), include
specific guidance to staff on the sharirg of BPD with toreign partners, ircluding:
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7.1 The sharing of BPD is carefully managed to ensure that cisclosure only 1akss place when
it is justified on the basis of the relevant statutory disclosure gateway. The decision o sharc a
BPD outside SIS resists with the genior S Tciql.” 131412]

49) The guidance also states that:

“1.3.1 fnthe event that SIS deewmed it was necessary and proportiongie fo disclose BPD 122
livisun servce the sgme lega! discloswre tesisywould need to be coplied as when sharing with
SI4_partners_As por: of SIS's analysie of w eclosure ¢ n line with i /
abligations, in the event that SIS shares BPD with a i service, SIS would reqdr

7.3.2 The disclosure of BPD is carcfully managed »y the relevant regm 1o ensure that
disclosure only occurs when it is permitted under ISA 1994 and that clear necessity and
propertionality cases are evidenced. Resporsibility for disclosure of BPD rests with g senfor

SIS afficial in the relevani ieam.” [3/413)
SIS Policy on sharing BPD with foreign liaison and LEAs

[See SIS's statement of 3 March 2017, §§10-24]

50) Should SIS decide that thzre were an *in principle’ argument for sharing, SIS would ensure that i
rad a sufficient understanding of the data handling regime in the recipiznt organisation %o enable
SIS to make a reasoned judgment as to whether disclosurs was nacessary and proportionats in the
circumstances. As part of this *due diligence' exercise, the following are Iikely to be relovant
considerations: the anticipated benefit to SIS; the recipient partner’s requirement to obtain BPD;
and the nature and extent of any mandling arrangements for BPD within the recipient partner
orgenisation (in partizu’ar in relation to access, examination, storage and onward disclosure of the
BPD and/or information derived from it). In addition, SIS weuld seek guidance from the recipient
pertner as to the legal provisions applicable in that partner’s jurisdiction, including whether there
were any legal obligations that were likely to prevent compliance with any restrictions that SIS
would want/need 1o place on the use of the BPD. SIS's appreach to this process would be
informed by its existing knowledge of and relationship with the recipient partner (including
knowledge and expericnce of their capabilities, intent and practice).

51) Further, sp=cificelly in relation to foreign liaisen and LEAS, SIS would consider any proposal to

shere on & case by case basis, teking into account a number of factors:
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1)

b)

The nature of the parner with whom they would be shasing. This includes consicering the
history SIS has of sharinp intellipenze with that partner; their data capability enéd practices;
and their histery of compliance, either where SIS has previously shared data or where SIS has
shared actionable intelligence.

The purpose for which it is snviszged BPD will be shared. This covess (wo considerations;
firstly, the necessity case for SIS. At the highest level this means that there must be a
requirement to share the BPD to essist SIS in meeting one of the four purposes for which
infermation can be shared under section 2{2) ISA. Sccondly, the purpose for which SIS
understand that the recipient partner wishes (o obtzin BPD.

> Rue dilizence

52) The due diligence exercise would seek assuranices from the proposed recipient on the relevant

aspects of that partner’s govemnance. The aim would be to establish that they have in pizce

equivalent standards as would apply to the Agency’s own stafl and procedures. In practice, the

specific nature of this due diligence exercise may well be tailored on a case by case basis znd be

subject to, for example, the particular context of the proposed arrangements or the nature of the

existing relationship with that partner. The sorts of questions that SIS would seek satisfactory

answers 10 iz order (o provide setisfoctory assurance of squivalent standards are likely to include

{but not be imited t0) the following areas:

b)

<)

Relevaat questions of law and pelicy: for example, is the partner orgatisation subject to
provisions in Jaw (international or domestic) that would govern their use of bulk data? Are
they governed by any statutory requirements that would tic their use of bulk data to specific
purposes? Are they sudject to any legal obligations or policy commitments to protect the
persenal data or human rights of individuals?

Acguisition practices: for example, what factors would the partner organisation teke izto
account before acquiring bulk data? Would necessity and proportionality be considered? Who
would take part in the decision-making process and how would it be recorded?

Authorisation protocols: for example, what process would the partner orgenisation appiy 10
authorise the retention and exploitation of BPD? What would the criteria be that would be



d)

e

£

h)

appliad to establish that it is both necessary and proportionate o retain and use data? Would
legal advice be obtained?

Data ingestion: for example, how would BPD be stored within a partner organisation” What
would the system architecture be? What other data would be stored on the system or systems?
What access centrol mechanisms would be in place for raw and processed data? Would
access contwol be daterminad by role?. Would specific training be provided (including in
relation to legal’policy concerns) before access is granted 1o a system helding bulk data? Are
there categories that would be considered sensitive or privileged either by law or policy?
Would ingestion of data of this type subject to additional considerations? Would there be
additional prolections for data of this type at the point of access?

Use: for example, into which tool(s) within the partner ergenisation would BPD be ingested?
Wkhat would be the main purposs of the 100.? What would a user be raquired to consider
befose searching within bulk data? Would the user be required by law to think about the
necessity and proportionality and/or the direct and collateral intrusion of corducting & scarch?
How would such censiderztions be recorded? Would the tocl limit the nature of exten: of
search by a user? What safeguands would be in place to prevent misuse of BPD? Would user
activity be subject to any auditing or monitoring? Whrat would the conssquences of an
individual failure to comply with the Iaw.'policy'on the use of BPD be? How would SIS be
notified of eny failure to comply encé whet power would they have to dictate conssquences?

Disclosure: for example, what safeguards would be in place within the recipient enganisation
1o ensure Acticn On is oblained befors eny actlion, including the passing of information o a
third party, is teken oz infermation derived from BPD? Are there legal or policy raquirements
to ensure that the passing of any informeticn meets certain criteria? How would a uses know
that a particular piece of data requires Action On before they can use it? What would the
process be for gaining Action On?

Retention and Review: for exampls, what process would be in place in the recipient
orgazisation to review the necessity and proportionalicy for continuing to retain and exploit
BPD? What would be the paramcters for the review, and what criteria would be used to judge
necessity and propertionality? What would the process be to delete data? What would the
precedurs be for delcting and destroving data?

Oversight: for example, what would be the intemal and/or external oversight arrangements in

place within the recipient organisation to audit the acquisition, retention end use of BPD?



33) There ars a number of ways in which a due diligence exerzise might be pursued and could, for
exzmple, include a visit by SIS policy and Jegel staff to a potential recipient 1o observe and
discuss their systems and processes. The process would be designed to easure that SIS would
have a comprehensive written racord of the way in which the recipient partner would handle 3PD
{covering zll the matters set out at paragraph 52 above); =s well as the domestic legal and
compliance regime to which they are required o adhere.

34) Any such cue diligence exercise would necessarily be baspoke and tailored 1o the partner in
question and the particular circumstances of the propesed sharing errangement. The questions set
out in paragraph 52 ere illustrative and neither exhaustive nor a pro forma. It is likely that any
such due diligence exercise would be aa iterative process. Supplemenzary questions may be
required for clarification end to gain an accurate and complete picture of a potential partnzr's
governance arrangements. It is likely that SIS would seck to validate assurances given by means
of *in person’ discussions with responsible officers of the partner orpanisation and by reference to
internal policy documents, forms, codes of practice and treining materials.

35) If a due diligence exercisc did not result in the obtaining of satisfactory assurances, or if the
veracity of assurances obtained was in doubt, the Agency would not shere bulk data, In eny
formalising agreement or memorandum of understanding, the Ageacy would set out the
circumstances under which the arrangement could be halted if thers wes concem or evidence that

arrangements were not satisfactory,

Agreament 10 shace

56) Were SIS to be satisfied with a potentiel recipient's data compliznce following a due diligence
exercise, SIS would then proceed 10 set out and agres with the recipient partner the detail of the
agreement 10 share. The detail of the agreement might vary with each individual recipient
depending on the circumstances and the nature of SIS's relationship with them.

57) Were SIS to agree to share BPD with a particular recipient partaer, the sharing of each subsequent
dataset would be considered on an individual basis. Any decision to share would be subject 1o a
formal and recorded decision making process and would involve the input of a legal adviser
where necessary. Considerations would include the necessily and proportionality case for sharing
and how SIS thirk the recipicns partner will use the deta. SIS would also always consider whether
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the policy on Consolidated Guidance applics. The formal and recorded decisicn-making process

wou'd ensure that the epproazh to sharing outside of SIS is applizd in 2 consistent manner.

5%) SIS would ensure thet datasct-specific hendling instructions weuld accompany each BPD shared.

59) The principal way in which compliance with the BPD handling instructions would be monitored
is through the Acticn-On process. This is the process whereby a customer requests permission to
muke active use of SIS intzlligence (see §31 above).

60) Any data shared with other organisations would be shared on the basis that it must not be shared
bevond the recipient organisation unless explicitly agreed in advance, or approved through the

Action-on process. Action-on is a process which is used by each of the SlAs.

61) Were SIS not to receive Action-On requests whiore expected, this would be investigaied.

§2) In addition to the Action-On process, SIS would conduct regular meetings, visits and discussions
with any partners who might be in receipt of data sets, This weuld ensure that SIS’s partners
woeld be aware of charges to SIS's lezal and compliance regime; and would enable SIS to obtain
information ahout the chanping technicel, legal and compliance regimes of any partness. In that
way, SIS would be able to assess on an ongoing basis whether the handling arrangements and

other requirements that might apply to the sharing process remain fit for purpose.

63) Although SIS zan neither confirm nor deny whetkier it has agread to share or in fact shares BPD
with industry partners, were it to do so, it weuld:

a) Follow the principles and approach set cut in SIS's Handling Arrangements and
policy/guidance;

b) Take into account the nature of the BPD that was due 10 be disclosed;

¢) Take into account the nature of the body to which it was considering disclosing the BPD.
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Cross-SIA Policv -

64) The OPEN BCD Handling Amrangements which came into force in November 2015 address
disclosure of BCD (at §§4.4.1 t0 4.4.6) [2/B/201-202]:

“4.4 Disclosure

4.4.1 The disclosure of BCD must be carefully managed to ensure that it only takes place
wien it is justified on the basis of the relevant statutory disclosure gateway. The disclesure of
an entire bulk communications dazaset, or a subset, outsice the Inelligence Service may only
be authorised by @ Senior Official’ or the Secretary of State.

4.4.2 Disclosure of individual items of BCD outside the relevant Intelligence Service may
only be made if the following conditions are met:

- that the objective of the disclesure falls within the Service’s statutory functions or is for the
additional limited purposss set out in sections 2(2){a) and 4(2)a) of the ISA 1994 and section
2(2)a) of the SSA 1989;

- that it is necessary to disclose the information in question in order 1o achieve that objective;

= that the disclosure is proportionate o the objective;

- that only as much ef the information will be disclosed as is necessary to achieve that
objective.

When will disclosure be necessary?

443 [n order 10 meet the ‘necessity’ requirement in relation to disclosure, staff in the
relevant [ntelligence Service and (as the case may be) the Secretary of State must be satisfied
that disclosure of the BCD is ‘rezlly nceded” for the purpose of discharging a statutery
function of that Intelligence Service.

The disclosure must also be “proportionate™

4.4.4 The disclosure of the BCD must also be proportionate to the purpose in question. In
order to meet the *proportionality’ requirement, staff in the relevant Intelligence Service and
(as the case may be) the Secretary of State must be satisfied that the level of interference with
the right 1o privecy of individuals whose communications data is being disclosed, both in
relation to subjects of intelligence interest and in reletion to other individuals who may be of
no intzlligence interest, is justified by the benefit to the discharge of the Intellizence Service's
statutory functions which is expected as a result of disclosing the data and the importance of
the objective to be achieved. Staff must consider whether there is a reascnable altemative that
will still meet the proposed objective - i.e. which involves less intrusion. For example, this
could mean éisclosure of individual pieces of commurications dzta or of 2 subset of the bulk
commurications data rather than of the whole bulk communications dataset.

? Equivalent 10 a member of the Senlor Clvil Service.,
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4.4.5 Before disclosing any BCD, stafi must teke reasonable sieps to ensure that the intended
recipient organisation kas and will maintain satisfectory srrangements for safeguarding the
confidantiality of the data and ensuring that it is securely handled. or that they have received

atisfactory assurances from the intended recipient organisation with respect to such
errengements.

4.4.6 These conditions must be met for all disclosure, including between the Intelligence
Services and apply equally in making the decision to disclose an extire BCD, & subset of
BCD, or an individual piece of data from the dataset.”

Action O

65) Any data shared with cther organisations would be shzred on the basis that it must not be shared
beyond the recipient orgenisation unless explicitly agreed in advance, or approved threugh the
Action-on process. Action-on is a process which is used by each of the SIAs.

Commissioner oversight

66) The Interception of Communizations Commissioner has oversight and access to all SIA material
in relation to BCD compliance, including that relating o sharing. For the avoidance of doubt, that
would extend 1o any activity of the SIA, were it to take place, relating to BCDs, including sharing

with partners or giving partners remote access, See:

a) MI5 BCD Handling Arrangements of November 2015, §4.6.4(b): “The Imerception of
Communications Commissioner has oversight of .(b) MIS's arrangemenis in respect of

acquisition, storage, aecess. and subsequent use, disclosure, retention and destruction™
{emphasis added); and

b) GCHQ BCD Handling Armangements of November 2018, §4.6.9: “The Intercepiion of

Communications Commissioner is responsible for overseeing [inter alia] disclosure...of the
data"'.

Breaches of safeguards

67) In the event that any of the SIAs® policies and safeguards in respect of sharing BCD were
brezched, the relevant Agency would report any such breach to the I[nterception of

Commuaications Commissicner; investigate the breach; consider whether it remained lawful or
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appropriale 1o continue to shars; if and 1o the extznt shat any Agensy stall had committed the
breach in question, consideration would be givea to disciplinary procoedings.

GCHO

68) Section 4.4 of the GCHQ BCD Handling Arrangements which came into force in November 2018
adéresses disclosure of BCD [2/B/85-86):

“4.4 Authorisation of Disclosure

4.4.1 Where the resulss of enclysing section 94 data are disclosed to partaer or customer
organisations, this must be dono via standard intelligencs reporting mechanisms, which
ensure that GCHQ intzlligence is released in a secure, ‘accountshle and legally compliant

o manner,

4.4.2 If disclosure of a complete section S4 dataset, or a substential pact ef it, to a partner
organisation is contemplatad, whether at GCHQ's or the parmer's initiztive, the procedures
below must be followed.

4.4.6 All requests for authonsation to disclose must provide a persuasive justification for the
proposed disclosure, in terms of

— its necessity and proportionality, and

— the intelligence denefit or other operational benetit that is expected 10 accrue to GCHQ and
the UK from the disclosure,

4.4.7 The Authoriser will consider:

- the content of the dateset: the nature of any persenal information it contains, its
intrusiveness and seasitivity;

- the nature and extent of the corporate risk the disclosure would enteil;

— the necessity and proportionality of the disclosuce, including whether it is genuinely
necessary and propostionate to disclose the whole dataset, or whether a subset will meet the
need; :

= whether any caveats or restrictions should be eppliad; and

— the receiving organisation's arrengements for safeguarding, using and deleting the data -
GCHQ will seck additionz! reassurances from the receiving organisation in this regard, if the
Authoriser deems it necessary,™

GCHO Policy on sharing BCD with foreipn lizicon/] EAs

69) GCHQ operates on the basis that operationa) data of any sort may enly be shared if it is necessery
for onc of GCHQ's statutory functions, and, as far as GCHQ's intelligence gathering function is
cencerned, in line with one of the theee purpeses for which that function can be exercised. This is
set out in GCHQ's Compliance Guide. All sharing is subject to compliance with all relevant legal
safeguards, and there is & requirement that recipieats must accord the material a level of
protection equivalent 0 GCHQ's own safeguards. The assessment of whether a partner’s
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safeguards maet this standard is 2 marter for the Mission Policy team, in partnenhip with
deparmental Jegal advisers and other specialist tzams as appropriate. As = matler of policy
GCHQ applies the safeguards required by RIPA to all operational data even if was not obtained
under RIPA powsry, so this is the standard thet must be met. Sharing is also sudject to policy
zpproval by an appropriatcly senior member of the Mission Policy team, ualess an explicit
delegetion of approval authority has been made, Policy appraval may be subject to appropriate

filtering or ssnitisation of txe data being applied to protect sensitive material or equities.

70) The Compliance Guide makes clear that, in line with the RIPA Interception of Communications
Code of Practice, particular consideration should be given in cases where confidential informaticn
{(which includss, inter alia, material that is legally privileged, and confidential journalistic
information) is invelved. Special care must be taken to ensure that the acgquisition, analysis,
retention end Zissemination of such material is necessary and proportionate. This covers any
sharing of such data with partners. Any sharing of BCD in whele or in part is subject to formal
approval by Deputy Director Mission Policy who will take into account the potential for such daa
to contain confidential information and ensure that this is removed frum the data to the extent
possible (e.g. by the removal of particuler fields from datascts) and will require the application of
additional or more stringent safeguerds where appropriate.

71) Were GCHQ to share BCD with foreign liaison or LEAs, then it would:

a) Follow ihe principlcs ard spproach set out in their raspective Hendling Arrargements and

policy/guidance.
b) Take into account the nature of the BCD that was due ‘o be disclosed.

¢) Take into account the nature/remis of the body to which they were considering disclosing the
BCD.

d) Taks inte account the approach taken by any other SIAs who may have shared bulk data and
have regard to any pro‘ocolsfunderstanding that the cther egencies may have used/followed.

¢) Despending on the individual circumstance, seck assurances that the BCD in question would
be handled in accerdance with RIPA safeguards ic. that it would be disclosed, copied,
distributed and retained only to the minimum extent necessary for the purposes of RIPA (in
the interests of National Security, for the purpose of preventing or detecting Serious Crime, or
for the purpose of safeguarding the cconomic well-being of the UK.
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72) In addition, were GCHQ 1o give liaison partners and/or lew enforcement agencies remote azcess
1o run queries to BCD, it weuld apply safeguards which would put partner anelysts on the szme
Basis es GCHQ analysts. In pacticular, GCHQ would:

a) Require znalysts to have completed all relevant training {inciuding legalities reining), be
assessed as having sufficient analysis skills, and 1o have all necessary natienality and security

clearances;

b) Require all queries to be sccompanied by necessity and proporionality statements which
would be subject to auvdit by GCHQ:

¢) Require analysts o corsply with GCHQ's Compliance Guide and other BCD pelicies and
safeguards concerning access, retention and use (as set out in the Cross-SIA and GCHQ BCD .
Handling Arrangements);

d) Comply with the safeguards regerding the treatmest of LPP and Journalistic material
eddressed in the required training and the Compliance Guide.

73) GCHQ may share operztional data with industry partnerss for the purposs of developing aad
testing new systems. Actual operational data would only be shared for such purposes if it were not
possible to use standardissd corpuses of non-operational data, Any sharing would be of e
minimum volume of data necessary to develop or test the system. [n all cases the data would be
the Jeast [ntrusive data that can serve the purpose. For this reason any data known or believed to
cortain confidential information would not be usad; similer dara that does not contain such
material would be used instzad. Wherever possible data shared with industry partners will be held
on GCHQ premises, where most systems development takes place, filing that the dsta must be
held on secure and sccredited corporate premises in the UX. All sharing of data with incustry is
recorded on a Raw Data Release Request form which must be completed by a member of GCEQ
who is sponsoring the activities of the industry partner, This form (which is used for certain other
forns of data sharing which do not invelve BCD) requires the sponsor to describe the purpose of
the shering and the details of the data they wish to relezse. if the data is to Jeave GCHQ premises
they must specify where it is to go, and how it will be transferred. The form requires the sponsor
to detail the name, organisation and job title of the individual who will take responsibility for the
data on receipt, how many people at the recipient orgenisation will have access, for how long the
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data will be retained and what will be done with it once the project is complsted. These requests
are assessed within the Mission Policy team and may be escalated up to the Deputy Director
Missioa Policy where appropriate. Mission Policy will zssess each proposal to ensure that the
sharing is both necessary and proportionate, and may require modification of the request if there

are cencems about proportionality.

S itv Servi

74) Peragraphs 4.4.1 to 4.4.8 of the Security Service 3CD Handling Arrangements which came into
force in November 2015 address disclosure of BCD [3/321-322]:

“4.4 Authorisation of Disclosure

4.4.] The disclosure of BCD is carefully managed to ensure that it only takes place when it is
justified 0n the basis of the relevant statutory disclosure gatewzy. The disclosure of en entire
BCD, or & subset, outside MIS may only be authorised by the Home Secretary or a Senior
OfMicial' in the Home Office.

4.4.2 Disclosure of individual items of communications data to persons outside M3 can only
be made if the following conditions are met:

~ The objective of the disclosure falls within MIS"s statutery functions or is for the additional
limited purposes set out in sections 2(2)a) and 4(2)(a) of the ISA 1994 and section 2(2){a) of
the SSA 1989;

— It is necessary to disclose the information in question in onder t0 achicve that ebjective;

- The disclosure is proportionzte ta the oblective;

- Only s much of the information will be disclosed as is necessary to achicve that objective.

4.4.3 In order to meet the ‘necessity’ requirement in relation to disclosure, staff must be
satisfied that disclosure of the communications data is ‘really needed® for the purpose of
discherging a statutory function of that Agency. Staff’ must consider whether there is 2
seasonable altermative that will still meet the proposed objoctive — i.e. which involves less
intrusion, For exampls, in cases where disclosure of BCD is contemplated, this could mean
disclosure of individual pieces of data or of a subset of data rather than of whols BCD.

4.4.4 The disclosure of the communications data must 2150 be proportionate to the purpose
in question. In order to mest the “proportionality” rcqx.ircmcnt. staff must be satisfied that the
leve! of interference with the individual's right to privacy is justifisd by the benefit to the
discharge of M15's statutory furnctions which is expected as a result of disclosing the datz and
the importance of the objective to be achieved.

4.4.5 Before disclosing any communications data, s:aff must take reasonable steps to ensure
that the intended recipient organisation has and will maintain satisfactory amangements for
safeguarding the confidentiality of the data and ensuring that it is securely handled, or that

' Equivalent to a member of the Sexnier Civil Service.
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they have received satisfactory assurances from the intended recipient organisation with
respect 10 such arrangements. '

4.4.6 These conditions must bé met for all disclosure, including between the [ntelligence
Services. They apply equally ‘o the disclosure of an entire BCD, a subset of the dataset, or an
individual piece of data derived from the bulk communications dataset or from targeted
commuaications data.

4.2.7 Where disclesure of an eatire BCD (or a subset) is contemplated, (in addition to the
requirement in 4.4.1 above) this is subject 1o prior internal autrorisation prozedures as well as
to the requirements in 4.4.2-4,4.5 that apply to disclosure of individual pieces of data. Where
these requirements are met, then (prior to submission to e Home Office/Home Secretary)
the BCD is formally requested by the requesting agency from MILS through en agreed sharing
procedure using the gporopriate form. The data govemance team is then responsible for
submitting the gpprogriate Grm secking the approval of MIS’s Directer General. The
aporgpricte form outlines the business case submitted by the requasting agency, detailing the
data requested, the necessity and proportionality case for disclosure of that data and the
propesed data handling arrengements.

4.4.8 If the Directer General is content, 2 submission will be prepared for the Home Office
and'or Houe Secretary. Disclosure of the whole BCD (or subset thereof) is oaly permited
when this has been authorised by the Home Secretary or a Seaior Official at the Home Office.
Once authorisation has been given, arrangements will be made for the data to be disclosed to
the relevant acquiring agency.” .

75) Were the Security Service to share BCD with forzign lisiscn, LEAS o2 industry partners, then it
would only share if satisfied that:

a) Such sharing was for one of the Security Service's stztutery purposes, or one of the limited
additional purposes set out in £.2(2)(a) of the Security Servize Act 1989,

b) Itls necessary to disclose 2= information in questioz in order to achieve that objective;
¢) That the disclosure would be proportionate to the objective;

d) That only as much of the information will be disclosed as is necessary to achieve tha:
objective,
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€) As sct out at §4.4.5 of the Sezurity Servics BCD Handling Arrangements, the Security Service
would also (2) take reasonzble steps to ensure that the Jiaison partner has and will maintain
satisfactory arrangemexts for safeguarding the confidentizlity of the data (including with regard to
source protection and the protection of the privacy of the individuals in the BPD) and ensuring
that it is securelv handled, or (b) have received satisfectory assurances from the liaison partner

with respect ‘o such arrangements.

76) When deziding whether or not to share, and whether or not to impose conditions on sharing, and
if so what conditions, it would also:

a) Take into account the ap;iroach taken by any cther SIAs who may have shered bulk data and
have regad to any protocelsunderstandings that the other agencics may have used'followsd
(see, for instence, §§69-73 abave in respect of GCHQ):

b) Take into account the naturz‘remit of the body to which we the Security Service was
considering disclosing the BCD;

¢) Take into zecount the natuse of the BCD that was due to be disclosed;

d) Follow the principles and epproach set out in their Handling Amangements and
policy/guidance,
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