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http://www.hackingteam.it/index.php/about-us
http://www.hackingteam.it/index.php/remote-control-system
http://www.hackingteam.it/index.php/remote-control-system
http://www.hackingteam.it/index.php/about-us
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https://s3.amazonaws.com/s3.documentcloud.org/documents/1348003/rcs-9-admin-final.pdf
https://citizenlab.org/2014/02/mapping-hacking-teams-untraceable-spyware/
https://citizenlab.org/2014/02/mapping-hacking-teams-untraceable-spyware/
http://www.hackingteam.it/index.php/about-us
http://in.reuters.com/article/2015/03/26/italy-security-internet-idINKBN0MM24620150326
https://www.privacyinternational.org/?q=node/147
https://www.privacyinternational.org/?q=node/147
http://www.theverge.com/2013/9/13/4723610/meet-hacking-team-the-company-that-helps-police-hack-into-computers
http://www.theverge.com/2013/9/13/4723610/meet-hacking-team-the-company-that-helps-police-hack-into-computers
http://www.theverge.com/2013/9/13/4723610/meet-hacking-team-the-company-that-helps-police-hack-into-computers
http://www.theverge.com/2013/9/13/4723610/meet-hacking-team-the-company-that-helps-police-hack-into-computers
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http://www.cso.com.au/article/431882/_crisis_os_x_trojan_made_by_lawful_intercept_vendor_hackingteam/
http://www.cso.com.au/article/431882/_crisis_os_x_trojan_made_by_lawful_intercept_vendor_hackingteam/
https://www.privacyinternational.org/?q=node/73
http://www.hackingteam.it/index.php/remote-control-system
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https://freedomhouse.org/report/freedom-net/2012/azerbaijan#.VSenQTvF8Yd
https://cpj.org/killed/
https://freedomhouse.org/report/freedom-world/freedom-world-2015#.VSaUezvF8Yc
https://citizenlab.org/2014/02/mapping-hacking-teams-untraceable-spyware/
http://www.wired.com/2014/06/remote-control-system-phone-surveillance/
https://citizenlab.org/2014/02/mapping-hacking-teams-untraceable-spyware/
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https://citizenlab.org/2014/02/mapping-hacking-teams-untraceable-spyware/#12
https://citizenlab.org/2014/02/hacking-team-targeting-ethiopian-journalists/
https://citizenlab.org/2014/02/hacking-team-targeting-ethiopian-journalists/
https://citizenlab.org/2014/02/mapping-hacking-teams-untraceable-spyware/#12
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https://citizenlab.org/2012/10/backdoors-are-forever-hacking-team-and-the-targeting-of-dissent/
http://en.rsf.org/surveillance-united-arab-emirates,39760.html
http://en.rsf.org/surveillance-united-arab-emirates,39760.html
https://www.privacyinternational.org/sites/default/files/Their%20Eyes%20on%20Me%20-%20English_0.pdf
https://www.privacyinternational.org/sites/default/files/Their%20Eyes%20on%20Me%20-%20English_0.pdf
https://www.privacyinternational.org/sites/default/files/Their%20Eyes%20on%20Me%20-%20English_0.pdf
https://www.privacyinternational.org/sites/default/files/Their%20Eyes%20on%20Me%20-%20English_0.pdf
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https://freedomhouse.org/report/freedom-net/2012/saudi-arabia#.VSfPtzvF8Yc
https://citizenlab.org/2014/02/mapping-hacking-teams-untraceable-spyware/#12
https://www.privacyinternational.org/sites/default/files/Private%20Interests%20with%20annex_0.pdf
https://www.privacyinternational.org/sites/default/files/Private%20Interests%20with%20annex_0.pdf
https://citizenlab.org/2014/02/mapping-hacking-teams-untraceable-spyware/#12
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https://www.fpds.gov/ezsearch/search.do?indexName=awardfull&templateName=1.4.4&s=FPDSNG.COM&q=CICOM
https://www.fpds.gov/ezsearch/search.do?indexName=awardfull&templateName=1.4.4&s=FPDSNG.COM&q=CICOM
http://www.apc.org/en/blog/online-surveillance-and-censorship-sudan
http://www.apc.org/en/blog/online-surveillance-and-censorship-sudan
https://citizenlab.org/2014/02/mapping-hacking-teams-untraceable-spyware/#12
https://citizenlab.org/2014/06/backdoor-hacking-teams-tradecraft-android-implant/
https://freedomhouse.org/report/freedom-net/2012/saudi-arabia#.VSfPtzvF8Yc
https://freedomhouse.org/report/freedom-net/2012/saudi-arabia#.VSfPtzvF8Yc
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https://firstlook.org/theintercept/2015/04/08/dea-surveillance-phone-records-crisscross-nsa/
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http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&sid=b598042103e95c10c396b0140e0620b7&rgn=div9&view=text&node=15:2.1.3.4.21.0.1.7.22&idno=15
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&sid=b598042103e95c10c396b0140e0620b7&rgn=div9&view=text&node=15:2.1.3.4.21.0.1.7.22&idno=15
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&sid=b598042103e95c10c396b0140e0620b7&rgn=div9&view=text&node=15:2.1.3.4.21.0.1.7.22&idno=15
http://www.hackingteam.it/index.php/customer-policy
http://www.hackingteam.it/index.php/about-us
http://www.hackingteam.it/index.php/customer-policy
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http://www.hackingteam.it/index.php/about-us
http://www.bloomberg.com/news/articles/2012-07-25/cyber-attacks-on-activists-traced-to-finfisher-spyware-of-gamma
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:134:0001:0269:en:PDF
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http://www.globalcause.net/
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:134:0001:0269:en:PDF
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http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&sid=b598042103e95c10c396b0140e0620b7&rgn=div9&view=text&node=15:2.1.3.4.21.0.1.7.22&idno=15
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&sid=b598042103e95c10c396b0140e0620b7&rgn=div9&view=text&node=15:2.1.3.4.21.0.1.7.22&idno=15
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mailto:info@hackingteam.com
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http://www.hackingteam.it/index.php/customer-policy
http://www.hackingteam.it/index.php/customer-policy
http://www.wassenaar.org/introduction/index.html
http://www.hackingteam.it/index.php/about-us
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mailto:e.rabe@hackingteam.com

Citizen Lab 2014

Bill Marczak, Claudio Guamiari, Morgan Marquis-Boire & John Scott-Railton
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Mexico Hungary Turkey Oman Egypt Nigeria Azerbaijan Thailand Banik ranking* of freedom of expression and accountability
Colombia  Italy Saudi Arabia  Ethiopia Sudan Kazakhstan South Korea
Panama Poland UAE Morocco Malaysia Uzbekistan . DO inthe bottom 3 for e of Law



https://citizenlab.org/2014/02/mapping-hacking-teams-untraceable-spyware/
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Annex V

FPDS-NG : ICDUSER [ Award ]

£ == S A - = : N L .
J > J > ) (__Frnt ) Help )
Award Type: Definitive Contract Prepared Date: 09/09/2014 14:08:40 Prepared User: JCGIRARD
Award Status: Final Last Modified Date: 10/02/2014 08:10:25 Last Modified User: JCGIRARD
Document Information
$IHQR 3 LRFXUHP HQWGHQWIHU 0 RGUIFDARQ 1R 7DQV1IR
Award ID: 1524-:;1 DJD12C0033 6 0
Referenced IDV ID: -:;J
Reason For Modification: EXERCISE AN OPTION =
Solicitation ID:
$JHQR\ 0DQ  6XE
,GHQWHU $ FFRXQWS FFRXQW , QUADRYH
Treasury Account Symbol: 15 1100 000 Select One 4
Dates Amounts
Date Signed PP GG\\\\ : 09/09/2014 Current Total
Effective Date PP GG\\\\ : 08/29/2014 Action Obligation: $140,000.00 $927,000.00
Completion Date PP GE\\\\ : 08/26/2015 Base And Exercised Options Value: -$20,000.00 $1,952,000.00
Est. Ultimate Completion Date PP GG\\\\ :  08/26/2015 Base And All Options Value: $25,000.00 $2,457,000.00
Fee Paid for Use of IDV: $0.00
Purchaser Information
Contracting Office Agency ID: 1524 -:;J Contracting Office Agency Name: DRUG ENFORCEMENT ADMINISTRATION
Contracting Office ID: DEAHQ -::) Contracting Office Name: HEADQUARTERS-DRUG ENFORCEMENT ADMIN
Funding Agency ID: 1524 -::) Funding Agency Name: DRUG ENFORCEMENT ADMINISTRATION
Funding Office ID: DEAST -::) Funding Office Name: LABORATORY-SPECIAL TESTING
Foreign Funding: Not Applicable =
Contractor Information
SAM = , —
Exception: +3) (Remove Exception)
DUNS No: 963322842 Street: 1997 ANNAPOLIS EXCHANGE PKWY STE 3(
Vendor Name: CICOM USA, LLC -:.:J Street2:
DBAN: City: ANNAPOLIS
State: MD  zip: 214013271
Country: UNITED STATES
Phone: (443) 949-7470
Fax No: (443) 949-7471
Congressional
District: MARYLAND 03
Business Category " Show Details )
Organization Type: OTHER Socio Economic Data
N £ Emol . JMinority Owned Business
umber of Employees: 3 JHispanic American Owned
State of Incorporation: Line Of Business
Country of Incorporation: ﬁEQUcat!onaI In'sFltuhon o
Hispanic Servicing Institution
Annual Revenue: $3,000,000 Relationship With Federal Government
+/'Both (Contracts and Grants)
Organization Factors
/' For Profit Organization
+ Limited Liability Corporation
Certifications
+/'DoT Certified Disadvantaged Business Enterprise
+/ Self-Certified Small Disadvantaged Business
Contract Data
Type of Contract: Firm Fixed Price :
Multiyear Contract: Yes s
Major Program:
. . None 4
National Interest Action:
Cost Or Pricing Data: No v
Purchase Card Used As Payment Method: No s
Undefinitized Action: No s
Performance Based Service Acquisition: Not Applicable v
) < DQG SURU RUP RWH VSHFUIHG DV SHURW DQFH LHTXIWHP HOQW
https://www fpds.gov/common/jsp/LaunchWebPage.jsp?command=execute&requestid=58233171&version=1.4 1/3
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)< DGOMI

Contingency Humanitarian Peacekeeping Operation:
Contract Financing:

Cost Accounting Standards Clause:

Consolidated Contract:

Number Of Actions:

Legislative Mandates

System Equipment Code:

Country of Product or Service Origin:
Place of Manufacture: 013108 6
Domestic or Foreign Entity:

Recovered Materials/Sustainability:

InfoTech Commercial Item Category: 6 HBFPV2 CH
Claimant Program Code:
Sea Transportation: 6HERR2 & %

GFE/GFP Provided Under This Action:

Use Of EPA Designated Products: 1 RV% HTXIWHG
Description Of Requirement:
R DR IGF::CL::IGF

Competition Information

Extent Competed For Referenced IDV:

Extent Competed:

Solicitation Procedures:

Type Of Set Aside:

Evaluated Preference:

SBIR/STTR:

Fair Opportunity/Limited Sources:
Other Than Full And Open Competition:
Local Area Set Aside:

FedBizOpps:

AT76 Action:

Commercial Item Acquisition Procedures:

Number Of Offers Received:

Commercial Item Test Program:

Preference Programs / Other Data

Contracting Officer's Business Size Selection:
Subcontract Plan:
Price Evaluation Percent Difference:

8 6 2 ZQHGYXMOHW
1 R&DOXVHV ,QFAGHG DQG 1 R 6 XMBICDEIDW , QFAGHG

7 UDQVDRMIRQ GRHV QRWKWVH* ) ( * ) @

)3' 61* ,& 86(5>$Z0G@

RUP RUH VSHFLIHG DV SHURWP DQFH UIHTXIWHP HQW

1 RV SSTrDE®!
6 HBFV2 CH
1 RV SSOFDEGI H HP SWURP &$€
1R v
1

A
v

Principal Place of Performance

-_-_-;,1 Description:

USA _J UNITED STATES

«

A
v
-:;J Description:

A
v

A
v

1 R\&RP SHIMG
2QD 2 HERXUH

1 R VHVWDMCH XVHG
1 R 3 WHHUHOFH XVHG
6 HBFV2 CH

6 HBFV2 CH

2QD 2 CH6RXUFH 2 \WHU ) $5
1R v

<Hv

1R
&RP P HIADQWP

<

A
v

RWKHU

Small Business Competitiveness Demonstration Program:

1R

<>

6 P D/oXMCHW
30Q1 R HTXILHG

0 %

<«

<

Clinger-Cohen Act: 1R B 6 VW / RFDWRQ & RXQW
i Principal Place Of Performance Code: I
Service Contract Act: 1R/ SSTFDEE 4 VA USA -+
Walsh-Healey Act: 1 RWSSTDEE  + Principal Place Of Performance County Name: FAIRFAX
Davis Bacon Act: 1RV$ SSIFDECE < Principal Place Of Performance City Name: LORTON
H = . E;E;m@ A
Interagency Contracting Au'thorlty. LR/® - M Congressional District Place Of Performance: 08
Other Interagency Contracting Statutory Authority: .
FKDUDFWY/ Place Of Performance Zip Code(+4): 22079 - 1447 *++] USPS ZIP Codes
.5
Product Or Service Information
Product/Service Code: 7010 -_-_-;,1 Description: ADPE SYSTEM CONFIGURATION
Principal NAICS Code: 334290 -_-_-;,1 Description: OTHER COMMUNICATIONS EQUIPMENT MANUFACTURING
Bundled Contract: 1 RWD EXQABIGWHTXILP HC 5

<>

7 |OMB Policy on Sustainable Acquisition

Remote Control Host Based Interception Systems and support services

<«
<
<

<>

<>

<

<

KWBY ZZZ 1SG/IRY FRP PRONS/ XK HEBDJHNS' FRP

PDXG HHXMW UG



)3' 61* ,& 86(5>$Z0G@

KWBY ZZZ 1S3/IRY FRP P RONS/ XK. HE3DJHNIS' FRP P DG H HPAM  UHDXHANG YHURQ



)3 61* & 86(5>$Z0G@

Purchaser Information

o

Foreign Funding: Not Applicable

Contractor Information

SAM

Exception:

DUNS No: 963322842 Street:

Vendor Name: CICOM USA, LLC o) street2:

DBAN: City:
State:
Country:
Phone:
Fax No:
Congressional
District:

Business Category

Organization Type: OTHER Socio Economic Data
Numb f Empl . v“Minority Owned Business
umber orEmployees: 3 v“Hispanic American Owned

Line Of Business
Educational Institution
Hispanic Servicing Institution

State of Incorporation:
Country of Incorporation:

Annual Revenue:

$3,000,000
+'Both (Contracts and Grants)
Organization Factors
+/For Profit Organization
Limited Liability Corporation
Certifications

Contract Data

Type of Contract:

Multiyear Contract: Yes
Major Program:

National Interest Action: None
Cost Or Pricing Data: No
Purchase Card Used As Payment Method: No
Undefinitized Action: No

Performance Based Service Acquisition:
*FY 2004 and prior; 80% or more specified as performance requirement
*FY 2005 and later; 50% or more specified as performance requirement

Contingency Humanitarian Peacekeeping Operation:

KWBY ZZZ ISG/IRY FRPPRONIS/ DXGRK  HEBDJHNS'FRP P DG H HRIXAM  UHTXHWIG

Contracting Office Agency ID: 1524 _AJ Contracting Office Agency Name:
Contracting Office ID: DEAIT o Contracting Office Name:
Funding Agency ID: 1524 3 Funding Agency Name:

Funding Office ID: DEAIT i) Funding Office Name:

Firm Fixed Price

Not Applicable

Not Applicable

- N e T 2 £ == - N i 5 i S £ Pri » £ Hel =Y
J L > J > J . > N et L
Transaction Information
Award Type: Definitive Contract Prepared Date: 08/30/2012 12:29:56 Prepared User: GXSHABNAM
Award Status: Final Last Modified Date: 09/06/2012 09:25:13 Last Modified User: GXSHABNAM
Document Information
Agency Procurement Identifier Modification No Trans No
Award ID: 1521-::) DJD12C0033 0 0
Referenced IDV ID: -_-_‘;J
Reason For Modification: -::)
Solicitation ID:
Agency Main Sub N
Identifier Account Account Initiative
Treasury Account Symbol: 15 1100 Select One B
Dates Amounts
Date Signed (mm/dd/yyyy) : 08/20/2012 Action Obligation: $575,000.00
Effective Date (mm/dd/yyyy) : 08/17/2012 Base And Exercised Options Value: $1,950,000.00
Completion Date (mm/dd/yyyy) : 08/26/2013 Base And All Options Value: $2,410,000.00
Est. Ultimate Completion Date (mm/dd/yyyy) : 08/26/2017 Fee Paid for Use of IDV: $0.00

DRUG ENFORCEMENT ADMINISTRATION
OFFICE-INVESTIGATIVE TECHNOLOGY
DRUG ENFORCEMENT ADMINISTRATION
OFFICE-INVESTIGATIVE TECHNOLOGY

_‘J {Remove Exception))
1997 ANNAPOLIS EXCHANGE PKWY STE 3(

ANNAPOLIS
MD  zip: 214013271
UNITED STATES
(443) 949-7470
(443) 949-7471
MARYLAND 03

© Show Details J

Relationship With Federal Government

+'DoT Certified Disadvantaged Business Enterprise
/' Self-Certified Small Disadvantaged Business

<«

v

<>
<4»>
«
<4»

<«

<«

YHURQ
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& RQADFW LODQFLQ)

&RWIE FFRXQWQ) 6 BQGDUGY & MXVH
&RQVRIGDWMG & ROWDFW

1XP EHU2 | $ PARQY

/ HI LVOMYH 0 DQGCDWV

&@QIHU&RKHQ $ FW 1R :
6 HYLFH & RQWDPWS FW 1 RV SSIFDEG
: DOK +HDBA $FW 1 RV SSIFDEG
' DYV %DFRQ$ FW 1 RV SSTFDEG
,QMDIHQR &RQADFWQ) $XWRUW | 1 RV SSTFDE®!

2 WHU, QMU HOR\ & RQWDFWQ) 6VIAMVRY $ XWRUW
FKDUDRMLY

3URGXFV2 U6 HYIFH ,QIRUP DARQ

" HVFUSMRQ2 | 5 HTXILHP HQW
FKDUDFWY

&RP SHWIRQ QIRLP DURQ

([ WIQARP SHIMG ) RUS HHIHQFHG ' 9
([ WIQARRP SHMG

6 RAFIVMRQ 3 LRFHGXUHY

7\SH2 | 66 VIGH

( YDOXDWMG 3 IHHHQFH

6%5 6775

) DIL2 SSRUMQW / [P LWMG 6 RXUFHV

2 \WHU7KDQ) X@$ QG 2 SHQ &RP SHWARQ
| RFDOB UHD 6 HAB VIGH

) HOW] 2 SSV

$ $PAARQ

&RP P HFIDQWP $ FTXIVIMRQ 3 LIRFHGXUHY
1XP EHU2 | 2 IIHY 5 HFHYHG

&RP P HFIDOWP 7HWB LR] LDP
SWIHHHFH3WRIWDPV 2 WHJ' D

&RQWDFWQ) 2 [IFHUV %XVIQHW 6 1] H 6 HBIFWRQ
6 XEFRQWDFVIB @Q
3UFH ( YDOXDWRQ 3 HIFHQW LI HIHQFH

o oo

FPDS-NG : ICDUSER [ Award |

6 HeF2 CH
1 R SSTFDEGIH HP SWURP &$€
1R :

o

3 UQFISDCB MFH RI 3HURWP DQFH

6\ / RFDARQ &RXQW
3UQFISDOB @FH 2 | 3HURWP DQFH &RGH :

=( (5
3UQFISDCB MFH 2 | 3HURWP DOFH &RXQW 1 DP H -(®-(?
3UQFISDB ®FH 2 | 3HURWP DQFH&IW 1DP H 369;65

&RQIWIHWIRQDO MAMFWB @FH 2 | 3HJRWP DQFH

3@FH2 | 3HURWP DQFH=LS &RGH ___) 8636 =,3 &RGHV

3URGXFWS HUYIFH &RGH ko) HVFUSURQ (+7, 1 @, 4 *65-0 <9(; ®5

3UQFISDOL $,&6 &RGH ) ' HVFUSWRQ 6;/,9 *644 <50 (; B5: ,8<04,5; 4(5<-(*;<96.

%X QEBIG & RQUWDFW 1 RWD EXQEBG IHTXIP HG 4

6\ VWP ( TXLSP HOW&RGH ___) " HVFUSMRQ

&RXQW RI 3URGXFRUG HYYIFH2 WJ1Q < (9 <50, + (5,

3@FHRI 0 DQXIDFXLH 013108 6 s
' RP HWIF RU) RUH Q ( QWA 8 6 2 ZQHGYMQHW v

5 HFRYHUHG 0 DWUD®Y 6 XWBLQDELDN 1 R&DXVHV ,GFOGHG DQG 1 R 6 XBICDEIOW , FOGHG 4] 20%3RIA RQ6XWILQDEG!$ FTXIVIMRQ
,QR7HFK &RP P HFIDOWP &DMJRU 6 HBFVR CH 4

&@IP DB RIWDP &RGH k) ' HVEUSURQ

6HD 7 IDQVSRUARQ 6 HBFVR G

*)(*) 3 3WRYIGHG 8 QGHUTKLY $ FURQ 7 DQVDRIRO GRHV QRAKVH* ) ( *) 2 ¢

8VH21 (3% ' HVLJ QDWG 3 LRGXFW 1 RV HTXILHG :

* YPRHS-\ WI[R/UZ! © VNP HYL

1 RV&RP SHMG

2 QD 2 CH6RXUH

1 R VHWDMGH XVHG

1 R 3UHHHOFH XVHG

6 HEFFV2 CH

6 HBFV2 CH $
2QD 2 CH6RXUFH 2 \WHU ) $5
1R s

<hHV B

1R :

&RP P HFDQ\WMP

s
<«
<«
<«

<«

o

6P D@YXVIQHW &RP SHWAYHOHW ' HP RQVADMRQ 3 LRJ LDP

1R

<«

6 P DQ/oMOHW s
30O 1 RvB HTXILHG

<«
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