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Abstract

MI5 defines a Privileged User (PU) as a registered user or acceunt holder who manages the
applications, services, equipment and security defences within the IT enterprise. IT account
holcers who develop and test are also considered to be PUs.

MI5 assesses the security risks of PUs as part of the output of HMG's mandated technical
security risk assessment methsdology. For a more business focussed and contextualised
assessment, MI5 futher assesses a PUs level of privilege using 5 criteria (Technology,
Abllity, Scope, Protective Marking, Criticalty) sc that they can be categorised as either an:

Enhanced Standard User,
Standard Privileged User;
Enhanced Privileged User.

These Security Operating Procedures (SyOPs) are a requirement of the Policy for Privieged
User (PU) and Enhanced Standard User IT Accounts (Version 3.0) and outline the high lavel
security responsibilities for all PUs with access to MIS systems (which might also host SIA
infermation). You must read these SyOPs and e-sign them using the _refevant site (if you
have access to the relevant svstem); otherwise, you will be required tc read and sign the
declaration at the end of these SyOPs befcre you can apply for a PU account and at leas!
annually thereafter to maintain access. It contains details of what you must do in order 10
maintain the Confidentiality, Integrity and Availability (CIA) of MIS Information and IT
sysiems (which might also ccntain SIA information) and what you should €0 in the event cf a
secunty incident.

Line Managers have a respensibility to ensure that information security is embedded in the
everyday IT support services provided by their teams, however R is your personal
responsibilty to comply with these SyOPs. any deviations from these procedures may
render you liable te disciplinary acticn. No departure frem, or amendment to these SyOPs is
permitied without the explicit permission of the the refevant (eam leac.

As Developers are considered 1o be PUs, this version of the PU SyOPs

supersedes/subsumes the Security Operating Procedures (SyOPs) for Develepers working
on Security Service IT System Environments v3 0 dated January 2011.
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Purpose

1. The purpose of these SyOPs is to inform all Privieged Users (PU) with elevated or administative
access t3 M!S systems (which might inciude SIA nformation} of their personal security
responsiviities. Since these high level SyOPs are generic across MIS [T sysiems, there may be
acdvonal system level SyOPs that will need 1o be read and signed in adciton 13 this dosument.

PU Security Operating Procedures (SyOPs)
What is mandated under these PU SyOPs

2. Before accessing any MI5 IT system with a PU sccount, you must:

a. Atenc any relevant MI5 security and awareness briefings for T staff (this includes induction
training and any specific training requirements Identfied for the role by Line Managers for example).
An eleaming package has been created and users must complete this as a pre-requisite to
requestng a PU roie/account and annually thereafter;

b. Ba qualifiec anc/or experienced {through training and certifications) for the role you are undenaking
as a PU (for instance. an Active Directory administrator is expectad 10 have the rslevant
competencies 1o ‘il that role).

¢ Read trese SyOPs and e-sign them using the refevant site (ff you have access fo the relevant
system), otherwise, you will be required 1o read and sign the deciarzton at the end of these SyOPs

to confirm that you will discharge your secunty responsibilites relating to PU access to MI5S IT
sysiems. The lalest version of these SyOPs must then be re-read and re-signed (either on the
relevant site or manually) at least annually to retaln PU access (reminders will be automatcaly

emailed to PUs via the refevant site wnere e-signing has been used),

d. Read and abide by MI5's Code of Practice for the Use of Electronic Facilities as required by ALL
users of MI5 IT systems;

€. Read and uncerstand the reguirements of the Policy for Privileged User (PU) and Enhanced
Standard Use IT Accounts (Version 3.0);

{ Hold a current DV and be a UK National in accordance with Policy for Privileged User (PU) and
Enhanced Standard User IT Accounts (Version 3.0). Some PU ro'es will require PUs 10 be Sensive
Post Checked (SPC); these roles will be idenulied as part of the PU Management and Business
Authorisation (PUMBA) workfiow used to authorise PU accounts the relevant team and you should
check with your Line Manager !c uncerstand whether or not 1t applies to any of your PU
roles/accounts. The relevant team PU roles do not currently use PUMBA however some PU accounts
may stf require SPC and you should kaise with your Line Manager 0 identty whether or not SPC
applies to you ;

9. Ensure that any PU access is applied for through tre IT Service Desk request fulfilment procass
(the relevant team supponed systems) and/or other MI5 PU account processes and procedures (the
mlevant team supported systems) and the refevant site support team);

h. Ensure 1hat any of your personal PU accounts no langer reguired follow the correct MIS processes
and procedures to have those accounts disabled. If you stll have PU access that is no longer
requirec, you have a personal responsiblity to intiate the prozess to have such ascess revoked, for
the relevant team provisioned PU accoun:s, you can use PUMBA to intiate this

What is allowed or prohibited under these PU SyOPs
3. You CAN:

a. Use properly suthorised privieged access and/or accounis to administer systems or services as
formaly defined and agreed by each assigned and authorised PU role,
4. You MUST NOT:
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a. Share authorisecd perscnal privilegec access andlor persona!. a:comls.'passworqs (personal
ascounts are those that are ascessed using your unique badge identity and password) with any other
person, regardless of circumstances,

b, Share authcrised access 10 of knowkedge of generic PU accounts/passwords ('service’ ascounts for
example) with unauthorised users, regardiess of circumstances. Note: Use of genenc acoounts muss
oe avoloed whenever possible, MIS uses a system called the rolgyant systam 0 manage access
to'password genaration for genenc accounts. Wnere the relevant system s not being usec for
generic account access/password management, PUs are encouraged o discuss with their Line
Managers why % is not being used Where the relevant system is not being used to store
passworcs/manage accass, the reloyant team must glso be consulted.

c. Leave any terminals unattended and unlocked where PU or Nomal User access s
availablefiogged in - terminals must ba locked if you leave them and logged cff at the end each
working day. Where there is a valid unavoidable requirement 1o leave accounts logged in when users
are not on MIS premises or {0 leave terminals iogged in and unattendec but not locked, approval must
oe sought from the IT Security Officer (ITSC) and the relevant team must be Infermed,

d Leave connected sessions (to touchdown servers for example) running when logged off of
desklops. Sessions must be disconnected AND logged off prior to deskiop iog off.

e. Abuse or attempt to abuse authorised privileged access to MIS IT systems. functionality or
data’information (notwithstanding Footnate' below);

f. Bypass/subvert or attempt to bypass/subvert system security cantrols (whether physical or technical
security conirols) or to use them for any purpose other than that intended (notwithstanding Footnote:
beiow),

g. Create cr attempt to create any access account (PU cr otherwise) or elevate privileges therect
withou! proper authorisation via the PUMEA workflow (the relevant team supported systems) andfor

relevant PU processes and procecures (the relevant feam supported systems and the reflevant
Sitg support teams),

n. Share cata with individuals who may not be authorised to access # themselves, for example
external partners (including those who may be co-localec with the user for periods of time) or other
M5 colleagues from different sections / business areas;

l. Transfer any data to or from any MI5 IT sysiem cther than via the authorised imporvexport
procedure managed by the the relevant system (corporate/investgative sysiems), the releyant
Site team local processes and procecures (the relevant site only) or ‘ocal the relevant team
processes and procedures (operational systems). Data fransfers (whether data moves or cata copies)

between MIS IT systems must ba avtherised by the Data Transfer Process (managed by tha relevant
team) before they are conducted;

). Mzke any unautnorised meodifications or conliguraticn changes o scftware or nardware. All changes
must be authorised through tne formal change process (corporatelinvestigat ve systems) or local the
relevant team local processes anc procedures (operational systems);

K. Acoess/administer or attempt to access'administer Production (‘live’) system infrastructure or
applications through Non-Production (‘test’) environments/accounts or vica versa, unless the felowing
excepbons apply:

"1 108 noted et some PU roles [Testers, the reicyant teom eperstions! U roles, [REDACTION] far example) are sometimes requred ta
33 this 23 part of their rale 3nd there?cre wil sometimes be exernpt; howmver, such activ iy must stil be autharisec by a forma! test plar
andfor cppaticnal Dusiness tase B3 2ppropaate anc the aumber of pecpee i such 1oles Must be kept 10 Lhe least amourt possibie. Test

plans and Business caies must provide time baund access consl-airts for such roles. it bs 1he responsibility of each individual PU o 25sure

themselves that sach autharisation i In place threugs relevant Line Managers and that their sccess prvieges are daabled when ne loager
required.
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i 1f you have been granted a ‘core’ account, the abilty to access both ‘live’ and “test’ environments
USIng your core account is acknowledged and permitted. However, ¥Oou must ensure that ycu only use
your core account or authorised tasks;

I It you are requrred to use the relevant system for your PU role assess (which could be accessed
using your credentials for the relovant account depending on haw you have been gven access to
safe(s]). then you must only initiate onward (ransparent) connections using stored accounts avallable
‘n the safe(s) appropriate t0 the target environment. For exam ple, the releyant account available in
safe(s) must only be used Lo access the relevant accoynt environments respectvely.

|. Be granted physical access o infrastruciure haroware (usually but not zlways in daa centes)
without proper authorisation supported by a valid business case,

m. Use privileged account access to perform ner-privileged functions;
n. Auto forward material from your PU account to any other account,

0. Connect or attempt to connect any urauthorised external devices or media (such as laptop PCs,
USB sticks, smart phenes or personal organisers) to any MI5 network or system, regardiess of
creumsiances

Public Key Infrastructure - PU Responsibilities

5. As a PU, you will be able to request a Public Key Infrastructure (PKI) certificate ‘or use on
hardware devices or software applicatons. Devices and software applications gre referred to as Non
Person Entities (NPE)

5. PUs shall note that;

a. To request an NPE certficate you must be the system owner (or delegated owner) and an existing
PKI subscriber. Requests must be made using your user account (not your privileged account).

b. You must only use NPE certficates within the environmentsystem it was issued from and for #s
intenced use. E.¢. The reflevant systom cerificates must only be used within the relevant system
C. Any passwords/passphrases used o access key matenal must be defined and managed within the

relevant system You must pretect and secure keys and credentials in accordance with the MI5 code
of practice, MIS policies and procecures and the Certificate Practice Statement (all available on the

d. You are resporsible for the rerewal of any NPE certificates you request and must ientify a
suttable secondary nominated contact and a replacement contact should you move or leave your
post. You must notfy the certificate manager of any changes 1 the nominated contacts.

Methods of enforcement of these PU SyOPs

7. PU roles, responsblities and eccess controls may apply at infrastructure, system or application
level. PUs are 10 be assigned with acccunts and passwords aligned o the security requirements of
each system or epplcavon and in accorcance with Cyber Securty Technical Policy procuced by the

relevant team andlor specific the relevant team local policy whese there are specific and author sed
operational requirements,
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8. The full requrements of the Policy for Privileged User (PU) and Enhanced Standa-d User IT
Accounts (Version 3.0) must be implemented.

Compliance with these PU SyOPs - Protective Monitoring ‘
g, MI5 reserves the right 1o manitor all usage of its IT systems by individuals in order o identify
instances of misconduct, to suppart incident response and/or investigations.

10. Misconcuct is defined as conduct prejudicial 1o the interests of MIS and/or failure to comply with
official instructions. Any misconduct may result in formal warnings recorded on your vetting fie andlor
disciplinary action up to and including cismissal. See Manual of General Conditions of Service
(MGCS) Secton 81 (avalladle on the intranel).

11. Line Managers have a duty 1o report matters which may constitute misconduct to ghe relevant
team, however all users should consider it their duty to report incidents as necessary either to their
Line Manager cr direct to the relevant team as appropriate

12. Audit logs will be generated and monitored for all system users including PUs. User actions must
be attributable to individuals.

3. In addiion to routine Protectve Monitoring, spot checks will be conducted to ensure hat
processes and procedures remain in place and are being property achered to,

Security Incident Reporting

14, Ary person discovering a secunty incident MUST repert it immediately to their Line Manager or If
unavailable the IT Service Desk (or SSDO out of hours) or (for the operational business) using local
the relayant team processes and procedures, taking care to note all relevant detal's (e.g. tme, place,
persons involved, equipment involved etz). In adattion, all securnty incigents must be reportac 1o the
MIS IT Security Officer, Incidents may include (not exhaustive):

a. All harcware or software faults encountered within l've environments where a breach of security is
suspeciod as a cause,

b. If a security breach is encountered (including any unauthorised access atlompts),
c. If ary form of hardware or software tampering of any kind is sugpacted;

d. If anti-virus checks zlert that a virus is eancountered (in this instance, note any messages or a'erts
that are cisplayed, shut down the terminal and do not use it again urtil you are informed that It is sa‘e

‘© do s3), Where applicable, loca! the relavant tean processes and procecures must be followed for
virusas discavered in cperational environmen's;

e. Any suspected ccmpromise cf passwords or authentication token/device;
f Any observaton of events by cthers that are considered 1o be detrimental to MIS sacurity.

15. A relgtively minor incident might develop into a more sericus one if not investigated promptly and
‘reated appropriately.

5. Fallure 1o repcrt a security incident is a discplinary offence, Admiting to an honest mistake will be
treated more faveurably than trying 1o caver up an incident.

17. Ihe relevant team’s Cyber Security Policy [REDACTION] - IT Securty Incicent Management
Pclicy must be achered to

Exemptions and Waivers to these PU SyOPs
18. Reguests ‘or exemptions and'or waivers for anything covered in these SyOPs shoud be

subm tiec to the the relevant team with a ful' business jusuficaten. The refevant team wall advise the
details of the process when contacsted.
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Review Criteria

19. Any changes 10 relaled intemal MIS policies will result in a review of these SyOPs. Ctherwise,
these SyOPs will b2 reviewed on an annual basis.
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30 J 01/042014 Version 3.0 issued for pubication MI5 Official
as latest version.
GLOSSARY
Term
Definition
Availabil ty The property of information being accessible and usabdle upcn demand

by an authorised entity

Conficensialty

unauthorisec individuals, entities, or processes

The property that in‘ormation s not made avalabe o disciosed to

| Privieged User

Integrity "Tne oroperty cf sa‘eguarding the ascuracy and completeness of
| information - this may include the ability to prove an actzn or event
| has taken place, such that it cannot be repudiated lales.

In hne wih HMG's tecnnical security risk assessment framewcrk’s

Information Assurance Standard No.1 (IAS1) defnitcn, a2 Privileged
User {PU) is a registered user or account holder who manages the
applications, services, equipment and security defences within the IT
enterprise. MIS's PU Policy also inciudes those account holcers who
davelop and test. PUs can usually nct be consirained in the sama way

separate threal actor type.
M!S considers the secunty risks from PUs as part of the outout of
HMG's mandated |AS1 tecnnical security risk assessment. For a
more business focussed and cenlextualised assessment, MIE further
apples the security risk assessment method described in Annex A
cf the PU Palicy to assess a PUs level of privilege using 5 criteria
(Technology, Ability, Scape, Protective Marking, Criticality) so that
they can be categorised as e ther an;

as a Normal (Standard) User and as such are represenied as a
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- Enhanced Standard User,
- Standard Privileged User;
- Enhanced Privileged User,

Risk

Risk Management

Risk Tolerance

The potental that a given threat
will exploit vulnerabilities of an
information asset or group of
Information assets and tnereby
cause harm to the organisation.
Precess of coordinating activities
0 direct and cortrol an
organisation with regard to risk
Risk tolerance is closely related
fo risk appetite, whereas appetite
refers to risk at the corporate
level, risk tolerance allows for
vanatcns in the amount of risk
an organisation is prepared to
accept for a particular project or
programma.
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DECLARATION

You must sign these SyCPs on the relevant site agreeng tc the terms and requiremerts detailed in
these PU SyOPs (Version 3.0). If you are not able to e-sign these SyOPs on the relevant sife.
because you do not have access then you must complete the declaration bexow.

The declaration must be completed and returned tc the relevant team. the relevant team PUs and
the refevant team for the rolevant team PUs.

A Privileged User.account cannot be issued urtil this form has been received by the the relevant
team along with a completed PU Account Reguest Form.,

Declaration
| have attended all relevant MI5 securty and awarenass briefings for PUs with access 1o MIS IT

systems and have full DV clearance
I have read these PU SyOPs and understand my responsibi'ties as detailed within them.

| undertake 1o chserve these SyOPs and take all reasonable precautions to ensure thal | do not
breach the security requirements detai'ed therein.

| will inform my Line Manager, the the relevant toam and IT Service Desk (the relavant team) or
foliow local the relevant team or the relevant site team processes and procedures when | no
longer need PU access for specific systems.

| undersiand that f | fail 10 observe these SyOPs, | may be subject to disciplinary action

NBME: ....coviiriersrmnnnncnstinniniennninennnanneasase. PSS ((RRLRICYAOLANE) NO: ...ccovvereninnane.
SIGNBIUNE. cisocveisrvossssvarasssarsassirnonnsensasesasesassores WIS cerasssnsnivstsipaarsasstere
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Abstract

MI5 defines a Privileged User (PU) as a registered user or account holder who manages the
applications, services, equipment and security defences within the IT enterprise. IT account
holders whe develop and test are also considered to be PUs.

MIS assesses the security risks of PUs as part of the output of HMG's mandated technical
security risk assessment methodology. For a more business focussed and contextualised
assessment, MIS further assesses a PUs level of privilege using 5 criteria (Technology,
Ability, Scopa, Protective Marking, Criticality) so that they can be categorised as either an:

Enhanced Standard User;
Standard Privileged User;
Enhanced Privileged User.

These Security Operating Procedures (SyOPs) are a requirement of the Policy for Privieged
User (PU) and Enhanced Standard User IT Accounts (Version 3.0) and outline the high level
sacurity responsibilities for all PUs with access to MI5 systems (which might alsc host SIA
information). You must read these SyOPs and e-sign them using the relevant site (if you
have access 1o the relevant system), otherwise, you will be required 1o read and sign Lhe
declaration at the end of these SyOPs before you can apply for a PU account and at least
annually thereafter to maintain access. It contains details of what you must do in order to
maintain the Confidentiality, Integrity and Availabilty (CIA) of MI5 Information and IT
systems (which might also contain SIA infermation) and what you should do in the event of a
security incident.

Line Managers have a responsibility o ensure that information security is embedded in the
everyday IT support services provided by their teams, however it is your personal
responsibility 1o comply with these SyOPs; any deviations from these procedures may
render you liable to disciplinary action. No departure from, or amendment 10 these SyOPs is
permitied without the explicit permission of the the relevant team lead.

As Developers are considered to be PUs, this version of the PU SyOPs

supersedes/subsumes the Security Operating Procedures (SyOPs) for Developers working
on Security Service IT System Environments v3.0 dated January 2011.
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Purpose

1. The purpose of these SyOPs is to inform ab Privieged Users (PU) with elevated or administrative
access o MIS systems (which might include SIA information) of their personal security
responsibiities. Snce these high leve! SyOPs are generic across MIS IT systems, there may be
additional system level SyOPs that will need tc be read and signed in addition fo this document.

PU Security Operating Procedures (SyOPs)
What is mandated under these PU SyOPs

2. Before accessing any MI5 IT system with a PU account. you must:

a. Attend any relavant MI5 security and awareness briafings for IT staff (this includes induction
training and ary specdic training requirements identified for the role by Line Managers for example).
An ‘elLearning package has been crested and users must complete this as a pre-requisite 10
requesting a PU role/account and annually thereafter:;

b. Be qualified anc/cr experienced (through training and certfications) for tha role you are undertaking
as a PU f{for instance, an Active Directory administrator is expected to have the relevant
competencies to fil that role).

¢. Read these SyOPs and e-sign them using the releyant site (if you have access to the relevant

£ystem): otherwise, you will be required to reac and sign the declaraton at the end of these SyOPs
to confirm that you will cischarge your security responsibiliies relating to PU access to MIS [T
systems. The latest version of these SyOPs must then be re-reac and re-signed (either on the
relevant site or manually) at least annually to retain PU access (remincers will be automatically
emalied to PUs via the refevant sife where e-signing has been usec):

d. Read and abide by MIS's Code of Practice for the Use of Electronic Faciities as required by ALL
vsers of MIS IT systems;

¢. Read and uncerstand the requirements of the Palicy for Privileged User (PU) and Enhanced
Standard User IT Accounts (Version 3.0);

. Hold a current DV &nd de a UK Naticnal in accordance with Pelicy for Priviieged User (PU) and
Enhanced Standard User IT Accounts (Version 3.0). Seme PU rcoiles will require PUs 10 be Sensitive
Post Checked (SPC), these roles will be igentified as pan of the PU Management and Business
Authorisation (PUMBA) workflow used {0 authorise PU aceaunts the roleyant feam and you should
check with your Line Manager to understand whether or not it applies 0 any of your PU
rolesf/accounts. The relevant team PU roles do not currently use PUMBA however some PU accounts
may stll require SPC and you should kaise with your Line Manager to identify whether or not SPC
apples to you ,

g. Ensure that any PU access = applied for through the IT Service Desk request fulfiment process
supported systems) anc/or other MI5 PU account processes and procedures (the

wlevant team supported systerns) and the refevant site support team):;

h. Ensure that any of your personal PU accounts no longer required follow the correct MI5 processes

and procedures o have those accounts cisabled. If you still have PU access ‘hat is no longer

required, you have a personal responsility to intiate the process lo have such access revoked: for
provisioned PU accounts, you can use PUMBA o initiate this,

What is allowed or prohibited under these PU SyOPs
3. You CAN:

a. Use properly authorised privileged access andior accounts 10 administer Sys'ems of services as
fermaly defined and agreed by each assigned and authorised PU role.
4. You MUST NOT:
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a. Share authorised personal privileged access andior personal accoun:s.'passv-'o.'q; {personal
accounts are those that are accessed using your unique badge identity and password) with any other
person, recardiess of circumstances,

b. Share authorised access 10 or knowledge of generic PU accounts/passwords (‘service’ accournts for
example) with unauthorised users, regardless cf circumstances. Note® Use of generic ascounts must
be avoided whenever possible. MIS uses a system called the relevant system o manage access
to‘password generation for generc accounts. Where the refgvant system is not being used !0!
peneric account access/password management, PUs are encouraged 10 discuss with their Line
Managers why it is not being used. Where the relevant svstem is not being used 1o store
passwords/manage access, the relevant team must also be consulied.,

¢. Leave any terminals unatended and unlocked where PU or Normal User access s
avaiiablefiogged in — terminals must de locked if you leave them and iogged off at the end each
working day. Where there is a valid unavoidable requirement 1o leave accounts iogged in when users
are not on MIS premises or to leave terminals logged in and unattended but not locked, approval must
be sought f-om the IT Security Officer (ITSO) and the relevant team must be informed,

d. Leave connecied sessions (19 touchdown servers for exampie) running when lopged off of
desktops. Sessions must be disconnected AND logged off prior to desktop log off.

¢. Abuse or attempt to abuse authorised privileged access to MIS IT systems, functionality or
datafinformation (notwithstanding Footnote' below);

f. Bypass/subvert or attempt 10 bypass/subvert system security contols (whether physical or technical
security controls) or (o use them for any purpose other than that intended (notwithstanding Fooinotes
below);

g. Craate or attempt 0 creals any access account (PU or otherwise) or elevate privieges thereof
without proper authorisation via the PUMBA woreflow (the refevant team suppored systems) and'or

relevant PU processes and procedures (the refevant team supporied systems and the relevant
Site suppont teams);

h. Share data with individuals who may nct be authorised to access it themselves, for example
external partners (including those who may be co-ioccated with the user for pericds of time) or other
MIS colieagues from different sectons / business areas.

i. Transfer any cata to or from any MI5 IT system cther than via the authorised Import/expon
peocedure managed by the the relevant system (corporatefinvestigative systems), the relevant
site team local processes and procedures (the refevant sife only) oc local the relevant feam
processes and procecures (operational syslems). Data transfers (whether data moves or cata copies)

between MIS IT systems must be authorised by the Data Transfer Process (managed by the relevant
team) before they are conducted,

j. Maxe any unauthsrised mocifications or configuration changes to software or hardware. All changes
must be authorised through the formal change process (corporatefinvesticatve systems) or local the
L local processes and procedures (operaticnal systems),

K. Access/administer or attempt to access/administer Production (live’) system infrastructure or

applications through Non-Production (test’) environments/accounts or vice versa, unless the following
exceptons apply:

711k noted that some PU rales (Testers, the relevant trom operatisnal PU roles, [REDACTION] for exampe) are sometimes requred to
G318 25 pant of their role and therefore wil sometimes be exem B however, So0h 3Cthity mast stil be authorised oy 3 forma’ test plan
and/or cperauonal business tase 23 appropelate and the mumber of people v such roles must be bept 1o the 16351 ameu=t possibie. Ten

plans anc business cases must provide tme B20nd boeess coratraints for such roles, i is the responsitility of each Indnicus! PU 1o pssre

themse ves that such Juthorizstion s in place throvgh relevant Line Managers and that their access privieges ere disabled when no longer
required,
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AND ITALICS)

i. If you have been granted a ‘core’ account, the ability 1o access both “live’ and test envronments
using your core account is acknowledged and permitted. However, you must ensure that you only use
your core accaunt for authorised tasks:

i If you are required to use the relevant system for your PU role access {which could be accessed
using your credentials for MMdepending on how you have been given access o
safe(s)), then you mus! only initiate onward (ransparent) connectons using stored accounts available
in the safe(s) appropriate 1o the target environment. For example, the relevant account available in
safe(s) must only be used to access the environments respactively.

L Be granted physical access to Infrastructure hargware (usuzlly but not always in data centres)
without proper authorisation supported by a valid business case;

m. Use privileged account access 10 perform non-privileged functions;
n. Auto ferware material from your PU account to any other account,

©. Connect or attempt to connect any unauthorised external devicas or media (such as laptop PCs,
USB sticks, smart phones or personal organisers) to any MIS network or system, regardiess of
circumstances.

Public Key Infrastructure - PU Responsibilities

5. As a PU, you will be able to request a Public Key Infrastructure (PKI) cetificate for use on
hardware devices or so'tware applications. Devices and software applicatons are referred 10 as Non
Person Entities (NPE).

6. PUs shall note that:

a. To request an NPE certificate you must be the system owner (or delegated owner) and an existing
PKI subscriber. Requests must be made using your user account (not your privileged account)

b. You must only use NPE certificales within the environment/system It was ssued from and for i's
intendec use. E.9. The relevant system cerifcates must only be used within the relevant system.

€. Any passwords/passphrases used 10 access key material must be defined and managed within the
relevant system. You must protect and secure keys and credensals in accordance with the MIS coce
of prectice. MIS polcies and procedures and the Cersificata Practice Statement (a!l available on the
{ntapes).

d. You are responsibie for the renewal of any NPE certficates you request and must identify a
suitable secondary nominaled contact and a replacement contact should you move or leave your
post You must nolify the certificate manager of any changes to the nominated contacts.

Methods of enforcement of these PU SyOPs

7. PU roles, resoonsibilties and access cortrols may apply at infrastructure, system or application
level. PUs are to be assigned with accounts and passworcs aligned to the securdy requisements of
€ach system or application and in accordance with Cyber Security Technical Policy produced by the

relevant team and/or specific the relovant team local policy where there are specific and authorised
operaticnzl requirements,
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8. The full requirements of the Folicy for Privileged User (PU) and Enhanced Standard User IT
Accounts (Version 3.0) must be implemented

Compliance with these PU SyOPs - Protective Monitoring
8. MI5 reserves the right to monitor all usage of its IT systems by individuals in order to identiy
instances of misconduct, to support incident response and/or investigations.

10. Misconduct is defined as conduct prejudicial 1o the interests of MIS andlor failure to comply with
official instructons. Any misconcuct may result in formal warnings recorced on your vetting file and/or
disciplinary action up to and including dismissal. See Manual of General Conditions of Service
(MGCS) Section B1 (available on the intranef)

11. Line Managers have & duty to report matters which may constitute misconcuct to tha relevanf
feam, however all users should consider it their duty to repoct incidents as necessary cather 1o their
Line Manager or cirect to the relevant team as appropnate

12. Audit Iogs will be generated and monitored for all system users including PUs. User actions must
be attributable to incividuals.

13. In addition 1o routine Protectve Monitoring, spot checks will be conducted to ensure that
processes and procedures remain in place and are being properly adhered 10.

Security Incident Reporting

14. Any person discovering a security incident MUST report it immediately 1o their Line Manager or if
unavaiable. the IT Service Desk (or SSDO out of hours) or {for the operational business) using local
the relevant team processes and procedures, taking care to note all relevant details (e g. time, place,
persons Involved, equipment involved elc). In addition, all security incidents must be reported to the
MIS IT Security Officer. Incigents may include (not exhaustive):

a. All hardware or software faults encountered within live environments where a breach cf security =
suspected as a cause,

o, If a security breach is encountered (including any unauthorised access atiempts).
c. f any form of hardware or sotware tampering of any kind is suspectec,;

d. If anti-virus checks alert that a virus is encountered (in this instance, note any messages or alerts
that are displayed, shut down the terminal and do not use it again until you are informed that it s safe

1o do so). Where applicable, local the relevant feam processes and procedures must be foliowed for
viruses discovered in operational environments,;

e. Any suspecied compromise of passwords or authenbcation foken/device,
. Any observation of evenis by others that are considered 1o be detrimental to MIS secunty.

15. A relatively minor incident n'ilght develop inlo a more serious one if not investgated promptly and
treated appropriately.

16. Failure to report a security incident is a disciplinary cffence. Acmitting 10 an honest mistake will be
treated more favourably than trying to cover up an incident.

17. Ihe relevant team's Cyber Security Policy [REDACTION] — IT Security Incident Maragement
Policy musi be adhered 0.

Exemptions and Waivers to these PU SyOPs
18. Requests for exempucns andlor waivers for anything covered in these SyOPs should be

submitiec to the the relevant team with a full business justification. The refevant team will acvise the
cdetails of the process when contacted
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Review Criteria
19. Any changes to related internal MIS policies will result in a review of these SyOPs. Otherwise,
theze SyOPs will be reviewed on &n annua! basis.
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DOCUMENTCONTROL
Document History )
[Version | Date Summary of Changes Changed By
0.1 0E/11/2010 Intial draft MI5 Official z
02 0870212011 | Updated foliowing review meeting MIS Official
with MI5 Official '
1.0 16/02/2011 Updated following final review M5 Official
{ comments pnor 10 issue.
12 1B/0E2012 Document reviewed in line with the | MIS Officlal
new version of the PU Policy
. version 1.4
20 27/9/2012 | Version number 1o 2.0 Issued for MIS Official
pubdlication. G '
2.1 05/12/2013 Updates 10 bring into line with v3.0  MIS Official 1
of PU Policy and routine annual ‘ 1
b review. —d
22 25/02/2014 Updates to v2 1 following wide M5 Official
tusiness review
ao 01/04120°4 - Version 3.0 issued for publication M5 Official
. | as lalest vession.
GLOSSARY
Term
Definition
Availability The property of infcrmaton being sccessible and usable upon demand
2 by &n authorised entity
| Conficentialty The property that information 1s not made available or disclosed 10
i unauthorsed Incivicuals, entties or processes
- Integnty The property of safeguarcing the sccuracy and completeness of
information - this may include the eblity 1o prove an action or event
has tzken place. such that it cannol be repudiated later.

Privileged User

| In line with KNG's technical secunty nsk assessment frameworKs
Information Assurance Standard No.1 (IAS1) definition, a Privileged
- User (PU) is a registered user or account holder who manages the
| applications, services, equipment and securily defences within the IT
enterprise. MIS's PU Pclicy also includes these account holders who |
develop and test. PUs can usually not be constrained in the same vay |
as a Normal (Standard) User and a2s such are represented as a
separate threat acior type.
MI5 consicers the secunty risks from PUs as part of the cutput of
HMG's mandated IAS1 technical security risk assessment For a
more business focussed and contextualised assessment, MiS further
applies the securily risk assessment method described in Annex A
of the PU Policy to assess a PUs level of privilege using 5 criteria
(Technciogy, Ability, Scope, Pretective Marking, Criticality) so that

they can be categorised as ether an,
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- Enhanced Stancard User,
- Standard Privileged User;
- Enhanced Privileged User,

Rigk The potential that a given threat
will expioit vulnerabilities of an
information asset or group of
information assets and thereby
cause harm to the organisaton.

Risk Management Process of coordinating activities
to direct and control an
organisaton with regard to risk

Risk Tolerance Risk tolerance is ciosely related

‘o risk appetite, whereas appetite
refers to risk at the corporate
level, risk tolerance allows for
variations in the amount of risk
an organisation is prepared to
accep: for a particular project or
Drogramme,
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DECLARATION

You must sgn these SyOPs on the relevant site agreeing 1o the terms and requirements detailec in
these PU SyOPs (Version 2.0). If you are not able to e-sign these SyOPs on the refevant site.
because you do not have access then you must complete the declaration below.

The declaration mus! be compieted and returned to the relevant team. the relevant team PUs and
the relevant team for the relevantteam PUs.

A Privileged User account cannot be issued untl this form has been received by the the relevant
team along with a completed PU Account Request Form.

Declaration

| heve attended all relevant MIS security and awareness driefings for PUs with acoess to MIS IT
systeme and have full DV clearance.

| have read these PU SyOPs and understand my responsidilities as detalled within them.

| uncertake to observe these SyOPs and take all reasonadle precautions to ensure that | do not
breach the sacurity requirements delailed therein.

| will inform my Line Manager, the the relevant team and IT Service Desk (the releyagt team) or

follow local the relevant team o the relevant site team processes and procedures when | no
longer need PU access for specific systems

| ungersiana that if | fail to observe these SyOPs, | may be subject to cisciplinary action,

NBING: ..coccrersecsasarsoncossoresscsassassssssassassessesceacescs PSS (IR IRIGKAOLEHUR) NO: .ccvveuceiereaseas

SIGNBLUNE: cccvinreecssncsnccsresesessssosessssssssessosssneseses HBIES cosesessonsossssensaranses
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