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description of dataset

Brief description of data

Source of dataset

Classification, other protective Marking,

ECl/C01 (if applicable)

Other handling instructions imposed by
s o u r c e

Bulk Personal Data Acquisition Retention (BPDAR) form January 2016 to present

Genera

1 I n f o r m a t i o n  about the dataset

Bulk Personal Dataset: Record form

Please read the Notes for Guidance (insert link here) as you complete this form

Fields out expand as you type

Dataset name

BPD ref. no.

Current Endorser

(relevant senior officio°

Current Requester

“Re levant  Team to allocate>>

Role:, the endorser is accountable for the dateset while it is in GcHas
possession and is responsible for ensuring that all aspects of the dates at s

cycle are managed appropriately.

Role: the requester is typically the analyst wtio Will use the dataset operationally
and has first-hand knowledge of its value to the mission.

Plans for Acquisition and Disposal

Definitive answers may nof be possible -  give as much information as you can about what you expect to happen.
Initial acquisition of dataset

Does GCHQ have the data? Y E S  / NO

if yes, when was it received?

If yes, how and where is it held now?
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• •• m o ,  when and bow do. yolk expect to: •
receive it?

Further acquisition of data

is this a One.off acquisition? Y E S  / NO

not how frequently will further data

be acquired?

Sy what method?

Will nether acquisition replace or add

to the existing dataset?

Deletion I disposal of dataset

is dataset being acquired for a specifics

time-bounded purpose?
YES / NO

If yes, when will dataset be deleted?

••• • If n%-how.lorig dos yOnanticipate data• • • • - • • - . •
will  remain of value?

'Whole dMaset?

Individual data items?

Deletion reginte?::
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Details of dataset

The purpose of this section is to enable thg_tetaygtittegm to determine:

(I) h o w  intrusive the data is:

(ii) h o w  sensitive it is that GCHQ has it and is using it for intelligence purposes.

Intrusiveness and sensitivity will be assessed by  he relevaalegni and recorded in the 'Authorisation to Acquire" section below.

Racial or ethnic origin

Political opinions

Religious, or similar, beliefs

Membership of a trade union

Physical or mental health

Sexual life

Commission or alleged commission

of any offence

Legal proceedings and their

outcomes, including sentencing

Any other personal information that

appears similarly sensitive — please

specify below

Approximate size of dat set

Does tills dataset contain any of the following personal Information?

(Yes, No, Not Known yet — Y, N, NIK)

P OrSOn al details

(e.g. DoB, nationality, address,

phone no emai l  address, etc.)

Passport, identity card numbers

Bank account, credit card details

Does this dataset contain any of the following sensitive personal Information?

(Yes, No, Not Known yet — Y, N, Nil()
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Financial transaction details

-Other (please specify below)
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What proportion of the data (High, Medium, Low, Zero, Not Known -  H, M, L, 0, NIK) relates to...

--people of no probable intelligence interest?

AlIC nationals?

Partner nationals?

..children/minors?

•
• • ••wituAnysoft:lwabtive. data be reM03041 hpfore.thC.dai.cs.el •

•••••• sis-Clade.-0.Cilablp.tri-OnalOts?-11.-ko, which?...

4 of 17

Th;s 1-iforniation Ps exempt fN-Jr-n (,J1F.nle•fo_ire, under the Fpeedr.lm o!InformialvDo A d  2N-Tr and may be sut i ,ed !n eorempt;;_r Lindi,Jr
ottl iff UK nfr.:1-nalccin !,-.-q;slil]ton Re fe r  disehasufe reques'.s 1.0 GCHQ on 0 !242 72.1491 y31r2,(16, errA!: q i ; x /
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2 A c q u i s i t i o n

Legal Adviser endorsement

confirm that all legal criteria for the dataset's acquisition have been satisfied.

Name: I  Posi t ion: Date::

LA Comment (if applicable)

Initial Justification to acquire

OFFICIAL

Intelligence case to Justify GCHQ's accprisition of this dataset Including how It relates to GCHQ's statutory and
mission purposes — see notes for completion *clink when available»

Could the dataset have been acquired by other means? 

Who wilt have access to the s i

Is the BPD likely to include confidential comms (e.g. Legal Professional Prtvilege (LPP), Journalistic sources or

spirituaiirellg !CMS counselling)?

What are the plans for exploitation Of this dataset?

Intelligence case completed by

Name:
IPos i t ion: I D a t e :

5 of 17

!'•;-, ;nicrmapon is exeirt.1 t i n d e r  the Freedsm c f  1nfr..ilmati-Jr-tAr2t 21i2-1.; and may L&.,) 'z•ub;ect to een-iptvan under
, h e r t I R  R e r  dJs,;;1•7isufe requests t-L) GCHO 1 1 1 2 4 2  22149-1 -:',C!3(.1,3 t?!/13i: iqr•.)erlq'gct••••:1.9s!
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Endorsett by

Name Position Date:

Authorisation to acquire

Authoriser to select and delete one entire blue box, as applicable, then complete remaining pink fields. Copy & paste 1  into
appropriate boxes.

OriSe ac
oriser.:5

oo• ar its continued re#P00.4:.91..
0000(

Sensitivity

Targeted
Non-targeted

• •: 6 months after acquisition
1.0, at the oextimeetint Of the BPD Retention Review Panel

12 months after acquisition
1.e. at the next-butone:meetirig of the BPD Retention Review Panel

ss 1
24 months after acquisition

the rrixiirtArnsperio4 of.ti.nte;ailowed under QC171Ces Closed
FlancilingsArrangernents for BPD

months' time, for the following reasons:

6 of 17

Thtsinfcrmaton 15 exempt frbm disc- sure unCer the Freedom of Informahon Act 2C1C0 and r t l y  be sublect 10FJ/erTiptifon t indv
other UK Fnformation tegislaticn. Refer disc!osure requests to GCHC) on 01242 221491 x3050T:, ernall I n f o ! e g c h I g s t  we L/1:
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Reje4

Authoriser's comments

Signature of

authorising officer

(copy & paste jpg of

signature into box)

OFFICIAL

Name: Position; Date:

7 of 17

.isr-r•-•%surt, under  the Freed,:,rr uf Ir5fcfm.'torl PcI .2C73 and ITriy L 5utoiect  to exempt:on under
ue, P , v 4 e f  drs : fmure rf:rquef.,-ts t 0 • 1 2 4 , ' .  221 : ? • 0 0 6  : crnaJ! g o v  uk
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3_ Exper imenta l  Use

To be completed only if it is proposed to use some or all of this dataset for an experimental purpose.
Justification for experimental use of dataset

Description of proposed experimental Lite

:intelligence case to justify experimental. use: :

intelligence case completed by

Name: Position; Date:

Endorsed by

Name: •PoSitiatir :Date:

Authorisation of experimental use

Authoriser to select and delete one entire blue box, as applicable, then complete remaining pink fields.

est :thlf.dataSer.: i s :  . 0 , 4 ” .  :Op toiltbi,restr

s.'s54.3pate
equa*C4$0:hast

Authoriser's comments

8 of 17

ThiE,InfFarrnat.;;•,m rz, e.N•emrt front disclosure under (he Free-Jr:nil uf Info7mdtitm Act 2 C i j  a n i  may be •st.(rJject Lr exen'Ipt:cai
cAhl,r U .  rnformationleg;slahc:;n Re fe r  disclosure requests M GCHQ on 01242 221491 x39:306 emAl l  :nfu!eg:•.,:t:jchq q ! ) ; , •
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Signature of

authorising officer

(copy & paste jpg of

signature ink) box)

OFFICIAL

Name: PosttiOn-:- Date:

9 of 17

Trz.ss k - t x e r r p !  horn u n c l u r  the F r e e r n i , A  I rcif:Triakp-„qi Ad! 2C7q7.:73 and i t y  bt L 1  l E.qempiLon unde7
!E•cpf,tatic. R i 3 f e r  d c h s u r e  rE-que5t!"• V.) GCHQ on 01242, 2.2141;1.1 .-4,:',0206 g s i  Q..)V uk
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4. D i s c l o s u r e

To be completed only if it is proposed to share Sonic or all of If ns dataset with an external organisation other than that which

provided the data to GCHQ in the first place. This does not include iiyeMgpf,lce Reporting.
Justification for disclosure

What data wIIt.be Shared, With..whentand hOW? 1-sS•

In elligence case for sharing

IntlligerMe:Oase:cOmnleted•ty: I

Name: Position: Date:

Endorsed by

Name: Position:

Authorisation to share

Authoriser to select and delete one entire blue box, as applicable, Men complete remaining pink fields.

10 of 17
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Date:

•hi5 informaton 6 exempt frc;rn d,closure under the Freedom of Inform3tir,n Act 2•(_'j and may be subjed ii eyemptv,-Jn Lin14,1!
other UK information !EgIslatv_;n Refer d;6(;!osurQ requests to GCI-10 on 01242 2214',1 e m a i l  g o v . L A



Signature of

authorising officer

(copy & paste ,jpg of

signature into box)

OFFICIAL

Authoriser's comments

Name: Position: Date;

11 of 17

I . , , , x e r r p t  fmrrt ,1Psrf:-.7.,t,re under the 1- rE:eof-_,rn z;f Infr•rmItirlo Act 2CC:j and r r y  t e  subjent to e•xempt:bn under
!c2;5!ati-)r) Re ie r  disr.:1;7J1il.tre req•,..et;ts C I C H O  ( 11 : 7 4 2  2.214rirl e t n , : A  info!eg:et.gchq igo L .
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5. C o n t i n u e d  Retention

Justification to retain — submission to

OFFICIAL

«Month yyyy» Review Panel

If, in the Endorser's view, continued retention cannot be Justified, make a brief note to this effect in the 'Intelligence case' box and
proceed to the 'Final disposal of dataset' section below.

Intelligence casp:to justlfy 'GCHQ'S ContIntied:retentien and ate of tbiS dota

Intelligence case completed by

Name: ?airflow Date:

Endorsed by

Name:
IPosition:

Date:

Authorisation to retain

Authonser to select and delete one entire blue box, as applicable, then complete remaining pink fields. Copy & paste 1  into

appropriate box.

er1.11S

13F S'09.:0Y•le (etentiO:Otthis Bulk Pertonaf.Patakt
tions noted in the 11Authori*er'scomments",:•:.•C•••:„.,.

on for its continued Teterktic**Uot be reviewed

0 * * i n . retati
that e#S$000$0.0,10 tithierieSS 5 , 0 e c r

0lt;;01

6 months after acquisition
at the next meeting of the BPD Retention Review Panel

12 months after acquisition
at the next-but-one meeting of the BPD Retention Review Panel

month? time, for the following reasons:

12 of 17

Ttvs Fnformatn 5 exempt from d!sclosure under the Freedom of Information Act 200C) am:i may be auLlect to e.i.empin under
other UK infonration legislation Refer di5closure requests to GCHQ on 01242 221491 x32303 email infoleg:iqchl gsi

OFFICIAL



Reject r
I -do not &i,nsi.do•i•t e e n . : 1 3 . 1 0 0 0 ! : t t i l Y S O Y • 0 0 1 :  ..S•*.04-0.04.0.:POsgOSIP!)..and use of this data.

All copies of the data must be -• • ? . ? . ? . ?  •deleted from GCHQ:•systems and removable 4 5 0 0  as 0001.110:The final section of th1.0!fProl must be completed and confIrmation that this !io.b4.6:0an•#••i•01*'.0

by the tederietf...::?:?:•„...... x f 1 P 0 9 9 P c x x . :  re  a  e .

:

Authoriser's comments

Signature of authorising officer,
on behalf of the

Retention Review Panel

(copy & paste jpg of

signature into box)

OFFICIAL

Name: Position: Date:

13 of 17

trt;u1 d:s-cicsore under the Freel-_-m ut infcrm 1 i  Act 21.:Cf.1 and rnsy ix; subiect to exempt:on u n l e r
R4,.?fer c.,,Is::;1•sufe requests !.) GCI-11.1; cm 017.42 7_21491 ,3Ci.2C-6. email  ,n1Veg•:Tgrhelgst u k
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6, Te m p l a t e  tor subsequent Continued Retention requests

For each subsequent retention request, copy everything between the blue lines and paste it above (after the
previous "Back to top" link), leaving these blank templates for future use...

Justification to retain — submission to «Month yyyy>> Review Panel
If, in the view of the Data Sponsor, continued retention cannot be justified, make a brief note to this effect in the 'Intelligence case'
box and proceed to the 'Final disposal of detaset' section below.

Intelligence case to Justify GCHQ's continued possession of this data s

Intelligence case completed by

Name: PositiOn; Date:

Endorsed by.

Name: Position!
t D a t e :

Authorisation to retain

Authoriser to select and delete one entire blue box, as applicable, then complete remaining pink fields. Copy & paste i n t o
appropriate box.

14 of 17

This information is exempt from d iscroure  under the Freedom of InforrnaLori Act 20,0D and may be suber  t ic  exerripti.',•.n und . /
other UK Information leclisatton R e f e r  discic-)sure requests to GCHQ on 012'42 221491 x3r..i3Ge ema i l  in fo legThci ,q  qsi gay
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Signature of authorising officer,
on behalf of the

Retention Review Panel

(copy & paste „bag of

signature into box)
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•)•••••••:'.•••••:•::•••••••••••.•:;:••••••••••.:•••.:Ai-AriOsi0:•••••;•,•
lam 'satisfied that contInued retentioji • •

••A• ,ioi.o:o.iin'or'n't•••0•:Iititosioii:oo4A•••••• •••••• •• ••:•.: • •••••• • •••••.• • • •••••••••••••• • • • •  •  ..,•••••,••••••••••••::••,•••,..•••••••••••:.:..„:.:........,•;:..„,..:.::••••;•:•.::••:••• ••••$eriSitMtV.•,..'refnain'Sithe.:Sa • • • •  ••• •

•••••V•authOtiSO:•010#0400•fatell#0.0,of this Bulk Personal Dataset by GCHQ,subject••A•••an :con dip
0.'reStriCtioilS•nOte• •in the !f.f.oet ' O f * :

---:The•14StifitatioiffotIts•••COritipue  retention oug. a p p r o x i m a t e l y
 

•••••••••••••••••••••••••••••••••••••:.
•••••:•••:••••••••••••••••••••••••••••••.........,...........

•••••••••;•:•••••••••••:••••••••••••••••••••••••••••.:

• • • • •  • .6 months after acquisition
Le_ at the next meeting of the BPD Retention Review Panel

12 months after acquisition
i.e at the next-but-one meeting of the BPD Retention Review Panel

I. m o n t h e  time, for:the:following reasons:.: s i

Authoriser's comments

15 of 17

infyrnal::nn t- ixempt trcrn d ic :ot i re  under the Freedom of Information Act 2CLO and may be rub•iect to exemption under
--Jtrter UK inforrn5tIonlEgis!at1,•:in Refer disclosure requests to GCHO on 01242 221401 2 0 2  e r n a d  info1eg g s f  gov uk
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: Name; Position: Date;

7_ F i n a l  disposal of dataset

To be corno/eted by the Endorser when GCHQ finally relinquishes interest in this dataset.

Complete one of these tables, as applicable:

• If GCHQ's acquisition of this dataset was authorised by the relevant tease but data was

never in fact received, data on which approval to acquire expired or was terminated
Date or N/A

Endorser, I Confirm that GCHQ aos

anger has an interest in acquiring this

•ldataSet

: (soppy 4 paste Joglof"
s signature into box)

:.Name:. POsiticin: bate:

If GCHQ's acquisition al this dataset was authorised by the relevant teem and data was

received but never in fact exploited (perhaps for technical reasons), date on which D a t e  or N/A

authorisation to retain expired or was terminated

• As Endorser, I cardig-in that all copies Of:

this personal data have been deleted s

and any removable media properly

disposed of

s (copy p a s t e  „log of
signature into box) s

Name; - Position: • Date:

If this clataset has been exploited for intelligence purposes but its retention by GCHQ can no

longer be Justified, date on which authorisation to retain expired or was terminated
Date or N/A

16 of 17

This InforrnatIon e",•errtpt frcrn rAisdostire under the Freedom of informatc)n Act 2NC1 and ruay be nut);•,:,ct to F.-:),!mLlisn undrl!"
cther UK info;mstrDn !e0islat.12n Refer discosure requests to GCHO on 01242 221491 :.3(13C2
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As Endorser, I confirm that all copies of

this personal data have been deleted

and any removable media properly

disposed of
: ( c o p y  & paste jpo of

: signature into box)

Name: Position: Date:

17 of 17

infoirlitt!oi s  -en ip t  from dN•clofF,ure under the Free.tinm cit nfti. rmr3bon A t  2/..JC3 andr11ty be sub;ert to exemption under
othi?r ! e q l s ! a t t o n .  F,4•7fer disclosure requests to GCHQ on 01242 221491 x3D30•rTs; ! r - q % Ye : e f g r. h q  tr,i.gov uk
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