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Our ref: MPS/FT/002295/0001

Your ref:
Email:  m.scott@bhattmurphy.co.uk

Phone

Secretary of State for Business Innovation and Skills Fax
Third Floor, 'Orchard 3'
1 Victoria Street DX

London SW1H OET

12 July 2012
Dear Sir
Export controls for surveillance equipment

We represent Privacy International, a UK-registered charity that works {o
defend and promote the right to privacy. We write further to correspondence
between our client and 10 Downing Street and the Head of Export Control
from the Department for Business Innovation and Skilis,

Our client is concerned that there appears to have been no substantive
progress in the implementation in the UK of export controls for surveillance
equipment where clearly urgent action needs to he taken. This letter is
intended to be a letter before claim under the pre action protocol to which we
would be grateful for a substantive response within the next 21 days.

Privacy International

As you will no doubt be aware, Privacy International is widely regarded as the
leading, expert UK charity working on the right {o privacy at an international
level. As such, it is frequently called upon to give expert testimony to
parliamentary and governmental committees around the world. It has advised
and reported to international organisations such as the Council of Europe, the
European Parliament, the Organisation for Economic Cooperation and
Development and the United Nations.

Privacy International campaigns for a world in which privacy is protected by
governments and where technological developments strengthen, rather than
undermine, tha right to private life, .

Summary of the issue 4
Ten years ago, the value of the global surveillance technology industry was
negligible. Today, it is estimated at around $3 billion a year,

Export controls operating in the United Kingdom (“UK") and elsewhere have
not kept pace with either developments in this technology, or the related
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growth of the industry. Indeed, there are, as we understand the situation,
currently no monitoring or controls imposed on the export of these
technologies by the British government,

As a consequence surveillance equipment and technology is now being
exported from the UK by British companies to repressive regimes around the
world without any controls. Privacy International believes that this equipment
is being used by repressive foreign governments for a wide range of abuses.
This includes not only serious breaches of the right to privacy but, at the most
serious end of the spectrum, Privacy International believes such technology
may be heing used to gather information on individuals who are then
arrested, torfured and, in some cases, executed.

Urgent action needs to be taken by the UK to address and remedy this
situation.

Present UK legal position

The UK controls exports in accordance with the Export Control Act 2002
(‘2002 Act’) and the Export Control Order 2008, which seeks to control
military or specified "dual use” items. In addition, there may exist a sanctions
regime in place from time to time for specific countries as mandated by EU
law.

The 2002 Act provides the power to impose export controls in relation to
“goods of any description” (section 1) or “technical assistance of any
description” (section 3). The Schedule to the Act provides that export and/or
technical assistance controls may be imposed in relation to any goods and/or
technical assistance the exportation or use of which is “capable of having a
relevant consequence” (Schedule para 2). Such a consequence is defined
inter alia as follows: o

"Breaches of international law and human rights

D The carrying out anywhere in the world of (or of acts which
facilitate )~

{a.......

(b).......

(c) internal repression in any country,
(d) breaches of human rights”

As stated by the Parliamentary Under-Secretary of State, Department for
Business, Innovation and Skills (Baroness Wilcox) in response to
Parliamentary Questions by Lord Alton of Liverpool on 21 November 2011 in
respect of concerns about the export to repressive regimes of surveillance
equipment by two UK companies, Creativity Software and Defica, it was
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confirmed that such equipment is not currently subject to any export controls.
Consequently the UK government claims it has absolutely no information on
what equipment may have been sold to repressive governments such as lran,
Syria, Bahrain, Egypt, Tunisia and Libya.

Gamma International

Our client has concerns about a number of UK companies and their exports.
These concerns are not limited to one company, one range of products or one
country. We set out below specific information about Gamma International
but it should be taken as illustrative of a wide scale problem and indicative of
the need for the UK to take urgent action,

Gamma International are described on their website as:

“‘Working out of our development headquarters in Andover, United
Kingdom, Gamma Infernational's world-class intrusion and IT experts
have invented a portfolio of infrusion products called FinFisher.

The FinFisher product portfolio is solely offered to Law Enforcement
and Intelligence Agencies. '

The FinFisher suite can be used as individual products and when
interconnected give intelligence agencies advanced tools for
unsurpassed IT investigation and surveillance techniques within the IT
environmemnt.”

The FinFisher range of products are marketed by promotional videos now
within the public domain following release by Wikileaks.

Most of the FinFisher products covertly install malicious software (malware)
on a user's computer or mobile phone without their knowledge by tricking-the
user into downloading fake updates from what appear to be legitimate
sources such as Blackberry, iTunes or Adobe Flash. Once the updates are
accepted by the user, the computer or mobile phone device is infected
allowing full access to information held on it. One product, FinFly LAN, is
marketed for use for surveillance of individuals staying in hotels. You will no
doubt be aware that an Intelligence Note of 8 May 2012 prepared by the
internet Crime Cenier (IC3) has indicated that:

‘[fecent analysis by the FBI and other government agencies
demonstrates that malicious actors are targeling travelers’ abroad
through pop up windows while establishing an Internet connection in
their hotel room.”

One of the products, FinFly ISP, involves a server being inserted in the core
internet network of an internet provider to facilitate “infection” of specific target
personal computers. A similar product, FinSpy Mobile, works in a similar way
to infect mobile phones.
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The promotional video with images and text shows -

o a simulation of an agent deploying “the FinFly ISP server into the
Core Network”
“FinFly ISP [analysing] traffic for easy Target ldentification”
“The Target [using] his private DSL or Dial-Up Account”
“FinFly ISP [sending] a fake iTunes update to the Target System”
That “[tjhe Target System is now infected with the FinSpy software”
That “[tlhe Headquarters has full access to the Target System”

0 CO0¢

When an individual's device is “infected”, it allows access to emails, social
media messaging, and Skype calls. These products also enable the entity
doing the targeting to commandeer and remotely operate microphones and
cameras on computers and mobile phones, thus effectively turning the
targeted device info a bug which the target individual willingly and
unknowingly keeps in close proximity.

Privacy international staff have considerable technical knowhow and
expertise in the field and have also consulted widely, It is their clear view that
the FinFisher range of products and other surveillance equipment of concern
designed to access an individual's computer or other device without their

‘consent can be distinguishable from other software which may have other

uses and where export controls are not necessary.

The export of these products to repressive regimes

There is cogent evidence that the FinFisher products have been and are still
being marketed and sold to repressive regimes. The examples set out below
are illustrative of what our client believes to be a much wider problem,

Egypt
Concerns about human rights in Egypt need no introduction.

In April 2011 it was reported in the Guardian that two Egyptian human rights
activists found documents from Gamma International amid hundreds of
batons and torture equipment when they broke into the headquarters regime's
notorious State Security Investigation service (8S0) in March 2011, One of
the papers contained an offer dated 29 June 2010 to provide “FinSpy”
software, hardware, installation and training to the S8I for 287,000 Euros.
The BBC also reported on the issue in September 2011 that files from the
Egyptian secret police’s "Electronic Penetration Department” described
Gamma's products as the “only security system in the world" capable of
bugging Skype phone conversations on the internet. Further they noted that
the documents detailed a five month trial by the Egyptian secret police which
had “proved to be an effective electronic system for penetrating secure
systems [which] accesses email boxes of Hotmail, Yahoo and Gmail
networks.” :

;;;;;;;;
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Turkmenistan

Turkmenistan operates as a one-party state, dominated by the Democratic
Party of Turkmenistan (DPT). Turkmenistan's human rights record has been
roundly criticised by NGOs and international human rights bodies including
Human Rights Watch and the UN Committee Against Torture (UNCAT).

According to Human Rights Watch htip://www.hrw.org/europecentral-
asia/turkmenistan:

... five years after the death of dictator Saparmurad Niyazov,

President Gurbanguly Berdymukhamedov's authoritarian rufe remains
enfrenched, highlighting Turkmenistan’s status as one of the wotld's
most  repressive countties. The country remains closed fo
independent scrutiny, media and religious freedoms are subject to
draconian restrictions, human rights defenders face constant threat of
government reprisal, and torfure is widespread. Turkmenistan has the
one of largest natural gas reserves in the world, and the Turkmenistan
government continued to expand refations with foreign governments
and international organizations, but with no meaningful cutcomes for
human rights promotion and protection.”

In June 2011 in its Concluding Observations of the Committee Against
Torture, Turkmenistan, UNCAT expressed deep concerns over:

‘... numerous and consistent aflegations about the widespread
practise of forture and ill-treatment of detainees”. A key area of
concern was the Turkmen authorifies’ repression of activism and civil
society, including "numerous and consistent allegations of serfous acts
of intimidation, reprisals and threats against human rights defenders,
Journalists and their relatives, as well as the lack of information
provided oh any investigations info such allegations.. .human rights
defenders. have faced arrest on criminal charges, apparently -in
refaliation for their work, and trials in which numerous due process
violations have been reported.”

The committee urged the Turkmeni government to:

“...ensure that human rights defenders and journalists, in
Turkmenistan and abroad, are protected from intimidation or viclence
as a result of their activities, "

Given this context, it is of grave concern that press reports from Germany
suggest that Gamma is exporting surveillance equipment and knowhow to
Turkmenistan.

We also understand from the same reports that they are also exporting to
Oman.
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Grounds of challenge

Plainly there is a very real risk, if not an inevitability, that surveillance
equipment, such as the FinFisher products, has been, and continues to be,
exported to countries where it is highly likely to be used for internal repression
and breaches of human rights,

Despite the grave consequences of exporting this equipment, it appears that
you have not considered exercising your power to impose export controls
under the relevant statutory provisions. Insofar as you have failed to consider
exercising your power in light of the evidence outlined above, you have acted
unlawfully. If you have considered these issues and concluded that the
equipment in guestion is not capable of “internal repression” or “breaches of
human rights” and therefore does not require export controls, that is a clear
error of law. The facts set out above show that the equipment in question is
clearly capable of contributing to internal repression and breaches of human
rights, including breaches of the right to privacy, torture and potentially
unlawful killing (all of which are clearly protected in international human rights
instruments, see for example the International Covenant on Civil and Political
Rights Arts 6, 7 and 17).

Actions now to be taken

We would be grateful for your confirmation within the next 14 days that you
will be immediately imposing export controls in relation to surveillance
equipment. In the event that you are not prepared to confirm this we would
be grateful if you-could provide reasons as to why no controls are to be put in
place.

We would also be grateful if you could provide to us with appropriate
disclosure including but not limited to:

1. Al mmutes of meetings/correspondence/discussion papers
regarding concerns about the exports of surveillance technologies;
2. All minutes of meetings/correspondence/discussion papers

regarding any proposals for any export controls on surveﬂlance
technologies;

3. Insofar as it is not included in the above, the discussion paper
presented by the UK to the Wassenaar arrangement;
4. All minutes of meetings/correspondence with Gamma,
Costs

Due to Privacy Intemational's limited financial resources and in view of the
importance of the issues, the legal team including leading counse! have
agreed to act under the terms of a “Conditional Fee Agreement” with
provision for a success fee.
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We sincerely hope for a positive response to this letter but in the event that
one is not forthcoming then we reserve the right to issue proceedings without
further recourse including if appropriate urgent injunctive relief,

In any such proceedings, because of our client's financial circumstances and
given the public interest in bringing this challenge, we will be making an
application for Protective Costs Order (*PCO"). We would ask, with a view to
saving court time and public money that you undertake not to pursue our
client for costs if the claim is unsuccessful. If you were prepared to give such
an indication then in the spirit of co~operation our client's legal team will
agree to forgo a success fee.

We await hearing from you.

Yours faithfully

B%t Mur;h;—

c.c. Mr Tom Smith Head, Expert Control Organisation
Secretary of State for Foreign and Commonwealth Affairs
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LAW AT THE HEART

OF GOVERNMENT Treasury Solicitor's Department
One Kemble Street, London, WC2B 4TS

Bhatt Murphy Solicitors DX 123242 Kingsway 6
DX 36626 Switchboard: 0207 210 3000
Finsbury Direct Line: 0207 210 4711

Direct Fax: 020 7210 3001
francesca.debenham@tsol.gsl.gov.uk

Please Quote: Z1211844/FZD/B5
AND BY EMAIL: m.scott@bhattmurphy.co.uk Your Reference: MPS/FT/002295/0001

8 August 2012

Dear Sirs

EXPORT CONTROLS FOR SURVEILLANCE EQUIPMENT - PROPOSED JR

1. We refer to your letter before claim under the pre-action protocol for judicial review
dated 12 July 2012 (“the PAP Letter”). This is the response to that letter of the
Secretary of State for Business Innovation and Skills (“the Secretary of State”).
Please address any future correspondence in this matter to Francesca Debenham
quoting the reference above.

2. You have expressed concern about certain “surveiflance equipment”. The PAP Lefter
does not identify the relevant surveillance equipment, save to refer by way of
example to the FinFisher products produced by a company calied Gamma
International. It simply alleges that surveillance equipment is being marketed and
sold to ‘repressive regimes” where it is likely to be used for internal repression and
breach of human rights. You have provided limited evidence in.support of your
allegations. The PAP Letter refers to two press articles, dating respectively from April
and September 2011, suggesting that products produced by Gamma International
may have been in the possession of Egyptian security forces. Further you make
reference in passing to certain unspecified press reporis from Germany, which

apparently suggest that such products may have been exported to Turkmenistan and

Oman. -
3. On this limited basis, you assert that the Secretary of State has “not considered
exercising your power fo impose export confrols under the relevant ﬁtatutory .
\ILEE 2
Lee John-Charles — Head of Division Lexcel §‘§ U .0‘“ 7
Neera Gajjar — Deputy Director, Team Leader FrEstics danasemet Sinnd ko Q‘“ I
Litigation B5 Diigaiion & Emptapinant GioG T INRVESTOR RY DEOVLL

PROTECT - MANAGEMENT
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provisions”, and has accordingly acted unlawfully. Alternatively, you assert that if the
Secretary of State has in fact considered the exercise of his powers and if he has
concluded that the “the equipment in question” is “not capable of ‘internal repression’
and ‘breaches of human rights™, then he has erred in law. In these circumstances,
you require confirmation within 14 days that the Secretary of State “will be
immediately imposing export conirols in relation to surveillance equipment”. You do
not identify the nature of the proposed export controls or the particular surveillance
equipment to which they should apply.

The Secretary of State denies that he has acted unlawfully, whether as alleged or at
all. The Secretary of State accordingly declines to provide the confirmation you have
sought.

B Regulation of the export of military and dual-use technologies

5.

The United Kingdom is involved in the regulation of the export of military
technologies, as well as dual-use technologies at the international level and at the EU
level. Some surveillance equipment may be considered as dual-use technology
(falling within the dual-use controls currently applicable in the UK) in cases where
such technology has certain features e.g. use of cryptography (see further below).
However, the regulation of dual-use technology in the UK mostly stems from
concerted action at international level resulting in EU legislation directly applicable in
the Member States. Whilst powers do exist to impose controls operating solely at the
national level, such unilateral controls without the necessary international backing are
considered to be ineffective as they can be easily circumvented and are therefore
unlikely to have any significant impact in this instance in limiting the trade in
surveillance equipment.

At the international level, the United Kingdom is a party to the Wassenaar
Arrangement. The Wassenaar Arrangement addresses the trade in conventional
arms, and “dual-use” goods and technologies, namely those that may be used for
both military and civilian purposes. The 41 Participating States maintain a list of
relevant goods and technologies in respect of which they have agreed to impose
national export controls. The criteria for selection of dual-use items which should be
included on the list and therefore subject to export controls include the ability to make

a clear and objective specification of the item and the abllity to apply controls
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effectively. Furthermore, adoption of such controls should not impede legitimate
civilian trade.

This Wassenaar list has formed the basis of the EU legislation controlling dual-use
technology at EU ievel, namely Council Reguiation (EC) No 428/2009 establishing a
European regime for the control of exports, transfer, brokering and transit of certain
dual-use goods (“the Dual-Use Regulation”). Both in the context of the Wassenaar
Arrangement and at EU level, the United Kingdom has been at the forefront of
attempts to establish and pramote such regulation. Another example of relevant EU
secondary legisiation is Council Regulation {(EC) No 1236/2005 establishing a
European regime for governing trade with third countries in goods that could be used
for the purpose of capital punishment or for the purpose of torture and other inhuman
and degrading treatment {(*the Torture Regulation”).

Most recently, and in the context of negotiations at international and EU level on
ganctions against particular countries, the United Kingdom has supported the
adoption of EU Regulations directly applicable in the UK and other Member States
imposing enhanced restrictions on trade with countries posing a particularly severe
risk of internal repression and human rights violations. In two cases, such enhanced
restrictions have included controls on certain equipment, software and technology for
monitoring or interception of internet or telephone communications. These are
specified in Articles 4, 5 and Annex V of Council Regulation {(EU) No 36/2012 of 18
January 2012 as amended concermning restrictive measures in view of the situation in
Syria (“the Syria Regulation”), and Articles 1b, 1¢ and Annex IV of Coungil
Regulation (EU} No 359/2011 as last amended by Council Regulation (EU) No
264{2012 of 23 March 2012 concerning restrictive measures directed against certain
persons, entities and bodies in view of the situation in Iran (“the Iran Regulation”).
Under these measures the competent authorities of the Member States shall not
grant any authorisations for the sale, supply, export or transfer, directly or indirectly,
of such equipment, or for the provision of related technical and financial assistance, if
they have reasonable grounds to determine that such equipment or services would
be used for monitoring or interception, by the Syrian or Iranian regimes or on their

behalf, of intemet or telephone communications in Syria or Iran

Whilst the EU has agreed to the immediate inclusion of controls on certain
surveillance equipment as part of the existing sanctions against Iran and Syria in view

of the particular seriousness of the situation of those countries, these controls are not
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considered to be appropriate or proportionate for the purposes of being generally
applied across the board. This is because they potentially include within their scope
a range of equipment and technologies which have legitimate commercial uses.
Applying such broad controls to all destinations, including those which do not raise
the same concerns regarding human rights, would impose disproportionate burdens
on legitimate frade. However, as explained further below the United Kingdom
government is currently considering with its international and EU-level partners the
most appropriate way of extending the existing regulation at the international and EU-

level to encompass surveillance equipment more generally.

The Secretary of State’s powers under the 2002 Act

10.

1.

12.

Pursuant to sections 1 to 4 of the 2002 Act, the Secretary of State has power to make
orders in respect of the imposition of export controls, transfer controls, technical
assistance controls and trade controls in relation to goods and technology. Section 5
provides for general restrictions on the exercise of those powers, and specifies the
circumstances in which they may be exercised. In particular, section 5(2) provides
that controls “may be imposed for the purpose of giving effect to any Community
provision or other international obligation of the United Kingdom”. Further section 5(4)
provides that export controls “may be imposed in refation fo any description of goods
within one or more of the categories specified in the Schedule for such controls”. The
Schedule provides at paragraph 2(1) that such controls “may be imposed in refation
fo any goods the exportation or use of which is capable of having a relevant
consequence”, Paragraph 3(2)(D) specifies as relevant consequences “The carrying
out anywhere in the world of (or acts which facilitate)” “internal repression in any

country” and “breaches of human rights”.

Accordingly, the Secretary of State has power to make an order imposing export
controls in relation to any goods, the exportation or use of which is capable of
facilitating internal repression in any country or breaches of human rights. Whether
he exercises that power is in the discretion of the Secretary of State, having regard to
any of a wide range of factors that he rationally concludes might be relevant to such

exercise.

The Secretary of State has issued a number of orders under the Export Control Act
2002 (“the 2002 Act”), including the Export Order 2008 {“the 2008 Order”). The

2008 Order makes provision supplementing the directly applicable requirements in
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the Dual-Use Regulation and the Torture Regulation, the former giving effect to the
obligations the United Kingdom has undertaken pursuant to the Wassenaar
Arrangement to impose contrels on the export of certain Dual-Use goods, which as
explained above can include in some limited cases surveillance equipment. Where
goods are subject to control, applications for licenses to export or trade in those
goods are assessed on a case-by-case basis against the Consolidated Criteria
relating to export licensing decisions announced to Parliament by the Secretary of
State on 26 October 2000, taking into account all relevant factors such as the nature
of the goods, the identity of the end-user, the proposed end-use, and risk of diversion
to undesirable end-use, and that a licence would not be granted if to do so would
breach the Criteria.

The Secretary of State, having carried out an assessment of the FinSpy system to
which your letter specifically refers, has advised Gamma International that the system
does require a licence to export to all destinations outside the EU under Category 5,
Part 2 (‘Information Security') of Annex | to the Dual-Use Regulation. This is because
it is designed {0 use controlled cryptography and therefore falls within the scepe of
Annex | to the Dual-Use Regulation. The Secretary of State also understands that
other products in the Finfisher porifolioc could be controlled for export in the same
way. Furthermore, it is likely that the same products would fall within the scope of the
enhanced restrictions set out in the Syria Regulation and iran Regulation if not
already controlled under the Dual-Use Regulation as explained above, being “Remote
infection equipment” specified in Part A of Annex V and of Annex IV of the Syria and
Iran Regulations respectively. Accordingly, in so far as you maintain that all of the
surveillance equipment to which you refer is not the subject of export controls in the

United Kingdom, the Secretary of State does not consider that to be correct.

The grounds of challenge

14.

As to your primary case, the Secretary of State continues at all times to keep under
consideration the exercise of his powers to impose export controls under the 2002
Act. You assert in the alternative that the Secretary of State has concluded “the
equipment in question” is not capable of “infernal repression” or “breaches of human
rights”. If and in so far as you are referring to the FinFisher range of products
manufactured by Gamma International, the Secretary of State has reached no such
conclusion. |t remains wholly unclear what other equipment you assert falls within

this category; or what export controls that you maintain cught to be imposed.
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Furthermore, as set out above, in relation to equipment falling within the scope of the
Dual-Use Regulation that was sought to be exported, the risks associated with use

would be considered on a case-by-case basis.

In any event, and more generally, the regulation of the export of forms of surveillance
equipment is an important and complex area of policy requiring careful and ongoing
consideration. Moreover, the identification of the relevant types of surveillance
equipment that might be subject to any form of further export control requires detailed
analysis as this is a technically complex area in which technological developments
are fast-moving. There are legitimate countervailing interests that the Secretary of
State would have to take into account. In particular, export controls should not
operate so as to impose a disproportionate restriction on the legitimate trade in goods
and technology. Much of the technology associated with surveillance equipment
might also have perfectly legitimate uses in the civilian telecommunications sector.
Further, any restriction will only be fully effective at international level and in any
event needs to be consistent with the requirements of EU law, and the obligations it
imposes with respect to national controls on export of goods. The UK is at the
forefront of negotiations at international and EU level aimed at resolving the issues
set out above so that technology of concern can be properly identified and regulated

at international level.
Having considered matters further in the light of these matters and of your letter:

(1) The Secretary of State remains of the view that, subject to the steps referred
to below, it would not be appropriate at this time to make any unilateral
structural or legislative change to the UK domestic regime. He will continue to

keep that option under review.

(2) He proposes to continue to engage with United Kingdom companies supplying
surveillance equipment in order to clarify what equipment falls within the
scope of existing controls on exports, and in order to ensure that he remains
informed as to the state of that market. In this context, and as noted above,
the Secretary of State has concluded that the FinSpy product is subject to

export control under the provisions of the Dual-Use Regulation.

(3) Further, he is actively considering the possibility of international and/or EU
level agreement to further restrictions on the export of surveillance equipment.

His current view is that this is by some measure the better option, if further
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regulation is required. A unilaterally imposed national restriction on the export
from the UK of surveillance equipment without international support would not
be effective, as it could be easily circumvented given the likelihood that many
of the companies which manufacture such equipment will have offices in other
EU and third countries. Finally, it is to be noted that these issues are currently
being ventilated amongst the parties to the Wassenaar Arrangement at the
initiative of the United Kingdom.

17. In these circumstances, you are invited to reconsider your threat of proceedings.

Costs

18.  We note that, in relation to any future proceedings that might be brought, you assert

an intention to apply for a Protective Costs Order (“PCO”). In order to relieve you of

having to make such an application, you have asked the Secretary of State to

“undertake not to pursue our client for costs if the claim is unsuccessful”. The

Secretary of State declines your request:

(1)

@)

(3)

He considers that your proposed grounds of challenge proceed on an

erroneous basis and are without merit.

You have failed to provide information that is necessary to allow proper
consideration of your request for an undertaking. For example, you have failed
to provide any particulars of the financial position of your client, Privacy

International.

Finally, your position appears to be that, if a costs undertaking were fo be
given, in the event that you should succeed you should nonetheless be
permitted to recover all of the costs of any claim you decide to bring at full
commercial rates. You note that your legal team, including leading counsel,
are operating under the terms of a conditional fee agreement with provision
for a success fee, and that you are willing only to forego the relevant success
fee if the Secretary of State provides the proposed undertaking. The Secretary
of State does not consider that, in this case, that would provide a proper basis

for an undertaking to be given.

19. In the circumstances set out above your request for disclosure is also not

appropriately made at this stage (leaving aside the difficulties with the substance of
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the requests you have made). This request is also being treated as a Freedom of

Information Request. A response will be provided in this regard by no later than 13

August 2012.

Yours faithfully

Francesca Debenham
For the Treasury Solicitor
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Qurref,  MPS/FT/ 001943/0002
Your ref;  Q102850F/SMB/B4
Emall:  m.scott@bhattmurphy.co.uk

Phone
Treasury Solicitors Fax
DX 123242 KINGSWAY DX
By DX & email
9 August 2012
Dear Madam

Export controls for surveillance equipment

Thank you for your email of 8 August 2012 which we will be considering In
more detail with our client.

For present purposes we note that your client “having carried out an
assessment of the FinSpy system....has advised Gamma International that
the system does require g licence {o export fo all destinations outside the
EU”. Some issuas immediately arise which we would be grateful if you could
provide clarification on:

1. When and in what circumstances was this assessment carried out, the
conclusion reached and the advice given that a licence to export was
required?

2. Had Gamma International previously sought advice from your client as
to whether the FinSpy system required export control, when was this
and what was the advice given?

3. What audit has been carried out of the export of the FinSpy system to
countries outside the EU prior to the advice referred to in 1 above?

4. What enforcement action is/will be taken against Gamma International
for the previous export of the FinSpy system without a licence?

5, Has Gamma International heen required to retrospectively apply for
licences for the previous export of the FinSpy system? If not why not?

6. Has Gamma International sought any licences fo export the FinSpy
system and/or provide technical assistance, if so to which countries
and which have been granted and which have been refused?

7. Notwithstanding the generality of question 6 above, material in the
public domain suggests that the FinSpy system has been used In
Egypt, Turkmenistan, Bahrain, Dubai, Ethiopia, Indonesia, Mongolia
and Qatar. Has Gamma sought any licences for export of FinSpy or
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the provision of technical assistance to any of these countries? If so
which ones and were lcences granted or refused?

8. Kindly provide a detailed explanation and supporting documentation of
exactly what components of FinSpy Is controlled?

We await hearing from you.

Yours faithfully
Y22 %

Bhatt Murphy
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11 September 2012

Dear Sir/Madam,

I refer to your letter dated 9 August 2012 to the Treasury Solicitor's
Department with the subject heading ‘export controls for surveillance
equipment’, which we received on 13 August. | am replying in my capacity as
the Head of the Export Control Organisation (ECO) within the Department for
Business, Innovation and Skills (BIS).

You have asked eight questions. We have treated some of these as a request
for disclosure of information under the Freedom of Information Act 2000
(FolA) in accordance with Department policy, on the basis of the structure of
the questions. These questions have been considered against the information
BIS held at the time your request was received on 13 August. We have
considered the remaining questions without reference to the FolA as
questions of Government policy.

| have answered your questions in the order they were posed for ease of
reference. Questions 1, 2, 6, 7 and 8 have been treated as Freedom of
Information requests. For the avoidance of doubt, questions 3, 4 and 5 have
been considered without reference 1o the FolA as questions of Government
policy.

Q1 When and in what circumstances was this assessment carried ouf,
the conclusion reached and the advice given that a licence to export
was required?

Gamma International submitted a Conirol List Classification {(CLC) enquiry to
the ECO (i.e. an enquiry as to whether certain goods or technology fall within
any of the controlled lists) in June 2012 and advice was provided by the ECO
on 2 August 2012. )
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Q2 Had Gamma International previously sought advice from your client
as to whether the FinSpy system required export control, when was this
and what was the advice given?

Gamma International did not previously seek such advice from the ECO.

Q3 What audit has been carried out of the export of the FinSpy system
to countries outside the EU prior to the advice referred to in 1 above?

No such audit has been carried out. BIS only has powers under the Export
Control Order 2008 to audit exports made under certain licences. Any audit
of other exports would fali o Her Majesty's Revenue and Customs (HMRC).

Q4 What enforcement action is/will be taken against Gamma
International for the previous export of the FinSpy system without a
licence?

Enforcement of export controls is the responsibility of HMRC. BIS does not
comment on enforcement issues,

Q5 Has Gamma International been required to retraspectively apply for
licences for the previous export of the FinSpy system? If not why not?

BIS does not issue licences retrospectively. Other than in the case of certain
Open General Export Licences, where an exporter may register for use of the
licence up to 30 days after the first export under that licence, an exporter must
have an appropriate licence in place prior to the export of the goods.
However, none of these Open General Export Licences would be appropriate
for exports of the FinSpy system,

Q6 Has Gamma International sought any licences to export the FinSpy
system and/or provide technical assistance, if so to which countries and
which have been granted and which have been refused?

Gamma International have not sought any such licences.

Q7 Notwithstanding the generality of question 6 above, material in the
public domain suggests that the FinSpy system has been used in Egypt,
Turkmenistan, Bahrain, Dubai, Ethiopia, Indonesia, Mongolia and Qatar.
Has Gamma sought any licences for export of FinSpy or the provision of
technical assistance to any of these countries? If so which ones and
were licences granted or refused?

| refer you to the answer at Q6.
In addition, if you or your client hold specific information on breaches of

export controls by UK nationals or companies we would strongly encourage
you to report this information to the Customs Confidential helpline
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{(hitp:/Isearchz hmre.gov.uk/kb5S/hmre/contactusiview.page?record=k9zpyaj?
o) so that the appropriate action ¢an be taken.

Q8 Kindly provide a detailed explanation and supporting documentation
of exactly what components of FinSpy is controlled?

As paragraph 13 of the Treasury Solicitors Department's letter fo you of 8
August explained, BIS has advised Gamma International that the FinSpy
system does require a licence to export to all destinations outside the EU
under Category 5, Part 2 (‘Information Security’) of Annex | to the Dual use
Regulation, because it is designed to use controlied cryptography.

In addition, | can confirm that we hold information falling within scope of your
request. The information relates to substantive discussions with Gamma
International as part of the export licensing process.

The information requested falls within the scope of section 41(1) of the FolA
(information provided in confidence) and.is exempt from disclosure because it
was provided to the Department in confidence, the release of this information
would constitute a breach of confidence which could be actionable in court.

Section 41(1) is an absolute exemption for the purposes of the FolA,
However, in reaching the decision not to release the information requested,
the Department has nonetheless also considered whether the information
should be released in the public interest, as the public interest test is inherent
within the faw of confidence.

Having considered all of the known public interest factors for and against
disclosure of the information requested, it is the Department’s view that there
is a strong public interest in protecting this confidence and withholding this
information; there are no public interest considerations in relation to this
information which outweigh the public interest against disclosure of this
information or which would require us o set the duty of confidence aside,

In relation {o the questions which have been ¢onsidered under the terms of
the FolA, if you are unhappy with the result of your request for information,
you may request an internal review within two calendar months of the date of
this letter, if you wish to request an internal review, please contact me.

If you are not content with the outcome of the internal review, you have the
right to apply directly to the Information Commissioner for a decision. The
Information Commissioner can be contacted at: Information Commissioner's
Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SKg bAF.

Please remember to quote the reference number above in any future
communications.
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If you would like to follow-up on any of the questions that have not been
considered under the FolA please also contact me directly.

Yours sincerely,

Tom Smith
Head of the Export Control Organisation
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FINFISHER™

* Finlntrusion Kit

FinSpy - FinSpy

* FinUSB Suite - FinSpy Mobile
- FinFireWire nFly - FinFly USB

* FinFly LAN

* FinFly Web

* FinFly ISP

- Basic & Advanced Intrusion =
- Wireless Intrusion

- Practical Exploitation

- Web Application Penetration
« Custom IT Intrusion Training &

Consulting
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Tactical IT Intrusion Portfolio

FININTRUSION KIT
FINUSB SUITE
FINFIREWIRE

WWW.GAMMAGROUP.COM

Gamma addresses ongoing developments in the IT Intrusion
field with sclutions to enhance the capabilities of our
clients, Fasy to use high-end solutions and technigues
complement the irmtelligence community’s  knowhow
enabling it to address relevant Intrusion challenges on a
tactical level,

FINFISHER"™

FOINTRUSION
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Tactical IT Intrusion Portfolio

Finintrusion Kit was designed and developed by world-
class T Intrusion specialists, who have over 10 vyears of
experience in their area through their work in several Tiger
Teams (Red Teams} in the private and government sector
assessing the security of different networks and organiza-
tions.

The Finntrusion Kit is an up-to-date and covert operational
Kit that can be used for most common IT Intrusion
Operations in defensive and offensive areas. Current
customers include Military CyberWar Departments,
Intelligence Agencies, Police intelligence and other
Law Enforcement Agencies.

Usage Example 1: Technical Surveillance Unit

The Finintrusion Kit was used to break the WPA encryption
of a Target's home Wireless network and then monitor
his Webmail {Gmail, Yahoo, ...) and Social Network
(Facebook, MySpace, ...) credentials, which enabled the
investigators to remotely monitor these accounts from
Headguarters without the need to be close 1o the Target.

Feature Overview

FININTRUSION KiIT

QUICK INFORMATION
- Strategic Operations
- Tactical Operations

Capabilities: - Break WEP/WPA Encryption

- Network Monitoring
{including SSL Sessions)

- T intrusion Attacks

- Hardware/Software

Usage Example 2: 1T Security

Several customers used the Finintrusion Kit to successfully
compromise the security of networks and compurter
systems for offensive and defensive purposes using
various Teols and Technigues,

Usage Example 3: Strategic Use-Cases

The Finintrusion Kit is widely used to remotely gain access
to Target Email Accounts and Target Web-Servers {e.g.
Blogs, Discussion Boards) and monitor their activities,
including Access-Logs and more,

- Discovers Wireless LANs {802.11) and Bluetooth® devices
- Recovers WEP {64 and 128 hit) Passphrases within 2-5 minutes
- Breaks WPA1 and WPA2 Passphrases using Dictionary Attacks
« Actively monitors Local Area Network (Wired and Wireless) and extracts Usernames and
Passwords even for TL5/55L-encrypted sessions
- Emulates Rogue Wireless Access-Point (802.11)
- Remotely breaks into Email Accounts using Network-, System- and Password-based Intruslon Techniques
- Network Security Assessment and Validation

For a full feature list please refer to the Product Specifications.

FINFISHER"™

Www.,.GAMMAGROUP.COM TOINTTRLSE N
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FININTRUSION KIT

Product Components

‘Welkcerneto thie AinTrack Operation Centen

Sitkedd % Letipory by Cofifina.

[ e g e

R e SR Hrbwiios SR A

2 o
LT PARIT S RNOR T AR DG
[ o

7 & Fi X T

./ p A

Finintrusion Kit - Covert Tactical Unit FinTrack Operation Center

Basic IT Intrusion Components: - Graphical User Interface for Automated IT Intrusion
- High-Power WLAN Adapter Attacks

- High-Power Bluetoath Adapter

- 802.11 Antennas

« Many Common T Intrusion Devices

Automated LAN/WLAN Monitoring
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Tactical IT Intrusion Portfolio
FININTRUSION KIT
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LAN/WLAN Active Password Sniffer

Captures even SSl-encrypted data like Webmail,
Video Portals, Online-Banking and more
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Tactical IT Intrusion Portfolio

The FinUSB Suite is a flexible product that enables Law
Enforcement and Intelligence Agencies to quickly and
securely extract forensic information from computer
systems without the requirement of IT-trained Agents.

It has been used in successful operations araund the world
where valuable intelligence has been acquired about
Targets in covert and overt operations.

Usage Example 1: Covert Operation

A source in an Organized Crime Group (OCG) was
given a FinUSB Dongle that secretly extracted Account
Credentials of Web and Email accounts and Microsaft
Office documents from the Target Systems, while the
0CG used the USB device to exchange regular files like
Music, Video and Office Docurnents.

After returning the USB device to Headquarters the
gathered data could be decrypted, analyzed and used 1o
constantly moniior the group remotely,

Feature Overview

- Optimized for Covert Operations
+ Easy usability through Automated Execution
- Secure Encryption with RSA and AES

FINUSB SUITE

_ QUICK INFORMATION
- Tactical Operations

Capabilities: - Information Gathering
- System Access

- Quick Forensics

- Hardware/Software

Usage Example 2: Technical Surveillance Unit

A Technical Surveillance Unit (TSU) was following a Target
that frequently visited random Internet Cafés making
monitering with Trojan-Horse-like technology impossible,
The FInUSB was used to extract the data left on the public
Terminals used by the Target after the Target left.

Several documents that the Target opened in his web-mail
could he recovered this way. The gathered information
included crucial Office files, Browsing History through
Cookie analysis, and more.

- Extraction of Usernames and Passwords for all common software like:

- Email Clients

-+ Messengers

- Browsers

- Remote Administration Tools

- Silent Copying of Files (Search Disks, Recycle-Bin, Last opened/edited/created)
+ Extracting Network Information {Chat Logs, Browsing History, WEP/WPA(2) Keys, ...)
- Compilation of System Information (Running/Instalied Software, Hard-Disk Information, ...)

For a full feature list please refer to the Product Specifications.

WWW.GAMMAGROUP.COM

FINFISHER"™

FyOINTRUSHIN
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Tactical IT Intrusion Portfolio

Product Components

FinUSB 5Suite - Mobile Unit

FINUSB SUITE

L v,

10 FinUSB Dongle (U3 - 16GB)

+ Covertly extracts data from system
« Encrypts Data on-the-fly

FinUSB HQ

« Graphical User Interface to decrypt and analyze
gathered Data

- Configure Dongle Operational Options

FinUSB - Windows Password Bypass

+ Bypass Windows Logon without permanent
system modifications
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Easy Usability

1.

2.

Pick up a FinUSB Dengle

Configure all desired Features / Modules and
update your FinUSB Dongle with FinUSB HO

. Go to your Target System

. Plug in your FinUSB Dangle

. Wait until all data is transferred

. Go back to your FinUSB HQ

. Import all Data from FintJSB Dengle

. Generate Report
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Technical Surveillance Units and Forensic Experts often face
a situation where they need to access a running computer
system without shutting it down in order to prevent data
loss or save essential time during an operation. In most
cases, the Target System is protected with a password-
enabled Screensaver or the target user is not logged in
and the Login Screen is active.

FinFireWire enables the Operator to quickly and covertly
bypass the password-protected screen and access the
Target System without leaving a trace or harming essential
forensic evidence,

Usage Example 1: Forensic Operaticn

A Forensic Unit entered the apartment of a Target and
tried to access the computer systemn. The computer was
switched on but the screen was locked.

As they were not allowed, for legal reasons, to use a Remote
Monitoring Solution, theywouldhave lost all data by switch-
ing off the system as the hard-disk was fully encrypted.
FinFireWire was used to unlock the running Target
System enabling the Agent to copy all files before
switching the computer off and taking it hack to Head-
quarters.

Feature Overview

* Unlocks User-Logon for every User-Account
« Unlocks Password-Protected Screensaver
« Full Access to afl Network Shares of User

- Dumps full RAM for Forensic analysis

« Enables live forensics without rebooting the Target System

- User password is not changed
- Supports Windows, Mac and Linux systems
« Works with FireWire/1394, PCMCIA and Express Card

For 4 full feature list please refer to the Product Specitications.

WWW.GAMMAGROUP.COM

FINFIREWIRE

QUICK INFORMATION
- Tactical Operations

Capabilities: - Bypass User Password

- Covertly Access System
- Recover Passwaords from RAM
- Enable Live Farensics

- Hardware/Software

Usage Example 2: Password Recovery

Combining the product with traditional Forensic
applications like Encase®, Forensic units used the
RAM dump functionality to make a snapshot of the
current RAM information and recoverad the Hard-Disk
encryption passphrase for TrueCrypt's full disk encryp-
tion.

FINFISHER"™

PUOIRNTTRLISHON
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Product Components

\ _ _ J

FinFireWire - Tactical Unit
- Complete Tactical System

Connection Adapter Cards

- PCMCIA and ExpressCard Adapter for
Target Systems without FireWire port

Usage

FINFIREWIRE

\ J

Point-and-Click User Intarface
- Easy-to-use User Interface

Universal FinWire CableSet
- 4 pinto 4 pin
- 4 pinio 6 pin
- 6 pin 10 & pin

1. Go to your Target System

2. Start FinFireWire

3. Plug in FireWire Adapter & Cable

4. Select a Target

5. Wait until System
is unlocked

Theinformation containedherginisconfidential
and subject to change without notice. Gamma
Group Internaticnal shall not be liable for
technical or editorial errors or omissions
contained herein.

GAMMA INTERNATIONAL
GANMINAGROUP United Kingdom

Tel: +44 - 1264 - 332 411
Fax: +44 - 1264 - 332 422

info@gammagroup.com
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Remote Monitoring & Infection Solutions

www.GAMMAGROUP.COM

FINSPY

FINSPY MOBILE
FINFLY USB
FINFLY LAN
FINFLY WEB
FINFLY ISP

The Remote Monitoring and ‘Infection Solutions are
used 1o access target systems to give full access to
stored information with the ability to take contrel of
target system’s functions to the point of capturing
encrypted data and communications. When used in combi-
nation with enhanced remote infection methods, Govern-
ment Agencies will have the capability to remotely infact
target systems.

FINFISHER™

FUOINTRISION
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Remote Monitoring & Infection Solutions

FinSpy is a field-proven Remote Monitoring Solution that
enables Governments to face the current challenges of
monitoring Mobile and Security-Aware Targets that
regularly change location, use encrypted and anony-
mous communication channels and reside in foreign
countries.

Traditional Lawful Interception solutions face new challenges
that can only be solved using active systems like FinSpy:

- Data not transmitted over any network

- Encrypted Cornmunications

- Targets in foreign countries

FinSpy has been proven successful in aperations around
the world for many years, and valuable intelligence has
been gathered about Target Individuals and Organizations.

When FinSpy is installed on a computer system it can be
remotely controlled and accessed as soon as it is con-
nected to the internet/network, no matter where in the
world the Target System is based.

Feature Overview

Target Computer — Example Features;

- Bypassing of 40 regularly tested Antivirus Systems

- Covert Communication with Headguarters

- Full Skype Monitoring (Calls, Chats, File Transfers,
Video, Contact List)

- Recording of common communication like Email, Chats
and Voice-over-IP

» Live Surveillance through Webcam and Micraphone

- Country Tracing of Target

- Silent extracting of Fites from Hard-Disk

- Process-based Key-logger for faster analysis

- Live Remote Forensics on Target System

» Advanced Filters to record only important informatlen

- Supports most common Operating Systems (Windows,
Mac OSX and Linux)

WWwW.CGAMMAGROUP.COM

FINSPY

QUICK INFORMATION
- Strategic Operations
- Tactical Operations

| Capabilities: - Remote Computer Monitoring

- Monitoring of Encrypted
Communications

- Hardware/Software

Usage Example 1: Intelligence Agency

FinSpy was installed on several computer systems inside
Internet Cafes in critical areas in order to monitor them
for suspicious activity, especially Skype communication to
foreign individuals. Using the Wekcam, pictures of the
Targets were taken while they were using the system,

Usage Example 2: Organized Crime

FinSpy was covertly deployed on the Target Systems
of several members of an Crganized Crime Group. Using
the country tracing and remote microphone access, es-
sential information could be gathered from every meeting
that was held by this group.

Headquarters — Example Features;

+ Fvidence Protection (Valid Evidence according to
European Standards)

- User-Management according to Security Clearances

- Security Data Encryption and Communication using
RSA 2048 and AES 256

- Hidden from Public through Anonymizing Proxies

+ Can be fully integrated with Law Enforcement
Monitoring Functionality {(LEMF)

For a full feature list please refer to the Product Specifications.

FINFISHER™

TOINTHRUSION
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” FINSPY

Product Components

i

s ) - ,

FinSpy Master and Proxy FinSpy Agent

+ Full Control of Target Systems « Graphical User Interface for Live Sessions, Configuration
L + Evidence Protection for Data and Activity Logs and Data Analysis of Targets

+ Secure Storage
- Security-Clearance based User- and Target Management
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FINSPY
Access Target Computer Systems around the World
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Remote Monitoring & Infection Solutions

FINSPY

Live and Offline Target Configuration
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1. Multiple Data Views

2. Structured Data Analysis

3. Importance Levels for all
recorded Files
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Remote Monitoring & Infection Solutions

FINSPY LICENSES

Outline

The FinSpy solution contains 3 types of product licenses:

A. Update License

The Update License controls whether FinSpy is ahle to re-
trieve new updates from the Gamma Update server. It is
combined with the FinFisher™ After Sales Support mod-
ule.After expiry, the FinSpy system will still be fully func-
tional but no longer able to retrieve the newest versions
and bug-fixes from the FinSpy Update server,

B. Agent License

The Agent License controls how many FinSpy Agents can
login to the FinSpy Master in parallel.

Example:
- 5 Agent Licenses are purchased.
- FinSpy Agent licenses can be installed on an unlim-
ited number of systemns, however
- Only 5 FinSpy Agent systems can login to the FinSpy
Master and work with the data at the same time

Screenshot active Target with License

FINSPY

C. Target License

Tha Target License controls how many FinSpy Targets can
be active in parallel,

Active refers to activated FinSpy Target installations no
matter whether the Target System is online or offline.

When FinSpy Target is deployed on a Target System and
no Target Licenses are available, the FinSpy Target gets
temporary deactivated and no recerding and live access will
be possible. As soon as a new License is available (e.g. by
upgrading the existing License or de-infecting cne of the
active FinSpy Targets), the Target will be assigned the free
license and It will be activated and begin recerding and pro-
viding live access,

Screenshot inactive Target without License

& visia.gF
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Remote Monitoring 8 Infection Solutions

FinSpy Mobile is closing the gap of interception capabilities
for Governments for most common smart phone platforms.

Specifically, organizations without network or off-air
based interception capabilities can access Mobile Phones
and intercept the devices with enhanced capabilities.
Furthermore, the solution offers access to encrypted
communications as well as data stored on the devices
that is not transmitted.

Traditional tactical or strategic Inferception solutions Face

challenges that can only be solved using offensive

systems like FinSpy Mohile:

- Data not transmitted over any network and kept on the
device

+ Encrypted Communications in the Air-Interface, which
avoid the usage of tactical active or passive Off-Air Systems

+ End-to-end encryption from the device such as Messengers,
Emails or PIN messages

FinSpy Mobile has been giving successful results to
Government Agencies who gather information remotely
from Target Mobile Phones,

When FinSpy Mobile is installed on a mokite phone it can be
remotely controlled and monitored no matter where in
the world the Target is located.

Feature QOverview

Target Phone — Example Features:

- Covert Communications with Headguarters

+ Recording of common communications like Voice Calls,
SMS/MMS and Emails

- Live Surveillance through silent Calis

« File Download (Contacts, Calendar, Pictures, Files)

- Country Tracing of Target (GPS and Cell ID)

+ Full Recording of all BlackBerry Messenger
communications

- Supparts most common Operating Systerns: Windows
Mobile, iOS (iPhone), BlackBerry and Android

www.GAMMAGROUP.COM

FINSPY MOBILE

QUICK INFORMATION

- Strategic Operations
- Tactical Operations

Capabilities: - Remote Mobile Phone
Monitoring

- Hardware/Software

Usage Example 1: Intelligence Agency

Finspy Mobile was deployed on BlackBerry mobile
phones of several Targets to monitor all communications,
including SMS/MMS, Email and BlackBerry Messenger.

Usage Example 2: Organized Crime

FinSpy Mobile was covertly deployed on the mobile
phones of several members of an Crganized Crime Group
(OCG). Using the GPS tracking data and silent calls,
essential information couid be gathered from every
meeting that was held hy this group.

Headquarters — Example Features:

- Evidence Protection (Valid Evidence according to
European Stantards)

- User-Management according 1o Security Clearances

- Security Data Encryption and Communications using RSA
2048 and AES 256

- Hidden frem Public through Anonymizing Proxies

- Can be fully integrated with Law Enforcement
Manitaring Functionality

For a full feature list please refer to the Product Specifications,

FINFISHER"™

FEOINTRUSHON




I
Remote Monitoring & Infection Solutions
| FINSPY MOBILE

Product Components

. ~ - S
FinSpy Master and Proxy FinSpy Agent

" - Full Control of Target Systems - Graphical User Interface for Live Sessions, Configuration
- Evidence Protection for Data and Activity Logs and Data Analysis of Targets

- Secure Storage
- Security-Clearance based User- and Target Management
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FINSPY MOBILE

Access Target Mobile Phones around the World
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Easy to Use User Interface

HERSZUES.























































































































































































































































