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IN THE HIGH COURT OF JUSTICE

QUEEN’S BENCH DIVISION (ADMINISTRATIVE COURT)
BETWEEN:

PRIVACY INTERNATIONAL.
Claimant
and
HM REVENUE AND CUSTOMS
Defendant

STATEMENT OF GROUNDS

Introduction and summary of claim

1.

Privacy International (“the Cfaimant’) was founded in 1990, it is a leading UK non-
governmental organisation working on the right to privacy at an international level. It
focuses, in particular, on tackling the unlawful use of surveillance. It is frequently
called upon to give expert evidence to Parliamentary and Governmental committees
around the world on privacy issues and has advised, and reported to, among others,
the Council of Europe, the European Parliament, the QOrganisation of Economic Co-
operation and Development and the United Nations.

The Defendant, HM Revenue and Customs ("HMRC") is responsible for enforcing and
prosecuting breaches of export control. '

On 9 November 2012 the Claimant wrote to HMRC regarding exports by a UK-based
company, Gamma International. The Claimant provided HMRC with evidence that
Gamma International was illegally exporting surveillance equipment/software and
technical assistance to repressive regimes which had used Gamma International
products to target democracy and human rights activists. The Claimant requested
that HMRC investigate. Having received no response from HMRC, the Claimant
wrote again on 21 December 2012 asking whether any investigation was being, or is
to be, conducted and to be kept informed of its progress. The Claimant also explained
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that they were writing on behalf of Dr Ala-A Shehabi, a British born Bahraini
democracy activist, who had been in contact with the Claimant and whose computer
had been targeted by the Bahrain authorities using equipment/software exported by
Gamma International, and who was particularly concerned that Gamma International’s
activities were properly investigated. HMRC responded on 9 January 2013. It stated
that by reason of the Commissioner of Revenue and Customs Act 2005 ("CRCA
2006") s 18 it has no power to “disclose any information held by HMRC in connection
with its functions” and thus “will be unable to keep you or other third parties informed
about the progress of any investigation.”

HMRC'’s refusal to indicate to the Claimant or Dr Shehabi the progress of any
investigation it is undertaking and when and whether it is terminated, has been
reached based upon an erroneous understanding of the law. That is so for the
following reasons.

(i) Insofar as HMRC has directed itself that by reasons of CRCA 2005 it has no
power to disclose to the alleged victim of crime or to a complainant the status
of any investigation being conducted, it has misconstrued the statute. HMRC
routinely provides press releases indicating that it is conducting an
investigation into criminal activity and its progress. That information is
disclosed, it is assumed, because HMRC regards it as being “for the purposes
of a function of the Revenue and Customs” (CRCA 2005 s 18(2)(a}{i)) or “for
the purposes of a criminal investigation’ (ibid s 18(2)(d)) and thus that
disclosure falls outside the prohibition contained in CRCA 2005 s 18(1). The
same applies to informing the victim and complainant that a criminal offence
is being, or has ceased to be, investigated.

(i)  Alternatively, if HMRC has directed itself that it does have the power to
disclose whether or not an investigation has been commenced and whether
or not it is terminated, but operates a blanket policy of refusing to provide
such information to victims and complainants, it is also acting unlawfully. Itis
well-established that it is unlawful for decision-makers to fetter their discretion

by adopting a blanket refusal to exercise a power irrespective of the facts of
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an individual case.

5. The Claimant submits that HMRC should reconsider its decision of 9 January 2013 to
refuse to inform it and Dr Shehabi as to the progress of its investigation and should
determine what information it shoulid provide in this regard. That is not a matter o
which HMRC has directed its mind because.it has wrongly directed itself that it is
subject to an absolute prohibition on making such disclosure.

Material legislation
6. CRCA 2005 ss 18 and 19 provide:
18 Confidentiality

(1} Revenue and Customs officials may not disclose information which is
held by the Revenue and Customs in connection with a function of the
Revenue and Customs.

(2) Butsubsection (1) does not apply to a disclosure—
(a) which—
(i) is made for the purposes of a function of the Revenue and
Customs, and
(i)  does not contravene any restriction imposed by the
Commissioners,

(b)  which is made in accordance with section 20 [public interest
disclosure] or 21 [disclosure to a prosecuting authority},

(c)  which is made for the purposes of civil proceedings (whether or
not within the United Kingdom} relating to a matter in respect of which
the Revenue and Customs have functions,

(d) which is made for the purposes of a criminal investigation or
criminal proceedings (whether or not within the United Kingdom)
relating to a matter in respect of which the Revenue and Customs
have functions,

(e} which is made in pursuance of an order of a court,
(f)  which is made to Her Majesty's Inspectors of Constabulary, the

Scottish inspectors or the Northern [reland inspectors for the purpose
of an inspection by virtue of section 27,
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(9) which is made to -the Independent Police Complaints
Commission, or a person acting on its behalf, for the purpose of the
exercise of a function by virtue of section 28, . . .

i :
(h)y  which is made with the consent of each person to whom the
information relates. ..

(2A) Information disclosed in reliance on subsection (2)(i) may not be
further disclosed without the consent of the Commissioners {(which may he
general or specific).

(3) Subsection (1} is subject to any other enactment permitting disclosure.
(4) Inthis section—

(a) a reference to Revenue and Customs officials is a reference to
any person who is or was—
(i) a Commissioner,
(i) an officer of Revenue and Customs,
(i) a person acting on behalf of the Commissioners or an
officer of Revenue and Customs, or
(iv) a member of a committee established by the
Commissioners,

(b) areference to the Revenue and Customs has the same meaning
as in section 17/

(c) a reference to a function of the Revenue and Customs is a
reference to a function of—

(iy the Commissioners, or

(iy an officer of Revenue and Customs,

(d) a reference to the Scottish inspectors or the Northern Ireland
inspectors has the same meaning as in section 27, and

(e) areference to an enactment does not include—
(i) an Act of the Scottish Parliament or an instrument made
under such an Act, or
(i) an Act of the Northern Ireland Assembly or an instrument
made under such an Act.

19 Wrongful disclosure
(1) A person commits an offence if he contravenes section 18(1) [or (2A)]
or 20(9) by disclosing ,revenue and customs information relating to a person
whose identity— ..

(a) is specified in the disclosure, or
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(b} can be deduced from it.

{2) In subsection (1} “revenue and customs information relating to a
person” means information about, acquired as a result of, or held in
connection with the exercise of a function of the Revenue and Customs
(within the meaning given by section 18(4)(c)) in respect of the person; but it
does not include information about internal administrative arrangements of
Her Majesty's Revenue and Customs (whether relating to Commissioners,
officers or others).

(3) Itis a defence for a person charged with an offence under this section
of disclosing information to prove that he reasonably believed—
(@) that the disclosure was lawful, or

(b  that the information had already and lawfully been made
available to the public.

Factual background

7.

Gamma International (UK) Ltd is part of the Gamma Group of companies and is based
in the Gamma Group’s development headquarters in Andover, Hampshire. One of
Gamma International’s products, which it in‘i'/'ented in the UK, is described on its
website as “a portfolio of intrusion products called FinFisher' which are offered to “Jaw
enforcement and intelligence, agencies ... for unsurpassed [T investigation and
surveiflance techniques within the IT environment."

FinFisher products work by covertly installing software onto targets’ computers and
mobile phones without their knowledge. This is accomplished by tricking the user into
opening or attachments or downloading fake updates from what appear to be
legitimate sources such as BlackBerry, iTunes or Adobe Flash. Once the user opens
the attachment or accepts the updates, the computer or phone becomes infected
enabling the third party who has infected the device to gain full access to any
information it holds or obtains in the future. The third party can view all of the user's
emails, social messaging, and Skype calls once the computer is infected. FinFisher
also enables the third party to commandeer and remotely operate microphones and
cameras on targeted computers and mobile phiones, turning the devices into bugs

Information obtained by the Claimant indicates that Gamma International has exported
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10.

11.

FinFisher products, and in particular a product known as FinSpy, and the technical
expertise to operate them, to the security services of a number of repressive regimes,
including in Bahrain, Egypt and Turkmenistan which are widely reported to torture and
il-treat political opponents. The Claimant has obtained specific evidence of Gamma
International's FinFisher products being used by the Bahraini security services to
target the computers and mobile devices of democracy activists both in Bahrain and
abroad. The Claimant is concerned that this equipment is being used by the Bahraini,
and other repressive foreigﬁ governments, for a range of abuses. This includes
serious breaches of privacy. The Claimant is also concerned that such technology is
being used to gather information on individuals who are then arrested and tortured as
a result of the information obtained.

Pursuant to the Expert Control Act 2002 (*ECA”"), the Secretary of State for Business
Innovation and Skills (*BIS”) has the power to impose export controls on "goods of any
description” (ECA s 1) and on “fechnical assistance of any description” (ECA s 3).
Controls may only be exercised where authorised by ECA s 5. Pursuant to ECA s 5(4)
controls can be imposed on goods if they are capable of giving rise to breaches of
human rights or internal repression (ECA Schedule para 2 and Table D). Controls
may also be imposed to give effect to EU provisions (ECA s 5(2)). Once controls are
imposed on a product or technology, it is a criminal offence to export them without a
licence. In granting a licence for a particular export it is BIS' policy to apply the
‘Consolidated EU and National Arms Export Licensing Criteria" which includes among
the criteria considered “The respect of human rights and fundamental freedoms in the
country of final destination” (Criteria 2).

Initially the Claimant had understood that products in the FinFisher range were not
subject to export licences. The Claimant was concerned to ensure that FinFisher
products required a licence so that when companies sought to export them, BIS can
consider whether the products are likely to be misused by repressive regimes. The
Claimant therefore instructed its solicitors, Bhatt Murphy, to write to BIS on 12 July
2012 asking for confirmation that surveillance products in the FinFisher range, and in
particular a product known as FinSpy, would be made subject to export controls.

13
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12.

13.

14.

BIS responded on 8 August 2012. They indicated that FinSpy was, in fact, already
subject to export controls on the basis that it fell within EU Council Regulation (EC) No
428/2009 (‘the Dual-use Regulations”) which regulates the export of items, including
software and technology, that can be used for both civil and military purposes. BIS
stated that as FinSpy products are designed to use controlled cryptography they fall
within Category 5, Part 2 (“information security’) of Annex | of the Dual-use
Regulations. BIS stated that having carried out an assessment of the FinFisher
products referred to in the Claimant's letter of 12 July 2012, they had informed
Gamma International that slch products required a licence for export to all
destinations outside the EU. BIS also stated that where equipment falling within the
Dual-use Regulations were sought to be exported, the risks associated with their use
would be considered on a case-by-case hasis before a licence is granted.

Given the evidence within the public domain that suggested that Gamma International
had exported, and was continuing to export, products in the FinFisher range to
countries outside the EU, including those such as Bahrain, Egypt and Turkmenistan
with very poor human rights records, the Claimant entered into further
correspondence with BIS to find out whether licences had been applied for. The
Claimant’s solicitors wrote to BIS on 9 August 2012 to inquire whether export licences
had been granted to Gamma International and if so in what circumstances. BIS
responded on 11 September 2012. |t stated tHat Gamma International had not sought
any licences to export the FinSpy system and/or to provide technical assistance
outside the EU. The letterfalso stated “enforcement of export control is the
responsibility of HMRC" and concluded:

if you or your client hold specific information on breaches of export controls
by UK nationals or companies we would strongly encourage you fo report this
information to [HMRC] ... so that the appropriate action can be taken.

In response to BIS' suggestion, the Claimant compiled a dossier of material containing
evidence about Gamma International, and sent it to HMRC under cover of a letter of 9
November 2012. [t provided evidence that Gamma International were unlawfully
exporting products subject to export control. The letter stated:

1
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15.

16.

there is compelling evidence that Gamma International has exported
surveillance equipment without a ficence including to countries with appalling
human rights records where there is a real risk that the equipment will be
used for internal repression. It appears that Gamma International remains
very active in the export market and early this month (October 2012) ... were
an exhibitor at the Milipol Qatar 2012 “Worldwide Exhibition of internal State
security”. There is a clear urgent imperative for you to conduct an audit of
past exports and in particutar ongoing exports and technical assistance fo
stop and punish any unlawful practice.
\
The Claimant received no acknowledgement or response to its lstter of 9 November
2012. The Claimant wrote a further letter to HMRC of 21 December 2012 asking
whether any investigation was"being conducted. They also referred to the case of Dr
Shehabi. Dr Shehabi is a Bahraini economist and democracy activist now located in
the UK. As indicated in her witness statement, attempts were made to infect Dr
Shehabi's computer while she was in Bahrain with malware and it is very likely that
Bahraini authorities were responsible. Testing indicated that the malware was part of
a FinFisher product produced by Gamma International, and that once a computer with
the virus sent to Dr Shehabi is infected, it transmits information, for example the data
of a Skype call, to an internet address in Bahrain. As indicated in her witness
statement, Dr Shehabi was very distressed by the attempt to spy on her. She is also
worried that Bahrain security services will attempt to infect her computer again as
evidence has emerged suggesting Bahrain authorities have installed surveillance
software, again produced by Gamma International, on the computers of activists
abroad. Dr Shehabi was therefore particularly ’concerned that steps were taken by UK
authorities to enforce export controls and to punish any past breaches by those selling

prohibited products to Bahraini authorities.

The Claimant’s letter of 21 December 2012, having referred to Dr Shehabi’'s case,
stated:

Ms Shehabi is, as indeed are we, understancably anxious to understand what
steps if any HMRC are taking to investigate Gamma and the progress of any
investigation. In this respect Ms Al'a Shehabi has asked us to act on her
behalf for a progress report and we enclose for the avoidance of any doubt a
signed authorisation in this respect. The request for information about your
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17.

18.

19.

e

investigation is therefore made both on behalf of Privacy International and Ms
Al’'a Shehabi.

The Claimant asked HMRC "“whether there will be any investigation into unlicensed
exports by Gamma and if not the reasons for: this’, and they asked, if there was an
investigation, to be informed of the progress (including whether anyone was arrested
or whether and why it was decided to take no further action).

HMRC sent two letters in response to the Claimant's letters of S November and 21
December 2012. In a letter of 10 January 2013 from Stuart Armstrong (Head of
Customs Enforcement Policy), in response to the Claimant's letter of 9 November
2012, it was stated: “As with all information received regarding alleged strategic export
control breaches, this will be %sessed by our Criminal Investigators for consideration
of further action”,

A further letter of 9 January 2013 from Anthony Inglese (General Counsel of HMRC)
responded to the Claimant's letter of 21 December 2012, It stated:

As you may be aware, section 18 of the Commissioners for Revenue and
Customs Act 2005 imposes strict controls on the disclosure of information
held by HMRC. Indeed, the starting point of this legisiation is that without
specific legal authority officials of HMRC may not disclose any information
held by HMRC in connection with its functions (which of course include
enforcement of export controls) and it is a criminal offence to reveal any
information from which persons (including legal persons such as companies)
may be identified. Consequently HMRC cannot comment on individual cases,
and in particufar will be unable fo keep you or other third parties informed
about the progress of any investigation.

Eric King, Head of Research .of the Claimant, sought to discuss matters further with
HMRC. He phoned on a number of occasions in late February and early March 2013
but was not able to speak to anyone about the case. Subsequently, he received a
letter dated 8 March 2013 from Stuart Armstrong, which repeated that HMRC
considers ail credible information it received and that this process was ongoing in
relation to Gamma International, but that “HMRC cannot comment on individual cases,
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20.

nor are we able to keep you, or any other third party informed of progress of any
potential enquiries.” o '

On 20 March 2013 the Claimant’s solicitors sent a pre-action protocol letter to HMRC.
Although this letter has been acknowledged there has been no substantive response.

Grounds of challenge
Ground 1: Misdirection as to CRCA 2005

21.

22,

23.

HMRC has apparently directed itself that as criminal investigation is a part of its
functions, pursuant to CRCA 2005 s 18(1) it has no power to inform a complainant or
alleged victim who has reported a criminal offence to HMRC of the progress of any
investigation, whether an investigation is ongoing or has been discontinued or whether
any individual has been arrested or charged. That is an error of law.

The purpose of CRCA s 18 is‘to protect taxpayer confidentiality. That was explained
to the court by counsel for HMRC in R (UK Uncut) v HMRC [2012] EWHC 2107 [7] as
follows {emphasis added):

HMRC is statutorily inhibited from disclosing detailed information about the
tax affairs of taxpayers by the express terms of [section 18(1} of the CRCA
2005], and ... the reason for the statutory prohibition was the efficient and
effective collection of taxes. Assessment and all information about taxpayers'
affairs are strictly confidential (see for example the speech of Lord
Wilberforce in R v Infand Revenue Commissioners, ex parte The Federation
of Self-Employed and Small Businesses Lid (a case usually known as the
Fleet Street Casuals case) [1981] AC 617 632 (f)~to (g)}).

The purpose of CRCA 2005 s 18 is not to subject HMRC to a rule of absolute
confidentiality in relation to its role investigating crime, especially where the crime has
nothing to do with taxation, and it is submittedithat that is not the effect of CRCA s 18
if the provision is read as a whole.

“T'i'

Pursuant to CRCA 2005 s 1%( ), read in con]'unction with ss 18(2), HMRC may not

disclose information which it holds “in connection with a function of the Revenue and

Customs” unless, inter alia, the disclosure is made “for the purposes of a function of

10
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24,

25.

the Revenue and Customs” (s 18(2)(a)) ‘or “for the purposes of a criminal
investigation” (s 18(2)(d)). Informing individuals that an alleged crime is, or has
ceased to be, under investigation so that they are properly aware as to what HMRC is
doing, is a disclosure made: f&r the purpose of a function of HMRC and/or for the
purposes of criminal investigation. It is thus not prohibited by CRCA 2005 s 18.

Indeed HMRC apparently recognises in other contexts that it has the power to provide
information as to whether or not it is conducting investigations and the progress of
such investigations. It routinely does so in the form of press releases and newspaper
briefings. For example on 20 January 2009 the Daily Telegraph reporied a story
about the arrest of 15 members of the crew, including pilots, of a South African
Airways flight after cannabis worth £150,000 was found in baggage. According to the
article "HM Revenue and Customs said that a total of 50 kilos (110ib} of the drug were
found on a flight which came in from Johannesburg... [An HMRC spokesman said
that] ‘Those arrested are now being held in custody and will be interviewed by HMRC

investigation officers fon 20 January]."” In that case HMRC presumably directed itself,
correctly, that informing the public that it was undertaking a criminal investigation, and
that individuals had been arrested, was part of its function as an investigator of crime

and was thus not prohibited by CRCA 2005 s 18(1).

In relation to the complainants and victims of crime, it is clearer still than in the case of
the general public that providing information as to the progress of an investigation is
part of the functions of a body that is charged with investigation and prosecution of
crime. Other bodies involved in the investigation of crime, such as the police and
CPS, are not only permitted to provide such information as part of their functions, but
have an obligation to do so in relation to victims. That is required by The Code of
Practice for Victims of Crime issued pursuant to the Domestic Violence, Crime and
Victims Act 2004, Pursuant to the Code the police are required to inform victims if
they decide that there will be no investigation (para 5.2), they must report the progress
of any investigation to the victim on a monthly basis {(para 5.9}, and they must inform
the victim if the investigation is'concluded (para 5.10) or if a suspect is arrested (para
5.14). e ‘

11
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27.

The importance of providing such information in the discharge of criminal
investigators’ functions is set out in a report published by Victim Support, the national
charity providing help to victims of crime and 'Witnesses. The report is entitied "Left in
the dark: Why victims of crime need to be kept informed” (2011). It examines how
being left uninformed about the progress of an investigation “affects fthe] wellbeing [of
victims] as well as their confidence and engagement with the wider [Criminal Justice
System]” (page 3). The Report found that there was widespread failure to inform
victims of crime as to the progress of investigations and concluded that that was a
matter of concern. It stated:

Dissatisfaction and loss of confidence can make victims disengage from the
criminal justice system. In some cases a lack of communication can even
affect the success of the investigation if victims drop out of a case while it is
being prosecuted. Negalive experiences alsc make it less likely that victims
will report incidents in the future (page 3).

These findings show that much more needs to be done in this area, and
highlight the importance of focusing=on improving victim care. Victims who
report crime understand that there can be no guarantees that a criminal will
be caught. They also appreciate that the police have to prioritise limited
resources. Nevertheless, they expect their crime fo be faken seriously and
want to be assured that it was worth their while reporting it. Furthermore, the
cost of ignoring victims’ desires to be kept informed about their case has
wider consequences for communities and society at large. Public attitudes fo
the police and wider justice system, and engagement with the criminal justice
process are directly affected by how well we care for the victims of crime.

(page 4)

The Claimant recognises that HMRC is not bound by The Code of Practice for Victims
of Crime. Presumably that is because it will be relatively rare for a criminal offence
investigated by HMRC to have an identifiable victim. In the instant case, Dr Shehabi
is, however, an identifiable victim. The provisions of the Code, and the findings of
Victim Support also illustrate that informing victims of crime as to the progress of an
investigation is an important part of the functions of the investigator. 1t is important not
only to the progress of the particular inveétigation but also for the criminal justice
process more generally.  Furthermore, Directive 2012/29/EU provides that EU
member states must secure tl'}g rights of the victims of crime. This includes informing

12
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28.

29.

30.

the victim, without delay, of any decision not to proceed, or to end an investigation or
not to prosecute an offender (Art 6(1)). If HMRC is correct that CRCA 2005 s 18
absolutely prohibits it communicating in any way with the victims of crime as to the
progress of an investigation, that is inconsistent with the Directive. While EU member
states are not required to put in place legie_‘.iative and administrative measures to
ensure compliance with 2012/29/EU until November 2015, the Directive again
illustrates that it is an important function of ‘a body charged with investigating crime
that it informs victims of the progress of its investigation. There is no reason for that
principle not to apply to Dr Shehabi.

HMRC has not considered whether it should provide any information as to the
progress of its investigation, and if so what information it should provide, to either Dr
Shehabi or the Claimant because it has conciuded that that is not part of its “functions"
pursuant to CRCA 2005 s 18(2) and is therefore absolutely prohibited by s 18(1). For
the reasons set out above, that is an error of law.

Furthermore, HMRC’s interpretation of CRCA 2005 is inconsistent with Article 10 of
the European Convention of Human Rights ("ECHR”). Article 10 accords a right to
“receive and impart information." Prohibiting employees of HMRC from providing
information to victims or complainants of crime about the status of an investigation
interferes with that right. Other bodies charged with criminal investigation and
prosecution not only have the hower but the obligation to provide such information. It
is difficult to see how such an absolute prohibition could be justified for the purposes
of ECHR Art 10 because the crime happens to be investigated by the HMRC and not
the police, and no justification for such an absolute prohibition has been put forward.

Pursuant to the Human Rights Act 1998 ("HRA"} s 3(1) “so far as it is possible to do
s0” the CRCA 2005 shouid be read compatibly with the Convention. For the reasons
set out above, the Claimant submits that an ordinary reading of CRCA 2005 s 18,
without recourse to the HRA, does not impose the absolute prohibition understood to
apply by HMRC. If that is not so, however, it is plainly “possible” to interpret CRCA
2005 s 18 such that informing victims and complainants of crime as to whether an
investigation is being conducted and its progress fall within the “functions” of HMRC

3
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within the meaning of s 18(2)(a)(i)} or s 18(2)(d)), such that providing the information
is not absolutely prohibited.

Ground 2: Fettering discretion

31.  Alternatively, if HMRC accepts that it has the power to disclose information as to
whether or not it is conducting a criminal investigation, but has adopted a blanket
policy refusing to provide such information to victims and complainants of crime, that
too would be unlawful.

32. Itis well established that it is Jﬁlawful for a body conferred a statutory power to adopt
a blanket policy refusing to exercise the power (“the general rule is that anyone who
has to exercise a statutory discretion must not ‘shut his ears to an application” per
Lord Reid, British Oxygen v Minister of Technology [1971] AC 610, 625). While
decision-makers are entitled to adopt a policy for dealing with particular categories of
case, it is unlawful if they refuse to consider departing from that policy in the light of
individual circumstances.

33. There may be good reasons connected to law enforcement in particular cases for
HMRC to withhold certain details about the progress of an investigation. [t is,
however, unlawful for the HMRC to adopt, a blanket policy not to provide any
information, including whether an investigation has been commenced or terminated
and its progress, to the victims or complainants of a crime.

H

Protective Costs Order

34. The Court is further respectfully invited to grant the Claimant a protective costs order
covering this application for judicial review, limiting its liability to costs to the sum of
£5,000. This case meets the guidelines set eut in Comer House [2005] 1 WLR 2600
for the grant of a protective costs order;

(i)  The case is arguable and raises important points of general legal and public
importance that should be resolved by the Court, i.e. the interpretation of the
CRCA 2005 and whether HMRC is correct that it is subject to an absolute

14
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(iii)

Conclusion

prohibition, including in relation to the alleged victim and complainant of a
crime, in providing information as to the progress of its investigations. That is
of importance, in particular, where the underlying criminal allegations are so
serious, namely the breach of export controls by a UK-based company
providing surveillance products to repressive regimes which are used to
gather information about political opponents. If UK companies are exporting
such products illegally it is of importance that the matter is investigated in a
manner that is public and transparent.

The Claimant has no private interest in the outcome of this litigation. Itis a
charity acting in the public interest seeking to secure protection for privacy
rights internationally.

The Claimant is not seeking a full protective costs order. While its finances
are limited, this is an issue of sufficient importance that it is able to offer a
cost-cap of £5,000. This is a substantial sum and, crucially, it is all they can
afford, Further details of the financial circumstances of the Claimant can be
found in the witness statement of Eric King, Head of Research of the
Claimant.

If the Claimant is not granted a protective costs order it will be forced to
withdraw its claim. These important issues will go unresolved.

35, For the reasons above, the Claimant seeks the relief set out in the Claim Form.

Dan Squires
Matrix Chambers

5 April 2013
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HM Revenue and Customs
100 Parliament Street
London

SW1A 2BQ

9% November 2012

Dear Sir/Madam

Gamma International
Unlicensed exports of surveillance equipment

We write further to previous correspondence that we have had with 10 Downing
Street and the Department for Business Innovation and Skills (“BIS"), both directly
and through our solicitors, Bhatt Murphy.

We write to you at the suggestion of BIS in relation to our concerns about exports by
a UK company, Gamma International, of surveillance equipment in the
“FinFisher/FinSpy” range to repressive regimes around the world. We believe that this
equipment is being used by oppressive governments for a wide range of human rights
abuses. These include not only serious breaches of the right to privacy, but also
breaches of the rights of free association and free expression, At the most serious
end of the spectrum, we believe that Gamma’s technologies are being used to gather
information on individuals who are then arrested, tortured and, in some cases,
executed.

For ease of reference, we include a dossier of material.

Privacy International

Privacy International is widely regarded as the leading UK charity working on the right
to privacy at an international level. As such, we are frequently called upon to give
expert testimony to parliamentary and government committees around the world. We
have advised and reported to international organisations like the Council of Europe,
the European Parliament, the Organisation for Economic Co-operation and
Development and the United Nations.

Gamma International and the FinFisher range of products
On Gamma International’s website, the company describes itself thus:
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“Working out of our development headquarters in Andover, United Kingdom,
Gamma International’s world-class intrusion and IT experts have invented a
portfolio of intrusion products calfed Finfisher.

The FinFisher product portfolio is solely offered to Law Enforcement and
Intelligence Agencies.

The FinFisher suite can be used as individual products and when
interconnected give intelligence agencies advanced tools for unsurpassed IT
investigation and surveillance techniques within the IT environment. ”

The FinFisher range of products is marketed in part by promoticnal videos now within
the public domain, following their release by Wikileaks.

Most of the FinFisher products covertly install malicious software {malware) on
targets’ computers or mobile devices without their knowledge by tricking them into
downloading fake updates from what appear to be legitimate sources such as
Blackberry, iTunes or Adobe Flash, Once the updates are accepted, the computer or
mobile device is infected, allowing full access to the information held on it. One
product, FinFly LAN, is marketed specifically for surveillance of individuals staying in
hotels. An Intelligence Note of 8" May 2012 prepared by the Internet Crime Center
(IC3) (Tab 3d of the dossier) has indicated that:

“[rlecent analysis by the FBI and other government agencies demonstrates that
malicious actors are targeting travelers abroad through pop up windows while
establishing an Internet connection in their hotel room.”

One of the products, FinFly ISP, involves an additional server being inserted into the
core network of an internet provider to facilitate “infection” of specific target personal
computers. A similar product, FinSpy Mobile, works in a similar way to infect mobile
phones.

The promotional video with images and text shows:
o a simulation of an agent deploying “the FinFly ISP server into the Core
Network”
“FinFly ISP [analysing] traffic for easy Target Identification”
“The Target [using] his private DSL or Dial-Up Account”
“FinFly ISP [sending] a fake iTunes update to the Target System”
“[tlhe Target System is now infected with the FinSpy software”
“[t]he Headquarters has full access to the Target System”

©C 0 0 00

Once an individual’s device is “infected”, the user of the malware is able to access all
emails, social media messaging and Skype calis, These products also enable the user
to commandeer and remotely operate microphones and cameras on targeted
computers and mobile phones, effectively turning the device into a bug that the target
individual willingly and unknowingly keeps in close proximity.
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As recently as 12% October 2012 a further Intelligence Note of by the IC3 (Tab 3e of
the dossier) has indentified FinFisher by name as an example of “malware used by
ctiminals to lure users into compromising their devices”,

The position of Gamma International and export controls
Following correspondence between our solicitors Bhatt Murphy and BIS, the position
appears to be as follows:

1. Products in the FinFisher system do require a licence to export to all destinations
outside the EU under Category 5, Part 2 ('Information Security’} of Annex | to the
Dual-Use Regulation. This is because they use controlled cryptography and
therefore fall within the scope of Annex | to the Dual-Use Regulation. Gamma
[nternational has been advised of this. See letter dated 8" August 2012 from the
Treasury Solicitors to Bhatt Murphy solicitors in particular paragraph 13 (Tab
1b of the dossier).

2. Gamma International has not sought any licences to export products in the
FinFisher system and/or to provide technical assistance in countries outside the
EU. See letter dated 11t September 2012 from BIS to Bhatt Murphy, in
particular the answers to questions 5 and 6 (Tab 1d of the dossier).

3. Consequently any such exports or assistance would be unlicensed, and
therefore amount to criminal conduct. This would not simply be an offence for
breach of export controls, According to a source as credible as the IC3
FinFisher is being used in criminal activity. Further, we have received legal
advice that to the extent that the export or assistance is made in the
knowledge that there is a real risk that the software will be used to obtain
information about activists who will, as a conseguence, be arrested and
tortured there is the potential that this will be complicity in torture contrary to
the UK. See the Criminal Justice Act 1988 ("CJA"), section 134 read in
conjunction with the Accessories and Abettors Act 1861, section 8.

4. There is now substantial evidence within the public domain suggesting that
Gamma International has exported, without a licence, products in the FinFisher
range to a large number of couniries outside the EU. This includes a number
with very disturbing human rights records, where the kind of risks to human
rights set out above is very real and present. By way of example only, we refer
to the following:

Egypt
Concerns about human rights in Egypt need no introduction.

fn April 2011 it was reported in the Guardian (Tab 4a of the dossier) and elsewhere
that two Egyptian human rights activists had found documents (Tab 2a of the
dossier) from Gamma International amid hundreds of batons and torture equipment
in the headquarters of the regime’s notorious State Security Investigation service
(SSI). One of the papers contained an offer dated 29" June 2010 to provide “FinSpy"”
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software, hardware, installation and training to the SS! for €287,000. The BBC also
reported in September 2011 (Tab 4b of the dossier) that files from the Egyptian
secret police’'s “Electronic Penetration Department” described Gamma's products as
the “only security system in the world"” capable of listening in on Skype phone
conversations on the internet. The files also noted that the documents detailed a five-
month trial of FinSpy, which had “proved to be an effective electronic system for
penetrating secure systems [that] accesses email boxes of Hotmail, Yahoo and Gmail
networks.”

Bahrain

The Bahrain Independent Commission of Inquiry (BICI} November 2011 report
concluded that the security forces had committed serious violations against
protesters during their suppression of pro-democracy protests in February and March
2011. Those violations included thousands of arbitrary arrests, systematic torture and
ill-treatment of detainees, and routine denial of fair trial guarantees. According to
Human Rights Watch:

“Bahrain's human rights situation remains critical in the wake of the brutal
crackdown on pro-democracy protesters in 2011. The king established an
independent inquiry to investigate these potential abuses, but it failed to fully
implement the inquiry’s recommendations — namely holding senior officials
accountable for crimes such as torture or for failing to free protesters who
were jailed for exercising their right to free expression and peaceful assembly.
Clashes between police and protesters continue, as do reports of deaths from
beatings and excessive use of tear gas. The government continues to impose

severe restrictions on access for international rights groups like Human Rights
Watch.”

See http://www.hrw.org/middle-eastn-africa/bahrain

In July 2012 it was reported by Bioomberg (Tab 4e of the dossier) that Bahraini pro-
democracy activists had received emails containing malware in Washington, London
and Manama in April and May 2012. When these emails were analysed by computer
researchers at CitizenLab, a multidisciplinary project based at the University of
Toronto’s Munk School of Global Affairs, {Tab 3b of the dossier) there was strong
evidence that the malware in question was “FinSpy”, part of the commercial intrusion
kit, Finfisher, distributed by Gamma International.

Ethiopia
Human Rights Watch notes as follows

“Since late 2011, journalists and four opposition supporters had been
convicted under the country’s anti-terror law. A draconian civil society law
hampers independent human rights work. The government’s development
policies, including large-scale commercial agricultural, has led to forced
resettlement of indigenous populations, who fose their livelihoods in the
process and are subjected to arbitrary arrests and assaults by the armed
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forces. For their part, international donors to Ethiopia have been too quiet
about Ethiopia's deteriorating rights situation.”

See http://www.hrw.org/africa/ethiopia

In mid-August 2012 the use of FinFisher products was reported in the New York Times
and elsewhere, see “Elusive FinSpy Spyware Pops Up in 10 Countries” (Tab 4g of
the dossier). The report referred to an expert analysis by security researchers at
Rapid 7 (Tab 3c of the dossier) that suggested that FinFisher products were being
used in Ethiopia as well as Indonesia, Australia, Qatar, Czech Republic, Estonia, USA,
Mongolia, Latvia and Dubai.

Turkmenistan

Turkmenistan operates as a one-party state, dominated by the Democratic Party of
Turkmenistan (DPT). Turkmenistan’s human rights record has been roundly criticised
by NGOs and international human rights bodies, including Human Rights Watch and
the UN Committee Against Torture (UNCAT).

According to Human Rights Watch:

“... five years after the death of dictator Saparmurad Niyazov, President
Gurbanguly Berdymukhamedov's authoritarian rule remains entrenched,
highlighting Turkmenistan’s status as one of the world’s most repressive
countries. The country remains closed to independent scrutiny, media and
refigious freedoms are subject to draconian restrictions, human rights
defenders face constant threat of government reprisal, and torture is
widespread. Turkmenistan has the one of largest natural gas reserves in the
world, and the Turkmenistan government continued to expand relations with
foreign governments and international organizations, but with no meaningful
outcomes for human rights promotion and protection.”

See hitp://www.hrw.org/europecentral-asia/turkmenistan

In June 2011 in its Concluding Observations of the Committee Against Torture,
Turkmenistan, UNCAT expressed deep concerns over:

“... numerous and consistent allegations about the widespread practise of
torture and ill-treatment of detainees”. A key area of concern was the Turkmen
authorities’ repression of activism and civil society, including “numerous and
consistent allegations of serious acts of intimidation, reprisals and threats
against human rights defenders, journalists and their relatives, as well as the
fack of information provided on any investigations into such
allegations...human rights defenders have faced arrest on criminal charges,
apparently in retaliation for their work, and trials in which numerous due
process violations have been reported.”

The committee urged the Turkmen government to;
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“...ensure that human rights defenders and journalists, in Turkmenistan and
abroad, are protected from intimidation or violence as a result of their
activities.”

In late August 2012 the use of FinFisher products was again reported in the New York
Times and elsewhere “Software Meant to Fight Crime Is Used to Spy on Dissidents”
(Tab 4h of the dossier). The report referred to a further expert analysis by the Citizen
Lab University of Toronto (Tab 3b of the dossier} that suggested that FinFisher
products were being used in Turkmenistan as well as Bahrain, Brunei, the Czech
Republic, Ethiopia, Indonesia, Australia, Mongolia, Singapore, the Netherlands and the
United Arab Emirates (UAE).

5. HMRC has the responsibility for any audit of past exports and for any
enforcement action including a criminal prosecution.

As set out above and in the attached dossier, there is compelling evidence that
Gamma International has exported its products without a licence, including to
countries with appalling human rights records where there is a real risk that the
equipment will be used for internal repression. It appears that Gamma International
remains very active in the export market and early this month (October 2012) the
company exhibited at the Milipol Qatar 2012 "Worldwide Exhibition of internal State
security’. There is a clear and urgent imperative for you to conduct an audit of
Gamma’s past exports, and to investigate ongoing exports and technical assistance.
This is necessary to prevent any continuing unlawful practices and, if necessary, to
hold Gamma to account for past wrongdoing.

We would be grateful if you could revert back to us within the next 14 days outlining
whether any investigation has been carried out into potential breaches of licence
requirements (and, if so, the result of that investigation). If no investigation has been
conducted to date, please indicate the action that you will now be taking in this
regard,

We look forward to your response.

Yours faithfully,

Eric King,
Head of Research
Privacy International




Mr Anthony Inglese

General Counsel

HM Revenue and Customs
100 Parliament Street London
SW1A 2BQ

21% December 2012

Dear Sir,

Gamma International
Unlicensed exporting of surveillance equipment

| write further to my letter of 8" November 2012, which was hand delivered
to HM Revenue and Customs (who suggested it should be marked for your
attention) on 9™ November 2012. We regret that we have not yet received a
response or even an acknowledgement of receipt. | subsequently
telephoned your office on 28 November 2012, but regrettably | was not
provided with any further information about what, if any, investigation
HMRC is undertaking into unlicensed exporting of surveillance equipment
by the British company Gamma International.

As we have previously set out, we are widely regarded as the leading UK
charity working on the right to privacy at an international level, and have
particular concerns about the serious issue of unlicensed exports of
surveillance equipment to repressive regimes. In connection with our work,
we have been contacted by several foreign activists who are concerned
that their governments have used, or have attempted to use, Finfisher
products against them. These activists include Ala'a Shehabi a British-born
resident of Bahrain and a democracy advocate and economist who
received emails that were found to have contained Finfisher malware (Tab
3b of the dossier) while in Manama, the capital of Bahrain (as reported by
Bloomberg July 2012, Tab 4e of the dossier). Ms Shehabi believes that
this was an attempt by the Bahraini government to invade her privacy and
interfere with the pro-democracy and human rights work she was
undertaking.

Ms Shehabi is, as indeed are we, understandably anxious to understand
what steps, if any, HMRC are taking to investigate Gamma and the
progress of any investigation. Ms Shehabi has asked us to act on her
behalf in requesting a progress report and the request for information
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about HMRC's investigation is therefore made both on behalf of Privacy
International and Ms Shehabi.

We would suggest that HMRC follows the principles set out in the Code of
Practice for Victims of Crime. We would therefore be grateful if you could
confirm whether there will be any investigation into unlicensed exports by
Gamma and, if not, the reasons ¥ this. |f there is an imminent or ongoing
investigation, we would also be grateful for a progress report now and on
at least a monthly basis thereafter. We would also be grateful for your
confirmation that we will be informed if any person(s) are arrested, charged
or summonsed, or a decision is taken that no further action will be taken
and, if the latter, the reasons for this.

As you will no doubt appreciate, when victims and those with a legitimate
interest in the investigation of a crime receive little or no communication of
the progress of an investigation, it can be a great source of distress,
disappointment and frustration. Lack of information can also make those
who report crime think that their case is being neglected or not being taken
seriously. (see the research report by Victim Support “Left in the dark, Why
victims of crime need to be kept informed”). We are sure that this is not the
impression that HMRC would want to give, and we therefore look forward
to a substantive response within the next 14 days.

Yours faithfully,

H
| A

Eric Ring;
Head of Research
Privacy International
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Gamma International - alleged unlicensed export of surveillance equipiment

Thank yous for your letter of 21 December which was received in this buiiding on 31

December. | regret that | am unable to trace having received either your letter of 8 *
November or any record of your telephone call of 28 Novembar, However, | understand that
your letter has also been addressed fo other parts of HM Revenue and Customs which are
more immediately concerned with such matters than is the Solicitor's Office, and | am abié to
gonfirm that the matters you raise are already under active review,

. As you may ba aware, section 18 of the Commissioners for Revenue and Customs Act 2005
imposes strict controls on the disclosure of information held by HMRC. indeed, the starting
point of this legislation.is that without.specific legal authority officials of HMRC may not
disclose any information held by HMRC in connection with its furictions (which of course
Inciude enforcement of export controls) and it is a criminal offence to reveal any information
from which persons (including legal persons such as companies) may be identified,
Consequently HMRC cannot comment on individual cases, and In particular we will be
unable to keep you or other third parties informed of the progress of any investigations.

However, | can say that where HMRC receives information concerning possible export
licence issues we consider the facts and take appropriate action, HMRC has policy
rasponsibility for enforcing export controls and sanctions. We work in conjunction with the
UK Border Agency to detect and investigate attempted or actual breaches of sanctions.

Both HMRC and UKBA treat export controlg and sanctions as a high priority for enforcement,
We are therefore grateful to you for bringing these matters to our attention and providing us
with relevant information.

A ﬂ%

Information is available in large print',-__gudidén—é_ Braille formats. W
Text Relay service international number —~ 0044 151 494 1260 A
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Regulation of the export of military and dual-use technologies .
The United Kitigdom is involved int the regufation of the export of military technologies, as
well as dual-use technologies, at the international level and at the EU lavel, Some
surveillance equipment may be considered as dual-use tachnology {falling within the dual-
use controls currently applicable in the UK} in cases where such technology has certaln
features e.g. use of cryptography. .

Howeaver, the regulation of dual-use technology in the UK mostly stems from concerted
aciion at international level given effect by EU legistation directly applicable in the Member
States. Council Regulation (EC) No 428/2009 (‘the Dual-Use Reguiation”) establishes a
European regime for the contro! of exports, transfer, brokering and iransit of certain dual-use
goods, .

" Most recently, and in the context of negotiations at international and EU level on sanctions

against particular countries, the United Kingdom has supporied the adopticn of EU .
regulations directly applicable in the UK arid 6ther Member States imposing enhanced
rastrictions on trade with countries posing a particularly severe risk of internal repression and
human rights violations.

fn two cases, such enhanced restrictions have included controls on certain equipment,
software and fechnology for monitoring or interception of internet or telephone
sommunications. These are specified in Articles 4, 5 and Annex V of Council Regulation
(EU} No 36/2012 of 18 January 2012 (as amended) concerning restrictive measures In view
of the sltuation in Syria ("the Syria Ragulation"}, and Articles 1%, 1¢ and Annex IV of Council
Regulation (EU) No 359/2011 as lasf amended by Council Regulation (EU) No 264/2012 of
23 March 2012 concerning restrictive measures directed against certaln persons, entities
and bodles in view of the sltuation in Iran {“the Iran Regulation”). As yet howeaver, there is
no-specific EU legisiation applicable to Bahrain,

Yours sincerely

Ma\fj [U Cere

Anthony Inglese

|

Information is available in large print, audio and Braille formats. S

Text Relay-service international number - 0044 151 494 1260 EAS
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HM Revenue |
&CUStOmS - Stuart Armstrong

Assistant Director
Head of Customs Enforcement Policy
3E/10, 100 Parliament Street

L.ondon
SWHA 2BQ
Mr Eric King
Head of Research
Privacy International C Tel 0207147 0700
48 Bedford Row ]
_ Lonhdon F 20 7147 0
WIR 4LR - - ax 020 7147 0391
Email Stuart Armstrong@hmre.gsl.gov.uk
Date - ~  A40January 2013 S R I
Qur ref ETR/00103/2012 www.hmre.gov.uk
Your ref

Type Talk service prefix number ~ 18001

Gamma International — Unlicensed exports of surveillance equipment

Dear Mr King

| acknowledge receipt of your letter dated 9 November 2012 regarding the alleged
unlicensed export of surveillance equipment by Gamma International to repressive regimes
around the world. Your letter and enclosures have been forwarded to me for a response as | -
am the head of Policy for Strategic Export Controls.

As with all informatioh received regaiding alleged strategic export control breaches, this will
be assessed by our Criminal Investigators’ for consideration of further action.

I can assure you we take all credible allegatmns seriously and will consider carefully the
materiat you have provided.,

Yours sincerely

5P e

Stuart Armsirong
Assistant Director

1 F

Iriformation is available in large print, audio tape and Braille formats.




HM Revenue

' & CUStoms Stuart Armstrong

Head of Customs Enforcament Policy,
HM Revenue and Customs,

100 Parliament Street, Yhiiehal),
Londan, SW1A 2BH.

{4

Mr Eris King
Head of Research
Privacy International ‘ Tel 0207 147 0700
48 Bedford Row
London Fax 0207 147 0131
WC1TR 4RB
Email Stuart.armsirong@hmre.gsi.gov.
- - - - w4 R L ——. R o e m»sy-a&,;m.i.:....,.wwm - o
Date 8 March 2013
Cur ref www.hmrc,gov.uk
Your ref .
Dear Mr King

Gamma International

b am writing fo you following your recent telephone calls to Anthony Inglese, HMRC's
General Counsel and Solicitor regarding Gamma International. | am responding as Head of
Customs Enforcement Policy as | am responsible for HMRC's enforcement of the UK's
strategic export conirols.

You wrote to HMRC an 9 Noveniber 2012 sefting out your.concerns about the axport of
certain surveillance equipment by a company called Gamma International. | replied on 23
November 2012 explaining that we conslider all credible information we receive regarding
alleged breaches of strateglc export controls and take action accordingly. | also explained
that our Criminal Investigation team was considering the matter and confirmed that this
process would take somé time; given the volumeé“ef material that you provided. That-
vonsideration is still ongoing.

I understand that you wrote to Anthony Inglese on 21 December about the same issue, a
reply being sent to you on 9 January 2013, | must reiterate that section 18 of the
Commissioners for Revenue and Customs Act (CRCA) 2005 imposes strict controls on the
disclosure of information held by HMRC. Without specific legal authority, no official of HMRC
may disclose information held by the department in connegtion with its funetions - Inclucding
the enforcement of strategic export controls ~ that might identify spacific individuals or
businesses. ltis a criminal offence to do s0.

{nforméﬁon is available in large print, audio tape and Braille formats.
Type Talk service prefix number — 18001
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This means that HMRG cannot comment on individual cases, nor are we able to keep you,
or other third parties informed of progress of any potential enquiries. However, 1 would like
to reassure you that HMRC treats the enforcement of strategic export controls as a priotity
and we pass all credible allegations of breaches of those controls to our Criminal
Investigation colleagues for assessment,

in order to ensure the quickest possible response, please address any future
correspondence regarding the HMRC-related aspeats of these matters to me directly.

Yours sinceraly

STUART ARMSTRONG

Assistant Director

R
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Ourref:  MPS/FT/002295/0001
Your ref:
Emaill: m.scott@bhatimurphy.co.uk

Mr Stuart Armstrong "“‘;’;i
Head of Customs Enforcement Policy

HM Revenue and Customs DX
100 Parliament Street

Whitehall

London SW1A 2BH

By post and fax 0207 147 0131
20 March 2013

Dear Sir

Our client Privacy International

Gamma International

Unlicensed exporting of surveillance equipment
Pre action protocol letter

We write further to previous correspondence that you have had with our client
in particular their letter sent aver four months ago on 9 November 2012 with
dossier, their letter of 21 December 2012, your letters of 9 and 10 January
2013 and your letter of 8 March 2013 which followed our client Eric King's
calls to HMRC on 26, 28 February 2013 and 1, 5, 6 March 2013 in order to
attempt to discuss matters with you directly.

We rely on the earlier correspondence sent by our client and do not seek to
repeat matters referred to therein. We note that you contend that section 18
of the Commissioners for Revenue and Custorms Act 2005 means that you
have no power to provide our client and victims of alleged criminal offences
with any information about the progress (if any) of your investigations. You
appear to be applying a blanket approach pursuant to which you never
provide, and never consider providing, such information. We consider that to
be an error of law. Section 18, properly construed, does not bar HMRC from
indicating whether or not it is undertaking an investigation, or from informing
the victims of crime, or those who have reported it, of the progress of such an
investigation. We ask that you exerclse the power to provide that information
to our dlient.

Qur client and the victims on behalf of whom they are working, such as Ala’a
Shehabi, are extremely concerned to understand what, if any, investigations
are being undertaken and what progress is being made in investigating
unlicensed exporting of surveillance equipment by the British company
Gamma International, which has been reported by them to HMRC.

Bhatt Murphy Solicitors

27 Hoxton Square .
London Nt 6NN i

020 7729 1115
020 7729 1117

www.bhattmurphy.couk
36626 Finsbury

Partners

Hamish Arnott
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Bhatt Murphy Solicitors

The position is particularly concerning as it appears that unlicensed exporting
is ongoing. It has been recently reported that FinFisher has now been
Identified in 25 countries, including in Ethiopla where it is being used as a tool
to target pro democracy opposition to the government (see report “You Only
Click  Twice: FinFisher's  Global  Proliferation®  (available  at
https.//citizenlab.org/2013/03/you-only-click-twice-finfishers-global-
proliferation-2/).

Actions now to be taken

We would be grateful for your confirmation within the next 14 days that you
will revisit your views on section 18 and will provide information to our client
and Ala'a Shehabi about the progress (if any) of your investigation. In the
event that we do not hear from you or you seek to maintain your present
position that you have no power to provide information we reserve the right to
issue judicial review proceedings without further recourse and will seek costs.

Costs

Due to Privacy International’s limited financlal resources and in view of the
importance of the issues, the legal team including counsel have agreed to act
under the terms of a “Conditional Fee Agreement” with provision for a
success fee.

In the event that proceedings are necessary, because of our client's financial
circumstances and given the public interest in bringing this challenge, we will
be making an application for Protective Costs Order (“PCO"). We would ask,
with a view to saving court time and public money that you undertake not to
pursue our client for costs If the claim is unsuccessful. If you were prepared
to give such an indication then in the spirit of co—operation our client's legal
team will agree to forgo a success fee.

We await hearing from you.
Yours faithfully

&
Bhatt Murphy




- HM Revenue .
! & Customs } ERRE R Stuart Armstrong

Assistant Director.

i vt s A ot

Head of Customs Enforcement Policy.

HM Revenue and Customs.
Bhatt Murphy Solicitors

100 Parliament Street, Whitehall,

27 Hoxton Square London, SW1A 2BH,
Lond
ondon Tel 0207 147 0700

N1 6NN
Fax 0207 147 0391
Email  Stuart.armstrong@hmre.gsi.gov.

uk
Date 22 March 2013
{ Our ref www.hmrec.gov.uk

Your ref MPS/FT/002295/0001
Dear Sir/Madam,

I acknowledge receipt of the facsimile transmission and letter you sent to me dated 20
March 2013 re your client Privacy International.

| note the points you raise and these are being considered.
A more detailed response will follow in due course

Rgds,

SP Ay

STUART ARMSTRONG
Assistant Director

Information is available in large print, audio tape and Braille formats.
Type Talk service prefix number — 18001
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IN THE MATTER OF AN APPLICATION
FOR JUDICIAL REVIEW

BETWEEN
R(on the application of PRIVACY INTERNATIONAL)
Claimant
\'
HM REVENUE AND CUSTOMS
Defendant
WITNESS STATEMENT OF
ERIC KING
1. [, Eric King, am the Head of Research of Privacy International of 46

Bedford Row, London WC1R 4LR. | make this statement in support of the
application by Privacy International for Judicial Review and for a Protected
Costs Order (“PCQ"). Documents referred to in this statement are exhibited
marked “EK/1”. The contents of this statement are true.

Our background and area of expertise

2,

Privacy International was founded in 1990 as the first organisation to
campaign at an international level on privacy issues. Our mission is to
defend the right to privacy across the world, and to fight unlawful
surveillance and other intrusions inte private life by governments and
corporations. We believe that technological developments should
strengthen, rather than undermine, the right to a private life, and that
everyone's personal information and communications must be carefully
safeguarded, regardless of nationality, religion, personal or economic
status.

At the present time, Privacy International is widely regarded as the |eading,
expert UK charity working on the right to privacy at an international level.
As such, we are frequently called upon to give expert testimony to
parliamentary and government committees around the world. We have
advised and reported to international organisations such as the Council of
Europe, the European Parliament, the Organisation for Economic Co-
operation and Development and the United Nations.
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Our concerns about surveillance equipment and export controls

4,

Ten years ago, the value of the global survsillance technology industry was
negligible. Today, it is estimated at around $3 — 5 billion a year. We have
real concerns that export controls operating in the United Kingdom {(“UK")
and elsewhere have not kept pace with sither developments in this
technology, or the related growth of the industry and that there are issues of
enforcement of such controls that do exist.

As a consequence we are concerned that surveillance equipment produced
by British and other European companies is now being exported from the
UK by British companies to repressive regimes around the world either in
the absence or breach of export controls. Privacy International believes
that this equipment is being used by repressive foreign governments for a
wide range of abuses. This includes not only serious breaches of the right
to privacy but, at the most serious end of the spectrum, we believe such
technology may be being used to gather information on individuals who are
then arrested, tortured and, in some cases, executed. We believe urgent
action needs to be taken by the UK to address and remedy this situation.

Privacy International has concerns about a number of UK companies
exporting surveillance equipment. As a result of our work in the area we
have developed particular concerns about a particular UK company Gamma
International, and their export of products in the ‘FinFisher/FinSpy range.

Our specific concerns about Gamma International Ltd and exports of the
‘FinFisher/FinSpy’ product and our correspondence with the Secretary of
State for Business Innovation and Skills (“BIS”)

™

Initially we had understood that products in the FinFisher system were not
subjected to export licences and as a result of this instructed our solicitors
Bhatt Murphy to enter into correspondence with the Secretary of State for
Business Innovation and Skills ("BIS") regarding our concerns about this
(see letter dated 12" July 2012 from Bhatt Murphy). As a result of this
correspondence those acting for BIS indicated that such products did
require a licence to be exported to all destinations outside the EU under
Category 5, Part 2 ('Information Security’) of Annex | to the Dual-Use
Regulation. This is because they use controlled cryptography and therefore
fall within the scope of Annex | to the Dual-Use Regulation. Gamma
International has been advised of this (see letter dated g™ August 2012 from
the Treasury Solicitors to Bhatt Murphy solicitors, in particular paragraph
13).

Given the evidence withwl‘;rj the public domain that suggested that Gamma
International had exported products in the FinFisher range to countries

.
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outside the EU including those such as Egypt and Turkmenistan with very
disturbing human rights records we entered into further correspondence
with BIS (see letter dated 9" August 2012 from Bhatt Murphy) to clarify
whether export licences had been granted and if so in what circumstances.
This resulted in confirmation being given that in fact Gamma International
had not sought any licences to export products in the FinFisher system
and/or to provide technical assistance in countries outside the EU (see
letter dated 11" September 2012 from BIS to Bhatt Murphy, in particular the
answers to questions 5 and 6). The letter also indicated that any
enforcement action fo be taken against Gamma Iinternational was the
responsibility of HM Revenue and Customs (“HMRC”).

Our correspondence with HMRC

g,

10.

11.

As a result of this and further evidence emerging in the public domain that
suggested that Gamma were also exporting to other countries with
concerning human rights records such as Bahrain and Ethiopia we
compiled a dossier of material and sent this to the HMRC under cover of
our letter of 9 November 2012. We noted amongst other things that

“there /s compelling evidence that Gamma International has exported
surveillance equipment without a licence including fo countries with
appalling human rights records where there is a real risk that the equipment
will be used for internal repression. If appears that Gamma International
remains vety active in the export market and early this month (October
2012) and were an exhibitor at the Milipol Qatar 2012 “Worldwide Exhibition
of internal State security”. There is a clear urgent imperative for you to
conduct an audit of past exports and in particular ongoing exports and
technical assistance to stop and punish any unlawful practice.”

We requested to be contacted "within the next 14 days outlining whether
any investigation has been carried out into potential breach of licence
requirements (and if so the result of that investigation). If no Investigation
has been conducted to day, please indicate the action that you will now be
taking in this regard. Consequently any stich exports or assistance would
be unlicensed, and therefore amount to criminal conduct.”.

We received no acknowledgement or response to this letter and in the
meantime we were in contact with several foreign activists (these included
Ala'a Shehabi, who is providing a statement in support of this judicial
review) who were concerned that their government had used or attempted
to use or may attempt to use Finfisher products against them. They were
as concerned as were we about what steps were being taken by the UK
authorities to seek to enforce export controis and punish any past breaches.
This resulted in our letter of 21° December 2012 where we indicated that
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12.

13.

14.

“Ms Al'a Shehabi is, as indeed are we, understandably anxious to
understand what steps if any HMRC are taking to Investigate Gamma and
the progress of any investigation. In this respect Ms Al'a Shehabi has
asked us to act on her behalf for a progress report and we enclose for the
avoidance of any doubt a signed authorisation in this respect. The request
for information about your investigation is therefore made both on behalf of
Privacy International and Ms Al'a Shehabi.

We would suggest that HMRC should follow the principles set out in the
Code of Practice for Victims of Crime. Weé would therefore be grateful if you
could confirm whether there will be any investigation into unficensed exports
by Gamma and if not the reasons for this. If there is to be or is a currently
an investigation we would also be grateful for a progress report now and on
at feast a monthly basis thereafter. We would also be grateful for your
confirmation that we will be informed if any person(s) are arrested, charged
or summonsed or no further action is taken and if the latter the reasons for
this.

As you will no doubt appreciate when victims and or others with a legitimate
interest in the investigation of ctime get little or no communication of the
progress of an investigation this is source of distress, disappointment and
frustration. Lack of information can also make those who report crime think
that their case is being neglected or not being taken seriously. (see for
example research by Victim Support in their report “Left in the dark. Why
victims of crime need to be kept informed”). We are sure that this is not
impression that HMRC would want to give and so we therefore look forward
to a substantive response within the next 14 days”

HMRC subsequently sent two separaté letters, dated 9 January 2013 and
10 January 2013. The one dated 10 January 2013 from Stuart Armstrong
(Head of Customs Enforcement Policy) purported to answer our letter of 9
November and noted

‘As with all information received regarding alleged sirategic export contro!
breaches, this will be assessed by our Criminal Investigafors’ for
consideration of further action”,

The one dated 9 January 2013 was from Anthony Inglese (General
Counsel and Solicitor) in response to our letter of 21 December 2012 noted
*As you may be aware, section 18 of the Commissioners for Revenue and
Customs Act 2006 imposes strict controls on the disclosure of information
held by HMRC.... Consequently HMRC cannot comment on individual
cases, and in particular we wilf be unable to keep you or any other third
parties informed of the progress of any investigations”.

In order to seek to try and discuss matters further, | made calls to HMRC

on 26 and 28 February 2013 and 1, 5 and 8 March 2013 but was not able to
speak to anyone about the case. Subseguently, | received a letter dated 8

-4-
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March 2013 from Stuart Armstrong, which again stated that “HMRC cannot
comment on individual cases, nor are we able fo keep you, or any other
third party informed of progress of any potential enquiries.”

On 20 March 2013 our instructed solicitors Bhatt Murphy sent a pre-action
protocol letter before claim to HMRC and requested a substantive response
within two weeks. Although this letter has been acknowledged there has
been no substantive response.

Qur Financial situation

16.

17.

18.

19.

Privacy International is a small registered private company limited by

guarantee and a charity. i

The majority of Privacy [nternational funding comes from charitable,
research and advocacy foundations. At the moment, our funding is largely
to individual projects. This means that a iot of our work — engaging with the
media, campaigning on policy issues or simply running the office day-to-day
— is hardly ever funded. Our 'core’ budget is used to remunerate staff for the
time they spend on unfunded projects and to pay organizational costs like
office rent.

We have very limited funds and in all the circumstances we seek a PCO in
order to allow us to pursue this litigation. In the event that we do not
receive a PCO we will not be able to litigate this matter.

| hope this statement is of assistance to the Court.

[l

Mr Eric King

Dated: 4™ April  20V3
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IN THE HIGH COURT OF JUSTICE
QUEEN’S BENCH DIVISON
ADMINISTRATIVE COURT
IN THE MATTER OF AN APPLICATION
FOR JUDICIAL REVIEW
BETWEEN
R(on the application of PRIVACY INTERNATIONAL)
* Claimant
v
HM GUSTOMS AND EXCISE

Defendant

EK/1

This is the exhibit marked "EK/1" referred to in the witness statement of Mr Eric King dated
4 April 2013.
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Bhatt Murphy-Solicitors

Our ref: MPS/FT/002285/0001

Your ref:
Email:  m.scott@bhattmurphy.co.uk 27 Hoxtonh Square

London N1 6NN
Secretary of State for Business Innovation and Skills Phigi ggg 3353 m? :
Thil’d F|00]‘, 'OI‘Ghard 3' WY bhaumurphy <ok ;
1 Victoria Street ' DX 36626 Finsbury

London SW1H OET

Part
12 July 2012 Hamish Arnott
Raju Bhatt

Dear Sir simon Creighton
_Flona Miurphy

{ . Tony Murphy

y Export controls for surveillance equipment Mark Scott

-y . . . . Sollcltors
We represent Privacy International, a UK-registered charity that works 0 Nancy Goltins

defend and promote the right to privacy. We write further to correspondence  Samik butta

hetween our client and 10 Downing Street and the Head of Export Control  carolynn Getiwey

from the Department for Business Innovation and Skilis, Alice Hardy
Saphie Naftalin
Nogah Qfer

Our client is concerned that there appears to have been no subslantive  Michasl Oswatd
progress in the implementation in the UK of export controls for surveillance f\;‘d Pe”gmﬁiwn
equipment where clearly urgent action needs to be taken. This letter Is  jorop th"™*
intended to be a ketter before claim under the pre action protocol to which we
would be grateful for a substantive response within the next 21 days, ‘Qﬁngrﬁﬂ ggﬂfgggﬁg‘:’n
Althor(ty No, Q0287785 g
Privacy International : .
As you will no doubt he aware, Privacy International is widely regarded as the
leading, expert UK charity working on the right to privacy at-an international
laval. As such, it is frequently called upon to give expert testimony to
parliamentary and governmental committees around the world, It has advised ;
P and reported to internationat organisations such as the Councll of Europe, the ;
European Parliament, the Organisation for Economic Cooperation and

Development and the United Nations,

Privacy Infernational campaigns for a world In which privacy is protected by
governments and where technological developments strengthen, rather than
undermine, the right to private life, .

Summary of the issue ,
Ten years ago, the value of the giobal surveillance technology industry was
negligible. Today, it is estimated at around 33 billion a year,

Export controls operating in the United Kingdom ("UK") and elsewhere have
not kept pace with either developments in this technology, or the related

Catnmnity Crlmlpal
tegid Sewite  DefunceSarvier

Spasiatd B Buraep
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Bhatt Murphy Solicitors

growth of the industry, Indeed, there are, as we understand the situation,
surrently no monitoring or controls imposed on the export of these
technologies by the Britlsh government,

As a consequence surveillance squipment and technology is now being
exported from the UK by British companies to repressive regimes around the
world without any controls. Privacy International believes that this equipment
is being used by repressive forelgn governments for a wide range of abuses.
This includes not only serious breaches of the right to privacy but, at the most
serious end of the spectrum, Privacy international believes such tachnology
may be being used to gather information on individuals who are then
arrested, tortured and, in some cases, executed,

Urgent action needs to be taken by the UK to address and remedy this
situation,

Present UK legal position

The UK controls exports in accordance with the Export Control Act 2002
(‘2002 Act’) and the Export Control Order 2008, which seeks to control
military or specified “dual use” items, [n addition, there may exist a sanctions
regime in place from time fo time for specific countries as mandated by EU
law,

The 2002 Act provides the power to impose exporl controls in relation to
"yoods of any description” (section 1) or “technical assistance of any
description” (section 3). The Schedule to the Act provides that export and/or
technical assistance controls may be imposed in relation to any goods and/or
technical assistance the exportation or use of which is "capabie of having a
relevant consequence” (Schedule para 2). Such a consequence s defined
inter afia as follows: o

"Breaches of international law and humah rights

D The carrying out anywhere in the world of (or of acts which
facilitate)-—

@ ... CH

(c) internal repression in any country,
(d) breaches of human rights”

As stated by the Parliamentary Under-Secretary of State, Department for
Business, [nnovation and Skills (Baroness Wilcox) in response to
Parliamentary Questions by Lord Alton of Liverpool on 21 November 2011 in
respect of concerns about the export to repressive regimes of survelllance
equipment by two UK companies, Creativity Soffware and Defica, it was

Y
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Bhatt Murphy Solicitors

gonfirmed that such squipment is not currently subject to any export controls.
Consequently the UK government claims it has absolutely no information on
what equipment may have been seld to repressive governments such as lran,
Syria, Bahrain, Egypt, Tunisia and Libya.

Gamma International

Qur client has concerns about a number of UK companlies and their exports.
These ¢oncerns are hot limited to one company, one range of products or one
country. We set out below specific informatlon about Gamma International
but it should be taken as illustrative of a wide scale problem and Indicative of
the need for the UK to take urgent actlon,

Gamma International are desctibed on their website :ats:

“Working out of our development headquarters in Andover, United
Kingdorn, Gamma International’s world-class intrusfon and IT experts
have [nvented a portfolio of Infrusion products called FinFisher.

The FinFisher product portfolio is solely offersd to Law Enforcement
and Intefligence Agencies.

The FinFisher suite can be used as Individual products and when
interconnected give infelligence agencles advanced fools for
unsurpassed IT investigation and surveillance techniques within the IT
environment.”

The FinFisher range of products are marketed by promotional videos now
within the public domain following release by Wikileaks.

Most of the FinFisher products covertly install malicious software (malware)
on a user's computer or mobile phone without their knowledge by tricking the
user inlo downloading fake updates from what appear to be legitimate
sources such as Blackberry, iTunes or Adobe Flash. Once the updates are
accepted by the user, the computer or mobile phone device is infected
allowing full access to information held on I,  One product, FinFly LAN, is
marketed for use for surveillance of individuals staying in hotels. You will no
doubt be aware that an Intelligence Note of 8 May 2012 prepared by the
Intemet Crime Center (1C3) has indigated thaf;

T
“Iecent analysis by the FBlI and other government agencies
demonstrates that malicious acfors are targeting travelers’ abroad
through pop up windows while establishing an Infernet connection in
their hotel room.”

One of the products, FinFly ISP, Involves a server being insarted in the core
intarnet network of an internet provider to facilitate "infection” of specific target
personal computers. A similar product, FinSpy Mobile, works in a similar way
to infect mobile phones.

24 N
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The promotional video with images ind text shows -

o a simulation of an agent deploying “the FinFly ISP server into the
Core Network”
“FinFly ISR [analysing] traffic for easy Targef ldentification”
“The Target [using] his private DSL or Dial-Up Account”
"FinFly ISP [sending] a fake ITunas update to the Target System”
That "[tlhe Target System Is now infécted with the FInSpy software”
That “[t]he Headquarters has full access to the Target System”

90000

When an individual’s device is “infected”, it allows access to emalls, social
media messaging, and Skype calls, These products also enable the enity
doing the targeting to commandeer and remotely operate microphones and
cameras on computers and mobile phones, thus effectively turning the
targeted device into a bug which the target individual willingly and
unknowingly keeps In ¢lose proximity.

Privacy International staff have censiderable technical knowhow and
expertise in the field and have also consulted widely, It is their clear view that
the FinFisher range of products and other survaillance equipment of concern
designed to access an individual's computer or other device without their
consent can be distinguishable from other software which may have other
uses and where export controls are not necessary,

The export of these products to repressive regimes

There is cogent evidence that the FinFlsher products have been and are still
being marketed and sold to repressive regimes. The examples set out below
are fllustrative of what our client belleves to be a much wider problem.

Egypt i . _
Concerns about human rights in Egypt need no introduction,

In April 2011 it was reported in the Guardian that two Egyptian human rights
activists found documents from Gamma International amid hundreds of
batons and torture equipment when they broke into the headguarters regime's
notorious State Security [nvestigation service (8§81) in March 2011,  One of
the papers contained an offer dated 29 June 2010 to provide “FinSpy”
software, hardware, installation and training to the S8l for 287,000 Eures,
The BBC also reported on the Issue in September 2011 that files from the
Egyptian secret police’s "Electronic Penetration Department’ described
Gamma's producis as the "only security system in the world” capable of
bugging Skype phone conversations on the internet, Further they noted that
the documents detailed a five month:trial by the Egyptian secret police which
had “proved to be an effective electronic system for penatrating secure
systems [which] accesses email boxes of Hotmail, Yahoo and Gmall
networks."

Bhatt Murphy Solicitors
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Turkmenistan

Turkmenistan operates as a one-party state, dominated by the Democratic
Party of Turkmenlistan (DFT). Turkmenistan's human rights record has been
roundly criticised by NGOs and Infernational human rights bodies including
Human Rights Watch and the UN Committee Against Torture (UNCAT),

According to Human Rights Watch hitp:/fwww.hrw orafeurepecentral-
asia/turkmenistan:

‘... five years after the death of dictator Saparmurad Niyazov,

President Gurbanguly Berdymukhamedov's authoritarian rule remaing
enirenched, highlighting Turkmenistan's status as one of the world's
most repressive counfries,  The counfry remains closed fo
independent scrutiny, media and religlous freedoms are subject fo
draconian restricfions, human rights defenders face constant threat of
government reprisal, and torfure is widespread, Turkmenistan has the
one of largest natural gas reserves in the world, and the Turkmenistan
government continued to expand relations with foreign governments
and infernatfonal organizations, but with no meaningful outcomes for
human rights promotion and profection,”

in June 2011 in its Concluding Observations of the Committee Against
Torture, Turkmenigtan, UNCAT expressed desp concerns over:

"... numerous and consistent affegations about the widespread
practise of forture and il-featment Of detainses”. A Key area of
concern was the Turkmen authorities' repression of activism and clvil
society, including “numerous and conslstent allegafions of serious acts
of intimidation, reprisals and threats against human rights defenders,
Journalists and their relatives, as well as the lack of information
provided on any investigations Info such allegations,. human rights
defenders. have faced arrest on c¢riminal charges, apparently In
refafiation for their work, and frials in which numerous due process
violalions have been reported,”

The committee urged the Turkmenl government to.

"..ensure that human righls defenders and journafists, in
Turkmenistan and abroad, are protected from intimidation or violence
as a result of thelr activities,"

Given this context, it is of grave concern that press reports from Germany
suggest that Gamma is exporting survelllance equipment and knowhow o
Turkmenistan, , E

We also understand from the same reports that they are also exporting to
Oman, .

" F,{ifilh'-
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Grounds of challenge

Plainly there is a very real risk, If not an mewtabllity, that surveillance
equipment, such as the FinFisher products, has been, and continues to be,
exportad to countries where it is highly likely to be used for internal reprassion
and breaches of human rights.

w%

Despite the grave consequences of exporting this equipment, it appears that
you have not considered exercising your power to impose export controls
under the relevant statutory provigions. Insofar as you have failed to consider
exercising your power in light of the evidence outlined above, you have asted
unlawfully. If you have considered these issues and concluded that the
equipment in guestion is not capable of “internal repression” or “breaches of
human rights” and thersfore does not require export controls, that |s a clear
error of law. The facts set out above show that the equipment In question is
clearly capable of contributing to internal repression and breaches of human
rights, including breaches of the right to privacy, torture and potentially
unlawful kitling (all of which are ¢learly protected in international human rights
instruments, see for example the International Covenant on Civil and Political
Rights Arts 6, 7 and 17).

Actions now to be taken d

We would be grateful for your confirmation within the’ naxt 14 days that you
will be immediately imposing export controls in refation to survelllance
aqulpment. In the event that you are not prepared to confirm this we would
be grateful if you-could provide reasgns as to why no controls are 1o be put In
place.

We would also be grateful if you could provide to us with appraopriate
disclosure including but not limited to:

1. All minutes of meetings/correspondence/discussion papers
regarding concerns about the exports of surveillance technologles;

2. All minutes of meetings/correspondence/discussion papers
regarding any proposals for any export controls on survelllance
technologies,

3 insofar as it is not included in the akove, the discussion paper
presented by the UK to the Wassenaar arrangement;

4, All minutes of meetings/correspondence with Gamima,

Costs ‘

Due to Privacy International’s limited financial resuurcea and in view of the
importance of the issues, the legal team including leading counsel have
agreed to act under the terms of a “Conditional Fee Agreement’ with
provision for a success fes. i
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We sincerely hope for a positive response to this letter but in the event that
one is not forthcoming then we reserve the right to Issue proceedings without
further recourse including if appropriate urgent injunctive refief.

In any such proceedings, because of our client's fihancial circumstances and
given the public interest in bringing this challenge, we will be making an
application for Protective Costs Order ("PCO"), We would ask, with a view to
saving court time and public meney that you underfake not to pursue our
client for costs if the claim is unsuccessful. If you were prepared to glve such
an indication then in the spirit of co—operation our client's legal team will
agree to forgo a success fee,

We await hearing from you.

Yours faithfully

é% Muréhi

e.c. Mr Tom Smith Head, Expert Control Organisation
Secretary of State for Forelgn and Commonwealth Affairs

i
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SI Litigation Group

LAW AT THE HEART

OF GOVERNMENT Traasury Solicitor's Department
Ona Kamble Street, London, WO2B 4TS

Bhatt Murphy Solicitors DX 123242 Kingsway 6
DX 36626 Switchboard: 0207 210 300D
Finsbury Direct Line: 0207 210 4711

Direct Fax: 020 7240 3001
francasca.debenham@tsol,gsl.gov.uk

Pleass Quote: Z21211844/FZD/B6
AND BY EMAIL: m.scott@bhattmurphy.co.uk Your Reference: MPS/FT/002295/0001

8 August 2012

Dear Sirs

EXPORT CONTROLS FOR SURVEILLANCE EQUIPMENT - PROPOSED JR

1. We refer to your letier before ciaim under the pre-action protocol for judicial review
dated 12 July 2012 (“the PAP Letter”}. This is the response to that letier of the
Secretary of State for Business Innovation and Skills (“the Secretary of State”).
Please address any future correspondence in this matter to Francesca Debenham
guoting the reference ahove.

2. You have expressed concern about certain “surveilfance equipment”. Tha PAP Letter
does not identlfy the relevant surveillance equipment, save to refer by way of
example fo the FinFlsher products produced by a company called Gamma
International. It simply alleges that surveillance equipment Is being marketed and
sold to ‘repressive regimes” where it is likely to be used for internal repression and
breach of human rights, You have provided limited evidence in support of your
allegations. The PAP Letter refers to iwo press articles, dgting respectively from Aptil
and September 2011, suggesting that products produced by Gamma International
may have been in the possaession of Egyptian security forces. Further you make
reference in passing to certain unspecified press reports from Germany, which
apparently suggest that such products may have been exported to Turkmenistan and

Oman.
3. On this limited basis, you assert that the Secretary of State has “nof considered
exercising your power fo impose export controfs under the  relevant ftatufory
Lee John-Charles — Head of Divislon exce -’b. AR }
Neera Gajjar — Daputy Director, Team Leader Er;:;%ﬁmw%m ‘?: ‘45; b
Lifigation B5 EWF LA ol eV 6730 AUspaae INVESTOR S PBEELY
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provisions”, and has accordingly acted untawfully. Alternatively, you assert that if the
Secretary of State has in fact considered the exercise of his powers and If he has
concluded that the “the equipment in question” is *not capable of ‘internal repression’
and ‘breaches of human tights™, then he has erred in law. In these circumstances,
you require confirmation within 14 days that the Secretary of State "will be
Immediately imposing export controls In refation to survelllance equipment”. You do
not identify the nature of the proposed export controls or the particular surveillance
equipment to which they should apply.

The Secretary of State denles that he has acted unlawfully, whether as alleged or at
all. The Secretary of State accordingly declines to provide the confirmation you have
sought. '

£ Regulation of the export of military and dual-use technologles

B.

The United Kingdomh is Involved in the regulation of the export of milltary
technologies, as well as dual-use technologles at the international level and at the EU
level. Some survelllance equipment may be considered as dual-use technology
(falling within the dual-use controls currently applicable In the UK) in cases whers
such technology has certain features e.g. use of cryptography (see further below).
However, the regulation of dual-use technology in the UK mostly stems from
concerted action at Internatlonal level resulting in EU leglislation directly applicable in
the Member States. Whilst powers do exist to impose controls operating solsly at the
hational level, such unilateral controls without the necessary International backing are
considered to be Ineffective as they can be easily circumvented and are therefore
unlikely to have any significant impact in this instance in limiting the frade in
surveillance equipment.

At the international level, the United Kingdom is a party to the Wassenaar
Arrangement, The Wassenaar Arrangement addresses the trade in conventional
arms, and "dual-use" gpods and technologies, namely those that may be used for
both military and clvllian purposes. The 41 Participating States maintain a list of
relevant goods and technologies In respect of which they have agreed to impose
national export controls. The criteria for selection of dual-use items which should be
included on the list and therefore subject to export controls include the abllity to make
a clear and objective specification of the item and the abllity to apply controls
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effectively. Furthermord, adoption of such controls should not impede legitimate
civilian frade,

This Wassenaar list has formed the basis of the EU legislation controliing dual-use
technology al EU level, namely Council Regulation (EC) No 428/2009 establishing a
European regime for the control of exports, transfer, brokering and transit of certain
dual-use goads (“the Dual-Use Regulation”). Both in the context of the Wassenaar
Arrangement and at EU level, the United Kingdom has been at the forefront of
attempts to establish and promote such regulation. Another example of relevant EU
secondary legislation is Councll Regulation (EC) No 1236/2005 establishing a
European regime for governing trade with third countries in goods that could be used
for the purpose of capital punishment or for the purpose of torture and other inhuman
and degrading treatment (““the Torture Regulation”).

Most recently, and in the context of negotiations at international and EU level on
sanctions against particular countries, the United Kingdom has supported the
adoption of EU Regulations directly applicable In the UK and other Member States
imposing enhanced restrictions on trade with countries posing a particularly severe
risk of internal represslon and human rights violations. In iwo cases, such enhanced
restrictions have included controls on certain equipment, software and technology for
monitoring or interception of internet or telephone communications, Thess are
specified in Articles 4, 5§ and Annex V of Councll Regulation (EU) No 36/2012 of 18
January 2012 as amended concerning restrictive measures in view of tha situation In
Syria (“the Syrla Regulation™), and Articles 1b, 1¢ and Annex IV of Council
Regulation (EU) No 369/2011 as last amended by Council Regulation (EU) No
2642012 of 23 March 2012 concerning restrictive measures directed agalnst certaln
persons, entities and bodies in view of the situation in Iran {“the Iran Regulation™),
Under these measures the competent authorities of the Member States shall not
grant any authorisations for the sale, supply, export or transfer, diractly or indirectly,
of such equipment, or for the provision of related technical and financial assistance, if
they have reasonable grounds to determine that such equipment or services would
be used for monitoring il(;*r interception, by the Syrian or Irarian regimes or on their
behalf, of internet or teléphone communications in Syria or Iran

Whilst the EU has agreed to the Immediate inclusion of controls on cartain
surveillance equipment as part of the existing sanctions against Iran and Syria in view
of the particular seriousness of the situation of those countries, these controls arse not
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considered to be appropriate or proportionate for the purposes of being generally
applied across the boar(i, This is because they potentially Include within their scope
a range of equipment-gnd technologies which have legitimate commercial uses.
Applying such broad controls to all destinations, Including those which do not raise
the same concerns regarding human rights, would impose disproportionats burdens
on legitimate trade. However, as explained further below the United Kingdom
government is currently considering with its international and EU-lavel parthers the
most appropriate way of extending the existing regulation at the international and EU-
ievel to encompass surveillance equipment more generally,

The Secretary of State’s powers under the 2002 Act

10.

1.

12.

Pursuant to sections 1 to 4 of the 2002 Act, the Secretary of State has power to make
orders in respect of the imposition of export controls, transfer controls, technical
assistance controls and trade controls in retation to goods and technology. Section 5
provides for general restrictions on the exercise of those powers, and specifies the
circumstances in which they may be exercised. in particular, section 5(2) provides
that controls “may be f(qposed for the ptirpose of giving effect to any Community
provision or other Infernational obligation of the United Kingdom®. Further section 5(4)
provides that export controls “may be imposed in relation to any description of goods
within one or more of the categories specified In the Schedufe for such controls”. The
Schedule provides at paragraph 2(1) that such controls “may be imposed in refatlon
fo any goods the exportation or use of which js capable of having a relevant
consequence”. Paragraph 3(2)(D) specifies as relevant consequences “The carrying
out anywhere in the world of (or acts which facilitate)” “internal repression in any
country”and "breaches of human rights®,

Accordingly, the Secretary of State has power to make an order imposing export
controls in relation to any goods, the exportation or use of which is capable of
facilitating Internal repression in any country or breaches of human rights. Whether
he exercises that power is in the discretion of the Secretary of State, having regard to

any of a wide range of factors that he rafionally concludes might be relevant to such
exerclse.

£

The Secretary of State f'las Issued a number of orders under the Export Control Act
2002 (“the 2002 Act"”), including the Export Order 2008 (“the 2008 Order”). The
2008 Order makes provision supplementing the directly applicable requirements in
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the Dual-Use Regulation and the Torture Regulation, the former giving effect to the
obligations the United Kingdom has “undertaken pursuant to the Wassenaar
Arrangement to impose controls on the éxport of certain Dual-Use goods, which as
explained above can Include In some limited cases surveillance equipment, Where
goods are subject to cpnirol, applications for licenses to export or trade in those
goods are assessed on a case-by-case basis against the Consolidated Criteria
relating to export licensing declsions announced to Parllament by the Secretary of
State on 26 October 2000, taking into account all relevant factors such as the nature
of the goods, the identity of the end-user, the proposed end-use, and risk of diversion
to undesirable end-use, and that a licence would not be grantaed if to do so would
breach the Criterla,

The Secretary of State, having carried out an assessment of the FinSpy system to
which your letter specifically refers, has advised Gamma International that the system
does require a licence to export to all destinations outside the EU under Category 5,
Part 2 ('Informatlon Security') of Annex | to the Dust-Use Regulation. This Is becauss
It is desighed to use controlled cryptography and therefore falls within the scope of
Annex | to the Dual-Use Regulation, Thjé Secretary of State also understands that
other products in the Finflsher portfolio :;ould be controlled for export in the same
way. Furthermore, It is likely that the same products would fall within the scope of the
enhanced restrictions -s‘i’e‘t out In the Syria Regulation and iran Regulation If not
already controlled under the Dual-Use Regulation as explained above, baing “Remote
infection equipment” specified In Part A of Annex V and of Annex [V of the Syrla and
Iran Regulations respectively. Accordingly, in so far as you maintain that all of the
survelllance equipment to which you refer is not the subject of export controls in the
United Kingdom, the Secretary of State does not consider that to be corract.

The grounds of challenge

14.

As to your primary case, the Secretary of State continues at all times 10 keep under
consideration the exerclse of his powers to impose export controls under the 2002
Act. You assert In the allernative that the Secretary of State has concluded “the
equipment In question™1s not capable of “nternal repressfon” or “breaches of human
rights”. if and in so far as you are referring to the FinFisher range of products
manufactured by Gamma International, the Secretary of State has reached no such
conclusion. It remalns wholly unclear what other equipment you assett falls within
this category; or whatgexport controls that you maintain ought to be imposed.
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16,

Furthermore, as set out abave, in relation to equipment falling within the scope of the
Pual-Use Regulatlon that was sought to be exported, the risks associated with use
would be considered cnh a case-by-case basis.

In any event, and more generally, the regulation of the export of forms of surveillance
equipment is an Important and complex érea of policy requlring careful and ongoing
consideration. Moraover, the identlfication of the relevant types of surveiliance
equipment that might be subject to any form of further export control requires detailed
analysis as this is a téé"ﬁhlcaily complex area in which technological developments
are fast-moving. There are legitimate countervailing interests that the Secretary of
State would have to take into account. In particular, export controls should not
operate so as to impose a disproportionate restriction on the legitimate trade in goods
and technology. Much of the technology assoclated with survelllance equipment
might also have perfectly legitimate uses in the clvilian telecommunications sector.
Further, any restriction will only be fully effective at international level and in any
event needs to be conslstent with the requirements of EU Jaw, and the obligations it
imposes with respect to national controls on export of goods. The UK is at the
forefront of negotiations at international and EU level aimed at resolving the Issues
set out above g0 that technology of concern can be properly identifiad and regulated
at international leval.

Having considerad matters further in the lfght of these matters and of your letter:

(1)  The Secrefary of State remains of the view that, subject to the steps referred
to below, it would not be appropriate at this time to make any unilateral
structural or legislative change to the UK domestic regime. He will continue to
keep that option under review.

2 He proposes fo continue to engage with Unlited Kingdom companies supplying
surveilfance equipment in order to clarify what equipment falls within the
scope of existing controls on exports, and in order to ensure that he remains
informed as to the state of that market. In this context, and as noted above,
the Secretary of State has concluded that the FinSpy product is subject to
export control under the provisions of the Dual-Use Regulation.

@) Further, he is actively considering the possibility of international and/or EU
level agreement to further restrictions on the export of survelllance equipment.
His current view is that this is by- some measure the better option, If further

£
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ragulation Is required. A unilaterally imposed nationat restriction on the export
from the UK of surveillance equipment without intsrnational support would not
be effective, as it could be easily circumvented given the likelihood that many
of the companles which manufacture such equipment wil! have offices in other
EU and third countries, Finally, It Is to be noted that these issues are currently
heing ventilated amongst the parties to the Wassenaar Arrangement at the
initiative of the United Kingdom.™

17. In these circumstances, you are invited to reconsider your threat of proceedings.

Costs

——

it ’-i"

18.  We note that, in relation to any future proceedings that might be brought, you assert

i ffﬁ\ an intention to apply for a Protective Costs Order (“PC0”), In order to ralleve you of
having to make such an application, you have asked the Secretary of State to
“undertake nol to pursue our client for costs If the claim is unsuccessful”, The
Secretary of State declines your request:

()

@

3

He considers that your proposed grounds of challenge proceed on an
erroneocus basis and are without meyit,

You have failed to provide information that is necessary to allow proper
consideration of your request for an undertaking, For example, you have falled
to provide any particutars of the financial position of your client, Privacy
International,

Finally, your pos;!tion appears to be that, if a costs undertaking were to be
given, in the event that you should succeed you should nonetheless be
permitted to recover all of the costs of any claim you decide to bring at full
commerclal rates. You note that your legal team, including leading counsel,
are operating under the terms of a condltional fee agresment with provision
for a success fee, and that you are willing only to forego the relevant success
fee If the Secretary of State provides the proposed undertaking. The Secretary
of State does not consider that, in this case, that would provide a proper basis
for an undertaking to be given,

19. In the circumstances set out above your request for disciosure is also not
o appropriately made at this stage (leaving aside the difficulties with the substance of

35



the requests you have made). This request Is also being treated as a Freedom of
Information Request. A response will be provided in this regard by no later than 13
August 2012.

Yours faithfully

Francesca Debenham
I For the Treasury Solicitor

u o
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Qurref;  MPSIFT/ 001943/0002
Your ref;  Q102BB0F/SMB/B4

Emall:  m.scott@bhatimurphy.co.uk

Phone
Treasury Solicliors Fax
DX 123242 KINGSWAY DX
By DX & emall
9 August 2012
Dear Madam

Export controls for surveillance equipment

Thank you for your emall of 8 August 2042 which we will be considering In
more datail with our client.

For present purposes we note that your cllent "raving camled ouf an
assessment of the FinSpy system....has advised Gamma International that
the system does require a Ifoence fo export to all destinations outside the
EU'. Sume Issues immediately arlse which we would be grateful If you could
provide clariflcation on:

1. When and in what circumstances was this assessment carried out, ths
conclusion reached and the advice given that a llcence to export was
raquired?

2. Had Gamma International previously sought advice from your client as

to whether the FinSpy system required export control, when was this

and what was the advice given?

What audit has beeh cartied out of the export of the FinSpy system to

countries outside the EU prior to the advice referved to In 1 above?

What enforcement actlon isfwilf be taken agalnst Gamma Intemnational

for the pravious export of the FinSpy system without a licence?

Has Gamma Intemational been required to retrospectively apply for

licences for the previous export of the FinSpy system? If not why not?

Has Gamma International sought any licences to export the FinSpy

system and/or provide lechnical asslstance, if so to which countries

and which have been granted and which have been refused?

7. Notwithstanding the generality of question 6 above, material In the
public domain suggests that the FinSpy system has been used in
Egypt, Turkmenistan, Bahraln, Dubal, Ethiopla, Indonesia, Mongolia
and Qatar, Has Gamma sought any licences for export of FinSpy or

@
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Bhatt Murphy Solicitors

the proviston of technlcal assistance to an‘j'/ of these countries? |f so

which ones and wers licances granted or refused?

8. Kindly provide a detailad explanafion and supporting documentation of

exactly what components,of FinSpy |s controlled?

We awalt hearing from you,

Yours faithfully
42 %

Bhatt Murphy
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Direct line
{.ocal fax
Qur et
Your rel

Date

Bhatt Murphy Solicitors
m.scott@bhattmurphy.co.uk

+44 (09207 216 4366
+44.(0)20 7216 0531

BIS

Department for
Businass Innovation & Skiils

Europe, International Trads and
Development

Export Control Organslsation

I Floor

1 Victoria Streot

l.oncon

SWiIH QEY

1271203 Enquiries +44 (0120 7216 BO0O
MPSHFTIO01943/0002 Minicom +44 (0)20 7218 6740
wwwy his gov.uk
Tom Smith@bis.gsi gov,uk

11 September 2012

Dear Sir/Madam,

I refer to your letter dated 9 August 2012 to the Treasury Sclicitor's
Department with the subject heading ‘export controls for survelllance
equipment’, which we received on 13 August. | am replying in my capacity as
the Head of the Export Control Organisation (ECO) within the Department for
Business, Innovation and Skills (BIS),

You have asked eight questions, We have treated some of these as a request
for disclosure of informatlon under the Fraedom of Information Act 2000
(FolA) in accordance with Department policy, on the basls of the structure of
the questions. These questions have been considered against the Information
BIS held at the time your request was received on 13 August, We have
considered the remaining guestions without referentce to the FolA as
questions of Government policy,

| have answerad your questions in the order they were posed for ease of
reference. Questions 1, 2, 8, 7 and 8 have been treated as Freedom of
Information requests, For the avoidance of doubt, questions 3, 4 and & have
been considered without referance to the FolA as questions of Government
pollcy.

Q1 When and in what ¢circumstances was this assessment carried out,
the conclusion reached and the advice given that a licence to export
was required?

Gamma International submitted a Control List Classification (CLC) enguiry to
the ECO (i.e. an enquiry as to whether certain goods or technology fall within
any of the controlled lists) in June 2012 and advice was provided by the ECO
on 2 August 2012, :
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Department for
Business lnnovation & Skifls

BIS

Q2 Had Gamma International previcusly sought advice from your client
as to whether the FinSpy system required export control, when was this
and what was the advice given?

Gamma International did not previously seek such advice from the ECO.

Q3 What audit has been carrigd out of the export of the FinSpy system
to countries outside the EU prior to the advice referred to in 1 above?

No such audit has been carried out. BIS only has powers under the Export
Control Order 2008 to audit exports made under certain licences. Any audit
of other exports would fall to Mer Majesty's Revenue and Customs (HMRC),

Q4 What enforcement action is/will be taken against Gamma
international for the previous export of the FinSpy system without a
licence?

Enforcement of export controls is the responsibllity of HMRC, BIS doas not
gomment on enforcement issues,

Q5 Has Gamma International been required to retrospectively apply for
licences for the previous export of the FinSpy system? If not why not?

BI3 does not issue licances retrospectively, Other than in the case of certain
Open General Export Licences, where an exporter may register for use of the
licence up to 30 days after the first export under that licence, an exporier must
have an appropriate licence In place pridr to the export of the goods.
However, nong of these Open Genersl Export Licences would be appropriate
for exports of the FinSpy system,

Q6 Has Gamma international sought any licences ta export the FinSpy
system and/or provide tochnical assistarnce, If so to which countries and
which have boen granted and which have been refused?

Gamma International have not sought any such licences,

Q7 Notwithstanding the generality of question 6 above, material in the
public domain suggests that the FinSpy system has been used in Egypt,
Turkmenistan, Bahrain, Dubai, Ethiopia, Indeaesia, Mongolia and Qatar,
Has Ganuna sought any licences for export of FinSpy or the provision of
technical assistance to any of these countries? If so which ones and
ware licences granted or refused?

I refer you to the answer at Q6.

In addition, if you or your ¢lient hold specific information on breaches of
export controls by UK nationals or companies we would strongly encourage
you to report this information to the Customs Confidential helpline

{
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Department for
Business Innovation & Skills

BIS

(http:/fsearch2. hmre . gov.ukikbS/hmre/contactus/view. pagetrecord=k8zpyaid

Qe 80 that the appropriate action can be taken,

(M8 Kindly provide a detailed explanation and supporting decumentation
of exactly what components of Fin8py is controlled?

As paragraph 13 of the Treasury Solicitors Depariment's letter to you of 8
August explained, BIS has advised Gamma International that the FinSpy
systemn does require a licence to export to all destinations outside the EU
under Category 5, Part 2 {‘Information Security’) of Annex | to the Dual use
Regulation, hecause it is designed to use controlled cryptography.

In addition, | can conflrm that we hold information falling within scope of your
request. The information relates to substantive discussions with Gamma
International as part of the export licensing process,

The information requested falls within the scope of section 41(1) of the FolA
(Information provided in confidence) and |s exempt from disclosure because It
was provided to the Dapartment in confidence; the release of this information
would constitute & breach of confidence which could be actionable in court.

Section 41(1) ls an absolute exemption far the purposes of the FolA,
Howaver, in reaching the decision not to release the information requested,
the Department has nonetheless also considered whether the information
should be released in the public interest, as the public Interest test is Inherent
within the law of confidence.

Having considerad all of the known public interest factors for and against
disclosure of the information requested, it is the Department's view that there
is a strong public interest in protecting this confidence and withholding this
information; there are no public interest conslderations in relation to this
information which outweigh the public interest against disclosure of this
information or which would require us to set the duty of confidence aslde,

In relation o the questions which have heen considered under the terms of
the FolA, if you are unhappy wilh the result of your request for information,
you may request an internal raview within two salendar months of the date of
this letter. If you wish to request an Internal review, please contact me.

If you are not content with the outcome of the internal review, you have the
right to apply directly to the Information Commissioner for a decision. The
Information Commissioner ¢can be contactad at: Inforrmation Commigsioner's
Office, Wycliffe House, Water Lane, Wilmslow, Chesghire, 8K 5AF.

Please remember to quote the reference number above in any future
communications.
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Dapartment for
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BIS

It you would like to follow-up on any of the questions that have not been
considered under the FolA please also contact me directly,

Yours sincerely,

LT

Tom Smith
Head of the Export Control Organisation

1
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FINFISHER™

* Finlntrusion Kit
* FinUSB Suite
« FinFireWire

FinSpy ' FinSpy

: - FinSpy Mobile
E FinFly - FinFly USB

* FinFly LAN

* FinFly Web

* FinFly isp

- Baslc & Advanced Intrusion ¥
- Wireless Intrusion

* Practical Expleitation

- Web Application Penetration

« Custom IT intrusion Training &

Consulting

FINFISHER™

WWwW.CAMMAGRDUP.COM T INTFRISION
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Tactical IT Intrusion Portfolio

q ‘\“fgfi

FININTRUSION KIT
FINUSB SUITE
FINFIREWIRE

WWW.GAMMAGROUP.COM

Gamma addresses ongoing developments in the IT Intrusion
fleld with solutions to enhance the capabilities of our
cllents, Easy to use high-end solutions and techplgues
complement the Intelligence communtty’s knowhow
enabling It to address relevant Intrusion challenges on a
tactical Jevel,

FINFISHER™

FUOINTTRILISION
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Tactical IT Intrusion Portfolio

Finintrusion Kit was designed and developed by world-
cass 1T Intruslon specialists, who have over 10 years of
experlence In thelr area through their work In saverat Tiger
Teams {Red Teams) in the private and government sector
assessing the seeuitty of different petworks and:organiza-
tlons. L%f“gsi

The Finintrusion Kit is an up-to-date and covert operational
Kit that can be used for mast common IT Intruslon
Operations in defenslve and offensive areas, Current
customers include Military CyberWar Departments,
Intelligence Agencies, Police intelligence and other
Law Enforcement Agencies,

Usage Example 1: Tachnical Surveillance Unit

The Finintruslon Kit was used to break the WPA ancryption
of a Target’s home Wireless netwark and then monitor
his Webmall [Gmall, Yahoo, ...) and Soclal Network
(Facebook, MySpace, ...) credentials, which enabled the
investigators to remotely monitor these accounts from
Headguarters without the need to be closa to the Target,

e T
Feature Qverview '

FININTRUSION KIT

’ QUICK INFORMATION
Usag 1' Strategic Oparatlons
[+ T 'Iacticaf tical Qperations

Capdblhtles: . BI‘EEIWEP/WPA Er-lncryption

+ Network Monitoring

(including SSL Sessions)
- IT Intrusion Attacks

Content; I - Hardware/Software B _.]

Usage Example 2; IT Security

Several customers used the Finintruslon Kit to successfully
compromise the security of networks and computer
systems for offensive and defensive purposes using
vatlous Teols and Technigues.

Usage Example 3: Strategic Use-Cases

The Finintruslon Kit s widely nsed to remotely gain access
to farget Email Accounts and Target Web-Servers (e.g.
Blogs, Discusslon Boards) and monitor their activitles,
Including Access-Logs and mora,

- Discovers Wireless LANs {802.11) and Bluatcoth® devices
+ Recovers WEP (64 and 128 bit) Passphrases within 2.5 minutes
- Breaks WPA'T and WPA2 Passphrases using Dictlonary Attacks
+ Actively menitors Local Area Network (Wired and Wiheless) and extracts Usernamaes and
Passwords even for TLS/558-encrypted sessions
» Emulates Rogue Wireless Access-Point (802.11)
* Remotely breaks into Email Accounts using Network-, System- and Password-based Intruslon Techniques
« Network Security Assessment and Validation

For a full featura list plense refer to the Product Speelficutions,

I-_INFISHERTM

WWW.CAMMAGROUP.COM 7
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Tactical IT Intrusion Portfolio

FININTRUSION KIT

Product Components
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Finlntyusion Kit - Covert Tactlcal Unlt FinTrack Operation Center
Basic IT Intrusion Components; + Graphlcal User Interface for Automated IT Intrusion
- High-Power WLAN Adapter Attacks

- High-Power Blugtooth Adapter
802,11 Antennas
+ Many Common IT Intrusion Devices

Automated LAN/WLAN Monitoring
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Tactical IT Intrusion Portfolio

LAN/WLAN Active Passwoard Sniffer

Captures even SSl-enciypted data (ke  Webmall,
Video Portals, Online-Banking and more

FININTRUSION KIT
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Tactical IT Intrusion Portfolio

—

The FINUSB Sulte is a flexible product that enables Law
Enforcement and Intelligance Agencies to quickly and
securely extract forensic Information from computer
systems without the requirement of IT-tralned Agents,

It has been used in successful operations araund the world
where valuable Intelligence has been acquired about
Targets in covert and overt operations.

Usage Example 1: Covert Operatlon

A source In an Organized Crime Group (OCG) was
given a FinUSB Dongle that secretly extracted Account
Credentlals of Web and Emall accounts and -Microsofi
Office documenis from the Target Systems, whiie the
OCG used the USB device 10 exchange regular files like
Musle, Video and Office Documents,

After returning the USB device to Headguarters the
yathered data could be decrypted, analyzed and used to
constantly monitor the group remotely.

Feature Overview

- Optimized for Covert Operaticns
+ Easy usablilty through Automated Execution
+ Secure Encryption with RSA and AES

FINUSB SUITE

) QUICK INFORMATION
Usage: - Tactical Operations :l

. information Gatheringm
+ System Access

Capabilities:

- Quick Forensics

__jj [ . Hardwar;;;}:\;a re

Usaée Example 2: Technical Survelllance Unit

A Technlcal Survelllance Unlt (TSU) was following a Targat
that frequently wisited randem Intermet Cafés making
monitoring with Trojan-Horse-lke technology Impossible,
The FinU$E was used to extract the data left on the public
Tarminals used by the Target after the Target left.

Several documents that the Target opened in his web-mall
could he recovered this way. The gathered Information
included crucial Office files, Browsing History through
Caokie analysls, and more.

+ Extractlon of Usernames and Passwords for all comimon software like:

- Emall Clients

+ Messengers

+ Browsers

- Remotg Adminlistration Tools

- Silent Copying of Files (Search Disks, Recycle-Bin, Lost opened/ediied/created)
+ Extracting Network Information {Chat Logs, Browsing History, WEPAVRA(2) Keys, ...)
- Compliation of Syster Information (RunningAnstalled Software, Hard-Disk Informatian, ...)

For a full faature list please refer to the Product Speciflcations,

WWW,.BGAMMAEROUP.COM

FINFISHER™

PV inNTHLIS TN



Tactical IT Intrusion Portfolio

Product Components

y

FinUSB Suite - Mokitle Unit

\

10 FinUSE Dongle (U3 - 16GB)

» Covertly extracts data from system
« Enctypts Data on-the-fly

FINUSB SUITE

FInUSB HQ

+ Graphleal User Interface to decrypt and analyze
gathered Data

- Conflgure Dongle Operational Optlons

FinUSB - Windowys Password Bypass

+ Bypass Windows Logon without permanent
systam madiflcations




‘Tactica!l IT Intrusion Portfolio

Easy Usability

1. Pick up a FInUSB Dongle

2, Conflgure all desired Features / Modulas and
update your FinUSB Dongle with FinUSB HQ

3. Go o your Target System

"4, Plug n your FinUSE Dongle

5. Wait until all data |5 transferred
6. Go back to your FinUSB HQ
7. Impaort all Data from FInUSB Dongle

B, Generate Report

A ittt

PR
a
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FINUSB SUITE
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Tactical IT Intrusion Portfolio

Technical Survelllance Unkts and Forensfc Experts often face
a sluation where they need to access a running computer
system without shutting it down In order to prevent data
loss or save essentlal ime durlng an operation. In most
cases, the Target System is protected with a password-
enabled Screensaver or the target user Is not logged In
and the Login Screen Is active,

FinFireWire enables the Operator to quickly and coverily
bypass the password-protected screen and access the
Target System without leaving a trace or harming essential
forensic evidence,

Usuge Example 1: Forensic Oparation

A Forensic Unit entered the apartment of a Target and
tried to access the computer systern, The computer was
switched on but the screen was locked.

As they were not allowed, for legal reasons, 1o use a Remote
Monitoring Soluticn, they wouldhave lostall data by switch-
ing off the system as the hard-disk was fully encrypted.
FinFireWire was used fo unlock the running Target
System epabling the Agent io copy all files bafore
switching the computer off and taking it back to Head-

quarters.
G

Feature Overview

+ Unlocks User-Logon for every User-Actount
- Unlocks Password-Protected Screensaver
* Full Access 1o all Network Shares of User

+ Dumps Tull RAM Tor Forensic analysis

+ Enables live forensics without rabooting the Target System

* User password is not changed
+ Supports Windows, Mac and Linux systems
« Works with FireWire/1394, PCMCA and Express Card

For a full feature Jist please refer to the Product Specltications,

WWW,.CAMMAGROWPR.COM

FINFIREWIRE

QUICK INFORMATION
[ﬁjage: %mr;i;al ap_egt'i_c;ns N :

Capabilities;:w » Bypass User Password

« Covertly Access System
» Recaver Passwords fram RAM
- Enable Live Farensics

IEJIITE-I;{? E@dearefsﬁugri ) ’ J

Usage Example Z: Password Recovery

Combining the product with traditional Forensic
applications like Encase®, Forensic unlis used the
RAM dump functionality to make a snapshot of the
current RAM Information and recovered the Hard-Disk
encryption pagsphyase for TrueCrypt's full disk encryp-
tion,

FINFISHER™

FU R B
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Product Components

FINFIREWIRE

el
k, w A
FinFireWire - Tactical Unit Point-ang-Click User Interface
+ Complete Tactical System - Easy-to-use User Interface
\ vy
t
Connection Adapter Cards Univarsal FinWire CableSet
+ PCMCIA and ExpressCatd Adapter for - 4 pin to 4 pin
Target Systems without FireWire port « 4 pin o 6 pin
B pinio 6 pin
At
Usage
s ey
1. Go to your Target System 4, Select a Target
2, Start FinFireWire
ve 5, Wait until System
Is unlocked
3. Plug in FireWire Adapter & Cable

Theintormation containedherainis confidential
and subject to change without natice. Gamima
Group International shall not be liable for

technica! or zditorial errars or omissions i
contained herein,

&‘ GAMMA INTERNATIONAL

GAMIVIAGROUP United Kingdom

Tel: +44-1264 -332 411
Fax; +44 - 1264 - 332 422

info@gammagroup.com




Remote Monitoring & Infection Solutions

) FINSPY
FINSPY MOBILE
FINFLY USB
FINFLY LAN
FINFLY WEB
FINFLY ISP

The Remote Monitoring and Infection Solutlons are
used to access target systems to glve full access 1o
stored Informatlon with the ability to take control of
target system’ functions io the point of capiuring
encrypted data and communications, When used In combl-
natlon with enhanced remote Infectlon methods, Govern-
ment Agencles will have the capahliity to remotely Infect
target systems.

(3}

FINFISHER™

a WWW.CGAMMAGROUR.COM FT RN B T
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Remote Monitoring & Infection Solutions

FinSpy Is a field-proven Remote Monitoring Solutlon that
ehables Governments to face the current challenges of
monitoring Mobile and Security-Aware Targets thai
regularly change location, use encrypted and anony-
mous communication channels and restde in foreign
countries,

Traditional Lawful Interception solutions face new challenges
that can only be solved using active systems like FinSpy:

+ Data not transmitted over any network
+ Encrypted Communications

» Targets in forelgh countrles

I
2

S !
Finspy has been proven successful in operatidfis around
the world for many years, and valuable intelfigence has
been gathered about Target indlviduals and Qrganizations.

When FinSpy is Installed on a computer system it can be
remotely controlled and actessed as soon as it {5 con-
nectad 1o the internet/network, ne matter where In the
world the Target System Is based,

Feature Ovarview
Target Computer — Example Fealures;

« Bypassing of 40 regularly tested Antivirus Systems

- Covert Communication with Headquarters

* Full Skype Monitoring {Calls, Chats, Fila Transfers,
Video, Contact List)

» Recording of commen commun|cation |ike Email, Chats
and Voice-over-iP .

* Live Surveillance through Webcam and Micrahone

- Country Tracing of Target

+ Silent extracting of Files from Hard-Disk

' Process-based Key-logoer for faster analysis

* Live Remoate Forensies on Target System

+ Advanced Filters to recerd only important informatlon

- Supports most common Operating Sysiems (Windows,
Mac OSX and Linux)

Www.GAMMAGROUP.COM

. @tent; I E&i}-ﬁ—lwareISoftware—. —_]

FINSPY

QUICK INFORMATION

Usaag:- - Strategic 0paraii£ns
| i » Tactical Operations

?a_pabllltles . Remnu;.Computer Monitor g_
« Monitoring of Encrypted

Cammunications

Usage Example 1; Intelligence Agency

FinSpy was Installed oh several computer systems inside
Internet Cafes in critical areas in order to monitor them
for susplclous activity, especlally Skype communication to
foreign indlviduals. Using the Webcam, pictures of the
Targets ware taken while they were using the system,

Usage Example 2; Organized Crime

FinSpy was covertly deployad on the Target Systems
of severai members of an Organized Crime Group, Using
the country tracing and ramote microphone access, es-
sentlal information could be gathered from every meeting
that was held by this group,

Headquarters — Example Featuras;

+ Bvidence Protectlon (valid Evidence according to
Eufopean Standards)

: U'ser~Manag ement according to Securlty Clearances

- Security Data Encryptlon and Communication using
RSA 2048 and AES 256

* Hidden from Publle through Anonymizing Proxies

« Can be fully Integrated with Law Enforcement
Monitoring Functionality (LEMF)

For a full feature lIst please refer to the Produet Spedfications,

FINFISHER™

FEPOINTRUSION
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Remote Monitoring & Infection Solutions

Product Components

FINSPY

FinSpy Master and Proxy

+ Full Contral of Target Systems

+ Evidence Protection for Data and Activity Lags

+ Sequre Storage

- Sequrity-Clearance based User- and Target Management

P
[

FinSpy Agent

+ Graphical User Interface for Live Sesslons, Configuration
and Data Analysls of Targets

4
-

|
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Remote Monitoring & Infection Solutions

wow

FINSPY
Access Target Computer Systams around the World
FinGpy Relay
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Easy to Use User Interface
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Remote Monitoring & Infection Solutions

FINSPY

F ExNigdie i ol Pl TR

1, Multipie Data Views
2, Structured Data Analysls

3. Importance Levels for all
recorded Files
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Remote Monitoring & Infection Solutions

FINSPY LICENSES

Outline

The FinSpy solutlan contalns 3 types of product lcenses:

A. Update License

The Update License controls whether FinSpy 15 able o re-
trleve new updates from the Gamma Update server. It s
combined with the FinFisher™ After Sajes Support mod-
ule.After explry, the FinSpy system will still be fully fune.
tional but no longer able to retrleve the newest versions
and bug-fixes from the FInSpy Update server,

B, Agent License

The Agent License controls how many FinSpy Agents can
login to the FinSpy Master In parallel.

Example;
- 5 Agant Licenses are purchased.
+ FinSpy Agent licenses can be Installed on an unlim-
ied number of systems, howaver
- Only 5 FinSpy Agent systems can legin to the FinSpy
Master and work with the data at the same time

N
a
Screenshot active Target with License

FINSPY

C. Targst License

The Target License controis how many FinSpy Targets can
be active In parallel,

Actlve refers to activated FinSpy Target installations no
matter whether the Target Systern is online or offline.

When FinSpy Target is deployed on a Target System and
no Target Licenses are avafiable, the FinSpy Target gets
temporary deactivated and no recording and live access will
be possible, As soon as a new License Is available (8.9, by
upgrading the existing Llcense or de-infecting one of the
actlve FInSpy Targets), the Target will be assigned the free
flcense and 14 will be activated and begin recording and pro-
viding live access,

i

Screenshot inactive Target without License

2. VISTASPL3hE
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Remote Monitoring & Infection Solutions

FinSpy Mabile Is closing the gap of interception capabliitles
for Governments for most common smart phone platforms,

Specificatly, organizations without network or offeair
based interception capabliities can access Moblle Phones
and intercept the devices with enhanced capabifities.
Furthermore, the solution offers access to encrypted
communications as well as data stored on the devices
that Is not transmitted,

Traditional tactical or strategic Interceptlon solutions Face

challenges that can only be solved using offansive

systems like FinSpy Moblle:

+ Data not transmitted over any network and kept on the
device

+ Encrypted Communications in the Alr-Interface, which
avold the usage of tactical active or passive Off-Alr Systems

+ End-to-end encryption from the device such as Messengars,
Emails o PIN messages

FinSpy Mobile has been giving successful resuits to
Government Agencies who gather [nformation remately
fram Target Mobile Phones,

Whan FinSpy Mobile is installed on a moblle phone it can be
remotely controlled and monltored no matter where in
the world the Target is located,

. B r!.;il‘
Feature Overview

Targel Phone - Example Features:

- Covert Communications with Meadduarters

- Recording of commeon communications iike Viice Calls,
SMS/MMS and Emails

» Live Surveillance through sllent Calls

+ File Download (Contacts, Calendar, Pictures, Flles)

- Country Tracing of Target (GPS and Ceall ID)

+ Full Recording of all BlackBerry Messenger
communications

« Supports most commen Operating Systems: Windows
Mabile, I0S {(IPhone), BlackBerry and Androld

WWW,.EAMMAGROUWRE.COM

FINSPY MOBILE

QUICK INFORMATION
Usage trateglc Operations
- Tactical Operations

Capahil-;tulut;; R Wobile Phone
Monitoring

' Content: ] l;l-l du\r;;a—):Software .

Usage Exampla 1: Intelligence Agency

Finspy Mohile was deployed on BlackBerry moblle
phones of several Targets to monltar all communications,
including SMS/MMS, Emall and BlackBarry Messenger.

Usage Example 2: Organized Crime

FinSpy Mobile was covertly deplayed on the mobile
phones of several members of an Organized Crime Group
{OCG). Using the GPS tracking data and silent calls,
essentlal Informatlon could be gathered from every
meeting that was held by this group,

Headquarters — Exampie Features:

+ Evidence Protection (Valld Evidence according to
Eurcpean Standards)

- User-Management according to Securlty Clearantes

- Securlty Data Encryptlon and Communications using RSA
2048 and AES 256

+ Hidden from Publle through Anonymizing Proxies

« Can be fully Integrated with Law Enfercement
Monltoring Functlonality

For a full feature [Ist please rufer to the Product Spacifications,

FINFISHER™

VUOINTR LIS O



Remote Monitoring & Infection Solutions

FINSPY MOBILE

Product Components

LN

FinSpy Master and Proxy FinSpy Agent

+ Full Control of Target Systems L - Graphlcal Uset Interface for Live Sessions, Configuration
 Evidence Protection for Data and Activity Logs -y, - and Data Analysls of Targets

+ Secure Storage

- Security-Clearance based Uset- and Target Management
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Remote Monitoring & Infection Solutions

FINSPY MOBILE

Access Target Mobile Phones around the World

Yo

FiiBpy Relay
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Remote Monitoring & Infection Solutions

The FinFly USB provides an easy-to-use and reliable way of
installing Remote Monitoring Solutions on computer
systems when physical access is available,

Once the FInFly USB is inserted Into a computer, It
automatically installs the configured software with
little or no user-interaction and does not require
IT-trained Agents when belng used in operatlons. The
FinFly USB can be used agalhst multiple systams kefore
belng returned 1o Headquarters.

:
usage Example 1: Technical Surveillance Unit"

The FInFly USB was successfully used by Technical
Surveillance Units In several countries to deploy
a Remote Monltoring Solufion onte Target Systems that
were switched off, by simply hooting the system from
the FinFly USB device.

Feature Overview

FINFLY USB

QUICK INFORMATION
[ Usage: j *}a;cwt“u?;l Operations

Capabilities: + Deploys Remote Monitaring
" 1| Solution on Targat

Caontent: « Hardware -

Usage Example 2: Intelligence Agancy

A Source In a domastic terror group was glven a FinFly
USB that secretly Installed & Remote Monitoring
Selytlon on several computers of the group when they
were using the device 10 exchange documents between
each other, The Target Systems could then be ramotely
monttored from Headgquarters, and the FinFly USE was
later returned by the Source,

i
- Covertly Installs Remote Monitoring Solution on Inserlion In Target System

« Littte or no user-Interaction Is requlred

« Functionality can be concealed by placing regular flles llke music, video and offlce

documents on the device

- Infection of switched off Target System whenbooting from USH

» Hartiware 15 a common and non-suspicious USB device

For a full feature list please refer to the Product Spedfications.

WWW.EAMMAERUUPV.EDM

FINFISHER™
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“Remote Monitoring & Infection Solutions
! FINFLY USB

Product Components
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(" FinFly USBs Full FinSpy Integration
+ SanDisk USB Dongle {16GB) - Automatlc generation and activation thraugh FinSpy
- Deplays a Rermote Monlitoring Solutfon on Insertion Into Agent
Target Systems
- » Deploys Remote Monltoring Selution during Boot Process

i
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Remote Monitoring & Infection Solutions

A

Some of the malor chalienges Law Enforcement agencies
are facing are mohile Targets, where no physical access
1o a computer system can be achieved as well as Targets
who do not.open any infected Files that have been sent
via emall to their accounts,

In particular, security-aware Targets are almost Impossibie
to infect as they keep their systems up-to-date and no
exploits or Basle Intrusion technlgues will lead o success.

FInFly LAN was developed to deploy a Remote Monltoting
Solution covertly on Target Systems In Local Araa Natworks
(Wired and Wireless/802,11). It Is able to infect Files that
are downloaded by the Target on-the-fly, infect the Target
by sending fake Software Updates for popular Software
or infect the Target by injecting the Paylcad into visited
Websites.

Usage Example 1: Tachnical Surveillance Unit

A Technical Surveillance Unit was following a Target
for weeks without being able to physically dccess the
targel computer. They used FinFly LAN to Install the Remote
Monitoring Solution on the target computer when he was
using a public Hotspot at a coffee shop,

Feature Qverview

FINFLY LAN

QUICK INFORMATION
|- Tactical Operations

Capahilities; e Deploys Remate Monitoring
Solution on Target System in
Local Area Network

Co;;t_ent: i Ii;;f;;are .

Usage Example 2: Anti-Corruption

Finfly LAN was used to remotely Install the Remote
Monltorlng Solutlon on the computer of a Target while
he was using it Inslde hls hotel room, The Agents were
in anothar robm connected to the same network and
manipulated the Wehsltes the Target was visiting to trigger
the installatlon.

+ Discovers all Computar Systems connacted to Local Area Network

« Works in Wired and Wireless (802,11) Netwarks

+ Can be comblned with Finintrusion Kt for covert Network Access

« Hides Remote Menitoring Solutlon in Downloads of Targets

+ Injects Remote Monitoring Solution as Software Updates

+ Remotely installs Remote Menitoring Solution through Waebsites visitad by the Target

For a full feature list pleasa refor to the Product Spadfications,

WWW.CAMMAGRDUP.COM

FINFISHER™
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0 FINFLY LAN
Product Components 5
) f \
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- FinFly LAN Finintrusion Kit - Integration (Optional)
» Linux-based Software with simple User-nterface * FinFly LAN will be Inaded as a module Into
the Finlntrusion Kit
("
Infection through Local Area Networks
0 Routsh Gteway

forInfaotisn

FinFly LAN
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FINFLY LAN

I

Automated User-Interface

» Simple to use without extenslve tralnlng i

Bystaros, hifavted

|.| . it

Multiple-Target and Payload Support

» Different Executahies can be added for each Target

.
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One of the major challenges in using a Remote Monitoring
Solutlen is to install It onto the Target System, espacially
when enly a little information, like an Email-addrass, is
avallable and no physical access can be achleved.

FinFly Web Is designed to provide remote apd covert
Infection of a Target System by using a wide range of
web-based attacks.

FinFly Web provides a point-ant-click interfaca, enabling
the Agent to easily create a custom Infection code
according to selected modules,

Target Systems vislting a prepared webslte with the Imple-
mented Infection code will be covertly infacted with the
conflgured software,

Usage Example 1: Tethnlcal Survelllance Unit

After profiling a Target, the unit created a website of
interest for the Target and sent him the Hnk through a
discusslon board. Upon opening the Link to the unit's
webshe, a Remote Monitoring Solution was installed on the
Target System and the Target was monitored from within
Headguarters,

Feature Overview

Fully-Customizahle Web Modules
- Can be covertly installed into every Website

FINFLY WEB

ST QUICK INFORMATION
' S’trate;c_(lpe tions l

- Deploys Remot; ﬁcmtormg
Sclution on Target System -
through Websites

Usa
Capahilities: !

Usage Example 2! Intelllgence Agency

The customer deployad FinfFly ISP within the main [nternet
Service Provider of their country. It was combined with
FinFly Web to remotely infact Targets that visited
government offensive websites by covertly Injecting
the FinFly Web code into the targeted websltes,

» Full integration with FinFly LAN and FinFly ISP to depioy even inslde

popular Websltes lke Webmall, Video Portals and more

» Installs Remote Monitoring Solutlon even [f only emall address is known

* Posslbllity to target every person visiting conflgured Websites

For a full feature list pleasy rofer to the Product Specifications,

WWW.GAMMAGRDOUF.COM

FINFISHER™
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FINFLY WEB

Product Components

FinFly Web

» Polnt-and-click software to create
custom infection Websites

FinFly Web direct infection

TakalI5F

Futgat
forinfaction

Full integration with FinFly LAN and FinFly (SP

TwWAN ool 3K

Torga Cinm soaseriri i
i » Videa Poreal
forintectitn ot o P

el Robvork

Fiakly IS0

EE e

2!

.

a-jJ m







