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IN THE HIGH COURT OF JUSTICE

QUEEN’S BENCH DIVISION (ADMINISTRATIVE COURT)

BETWEEN:

PRIVACY INTERNATIONAL

Claimant

and

HM REVENUE AND CUSTOMS

Defendant

STATEMENT OF GROUNDS

Introduction and summary of claim

1. Privacy International (“the Claimant’) was founded in 1990. It is a leading UK non-

governmental organisation working on the right to privacy at an international level. It

focuses, in particular, on tackling the unlawful use of surveillance. It is frequently

called upon to give expert evidence to Parliamentary and Governmental committees

around the world on privacy issues and has advised, and reported to, among others,

the Council of Europe, the European Parliament, the Organisation of Economic Co-

operation and Development and the United Nations.

The Defendant, HM Revenue and Customs (“HMRC”) is responsible for enforcing and

prosecuting breaches of export control. r

On 9 November 2012 the Claimant wrote to HMRC regarding exports by a UK-based

company, Gamma International. The Claimant provided HMRC with evidence that

Gamma International was illegally exporting surveillance equipment/software and

technical assistance to repressive regimes which had used Gamma International

products to target democracy and human rights activists. The Claimant requested

that HMRC investigate. Having received no response from HMRC, the Claimant

wrote again on 21 December 2012 asking whether any investigation was being, or is

to be, conducted and to be kept informed of its progress. The Claimant also explained

estates



fl

HH

that they were writing on behalf of Dr Ala-A Shehabi, a British born Bahraini

democracy activist, who had been in contact with the Claimant and whose computer

had been targeted by the Bahrain authorities using equipment/software exported by

Gamma International, and who was particularly concerned that Gamma International’s

activities were properly investigated. HMRC responded on 9 January 2013. It stated

that by reason of the Commissioner of Revenue and Customs Act 2005 ("CRCA

2005”) s 18 it has no power to “disclose any information held by HMRC in connection

with its functions” and thus “will be unable to keep you or other third parties informed

about the progress of any investigation.”

HMRC’s refusal to indicate to the Claimant or Dr Shehabi the progress of any

investigation it is undertaking and when and whether it is terminated, has been

reached based upon an erroneous understanding of the law. That is so for the

following reasons.

(i) Insofar as HMRC has directed itself that by reasons of CRCA 2005 it has no

power to disclose to the alleged victim of crime or to a complainant the status

of any investigation being conducted,it has misconstrued the statute. HMRC

routinely provides press releases indicating that it is conducting an

investigation into criminal activity and its progress. That information is

disclosed, it is assumed, because HMRC regards it as being “for the purposes

of a function of the Revenue and Customs” (CRCA 2005 s 18(2)(a)(1)) or “for

the purposes of a criminal investigation’ (ibid s 18(2)(d)) and thus that

disclosure falls outside the prohibition contained in CRCA 2005 s 18(1). The

same applies to informing the victim and complainant that a criminal offence

is being, or has ceased to be, investigated.

(ii) Alternatively, if HMRC has directed itself that it does have the power to

disclose whether or not an investigation has been commenced and whether

or not it is terminated, but operates a blanket policy of refusing to provide

such information to victims and complainants, it is also acting unlawfully. It is

well-established that it is unlawful for decision-makers to fetter their discretion

by adopting a blanket refusal to exercise a power irrespective of the facts of

2
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an individual case. -

5. The Claimant submits that HMRC should reconsider its decision of 9 January 2013 to

refuse to inform it and Dr Shehabi as to the progress of its investigation and should

determine what information it should provide in this regard. That is not a matter to

which HMRC has directed its mind becauseit has wrongly directed itself that it is

subject to an absolute prohibition on making such disclosure.

Material legislation

6. CRCA 2005 ss 18 and 19 provide:

18 Confidentiality

(1) Revenue and Customs officials may not disclose information which is

held by the Revenue and Customs in connection with a function of the

Revenue and Customs.

(2) But subsection (1) does not apply to a disclosure—

(a) which—

(i) is made for the purposes of a function of the Revenue and

Customs, and

(ii) does not contravene any restriction imposed by the

Commissioners,

(b) which is made in accordance with section 20 [public interest

disclosure] or 21 [disclosure to a prosecuting authority],

(c) which is made for the purposes of civil proceedings (whether or

not within the United Kingdom) relating to a matter in respect of which

the Revenue and Customs have functions,

(d) which is made for the purposes of a criminal investigation or

criminal proceedings (whether or not within the United Kingdom)

relating to a matter in respect of which the Revenue and Customs

have functions,

(e) which is made in pursuance of an order of a court,

(f) which is made to Her Majesty's Inspectors of Constabulary, the

Scottish inspectors or the Northern Ireland inspectors for the purpose

of an inspection by virtue of section 27,
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(9) which is made to ‘the Independent Police Complaints

Commission, or a person acting on its behalf, for the purpose of the

exercise of a function by virtue of section 28, ...

é .

(h) which is made with the consent of each person to whom the

information relates...

(2A) Information disclosed in reliance on subsection (2)(i) may not be

further disclosed without the consent of the Commissioners (which may be

general or specific).

(3) Subsection (1) is subject to any other enactment permitting disclosure.

(4) In this section—

(a) a reference to Revenue and Customs officials is a reference to

any person who is or was—

(i) a Commissioner,

(ii) an officer of Revenue and Customs,

(iii) a person acting on behalf of the Commissioners or an

officer of Revenue and Customs, or

(iv) a member of a committee established by the

Commissioners, —

(b) a reference to the Revenue and Customs has the same meaning

as in section 17/

(c) a reference to a function of the Revenue and Customs is a

reference to a function of—

( the Commissioners, or

(ii) an officer of Revenue and Customs,

(d) a reference to the Scottish inspectors or the Northern Ireland

inspectors has the same meaning as in section 27, and

(e) a reference to an enactment does not include—

(i) an Act of the Scottish Parliament or an instrument made

under such an Act, or

(ii) an Act of the Northern Ireland Assembly or an instrument

made under such an Act.

19 Wrongful disclosure =

(1) A person commits an offence if he contravenes section 18(1) [or (2A)]

or 20(9) by disclosing revenue and customs information relating to a person

whose identity— .,..
(a) is specified in the disclosure, or
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(b) can be deduced from it.

(2) In subsection (1) “revenue and customs information relating to a

person” means information about, acquired as a result of, or held in

connection with the exercise of a function of the Revenue and Customs

(within the meaning given by section 18(4)(c)) in respect of the person; but it

does not include information about internal administrative arrangements of

Her Majesty's Revenue and Customs (whether relating to Commissioners,
officers or others).

(3) tis a defence for a person charged with an offence under this section

of disclosing information to prove that he reasonably believed—

(a) that the disclosure was lawful, or

(b) that the information had already and lawfully been made

available to the public.

Factual background

7, Gamma International (UK) Ltd is part of the Gamma Group of companies and is based

in the Gamma Group's development headquarters in Andover, Hampshire. One of

Gamma International's products, which it invented in the UK, is described on its

website as “a portfolio of intrusion products called FinFisher’ which are offered to “law

enforcement and intelligence, agencies ... for unsurpassed IT investigation and

surveillance techniques within the IT environment.”

FinFisher products work by covertly installing software onto targets’ computers and

mobile phones without their knowledge. This is accomplished by tricking the user into

opening or attachments or downloading fake updates from what appear to be

legitimate sources such as BlackBerry, iTunes or Adobe Flash. Once the user opens

the attachment or accepts the updates, the computer or phone becomes infected

enabling the third party who has infected the device to gain full access to any

information it holds or obtains in the future. The third party can view all of the user's

emails, social messaging, and Skype calls once the computer is infected. FinFisher

also enables the third party to commandeer and remotely operate microphones and

cameras on targeted computers and mobile phones, turning the devices into bugs

Information obtained by the Claimant indicates that Gamma International has exported

"
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10.

11.

FinFisher products, and in particular a product known as FinSpy, and the technical

expertise to operate them, to the security services of a number of repressive regimes,

including in Bahrain, Egypt and Turkmenistan which are widely reported to torture and

ill-treat political opponents. The Claimant has obtained specific evidence of Gamma

International's FinFisher products being used by the Bahraini security services to

target the computers and mobile devices of democracy activists both in Bahrain and

abroad. The Claimant is concerned that this equipment is being used by the Bahraini,

and other repressive foreign governments, for a range of abuses. This includes

serious breaches of privacy. The Claimant is also concerned that such technology is

being used to gather information on individuals who are then arrested and tortured as

a result of the information obtained.

Pursuant to the Export Control Act 2002 (“ECA”), the Secretary of State for Business

Innovation and Skills (“BIS”) has the power to impose export controls on “goods of any

description” (ECA s 1) and on “technical assistance of any description” (ECA s 3).

Controls may only be exercised where authorised by ECA s 5. Pursuant to ECA s 5(4)

controls can be imposed on goods if they are capable of giving rise to breaches of

human rights or internal repression (ECA Schedule para 2 and Table D). Controls

may also be imposed to give effect to EU provisions (ECA s 5(2)), Once controls are

imposed on a product or technology, it is a criminal offence to export them without a

licence. In granting a licence for a particular export it is BIS' policy to apply the

“Consolidated EU and National Arms Export Licensing Criteria" which includes among

the criteria considered “The respect of human rights and fundamental freedoms in the

country of final destination” (Criteria 2).

Initially the Claimant had understood that products in the FinFisher range were not

subject to export licences. The Claimant was concerned to ensure that FinFisher

products required a licence so that when companies sought to export them, BIS can

consider whether the products are likely to be misused by repressive regimes. The

Claimant therefore instructed its solicitors, Bhatt Murphy, to write to BIS on 12 July

2012 asking for confirmation that surveillance products in the FinFisher range, and in

particular a product known as FinSpy, would be made subject to export controls.

154

2)
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13.

14.

BIS responded on 8 August 2012. They indicated that FinSpy was, in fact, already

subject to export controls on the basis that it fell within EU Council Regulation (EC) No

428/2009 (“the Dual-use Regulations”) which regulates the export of items, including

software and technology, that can be used for both civil and military purposes. BIS

stated that as FinSpy products are designed to use controlled cryptography they fall

within Category 5, Part 2 (“information security”) of Annex | of the Dual-use

Regulations. BIS stated that having carried out an assessment of the FinFisher

products referred to in the Claimant’s letter of 12 July 2012, they had informed

Gamma International that such products required a licence for export to all

destinations outside the EU. BIS also stated that where equipment falling within the

Dual-use Regulations were sought to be exported, the risks associated with their use

would be considered on a case-by-case basis before a licence is granted.

Given the evidence within the public domain that suggested that Gamma International

had exported, and was continuing to export, products in the FinFisher range to

countries outside the EU, including those such as Bahrain, Egypt and Turkmenistan

with very poor human rights records, the Claimant entered into further

correspondence with BIS to find out whether licences had been applied for. The

Claimant's solicitors wrote to BIS on 9 August 2012 to inquire whether export licences

had been granted to Gamma International and if so in what circumstances. BIS

responded on 11 September 2012. It stated that Gamma International had not sought

any licences to export the FinSpy system and/or to provide technical assistance

outside the EU. The letterivalso stated “enforcement of export control is the

responsibility of HMRC” and concluded:

if you or your client hold specific information on breaches of export controls

by UK nationals or companies we would strongly encourage you to report this

information to [HMRC] ... so that the appropriate action can be taken.

In response to BIS’ suggestion, the Claimant compiled a dossier of material containing

evidence about Gamma International, and sent it to HMRC under cover of a letter of 9

November 2012. It provided evidence that Gamma International were unlawfully

exporting products subject to export control. The letter stated:

1
3
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there is compelling evidence that Gamma International has exported

surveillance equipment without a licence including to countries with appalling

human rights records where there is a real risk that the equipment will be

used for internal repression. lt appears that Gamma International remains

very active in the export market and early this month (October 2012) ... were

an exhibitor at the Milipol Qatar 2012 “Worldwide Exhibition of internal State

security”. There is a clear urgent imperative for you to conduct an audit of

past exports and in particular ongoing exports and technical assistance to

stop and punish any unlawful practice.

4

The Claimant received no acknowledgement or response to its letter of 9 November

2012. The Claimant wrote a further letter to HMRC of 21 December 2012 asking

whether any investigation was“being conducted. They also referred to the case of Dr

Shehabi. Dr Shehabi is a Bahraini economist and democracy activist now located in

the UK. As indicated in her witness statement, attempts were made to infect Dr

Shehabi’s computer while she was in Bahrain with malware and it is very likely that

Bahraini authorities were responsible. Testing indicated that the malware was part of

a FinFisher product produced by Gamma International, and that once a computer with

the virus sent to Dr Shehabi is infected, it transmits information, for example the data

of a Skype call, to an internet address in Bahrain. As indicated in her witness

statement, Dr Shehabi was very distressed by the attempt to spy on her. She is also

worried that Bahrain security services will attempt to infect her computer again as

evidence has emerged suggesting Bahrain authorities have installed surveillance

software, again produced by Gamma International, on the computers of activists

abroad. Dr Shehabi was therefore particularly'concerned that steps were taken by UK

authorities to enforce export controls and to punish any past breaches by those selling

prohibited products to Bahraini authorities.

The Claimant's letter of 21 December 2012, having referred to Dr Shehabi's case,

stated:

Ms Shehabi is, as indeed are we, understandably anxious to understand what

steps if any HMRC are taking to investigate Gamma and the progress of any

investigation. In this respect Ms Al’a Shehabi has asked us to act on her

behalf for a progress report and we enclose for the avoidance of any doubt a

signed authorisation in this respect. The request for information about your
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investigation is therefore made both on behalf of Privacy International and Ms

Ala Shehabi.

The Claimant asked HMRC “whether there will be any investigation into unlicensed

exports by Gamma and if not the reasons for this’, and they asked, if there was an

investigation, to be informed of the progress (including whether anyone was arrested

or whether and why it was decided to take no further action).

HMRC sent two letters in response to the Claimant's letters of 9 November and 21

December 2012. In a letter of 10 January 2013 from Stuart Armstrong (Head of

Customs Enforcement Policy), in response to the Claimant's letter of 9 November

2012, it was stated: “As with all information received regarding alleged strategic export

control breaches, this will be agsessed by our Criminal Investigators for consideration

of further action’.

A further fetter of 9 January 2013 from Anthony Inglese (General Counsel of HMRC)

responded to the Claimant's letter of21 December 2012. It stated:

As you may be aware, section 18 of the Commissioners for Revenue and

Customs Act 2005 imposes strict controls on the disclosure of information

held by HMRC. Indeed, the starting point of this legislation is that without

specific legal authority officials of HMRC may not disclose any information

held by HMRC in connection with its functions (which of course include

enforcement of export controls) and it is a criminal offence to reveal any

information from which persons (including legal persons such as companies)

may be identified. Consequently HMRC cannot comment on individual cases,

and in particular will be unable to keep you or other third parties informed

about the progress of any investigation.

Eric King, Head of Research of the Claimant, sought to discuss matters further with

HMRC. He phoned on a number of occasions in late February and early March 2013

but was not able to speak to anyone about the case. Subsequently, he received a

letter dated 8 March 2013 from Stuart Armstrong, which repeated that HMRC

considers all credible information it received and that this process was ongoing in

relation to Gamma International, but that “HMRC cannot comment on individual cases,
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20.

nor are we able to keep you, or any other third party informed of progress of any

potential enquiries,” ba ‘

On 20 March 2013 the Claimant’s solicitors sent a pre-action protocol letter to HMRC.

Although this letter has been acknowledged there has been no substantive response.

Grounds of challenge

Ground 1: Misdirection as to CRCA 2005

21.

22.

23,

HMRC has apparently directed itself that as criminal investigation is a part of its

functions, pursuant to CRCA 2005 s 18(1) it has no power to inform a complainant or

alleged victim who has reported a criminal offence to HMRC of the progress of any

investigation, whether an investigation is ongoing or has been discontinued or whether

any individual has been arrested or charged. That is an error of law.

The purpose of CRCA s 18 is'to protect taxpayer confidentiality. That was explained

to the court by counsel for HMRC in R (UK Uncut) v HMRC [2012] EWHC 2107 [7] as

follows (emphasis added):

HMRC is statutorily inhibited from disclosing detailed information about the

tax affairs of taxpayers by the express terms of [section 18(1) of the CRCA

2005], and ... the reason for the statutory prohibition was the efficient and

effective collection of taxes. Assessment and all information about taxpayers’

affairs are strictly confidential (see for example the speech of Lord

Wilberforce in R v inland Revenue Commissioners, ex parte The Federation

of Self-Employed and Small Businesses Ltd (a case usually known as the

Fleet Street Casuals case) [1981] AC 617 632 (f)~to (g)).

The purpose of CRCA 2005 s 18 is not to subject HMRC to a rule of absolute

confidentiality in relation to its role investigating crime, especially where the crime has

nothing to do with taxation, and it is submitted that that is not the effect of CRCA s 18

if the provision is read as a whole.

Pursuant to CRCA 2005 s 18(1), read in conjunction with ss 18(2), HMRC may not

disclose information which it holds “in connection with a function of the Revenue and

Customs” unless, inter alia, the disclosure is made “for the purposes of a function of

10
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ihe Revenue and Customs" (s 18(2)(a))‘or “for the purposes of a criminal

investigation” (s 18(2)(d)). Informing individuals that an alleged crime is, or has

ceased to be, under investigation so that they are properly aware as to what HMRC is

doing, is a disclosure made: fér the purpose of a function of HMRC and/or for the

purposes of criminal investigation. It is thus not prohibited by CRCA 2005 s 18.

Indeed HMRC apparently recognises in other contexts that it has the power to provide

information as to whether or not it is conducting investigations and the progress of

such investigations. It routinely does so in the form of press releases and newspaper

briefings. For example on 20 January 2009 the Daily Telegraph reported a story

about the arrest of 15 members of the crew, including pilots, of a South African

Airways flight after cannabis worth £150,000 was found in baggage. According to the

article “HM Revenue and Customs said that a total of 50 kilos (110lb) of the drug were

found on a flight which came in from Johannesburg... [An HMRC spokesman said

that] ‘Those arrested are now being held in custody and will be interviewed by HMRC

investigation officers [on 20 January].” In that case HMRC presumably directed itself,

correctly, that informing the public that it was undertaking a criminal investigation, and

that individuals had been arrested, was part of its function as an investigator of crime

and was thus not prohibited by CRCA 2005 s 18(1).

In relation to the complainants and victims of crime, it is clearer still than in the case of

the general public that providing information as to the progress of an investigation is

part of the functions of a body that is charged with investigation and prosecution of

crime. Other bodies involved in the investigation of crime, such as the police and

CPS, are not only permitted to provide such information as part of their functions, but

have an obligation to do so in relation to victims. That is required by The Code of

Practice for Victims of Crime issued pursuant to the Domestic Violence, Crime and

Victims Act 2004. Pursuant to the Code the police are required to inform victims if

they decide that there will be no investigation (para 5.2), they must report the progress

of any investigation to the victim on a monthly basis (para 5.9), and they must inform

the victim if the investigation is:concluded (para 5.10) or if a suspect is arrested (para

5.14). e ‘

11
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The importance of providing such information in the discharge of criminal

investigators' functions is set out in a report published by Victim Support, the national

charity providing help to victims of crime and witnesses. The report is entitled “Left in

the dark: Why victims of crime need to be kept informed” (2011). It examines how

being left uninformed about the progress of an investigation “affects [the] wellbeing [of

victims] as well as their confidence and engagement with the wider [Criminal Justice

System)” (page 3). The Report found that there was widespread failure to inform

victims of crime as to the progress of investigations and concluded that that was a

matter of concern. It stated:

Dissatisfaction and loss of confidence can make victims disengage from the

criminal justice system. In some cases a lack of communication can even

affect the success of the investigation if victims drop out of a case while it is

being prosecuted. Negative experiences also make it less likely that victims

will report incidents in the future (page 3).

These findings show that much more needs to be done in this area, and

highlight the importance of focusing:on improving victim care. Victims who

report crime understand that there can be no guarantees that a criminal will

be caught. They also appreciate that the police have to prioritise limited

resources. Nevertheless, they expect their crime to be taken seriously and

want to be assured that it was worth their while reporting it. Furthermore, the

cost of ignoring victims’ desires to be kept informed about their case has

wider consequences for communities and society at large. Public attitudes to

the police and wider justice system, and engagement with the criminal justice

process are directly affected by how well we care for the victims of crime.

(page 4)

The Claimant recognises that HMRC is not bound by The Code of Practice for Victims

of Crime, Presumably that is because it will be relatively rare for a criminal offence

investigated by HMRC to have an identifiable victim. In the instant case, Dr Shehabi

is, however, an identifiable victin. The provisions of the Code, and the findings of

Victim Support also illustrate that informing victims of crime as to the progress of an

investigation is an important part of the functions of the investigator. It is important not

only to the progress of the particular investigation but also for the criminal justice

process more generally. Furthermore, Directive 2012/29/EU provides that EU

member states must secure the rights of the victims of crime. This includes informing

12
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the victim, without delay, of any decision not to proceed, or to end an investigation or

not to prosecute an offender (Art 6(1)). If HMRC is correct that CRCA 2005 s 18

absolutely prohibits it communicating in any way with the victims of crime as to the

progress of an investigation, that is inconsistent with the Directive. While EU member

states are not required to put in place legislative and administrative measures to

ensure compliance with 2012/29/EU until November 2015, the Directive again

illustrates that it is an important function of'a body charged with investigating crime

that it informs victims of the progress of its investigation. There is no reason for that

principle not to apply to Dr Shehabi.

HMRC has not considered whether it should provide any information as to the

progress of its investigation, and if so what information it should provide, to either Dr

Shehabi or the Claimant because it has concluded that that is not part of its “funcions”

pursuant to CRCA 2005 s 18(2) and is therefore absolutely prohibited by s 18(1). For

the reasons set out above, that is an error of law.

Furthermore, HMRC’s interpretation of CRCA 2005 is inconsistent with Article 10 of

the European Convention of Human Rights (“ECHR”). Article 10 accords a right to

“receive and impart information.” Prohibiting employees of HMRC from providing

information to victims or complainants of crime about the status of an investigation

interferes with that right. Other bodies charged with criminal investigation and

prosecution not only have the power but the obligation to provide such information. It

is difficult to see how such an absolute prohibition could be justified for the purposes

of ECHR Art 10 because the crime happens to be investigated by the HMRC and not

the police, and nojustification for such an absolute prohibition has been put forward.

Pursuant to the Human Rights Act 1998 (“HRA”) s 3(1) “so far as it is possible to do

so” the CRCA 2005 should be read compatibly with the Convention. For the reasons

set out above, the Claimant submits that an ordinary reading of CRCA 2005 s 18,

without recourse to the HRA, does not impose the absolute prohibition understood to

apply by HMRC. If that is not so, however, it is plainly “possible” to interpret CRCA

2005 s 18 such that informing victims and complainants of crime as to whether an

investigation is being conducted and its progress fall within the “functions” of HMRC

o

13



within the meaning of s 18(2)(a)(i)) or s 18(2)(d)), such that providing the information

is not absolutely prohibited.

Ground 2: Fettering discretion

31. Alternatively, if HMRC accepts that it has the power to disclose information as to

whether or not it is conducting a criminal investigation, but has adopted a blanket

policy refusing to provide such information to victins and complainants of crime, that

too would be unlawful.

32. Itis well established that it is unlawful for a body conferred a statutory power to adopt
a blanket policy refusing to exercise the power ("the general rule is that anyone who

) has to exercise a statutory discretion must not 'shut his ears to an application” per

Lord Reid, British Oxygen v Minister of Technology [1971] AC 610, 625). While

decision-makers are entitled to adopt a policy for dealing with particular categories of

case, it is unlawful if they refuse to consider departing from that policy in the light of

individual circumstances.

; 33. There may be good reasons connected to law enforcement in particular cases for

HMRC to withhold certain details about the progress of an investigation. It is,

however, unlawful for the HMRC to adopt a blanket policy not to provide any

information, including whether an investigation has been commenced or terminated

and its progress, to the victims or complainants of a crime.

3
da

Protective Costs Order

34. The Court is further respectfully invited to grant the Claimant a protective costs order

covering this application for judicial review, limiting its liability to costs to the sum of

£5,000. This case meets the guidelines set out in Corner House [2005] 1 WLR 2600

for the grant of a protective costs order:

(i) The case is arguable and raises important points of general legal and public

importance that should be resolved by the Court, i.e. the interpretation of the

CRCA 2005 and whether HMRC is correct that it is subject to an absolute

14
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(ii)

(iii)

Conclusion

prohibition, including in relation to the alleged victim and complainant of a

crime, in providing information as to the progress of its investigations. That is

of importance, in particular, where the underlying criminal allegations are so

serious, namely the breach of export controls by a UK-based company

providing surveillance products to repressive regimes which are used to

gather information about political opponents. If UK companies are exporting

such products illegally it is of importance that the matter is investigated in a

manner that is public and transparent.

The Claimant has no private interest in the outcome of this litigation. It is a

charity acting in the public interest seeking to secure protection for privacy

rights internationally.

The Claimant is not seeking a full protective costs order. While its finances

are limited, this is an issue of sufficient importance that it is able to offer a

cost-cap of £5,000. This is a substantial sum and, crucially, it is all they can

afford. Further details of the financial circumstances of the Claimant can be

found in the witness statement of Eric King, Head of Research of the

Claimant.

If the Claimant is not granted a protective costs order it will be forced to

withdraw its claim. These important issues will go unresolved.

35. For the reasons above, the Claimant seeks the relief set out in the Claim Form.

Dan Squires

Matrix Chambers

5 April 2013
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HM

HM Revenue and Customs

100 Parliament Street

London

SW1A 2BQ

9 November 2012

Dear Sir/Madam

Gamma International

Unlicensed exports of surveillance equipment

We write further to previous correspondence that we have had with 10 Downing

Street and the Department for Business Innovation and Skills (“BIS”), both directly

and through our solicitors, Bhatt Murphy.

We write to you at the suggestion of BIS in relation to our concerns about exports by

a UK company, Gamma International, of surveillance equipment in the

“FinFisher/FinSpy” range to repressive regimes around the world. We believe that this

equipment is being used by oppressive governments for a wide range of human rights

abuses. These include not only serious breaches of the right to privacy, but also

breaches of the rights of free association and free expression. At the most serious

end of the spectrum, we believe that Gamma's technologies are being used to gather

information on individuals who are then arrested, tortured and, in some cases,

executed.

For ease of reference, we include a dossier of material.

Privacy International

Privacy International is widely regarded as the leading UK charity working on the right

to privacy at an international level. As such, we are frequently called upon to give

expert testimony to parliamentary and government committees around the world. We

have advised and reported to international organisations like the Council of Europe,

the European Parliament, the Organisation tor Economic Co-operation and

Development and the United Nations.

Gamma International and the FinFisher range of products

On Gamma International's website, the company describes itself thus:
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“Working out of our development headquarters in Andover, United Kingdom,

Gamma International's world-class intrusion and IT experts have invented a

portfolio of intrusion products called FinFisher.

The FinFisher product portfolio is solely offered to Law Enforcement and

Intelligence Agencies.

The FinFisher suite can be used as individual products and when

interconnected give intelligence agencies advanced tools for unsurpassed IT

investigation and surveillance techniques within the IT environment.”

The FinFisher range of products is marketed in part by promotional videos now within

the public domain, following their release by Wikileaks.

Most of the FinFisher products covertly install malicious software (malware) on

targets’ computers or mobile devices without their knowledge by tricking them into

downloading fake updates from what appear to be legitimate sources such as

Blackberry, iTunes or Adobe Flash. Once the updates are accepted, the computer or

mobile device is infected, allowing full access to the information held on it. One

product, FinFly LAN, is marketed specifically for surveillance of individuals staying in

hotels. An Intelligence Note of 8” May 2012 prepared by the Internet Crime Center

(IC3) (Tab 3d of the dossier) has indicated that:

“[rlecent analysis by the FBI and other government agencies demonstrates that

malicious actors are targeting travelers abroad through pop up windows while

establishing an Internet connection in their hotel room.”

One of the products, FinFly ISP, involves an additional server being inserted into the

core network of an internet provider to facilitate “infection” of specitic target personal

computers. A similar product, FinSpy Mobile, works in a similar way to infect mobile

phones.

The promotional video with images and text shows:

o a simulation of an agent deploying “the FinFly ISP server into the Core

Network”

“FinFly ISP [analysing] traffic for easy Target Identification”

“The Target [using] his private DSL or Dial-Up Account”

“FinFly ISP [sending] a fake iTunes update to the Target System”

“t]he Target System is now infected with the FinSpy software”

“[t]he Headquarters has full access to the Target System”0
0
0
0
0

Once an individual's device is “infected”, the user of the malware is able to access all

emails, social media messaging and Skype calls. These products also enable the user

to commandeer and remotely operate microphones and cameras on targeted

computers and mobile phones, effectively turning the device into a bug that the target

individual willingly and unknowingly keeps in close proximity.
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As recently as 12" October 2012 a further Intelligence Note of by the IC3 (Tab 3e of

the dossier) has indentified FinFisher by name as an example of “malware used by

criminals to lure users into compromising their devices”.

The position of Gamma International and export controls

Following correspondence between our solicitors Bhatt Murphy and BIS, the position

appears to be as follows:

1. Products in the FinFisher system do require a licence to export to all destinations

outside the EU under Category 5, Part 2 (‘Information Security” of Annex | to the

Dual-Use Regulation. This is because they use controlled cryptography and

therefore fall within the scope of Annex | to the Dual-Use Regulation. Gamma

International has been advised of this. See letter dated 8" August 2012 from the

Treasury Solicitors to Bhatt Murphy solicitors in particular paragraph 13 (Tab

1b of the dossier).

2. Gamma International has not sought any licences to export products in the

FinFisher system and/or to provide technical assistance in countries outside the

EU. See letter dated 11' September 2012 from BIS to Bhatt Murphy, in

particular the answers to questions 5 and 6 (Tab 1d of the dossier).

3. Consequently any such exports or assistance would be unlicensed, and

therefore amount to criminal conduct. This would not simply be an offence for

breach of export controls. According to a source as credible as the IC3

FinFisher is being used in criminal activity. Further, we have received legal

advice that to the extent that the export or assistance is made in the

knowledge that there is a real risk that the software will be used to obtain

information about activists who will, as a consequence, be arrested and

tortured there is the potential that this will be complicity in torture contrary to

the UK. See the Criminal Justice Act 1988 (“CIA”), section 134 read in

conjunction with the Accessories and Abettors Act 1861, section 8.

4. There is now substantial evidence within the public domain suggesting that

Gamma International has exported, without a licence, products in the FinFisher

range to a large number of countries outside the EU. This includes a number

with very disturbing human rights records, where the kind of risks to human

rights set out above is very real and present. By way of example only, we refer

to the following:

Egypt
Concerns about human rights in Egypt need no introduction.

In April 2011 it was reported in the Guardian (Tab 4a of the dossier) and elsewhere

that two Egyptian human rights activists had found documents (Tab 2a of the

dossier) from Gamma International amid hundreds of batons and torture equipment

in the headquariers of the regime's notorious State Security Investigation service

(SSI). One of the papers contained an offer dated 29' June 2010 to provide “FinSpy”
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software, hardware, installation and training to the SS! for €287,000. The BBC also

reported in September 2011 (Tab 4b of the dossier) that files from the Egyptian

secret police's “Electronic Penetration Department” described Gamma's products as

the “only security system in the world” capable of listening in on Skype phone

conversations on the internet. The files also noted that the documents detailed a five-

month trial of FinSpy, which had “proved to be an effective electronic system for

penetrating secure systems [that] accesses email boxes of Hotmail, Yahoo and Gmail

networks,”

Bahrain

The Bahrain Independent Commission of Inquiry (BICI) November 2011 report

concluded that the security forces had committed serious violations against

protesters during their suppression of pro-democracy protests in February and March

2011. Those violations included thousands of arbitrary arrests, systematic torture and

ill-treatment of detainees, and routine denial of fair trial guarantees. According to

Human Rights Watch:

" Bahrain's human rights situation remains critical in the wake of the brutal

crackdown on pro-democracy protesters in 2011. The king established an

independent inquiry to investigate these potential abuses, but it failed to fully

implement the inguiry's recommendations - namely holding senior officials

accountable for crimes such as torture or for failing to free protesters who

were jailed for exercising their right to free expression and peaceful assembly.

Clashes between police and protesters continue, as do reports of deaths from

beatings and excessive use of tear gas. The government continues to impose

severe restrictions on access for international rights groups like Human Rights

Watch.”

See http://www.hrw.org/middle-eastn-africa/bahrain

In July 2012 it was reported by Bloomberg (Tab 4e of the dossier) that Bahraini pro-

democracy activists had received emails containing malware in Washington, London

and Manama in April and May 2012. When these emails were analysed by computer

researchers at CitizenLab, a multidisciplinary project based at the University of

Toronto’s Munk School of Global Affairs, (Tab 3b of the dossier) there was strong

evidence that the malware in question was “FinSpy”, part of the commercial intrusion

kit, Finfisher, distributed by Gamma International.

Ethiopia

Human Rights Watch notes as follows

“Since late 2011, journalists and four opposition supporters had been

convicted under the country's anti-terror law. A draconian civil society law

hampers independent human rights work. The government's development

policies, including large-scale commercial agricultural, has led to forced

resettlement of indigenous populations, who lose their livelihoods in the

process and are subjected to arbitrary arrests and assaults by the armed
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forces. For their part, international donors to Ethiopia have been too quiet

about Ethiopia's deteriorating rights situation."

See http://www.hrw.org/africa/ethiopia

In mid-August 2012 the use of FinFisher products was reported in the New York Times

and elsewhere, see “Elusive FinSpy Spyware Pops Up in 10 Countries" (Tab 4g of

the dossier). The report referred to an expert analysis by security researchers at

Rapid 7 (Tab 3c of the dossier) that suggested that FinFisher products were being

used in Ethiopia as well as Indonesia, Australia, Qatar, Czech Republic, Estonia, USA,

Mongolia, Latvia and Dubai.

Turkmenistan

Turkmenistan operates as a one-party state, dominated by the Democratic Party of

Turkmenistan (DPT). Turkmenistan’s human rights record has been roundly criticised

by NGOs and international human rights bodies, including Human Rights Watch and

the UN Committee Against Torture (UNCAT).

According to Human Rights Watch:

*... five years after the death of dictator Saparmurad Niyazov, President

Gurbanguly Berdymukhamedov's authoritarian rule remains entrenched,

highlighting Turkmenistan’s status as one of the world's most repressive

countries. The country remains closed to independent scrutiny, media and

religious freedoms are subject to draconian restrictions, human rights

defenders face constant threat of government reprisal, and torture is

widespread, Turkmenistan has the one of largest natural gas reserves in the

world, and the Turkmenistan government continued to expand relations with

foreign governments and international organizations, but with no meaningful

outcomes for human rights promotion and protection.”

See hitp://www.hrw.org/europecentral-asia/turkmenistan

In June 2011 in its Concluding Observations of the Committee Against Torture,

Turkmenistan, UNCAT expressed deep concerns over:

“... numerous and consistent allegations about the widespread practise of

torture andill-treatment of detainees”. A key area of concern was the Turkmen

authorities’ repression of activism and civil society, including “numerous and

consistent allegations of serious acts of intimidation, reprisals and threats

against human rights defenders, journalists and their relatives, as well as the

lack of information provided on any investigations into such

allegations...human rights defenders have faced arrest on criminal charges,

apparently in retaliation for their work, and trials in which numerous due

process violations have been reported.”

The committee urged the Turkmen government to:
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“. ensure that human rights defenders and journalists, in Turkmenistan and

abroad, are protected from intimidation or violence as a result of their

activities."

In late August 2012 the use of FinFisher products was again reported in the New York

Times and elsewhere “Software Meant to Fight Crime Is Used to Spy on Dissidents”

(Tab 4h of the dossier). The report referred to a further expert analysis by the Citizen

Lab University of Toronto (Tab 3b of the dossier) that suggested that FinFisher

products were being used in Turkmenistan as well as Bahrain, Brunei, the Czech

Republic, Ethiopia, Indonesia, Australia, Mongolia, Singapore, the Netherlands and the

United Arab Emirates (UAE).

5. HMRC has the responsibility for any audit of past exports and for any

enforcement action including a criminal prosecution.

As set out above and in the attached dossier, there is compelling evidence that

Gamma International has exported its products without a licence, including to

countries with appalling human rights records where there is a real risk that the

equipment will be used for internal repression. It appears that Gamma International

remains very active in the export market and early this month (October 2012) the

company exhibited at the Milipol Qatar 2012 ‘Worldwide Exhibition of internal State

security’. There is a clear and urgent imperative for you to conduct an audit of

Gamma's past exports, and to investigate ongoing exports and technical assistance.

This is necessary to prevent any continuing unlawful practices and, if necessary, to

hold Gamma to account for past wrongdoing.

We would be grateful if you could revert back to us within the next 14 days outlining

whether any investigation has been carried out into potential breaches of licence

requirements (and, if so, the result of that investigation). If no investigation has been

conducted to date, please indicate the action that you will now be taking in this

regard.

We look forward to your response.

Yours faithfully,

Eric King,

Head of Research

Privacy International



Mr Anthony Inglese

General Counsel

HM Revenue and Customs

100 Parliament Street London

SW1A 2BQ

21% December 2012

Dear Sir,

Gamma International

Unlicensed exporting of surveillance equipment

| write further to my letter of 8 November 2012, which was hand delivered

to HM Revenue and Customs (who suggested it should be marked for your

attention) on 9" November 2012. We regret that we have not yet received a

response or even an acknowledgement of receipt. | subsequently

telephoned your office on 28" November 2012, but regrettably | was not

provided with any further information about what, if any, investigation

HMRC is undertaking into unlicensed exporting of surveillance equipment

by the British company Gamma International.

As we have previously set out, we are widely regarded as the leading UK

charity working on the right to privacy at an international level, and have

particular concerns about the serious issue of unlicensed exports of

surveillance equipment to repressive regimes. In connection with our work,

we have been contacted by several foreign activists who are concerned

that their governments have used, or have attempted to use, Finfisher

products against them. These activists include Ala'a Shehabi a British-born

resident of Bahrain and a democracy advocate and economist who

received emails that were found to have contained Finfisher malware (Tab

3b of the dossier) while in Manama, the capital of Bahrain (as reported by

Bloomberg July 2012, Tab 4e of the dossier). Ms Shehabi believes that

this was an attempt by the Bahraini government to invade her privacy and

interfere with the pro-democracy and human rights work she was

undertaking.

Ms Shehabi is, as indeed are we, understandably anxious to understand

what steps, if any, HMRC are taking to investigate Gamma and the

progress of any investigation. Ms Shehabi has asked us to act on her

behalf in requesting a progress report and the request for information



about HMRC’s investigation is therefore made both on behalf of Privacy

International and Ms Shehabi.

We would suggest that HMRC follows the principles set out in the Code of

Practice for Victims of Crime. We would therefore be grateful if you could

confirm whether there will be any investigation into unlicensed exports by

Gamma and, if not, the reasons fd! this. If there is an imminent or ongoing

investigation, we would also be grateful for a progress report now and on

at least a monthly basis thereafter. We would also be grateful for your

confirmation that we will be informed if any person(s) are arrested, charged

or summonsed, or a decision is taken that no further action will be taken

and, if the latter, the reasons for this.

As you will no doubt appreciate, when victims and those with a legitimate

interest in the investigation of a crime receive little or no communication of

the progress of an investigation, it can be a great source of distress,

disappointment and frustration. Lack of information can also make those

who report crime think that their case is being neglected or not being taken

seriously, (see the research report by Victim Support “Left in the dark. Why

victims of crime need to be kept informed"). We are sure that this is not the

impression that HMRC would want to give, and we therefore look forward

to a substantive response within the next 14 days.

Yours faithfully,

Eric King;

Head of Research

Privacy International
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HM Revenue
& Customs

. * Solicitor's Office

Anthony Inglese CB , :

General Counsel and Solicitor Room 2/40
- 100 Parliament Street

London

SW1A 2BQ

. : \

Mr Eric King . Phone +44 20 7270 5000
Head of Research “o

Privacy international - Fa +44.20 7147 0433

46 Bedford Row * 70
London

WCIR 4RB nee Email

www.mc, gov, uk

Date 9 January 2013

Our ref :

Your ref

DearMr King

Gamma International — alleged unlicensed export of surveillance equipment

Thank you for your latter of 21 December which was received in this building on 31

December. | regret that | am unable to trace having received either your letter of 8 ‘

November or any recordof your telephone call of 28 November. However, | understand that .

your letter has also been addressed to other parts of HM Revenue and Customs which are

more immediately concerned with such matters than is the Solicitor's Office, and | am able to

‘confirm thatthe matters you raise are already under active review,

. As you may be aware, section 18 of the Commissioners for Revenue and Customs Act 2008

imposes strict controls on the disclosure of Information held by HMRC. Indeed, the starting

point of this legislationis that without.specificlegal authority officials of HMRC may not

disclose any information held by HMIRC in connection with its functions (which of course

Include enforcement of export controls) and it is a criminal offence to reveal any information
from which persons (including legal persons such as companies) may be identified.
Consequently HMRC cannot comment on individual cases, and in particular we will be

unable to keep you or other third parties informed of the progress of any investigations.

However, | can say that where HMRC receives information concerning possible export
licence issues we consider the facts and take appropriate action. HMRC has policy

responsibility for enforcing export controls and sanctions. We work in conjunction with the

UK Border Agency to detect and investigate attempted or actual breaches of sanctions.
Both HMRC and UKBA treat éxport controls and sanctions as a high priority for enforcement.
We are therefore grateful to you for bringing these matters to our attention and providing us
with relevant information.

Information is available in large print, audio and Braille formats. ' E
Text Relay service international number ~ 0044 151 494 1260 LAS

=
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Regulation of the export of military and dual-use technologies

The United Kingdom is involved in the regulation of the export of military technologies, as

well as dual-usé technologies, at the international level and at the EU level. Some

survaillance equipment may be considered as dual-use technology (falling within the dual-

use controls currently applicablein the UK)in cases where such technology has certain

features e.g, use of cryptography...

However, the regulation of dual-use technology in the UK mostly stems from concerted

action at international level given effect by EU legislation directly applicable in the Member

States. Council Regulation (EC) No 428/2009 (“he Dual-Use Regulation”) establishes a

European regime for the control of exports, transfer, brokering and transit of certain dual-use

goods,

“Most recently, andin the context of negotiations at international and EU level an sanctions
against particular countries, the United Kingdom has supported the adoption of EU

regulations directly applicable in the UK arid other MemberStatesimposing enhanced

restrictions on trade with countries posing a particularly severe risk of intemal repression and

human rights violations.

In two cases, such enhanced restrictions have included controls on certain equipment,

software and technology for monitoring or interception of internet or telephone

communications. These are specified in Articles 4, 5 and Annex V of Council Regulation

(EU) No 36/2012 of 18 January 2012 (as amended) concerning restrictive measures in view

of the situation in Syria (“the Syria Regulation", and Articles 1b, 1¢ and Annex IV of Council

Regulation (EU) No 359/2011 as last amended by Council Regulation (EU) No 264/2012 of

23 March 2012 concerning restrictive measures directed against certaln persons, entities

and bodiesin view of the situationin Iran (‘the Iran Regulation”). As yet, however, there ls

ho-specific EU legistation applicáble to Bahrain.

Yours sincerely

Mit gu (oy ere

Anthony Inglese
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HM Revenue |
& Cu stoms o Stuart Armstrong

Assistant Director

Head of Customs Enforcement Policy

3E/10, 100 Parliament Street

London

SW1A 2BQ

Mr Eric King nie
Head of Research

Privacy International o Tel 0207147 0700
46 Bedford Row .

_ London F 5 47 0:WIRALR ~ o ax 0207147 0391

Email Stuart. Armstrong@hmre.gsl.gov.uk

Date - ~ 40danuary 2013 we Bone veu

Our ref ETR/00103/2012 www. hmre.gov.uk

Your ref

Gamma International - Unlicensed exports of surveillance equipment

Dear Mr King

| acknowledge receipt of your letter dated 9 November 2012 regarding the alleged

unlicensed export of surveillance equipment by Gamma International to repressive regimes

around the world. Your letter and enclosures have been forwarded to me for a response as 1 :

am the head of Policy for Strategic Export Controls.

As with all information received regarding alleged strategic export control breaches, this will
be assessed by our Criminal Investigators’ for consideration of further action.

| can assure you we take all credible allegations seriously and will consider carefully the

material you have provided.

Yours sincerely

SP ivre
Stuart Armstrong

Assistant Director

El A

Iriformation is available in large print, audio tape and Braille formats.
Type Talk service prefix number - 18001



HM Revenue
& Customs Stuart Armstrong

Head of Customs Enforcement Policy,

HM Revenue and Customs.

100 Parliament Street, Whitehall,

London, SWIA 2BH.
pay

Mr Eris King

Head of Research

Privacy International ‘ Tel 0207 147 0700

46 Bedford Row

London Fax 0207 147 0131

WC1R 4RB

Email Stuart.armstrong@hmre.gsi.gov.

wee - > - + mo de SE Atum ate Same O e ed ° re MR eo woe e . a

Date 8 March 2013

Our ref www. hmre,gov.uk

Your ref o

Dear Mr King

Gamma International

| am writing to you following your recent telephone calls to Anthony inglese, HMRC's

General Counsel and Solicitor regarding Gamma International. | am responding as Head of

Customs Enforcement Policy as E am responsible for HMRC’s enforcement of the UK's

strategic export controls.

You wrote to HMRC on 9 November 2012 setting out your.concerns about the export of

certain surveillance equipment by a company called Gamma International. | replied on 23

November 2012 explaining that we consider all credible information we receive regarding

alleged breaches of strategic export controle and take action accordingly. | also explained

that our Criminal Investigation team wae considering the matter and confirmed that this

process would take-sonté* time; giver the ‘volumé“of material that you provided. That:

consideration is still ongoing.

| understand that you wrote to Anthony Inglese on 21 December about the same issue, a

reply being sent to you on © January 2013, | must reiterate that section 18 of the

Commissioners for Revenue and Customs Act (CRCA) 2005 imposes strict controls on the

disclosure of information held by HMRC. Without specific legal authority, no official of HMRC

may disclose information held by the department in connection with its functions - Including

the enforcement of strategic export controls — that might identify specific individuals or

businesses. It is a criminal offence to do so.

Information is available in large print, audio tape and Braille formats.
Type Talk service prefix number — 18001
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This means that HMRG cannot comment on individual cases, nor are we able to keep you,

or other third parties informed of progress of any potential enquiries, However, | would like

to reassure you that HMRC treats the enforcement of strategic export controls as a priority

and we pass all credible allegations of breaches of those controls to our Criminal

Investigation colleagues for assessment.

in order to ensure the quickest possible response, please address any future

correspondence regarding the HMRG-related aspects of these matters to me directly,

Yours sincerely

STUART ARMSTRONG

Assistant Director

he

ET
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Our ref MPS/FT/002298/0001

Your ref:

Emall: m.scoti@bhattmurphy.co.uk

Mr Stuart Armstrong Phone
Head of Customs Enforcement Policy

HM Revenue and Customs px

100 Parliament Street

Whitehall

London SW1A 2BH

By post and fax 0207 147 0131

20 March 2013

Dear Sir

Our client Privacy International

Gamma International

Unlicensed exporting of surveillance equipment

Pre action protocol letter

We write further to previous correspondence that you have had with our client

in particular their letter sent over four months ago on 9 November 2012 with

dossier, their letter of 27 December 2012, your letters of 9 and 10 January

2013 and your letter of 8 March 2013 which followed our client Eric King's

calls to HMRC on 26, 28 February 2013 and 1, 5, 6 March 2013 in order to

attempt to discuss matters with you directly.

We rely on the earlier correspondence sent by our client and do not seek to

repeat matters referred to therein. We note that you contend that section 18

of the Commissioners for Revenue and Customs Act 2005 means that you

have no power to provide our client and victims of alleged criminal offences

with any information about the progress (if any) of your investigations. You

appear to be applying a blanket approach pursuant to which you never

provide, and never consider providing, such information. We consider that to

be an error of law. Section 18, properly construed, does not bar HMRC from

indicating whether or not it is undertaking an investigation, or from informing

the victims of crime, or those who have reported it, of the progress of such an

investigation. We ask that you exercise the power to provide that information

to our client.

Our client and the victims on behalf of whom they are working, such as Ala’a

Shehabi, are extremely concerned to understand what, if any, investigations

are being undertaken and what progress is being made in investigating

unlicensed exporting of surveillance equipment by the British company

Gamma International, which has been reported by them to HMRC.

Bhatt Murphy Solicitors

27 Hoxton Square

London Ni 6NN

020 7729 1115

020 7729 1117

www.bhattmurphy.co.uk *
36626 Finsbury
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Bhatt Murphy Solicitors

The position is particularly concerning as it appears that unlicensed exporting

is ongoing. It has been recently reported that FinFisher has now been

Identified in 25 countries, including in Ethiopia where it is being used as a tool

to target pro democracy opposition to the government (see report “You Only

Click Twice: FinFishers Global Proliferation” (available at

https://citizenlab.org/20 13/03/you-only-click-twice-finfishers-global-

proliferation-2/).

Actions now to be taken

We would be grateful for your confirmation within the next 14 days that you

will revisit your views on section 18 and will provide information to our client

and Ala'a Shehabi about the progress {if any) of your investigation. In the

event that we do not hear from you or you seek to maintain your present

position that you have no power to provide information we reserve the right to

issue judicial review proceedings without further recourse and will seek costs.

Costs

Due to Privacy International's limited financial resources and in view of the

importance of the issues, the legal team including counsel have agreed to act

under the terms of a “Conditional Fee Agreement” with provision for a

success fee.

In the event that proceedings are necessary, because of our clients financial

circumstances and given the public interest in bringing this challenge, we will

be making an application for Protective Costs Order (“PCO”). We would ask,

with a view to saving court time and public money that you undertake not to

pursue our client for costs if the claim is unsuccessful. If you were prepared

to give such an indication then in the spirit of co-operation our client's legal

team will agree to forgo a success fee.

We await hearing from you.

Bhatt Murphy



HM Revenue 7
& Customs babel a Stuart Armstrong

Assistant Director.

Head of Customs Enforcement Policy.

HM Revenue and Customs.
Bhatt Murphy Solicitors

100 Parliament Street, Whitehall,

27 Hoxton Square London, SW1A 2BH.

London Tel 0207147 0700
N1 6NN

Fax 0207 147 0391

Email Stuart.armstrong@hmre.gsi.gov.
uk

Date 22 March 2013

( Our ref www hmre.gov.uk

Your ref MPS/FT/002295/0001

Dear Sir/Madam,

| acknowledge receipt of the facsimile transmission and letter you sent to me dated 20

March 2013 re your client Privacy International.

| note the points you raise and these are being considered.

A more detailed response will follow in due course

Rgds,

SP Amy”
STUART ARMSTRONG

Assistant Director

Information is available in large print, audio tape and Braille formats.

Type Talk service prefix number — 18001
at Mag,at Moe,
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IN THE MATTER OF AN APPLICATION

FOR JUDICIAL REVIEW

BETWEEN

R(on the application of PRIVACY INTERNATIONAL)

Claimant
V

HM REVENUE AND CUSTOMS

Defendant

WITNESS STATEMENT OF

ERIC KING

1. |, Eric King, am the Head of Research of Privacy International of 46

Bedford Row, London WC1R 4LR. | make this statement in support of the

application by Privacy International for Judicial Review and for a Protected

Costs Order (“PCO”). Documents referred to in this statement are exhibited

marked “EK/1”. The contents of this statement are true.

Our background and area of expertise

2. Privacy International was founded in 1990 as the first organisation to

campaign at an international level on privacy issues. Our mission is to

defend the right to privacy across the world, and to fight unlawful

surveillance and other intrusions into private life by governments and

corporations. We believe that technological developments should

strengthen, rather than undermine, the right to a private life, and that

everyone’s personal information and communications must be carefully

safeguarded, regardless of nationality, religion, personal or economic

status.

At the present time, Privacy International is widely regarded as the leading,

expert UK charity working on the right to privacy at an international level.

As such, we are frequently called upon to give expert testimony to

parliamentary and government committees around the world. We have

advised and reported to international organisations such as the Council of

Europe, the European Parliament, the Organisation for Economic Co-

operation and Development and the United Nations.
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Our concerns about surveillance equipment and export controls

4. Ten years ago, the value of the global surveillance technology industry was

negligible. Today, it is estimated at around $3 — 5 billion a year. We have

real concerns that export controls operating in the United Kingdom (“UK”)

and elsewhere have not kept pace with either developments in this

technology, or the related growth of the industry and that there are issues of

enforcement of such controls that do exist.

As a consequence we are concerned that surveillance equipment produced

by British and other European companies is now being exported from the

UK by British companies to repressive regimes around the world either in

the absence or breach of export controls. Privacy International believes

that this equipment is being used by repressive foreign governments for a

wide range of abuses. This includes not only serious breaches of the right

to privacy but, at the most serious end of the spectrum, we believe such

technology may be being used to gather information on individuals who are

then arrested, tortured and, in some cases, executed. We believe urgent

action needs to be taken by the UK to address and remedy this situation.

Privacy International has concerns about a number of UK companies

exporting surveillance equipment. As a result of cur work in the area we

have developed particular concerns about a particular UK company Gamma

International, and their export of products in the ‘FinFisher/FinSpy range.

Our specific concerns about Gamma International Ltd and exports of the

‘FinFisher/FinSpy’ product and our correspondence with the Secretary of

State for Business Innovation and Skills (“BIS”)

= Initially we had understood that products in the FinFisher system were not

subjected to export licences and as a result of this instructed our solicitors

Bhatt Murphy to enter into correspondence with the Secretary of State for

Business Innovation and Skills (“BIS”) regarding our concerns about this

(see letter dated 12" July 2012 from Bhatt Murphy). As a result of this

correspondence those acting for BIS indicated that such products did

require a licence to be exported to all destinations outside the EU under

Category 5, Part 2 (‘Information Security’) of Annex | to the Dual-Use

Regulation. This is because they use controlled cryptography and therefore

fall within the scope of Annex | to the Dual-Use Regulation. Gamma

International has been advised of this (see letter dated ge August 2012 fram

the Treasury Solicitors to Bhatt Murphy solicitors, in particular paragraph

13).

Given the evidence within the public domain that suggested that Gamma

International had exported products in the FinFisher range to countries

“2.
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outside the EU including those such as Egypt and Turkmenistan with very

disturbing human rights records we entered into further correspondence

with BIS (see letter dated 9o” August 2012 from Bhatt Murphy) to clarify

whether export licences had been granted and if so in what circumstances.

This resulted in confirmation being given that in fact Gamma International

had not sought any licences to export products in the FinFisher system

and/or to provide technical assistance in countries outside the EU (see

letter dated 11o September 2012 from BIS to Bhatt Murphy, in particular the

answers to questions 5 and 6). The letter also indicated that any

enforcement action to be taken against Gamma International was the

responsibility of HM Revenue and Customs (“HMRC”).

Our correspondence with HMRC

ER

10.

11.

As a result of this and further evidence emerging in the public domain that

suggested that Gamma were also exporting to other countries with

concerning human rights records such as Bahrain and Ethiopia we

compiled a dossier of material and sent this to the HMRC under cover of

our letter of9 November 2012. We noted amongst other things that

“there is compelling evidence that Gamma International has exported

surveillance equipment without a licence including to countries with

appalling human rights records where there is a real risk that the equipment

will be used for internal repression. It appears that Gamma International

remains very active in the export market and early this month (October

2012) and were an exhibitor at the Milipol Qatar 2012 “Worldwide Exhibition

of internal State security”. There is a clear urgent imperative for you to

conduct an audit of past exports and in particular ongoing exports and

technical assistance to stop and punish any unlawful practice.”

We requested to be contacted “within the next 14 days outlining whether

any investigation has been carried out into potential breach of licence

requirements (and if so the result of that investigation). If no investigation

has been conducted to day, please indicate the action that you will now be

taking in this regard. Consequently any such exports or assistance would

be unlicensed, and therefore amount to criminal conduct.”.

We received no acknowledgement or response to this letter and in the

meantime we were in contact with several foreign activists (these included

Ala'a Shehabi, who is providing a statement in support of this judicial

review) who were concerned that their government had used or attempted

to use or may attempt to use Finfisher products against them. They were

as concerned as were we about what steps were being taken by the UK

authorities to seek to enforce export controls and punish any past breaches.

This resulted in our letter of 21o December 2012 where we indicated that
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12.

13.

14.

“Ms Al'a Shehabi is, as indeed are we, understandably anxious to

understand what steps if any HMRC are taking to investigate Gamma and

the progress of any investigation. In this respect Ms Al'a Shehabi has

asked us to act on her behalf for a progress report and we enclose for the

avoidance of any doubt a signed authorisation in this respect. The request

for information about your investigation is therefore made both on behalf of

Privacy International and Ms Al'a Shehabi.

We would suggest that HMRC should follow the principles set out in the

Code of Practice for Victims of Crime. We would therefore be grateful if you

could confirm whether there will be any investigation into unlicensed exports

by Gamma and if not the reasons for this. If there is to be or is a currently

an investigation we would also be grateful for a progress report now and on

at least a monthly basis thereafter. We would also be grateful for your

confirmation that we will be informed if any person(s) are arrested, charged

or summonsed or no further action is taken and if the fatter the reasons for

this.

As you will no doubt appreciate when victims and or others with a legitimate

interest in the investigation of crime get little or no communication of the

progress of an investigation this is source of distress, disappointment and

frustration. Lack of information can also make those who report crime think

that their case is being neglected or not being taken seriously. (see for

example research by Victim Support in their report “Left in the dark, Why

victims of crime need to be kept informed”). We are sure that this is not

impression that HMRC would want to give and so we therefore look forward

to a substantive response within the next 14 days”

HMRC subsequently sent two separate letters, dated 9 January 2013 and

10 January 2013. The one dated 10 January 2013 from Stuart Armstrong

(Head of Customs Enforcement Policy) purported to answer our letter of 9

November and noted

“As with all information received regarding alleged strategic export control

breaches, this will be assessed by our Criminal Investigators’ for

consideration of further action’.

The one dated 9 January 2013 was from Anthony Inglese (General

Counsel and Solicitor) in response to our letter of 21 December 2012 noted

“As you may be aware, section 18 of the Commissioners for Revenue and

Customs Act 2005 imposes strict controls on the disclosure of information

held by HMRC.... Consequently HMRC cannot comment on individual

cases, and in particular we will be unable to keep you or any other third

parties informed of the progress of any investigations”.

In order to seek to try and discuss matters further, | made calls to HMRC

on 26 and 28 February 2013 and 1, 5 and 6 March 2013 but was not able to

speak to anyone about the case. Subsequently, | received a letter dated 8

-4-
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March 2013 from Stuart Armstrong, which again stated that “HMRC cannot

comment on individual cases, nor are we able to keep you, or any other

third party informed of progress of any potential enquirles.”

On 20 March 2013 our instructed solicitors Bhatt Murphy sent a pre-action

protocol letter before claim to HMRC and requested a substantive response

within two weeks. Although this letter has been acknowledged there has

been no substantive response.

Qur Financial situation

16.

17.

18.

19.

Privacy International is a small registered private company limited by

guarantee and a charity. i

The majority of Privacy International funding comes from charitable,

research and advocacy foundations. At the moment, our funding is largely

to individual projects. This means that a lot of our work — engaging with the

media, campaigning on policy issues or simply running the office day-to-day

— is hardly ever funded. Our ‘core’ budget is used to remunerate staff for the

time they spend on unfunded projects and to pay organizational costs like

office rent.

We have very limited funds and in all the circumstances we seek a PCO in

order to allow us to pursue this litigation. In the event that we do not

receive a PCO we will not be able to litigate this matter.

| hope this statement is of assistance to the Court.

a

Mr Eric King

Dated: 4% April 2013
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IN THE HIGH COURT OF JUSTICE

QUEEN'S BENCH DIVISON

ADMINISTRATIVE COURT

IN THE MATTER OF AN APPLICATION

FOR JUDICIAL REVIEW

BETWEEN

R(on the application of PRIVACY INTERNATIONAL)

é Claimant

Y

HM CUSTOMS AND EXCISE

Defendant

EK/1

This is the exhibit marked “EK/1” referred to in the witness statement of Mr Eric King dated

4 April 2013.



Bhatt Murphy Solicitors
Our ref: MPS/FT/002295/0001

Your ref:

Email: m.scott@bhatimurphy,co.uk 27 Hoxton Square
London N1 6NN

. Phone 0207729 1115
Secretary of State for Business Innovation and Skills Fax 0207729 1117

Third Floor, 'Orchard 3'
M www.bhatt yo uk

1 Victoria Street : DX 36626 Finsbury meee
London SW1H OET

Partners
12 July 2042 Hamish Arnott

Raju Bhatt

Dear Sir Simon Creighton
Flona Murphy

( + Tony Murphy
" Export controls for surveillance equipment Mark Scott

Meg . . . , Solicitors
We represent Privacy International, a Uk-registered charity that works to Nancy Goitins
defend and promote the right to privacy. We write further to correspondence a Duta
between our client and 10 Downing Street and the Head of Export Control carotynn Gallwey

from the Department for Business Innovation and Skills, Alice Hardy
Sophie Naftalin

Nogah Ofer

Our client is concerned that there appears to have been no substantive Michael Oswald
progress in the implementation in the UK of export controls for surveillance sd reralngton

equipment where clearly urgent action needsto be taken. This letter is Jánemyan PS
intended to be a letter before claim under the pre action protocol to which we

would be gratefulfor a substantive response within the next 21 days, Asithorisedand regulatadby the Solicitors Regulation

Authorlty No, 00287785

Privacy International .

As you will no doubt be aware, Privacy International is widely regarded as the

leading, expert UK charity working on the right to privacy at an international

level. As such, it is frequently called upon to give expert testimony to

parliamentary and governmental committees around the world, It has advised

io, and reported to international organisations such as the Council of Europe, the

European Parliament, the Organisation for Econemie Cooperation and

Development and the United Nations,

Privacy International campaigns for a world in which privacy is protected by

governments and where technological developments strengthen, rather than

undermine, the right to private life, .

Summary of the issue |

Ten years ago, the value of the global surveillance technology industry was

negligible, Today, it is estimated at around $3 billion a year.

Export controls operating in the United Kingdom (“UK”) and elsewhere have

not kept pace with either developments in this technology, or the related

Carat Crtmral
Pr — Defacesareter
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growth of the industry, Indeed, there are, as we understand the situation,
currently no monitoring or controls imposed on the export of these
technologies by the British government.

As a consequence surveillance equipment and technology is now being
exported from the UK by British companies to repressive regimes around the

world without any controls. Privacy International believes that this equipment
ls being used by repressive foreign governments for a wide range of abuses.
This includes not only serious breaches of the right to privacy but, at the most

serious end of the spectrum, Privacy International believes such technology
may be being used to gather information on individuals who are then

arrested, tortured and, in some cases, executed,

Urgent action needs to be taken by the UK to address and remedy this
situation.

Present UK tegal position

The UK controls exports in accordance with the Export Control Act 2002
(2002 Act} and the Export Control Order 2008, which seeks to control

military or specified “dual use" items, In addition, there may exist a sanctions

regime in place from time to time for specific countries as mandated by EU
law,

The 2002 Act provides the power to impose export controls In relation to

"goods of any description” (section 1) or “technical assistance of any

description” (section 3). The Schedule to the Act provides that export and/or

technical assistance controls may be imposed in relatlon to any goods and/or

technical assistance the exportation or use of which is “capable of having a

relevant consequence” (Schedule para 2), Such a consequence is defined

inter alia as follows: o

"Breaches of international law and humah tights

D The carrying out anywhere in the world of (or of acts which

facilitate)— ,

(mmm “H

(6) internal repression in any country;

(d) breaches of human rights”

As stated by the Parliamentary Under-Secretary of State, Department for

Business, Innovation and Skils (Baroness Wilcox) in response to

Parliamentary Questions by Lord Alton of Liverpool on 21 November 2011 in

respect of concerns about the export to repressive regimes of surveillance

equipment by two UK companies, Creativity Software and Deiloa, it was
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confirmed that such equipment Is not currently subject to any export controls.

Consequently the UK government claims it has absolutely no information on

what equipment may have been sold to repressive governments such as Iran,

Syria, Bahrain, Egypt, Tunisia and Libya.

Gamma International

Our client has concerns about a number of UK companies and their exports.

These concerns are nat limited to one company, one range of products or one
country. We set out below specific information about Gamma International

but it should be taken as illustrative of a wide scale problem and indicative of
the need for the UKto take urgent action.

Gamma International are described on their website as:

“Working out of our development headquarters in Andover, United
Kingdom, Gamma International's world-class intrusion and IT experts

have invented a portfolio of intrusion products called FinFisher,

The FinFisher product portfolio is solely offered to Law Enforcement
and Intelligence Agencies.

The FinFisher suite can be used as individual products and when

interconnected give intelligence agencies advanced tools for
unsurpassed IT investigation and surveillance techniques within the IT
environment.”

The FinFisher range of products are marketed by promotional videos now

within the publie domain following release by Wikileaks.

Most of the FinFisher products covertly install malicious software (malware)
on a user's computer or mobile phone without their knowledge by tricking. the
user into downloading fake updates from what appear to be legitimate

sources such as Blackberry, iTunes or Adobe Flash. Once the updates are

accepted by the user, the computer or mobile phone device is infected
allowing full access to information held on it, One product, FinFly LAN, Is

marketed for use for surveillance of individuals staying in hotels. You will no
doubt be aware that an Intelligence Note of 8 May 2012 prepared by the
Internet Crime Center (103) has indigated that:

E

“irecent analysis by the FBI and other government agencies

demonstrates that malicious actors are targeting travelers’ abroad
through pop up windows while establishing an Internet connection in
their hotel room,”

One of the products, FinFly ISP, Involves a server being inserted in the core
internet network of an internet provider to facilitate “infection” of specific target

personal computers. A similar product, FinSpy Mobile, works In a similar way
to infect mobile phones.

24|
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The promotional video with images ‘and text shows |
o a simulation of an agent deploying “the FinFly ISP server into the

Core Network”

“FinFly ISP [analysing] traffic for easy Target Identification”

“The Target [using] his private DSL or Dial-Up Account”

“FinFly ISP [sending] a fake ¡Tunes update to the Target System"

That “[t]he Target System Is now infected with the FinSpy software”

That "[tlhe Headquarters has full access to the Target System”0
0
0
0
0

When an individuals device is “infected”, it allows access to emails, social
media messaging, and Skype calls. These products also enable the entity
doing the targeting to commandeer and remotely operate microphones and

cameras on computers and mobile phones, thus effectively turning the
targeted device into a bug which the target individual willingly and
unknowingly keeps in close proximity.

Privacy Intemational staff have considerable technical knowhow and
expertise in the field and have also consulted widely, It is their clear view that

the FinFisher range of products and other surveillance equipment of concern

designed to access an individuals computer or other device without their
consent can be distinguishable from other software which may have other
uses and where export controls are not necessary,

é

The export of these products to repressive regimes

There is cogent evidence that the FinFisher products have been and are still
being marketed and sold to repressive regimes. The examples set out below

are illustrative of what our client belleves to be a much wider problem.

Egypt . . ,
Concerns about human rights in Egypt need no introduction.

In April 2011 it was reported in the Guardian that two Egyptian human rights
activists found documents from Gamma International amid hundreds of
batons and torture equipment when they broke into the headquarters regime's
notorious State Security Investigation service (SSI) in March 2011, One of
the papers contained an offer dated29 June 2010 to provide “FinSpy”
software, hardware, installation and training to the SSI for 287,000 Euros,

The BBC also reported on the Issue in September 2011 that files from the
Egyptian secret police’s "Electronic Penetration Department’ described
Gamma's products as the “only security system in the world” capable of

bugging Skype phone conversations on the internet. Further they noted that

the documents detailed a five month:trial by the Egyptian secret police which

had “proved to be an effective electronic system for penetrating secure

systems [which] accesses email boxes of Hotmail, Yahoo and Gmail

networks.”

Bhatt Murphy Solicitors
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Turkmenistan

Turkmenistan operates as a one-party state, dominated by the Democratic
Party of Turkmenistan (DPT), Turkmenistan's human rights record has been
roundly criticised by NGOs and International human rights bodies including

Human Rights Watch and the UN Committee Against Torture (UNCAT).

According to Human Rights Watch http:/www.hrw.org/europecentral.

asia/turkmenistan:

“... five years after the death of dictator Saparmurad Niyazov,

President Gurbanguly Berdymukhamedov's authoritarian rule remains
entrenched, highlighting Turkmenistan’s status as one of the world's

most repressivo countries, The country remains closed to
independent scrutiny, media and religious freedoms are subject to

draconian restrictions, human rights defenders face constant threat of

government reprisal, and torture is widespread. Turkmenistan has the

one of largest natural gas reserves in the world, and the Turkmenistan

government continued te expand relations with foreign governments

and international organizations, but with no meaningful outcomes for

human rights promotion and protection,”

in June 2011 In its Concluding Observations of the Committee Against

Torture, Turkmenistan, UNCAT expressed deep concems over:

*.,. numerous and consistent allegations about the widespread

practise of torture and ill-tfeatment of detainees”. A key area of

concern was the Turkmen authorities’ repression of activism and civil
society, including “numerous and consistent allegations of serious acts

of intimidation, reprisals and threats against human tights defenders,
journalists and their relatives, as well as the lack of information

provided on any investigations into such allegations...hurnan rights
defenders. have faced arrest on eriminal charges, apparently in

refaliation for their work, and trlals in which numerous due process
violations have been reported,”

The committee urged the Turkmeni government to:

"ensure that human rights defenders and journalists, in
Turkmenistan and abroad, are protected from intimidation or violence

as a result of their activities,"

Given this context, it is of grave concern that press reports from Germany
suggest that Gamma is exporting surveillance equipment and knowhow to

Turkmenistan. . o

We also understand from the same reports that they are also exporting to
Oman. L
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Grounds of challenge

Plainly there is a very real risk, if not an inevitability, that surveillance
equipment, such as the FinFisher products, has been, and continues to be,

exported to countries where it is highly likely to be used for internal repression
and breaches of human rights.

al

Despite the grave consequences of exporting this equipment, It appears that

you have not considered exercising your power to impose export controls
under the relevant statutory provisions, Insofar as you have failed to consider
exercising your power in light of the evidence outlined above, you have acted
unlawfully. If you have considered these Issues and concluded that the

equipment in question is not capable of “internal repression” or “breaches of
human rights” and therefore does not require export controls, that is a clear

error of law. The facts set out above show that the equipment In question is
clearly capable of contributing to Internal repression and breaches of human
rights, including breaches of the right to privacy, torture and potentially

unlawful killing (all of which are clearly protected in international human rights

instruments, see for example the International Covenant on Civil and Political

Rights Arts 6, 7 and 17).

Actions now to be taken ,
We would be grateful for your confirmation within the’ next 14 days that you
will be immediately imposing export controls In relation to surveillance

equipment. in the event that you are not prepared to confirm this we would
be grateful if you could provide reasgns as to why no controls are to be put In
place.

We would also be grateful if you could provide to us with appropriate

disclosure Including but not limited to:

1. Ail minutes of meetings/correspondence/discussion papers
regarding concerns about the exports of surveillance technologies;

2, All minutes of meetings/correspondence/discussion papers
regarding any proposals for any export controls on surveillance
technologies;

3, Insofar as it is not Included in the above, the discussion paper
presented by the UK to the Wassenaar arrangement,

4, All minutes of meetings/correspondence with Gamma,

Costs ‘
Due to Privacy Intemational’s limited financial resources and in view of the
importance of the issues, the legal team including leading counsel have

agreed to act under the terms of a “Conditional Fee Agreement’ with

provision for a success fes, abe

27
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We sincerely hope for a positive response to this letter but in the event that

one is not forthcoming then we reserve the right to issue proceedings without

further recourse including if appropriate urgent injunctive relief.

In any such proceedings, because of our client's financial circumstances and

given the public interest in bringing this challenge, we will be making an
application for Protective Costs Order (“PCO”), We would ask, with a view to

saving court time and public money that you undertake not to pursue our

client for costs if the claim is unsuccessful. If you were prepared to give such

an indication then in the spirit of co-operation our client's legal team will
agree to forgo a success fee,

We await hearing from you.

Yours faithfully

e.g. Mr Tom Smith Head, Expert Control Organisation

Secretary of State for Foreign and Commonwealth Affairs

1
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| Sol Litigation Group
LAW AT THE HEART

OF GOVERNMENT Treasury Solicitor's Department
One Kemble Street, London, WC2B 4TS

Bhatt Murphy Solicitors DX 123242 Kingsway 6
DX 36626 Switchboard: 0207 210 3000
Finsbu Direct Line: 0207 210 4711

ry Direct Fax: 020 7240 3001
francesca.dehenham@tsol,gsl.gov.uk

Please Quote: Z1211844/FZD/B5

AND BY EMAIL: m.scott@bhattmurphy.co.uk Your Reference: MPS/FT/002295/0001

8 August 2012

Dear Sirs

EXPORT CONTROLS FOR SURVEILLANCE EQUIPMENT - PROPOSED JR

1. We refer to your letter before clalm under the pre-action protocol for judicial review

dated 12 July 2012 (“the PAP Letter”). This is the response to that letter of the

Secretary of State for Business Innovation and Skills (“the Secretary of State”).

Please address any future correspondence in this matter to Francesca Debenham

quoting the reference above.

2. You have expressed concern about certain “surveillance equipment”. Tha PAP Letter

does not identify the relevant surveillance equipment, save to refer by way of

example to the FinFisher products produced by a company called Gamma

International. It simply alleges that surveillance equipment ls being marketed and

sold to ‘repressive regimes” where it is likely to be used for internal repression and

breach of human rights, You have provided limited evidence in support of your

allegations. The PAP Letter refers to two press articles, dating respectively from April

and September 2011, suggesting that products produced by Gamma International

may have been in the possession of Egyptian security forces. Further you make

reference in passing to certain unspecified press reports from Germany, which

apparently suggest that such products may have been exported to Turkmenistan and

Oman,

3. On this limited basis, you assert that the Secretary of State has “not considered

exercising your power to impose export controls under the. relevant glatutory
BeLee John-Charles -- Head of Division Lexcel al5 as ( 3

Negra Gajjar— Deputy Director, Team Leader pasa IW en
Litigation BS ra MOTOS INVESTOR EM DOOPLA

PROTECT - MANAGEMENT
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provisions”, and has accordingly acted untawfully. Alternatively, you assert that if the

Secretary of State has in fact considered the exercise of his powers and if he has

concluded that the "the equipment in question” is “not capable of Internal repression’

and ‘breaches of human rights”, then he has erred in law. In these circumstances,

you require confirmation within 14 days that the Secretary of State "wil be

immediately imposing export controls In relation to survelllance equipment”. You do

not identify the nature of the proposed export controls or the particular surveillance

equipment to which they should apply.

The Secretary of State denies that he has acted unlawfully, whether as alleged or at

all, The Secretary of State accordingly declines to provide the confirmation you have

sought. ‘

O Regulation of the export of military and dual-use technologies

5. The United Kingdom ' is involved in the regulatlon of the export of military

technologies, as well as dual-use technologies at the International level and at the EU

level. Some surveillance equipment may be considered as dual-use technology

(falling within the cual-use controls currently applicable In the UK) in cases where

such technology has certain features e.g. use of cryptography (see further below).

However, the regulation of dual-use technology in the UK mostly stems from

concerted action at Intemational level resulting in EU legislation directly applicable in

the Member States. Whilst powers do exist to impose controls operating solely at the

national level, such unilateral controls without the necessary International backing are

considered to be Ineffective as they can be easily circumvented and are therefore

unlikely to have any significant impact in this instance in limiting the trade in

surveillance equipment.

At the international level, the United Kingdom is a party to the Wassenaar

Arrangement. The Wassenaar Arrangement addresses the trade in conventional

arms, and “dual-use” goods and technologies, namely those that may be used for

both military and clvillan purposes. The 41 Participating States maintain a list of
relevant goods and technologies In respect of which they have agreed to impose

national export controls. The criteria for selection of dual-use items which should be

included on the list and therefore subject to export controls include the ability to make

a clear and objective specification of the item and the ability to apply controls
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effectively. Furthermord, adoption of such controls should not impede legitimate

civilian trade,

This Wassenaar list has formed the basis of the EU legislation controlling dual-use

technology at EU level, namely Council Regulation (EC) No 428/2009 establishing a

European regime for the control of exports, transfer, brokering and transit of certaln

dual-use goods (“the Dual-Use Regulation”). Both in the context of the Wassenaar

Arrangement and at EU level, the United Kingdom has been at the forefront of

attempts to establish and promote such regulation. Another example of relevant EU

secondary legisiation is Council Regulation (EC) No 1236/2005 establishing a

European regime for governing trade with third countries in goods that could be used

for the purpose of capital punishment or for the purpose of torture and other inhuman

and degrading treatment (“the Torture Regulation”).

Most recently, and in the context of negotiations at international and EU level on

sanctions against particular countries, the United Kingdom has supported the

adoption of EU Regulations directly applicable In the UK and other Member States

Imposing enhanced restrictions on trade with countries posing a particularly severe

tisk of internal repression and human rights violations. In two cases, such enhanced

restrictions have included controls on certain equipment, software and technology for

monitoring or interception of internet or telephone communications. These are

specified in Articles 4, 5 and Annex V of Council Regulation (EU) No 36/2012 of 18

January 2012 as amended concerning restrictive measures in view of the situation In

Syria (“the Syrla Regulation”), and Articles 1b, 1c and Annex IV of Council

Regulation (EU) No 359/2011 as fast amended by Council Regulation (EU) No

264/2012 of 23 March 2012 concerning restrictive measures directed agalnst certain

persons, entities and bodies in view of the situation in Iran (“the tran Regulation”),

Under these measures the competent authorities of the Member States shall not

grant any authorisations for the sale, supply, export or transfer, directly or indirectly,

of such equipment, or for the provision of related technical and financial assistance, if

they have reasonable grounds to determine that such equipment or services would

be used for monitoring pr interception, by the Syrian or Iranian regimes or on their

behalf, of Internet or telébhone communications in Syria or Iran

Whilst the EU has agreed to the immediate Inclusion of controls on certain

surveillance equipment as part of the existing sanctlons against tran and Syria in view

of the particular seriousness of the situation of those countries, these controls are not
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considered to be appropriate or proportionate for the purposes of being generally

applied across the board, This is because they potentially Include within their scope

a range of equipment and technologies which have legitimate commercial uses.
Applying such broad controls to all destinations, including those which do not raise

the same concerns regarding human rights, would Impose disproportionate burdens

on legitimate trade. However, as explained further below the United Kingdom

government is currently considering with its international and EU-level partners the

most appropriate way of extending the existing regulation at the international and EU-

level to encompass surveillance equipment more generally.

The Secretary of State’s powers under the 2002 Act

10.

41.

12.

Pursuant to sections 1 to 4 of the 2002 Act, the Secretary of State has power to make

orders in respect of the imposition of export controls, transfer controls, technical

assistance controls and trade controls in relation to goods and technology. Section 5

provides for general restrictions on the exercise of those powers, and specifies the

circumstances in which they may be exercised. In particular, section 5(2) provides

that controls “may be imposed for the purpose of giving effect to any Community

provision or other international obligation of the United Kingdom". Further section 5(4)

provides that export controls “may be imposed in relation to any description of goods

within one or more of the categories specified in the Schedule for such controls", The

Schedule provides at paragraph 2(1) that such controls “may be imposed in relation

to any goods the exportation or use of which is capable of having a relevant

consequence”. Paragraph 3(2)(D) specifies as relevant consequences “The carrying

out anywhere in the world of (or acts which facilitate)" “internat repression in any

country” and “breaches of human rights”.

Accordingly, the Secretary of State has power to make an order imposing export

controls in relation to any goods, the exportation or use of which is capable of

facilitating internal repression in any country or breaches of human rights, Whether

he exercises that power is in the discretion of the Secretary of State, having regard to

any of a wide range of factors that he rationally concludes might be relevant to such

exercise.

A

The Secretary of State has issued a number of orders under the Export Control Act

2002 (“the 2002 Act”), including the Export Order 2008 (*the 2008 Order”). The

2008 Order makes provision supplementing the directly applicable requirements in
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the Dual-Use Regulatlon and the Torture Regulation, the former giving effect to the

obligations the United Kingdom has “undertaken pursuant to the Wassenaar

Arrangement to impose controls on the export of certain Dual-Use goods, which as

explained above can Include In some limited cases surveillance equipment, Where

goods are subject to control, applications for licenses to export or trade in those

goods are assessed on a case-by-case basis against the Consolidated Criteria

relating to export licensing decisions announced to Parllament by the Secretary of

State on 26 October 2000, taking into account all relevant factors such as the nature

of the goods, the identity of the end-user, the proposed end-use, and risk of diversion

to undesirable end-use, and that a licence would not be granted if to do so would

breach the Criteria,

The Secretary of State, having carried out an assessment of the FinSpy system to

which your letter specifically refers, has advised Gamma International that the system

does require a licence to export to all destinations outside the EU under Category 5,

Part 2 (‘Information Security’) of Annex | to the Dual-Use Regulation. This Is because

it is designed to use controlled cryptography and therefore falls within the scope of

Annex | to the Dual-Use Regulation. The Secretary of State also understands that

other products in the Finflsher portfolio could be controlled for export in the same
way. Furthermore, It is likely that the same products would fall within the scope of the

enhanced restrictions de out in the Syria Regulation and Iran Regulation if not

already controlled under the Dual-Use Regulation as explained above, belng “Remote

infection equipment” specified in Part A of Annex V and of Annex IV of the Syrla and

Iran Regulations respectively. Accordingly, in so far as you maintain that all of the

surveillance equipment to which you refer is not the subject of export controls in the

United Kingdom, the Secretary of State does not consider that to be correct.

The grounds of challenge

14. As to your primary case, the Secretary of State continues at all times to keep under

consideration the exercise of his powers to impose export controls under the 2002

Act. You assert in the alternative that the Secretary of State has concluded “the

equipment in question” Is not capable of “Internal repression” or “breaches of human

rights”. If and in so far as you are referring to the FinFisher range of products

manufactured by Gamma International, the Secretary of State has reached no such

conclusion. It remains wholly unclear what other equipment you assert falls within

this category; or whatysxport controls that you maintain ought to be imposed.
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15.

16.

Furthermore, as set out above, in relation to equipment falling within the scope of the

Duai-Use Regulation that was sought to be exported, the risks associated with use

would be considered on a case-by-case basis.

In any event, and more generally, the regulation of the export of forms of surveillance

equipment is an Important and complex area of policy requiring careful and ongoing

consideration. Moreover, the identification of the relevant types of surveillance

equipment that might be subject to any form of further export control requires detailed

analysis as this is a tadhinically complex area In which technological developments
are fast-moving. There are legitimate countervailing interests that the Secretary of

State would have to take into account. In particular, export controls should not

operate so as to impose a disproportionate restriction on the legitimate trade in goods

and technology. Much of the technology associated with survelllance equipment

might also have perfectly legitimate uses in the clvilian telecommunications sector.

Further, any restriction will only be fully effective at international level and in any

event needs to be consistent with the requirements of EU law, and the obligations it

imposes with respect to national controls on export of goods. The UK is at the

forefront of negotiations at international and EU level aimed at resolving the Issues

set out above so that technology of concern can be properly identified and regulated

at international level.

Having considered matters further in the light of these matters and of your letter:

(1) The Secretary of State remains of the view that, subject to the steps referred

to below, it woúld not be appropriate at this time to make any unilateral

structural or legislative change to the UK domestic regime. He will continue to

keep that option under review,

(2) He proposes to continue to engage with United Kingdom companies supplying

surveillance equipment in order to clarify what equipment falls within the

scope of existing controls on exports, and in order to ensure that he remains

informed as to the state of that market. In this context, and as noted above,

the Secretary of State has concluded that the FinSpy product is subject to

export control under the provisions of the Dual-Use Regulation.

@) Further, he is actively considering the possibility of international and/or EU

level agreement to further restrictions on the export of surveillance equipment.

His current view is that this is by-some measure the better option, If further

t

-6-
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regulation ls required. A unilaterally imposed national restriction on the export

from the UK of surveillance equipment without international support would not

be effective, as it could be easily circumvented given the likelihood that many

of the companies which manufacture such equipment will have offices in other

EU and third countries, Finally, it ls to be noted that these issues are currently

being ventilated amongst the parties to the Wassenaar Arrangement at the

initiative of the United Kingdom.” :

17. In these circumstances, you are invited to reconsider your threat of proceedings.

Costs

o
s

18. We note that, in relation to any future proceedings that might be brought, you assert

1 an intention to apply for a Protective Costs Order (“PCO”), In order to relieve you of

having to make such an application, you have asked the Secretary of State to

‘undertake not to pursue our client for costs if the claim is unsuccessful’, The

Secretary of State declines your request:

(1)

(2)

6)

He considers that your proposed grounds of challenge proceed on an

erroneous basis and are without merit.

You have failed to provide information that is necessary to allow proper

consideration of your request for an undertaking, For example, you have failed

to provide any particulars of the financial position of your client, Privacy

International.

Finally, your position appears to be that, if a costs undertaking were to be

given, in the event that you should succeed you should nonetheless be

permitted to recover all of the costs of any claim you decide to bring at full

commercial rates. You note that your legal team, including leading counsel,

are operating under the terms of a conditional fee agreement with provision

for a success fee, and that you are willing only to forego the relevant success

fee if the Secretary of State provides the proposed undertaking. The Secretary

of State does not consider that, in this case, that would provide a proper basis

for an undertaking to be given,

19. In the circumstances set out above your request for disclosure is also not

a appropriately made at this stage (leaving aside the difficulties with the substance of

35



the requests you have made). This request is also being treated as a Freedom of

Information Request. A response will be provided in this regard by no later than 13

August 2012.

Yours faithfully

Francesca Dekenham

| For the Treasury Solicitor

“ Nat?
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‘Our ref; MPS/FT/001943/0002

Your ref: Q102B50F/SMB/84
Email m.scott@bhattmurphy,co.uk

Phone

ÉTreasury Solicitors »

DX 123242 KINGSWAY DX

By DX & email

9 August 2012

Dear Madam

Export controls for surveillance equipment

Thank you for your emall of 8 August 2012 which we will be considering in
more detail with our client.

For present purposes we note that your cllent “having carried ouf an
assessment of the FinSpy system....has advised Gamma international that
the system does require a licence to export to ail destinations outside the
EU”. Some Issues immediately arise which we would be grateful if you could
provide clarification on:

1. When and In what circumstances was thls assessment carried out, tha
conclusion reached and the advice given that a ilcence to export was
required?

2, Had Gamma Internatlonal previously sought advice from your client as

to whether the FinSpy system required export control, when was this
and what was the advice given?

What audit has been carried out of the export of the FinSpy system to

countries outside the EU prior to the advice referred to in 1 above?

What enforcement aotlon Is/Will be taken against Gamma International
for the previous export of the FinSpy system without a licence?
Has Gamma International been required to retrospectively apply for
licences for the previous export of the FinSpy system? If not why not?

Has Gamma International sought any licences fo export the FinSpy
system and/or provide technical assistance, if so to which countries
and which have been granted and which have been refused?

7. Notwithstanding the generality of question 6 above, material In the
public domain suggests that the FinSpy system has been used in
Egypt, Turkmenistan, Bahrain, Dubaï, Ethiopla, indonesia, Mongolia
and Qatar. Has Gamma sought any licences for export of FinSpy or

»
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the provision of technical assistance to any of these countries? If so
which ones and were licances granted or refused?

8. Kindly provide a detailed explanation and supporting documentation of

exactly what components,of FinSpy ls controlled?

We await hearing from you.

Yours faithfully

bolt
Bhatt Murphy

,
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Direct line

Local fax

Our ret

Your ref

Date

Department for

Business Innovation & SiditsBIS
Europe, International Trade and

Bhatt Murphy Solicitors Development |
m.scott@bhattmurphy.co.uk Export Control Organsisation

34 Floor

1 Victoria Street

London
+44 (0)207 215 4355 SWIH OET

+44. (020 7216 0831

12/1303 Enquiries +44 (0120 7216 B000

MPS/FT/001943/0002 Minicom +44 (0120 7218 6740
www.bis gov uk

Tom Smith bis.gst, gov, uk

11 September 2012

Dear Sir/Madam,

| refer to your letter dated 9 August 2012 to the Treasury Solicitor's

Department with the subject heading ‘export controls for surveillance

equipment, which we received on 13 August, | am replying in my capacity as

the Head of the Export Control Organisation (ECO) within the Department far

Business, Innovation and Skills (BIS),

You have asked eight questions, We have treated some of these as a request

for disclosure of information under the Freedom of Information Act 2000

(FolA) in accordance with Department policy, on the basis of the structure of

the questions, These questions have been considered against the information
BIS held at the time your request was received on 13 August, We have

considered the remaining questions without reference to the FolA as

questions of Gevernment policy.

| have answered your questions in the order they were posed for ease of

reference, Questions 1, 2, 6, 7 and 8 have been treated as Freedom of

Information requests, For the avoidance of doubt, questions 3, 4 and 5 have

been considered without reference to the FolA as questions of Government

policy.

Q1 When and in what circumstances was this assessment carried out,

the conclusión reached and the advice given that a licence to export

was required?

Gamma International submitted a Control List Classification (CLC) enquiry to

the ECO (i.e. an enquiry as to whether certain goods or technology fall within

any of the controlled lists) in June 2012 and advice was provided by the ECO

on 2 August 2012. :
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Q2 Had Gamma International previously sought advice from your client
as to whether the FinSpy system required export control, when was this

and what was the advice given?

Gamma International did not previously seek such advice from the ECO,

Q3 What audit has been carried out of the export of the FinSpy system
to countries outside the EU prior to the advice referred to in 1 above?

No such audit has been carried out, BIS only has powers under the Export
Control Order 2008 to audit exports made under certain licences, Any audit

of other exports would fall to Mer Majesty's Revenue and Customs (HMRC),

Q4 What enforcement action is/will be taken against Gamma
International for the previous export of the FinSpy system without a

licence?

Enforcement of export controls is the responsibility of HMRC, BIS does not

comment on enforcement issues.

Q5 Has Gamma International been required to retrospectively apply for

licences for the previous export of the FinSpy system? If not why nat?

BIS does not issue licences retrospectively. Other than in the case of certain

Open General Export Licences, where an exporter may register for use of the

licence up to 30 days after the first export under that licence, an exporter must

have an appropriate licence In place priór to the export of the goods.
However, none of these Open General Export Licences would be appropriate

for exports of the FinSpy system,

Q6 Has Gamma International sought any licences ta export the FinSpy

system and/or provide technical assistance, if so to which countries and

which have been granted and which have been refused?

Gamma International have not sought any such licences.

Q7 Notwithstanding the generality of question 6 above, material in the

public domain suggests that the FinSpy system has been used in Egypt,

Turkmenistan, Bahrain, Dubai, Ethiopia, Indonesia, Mongolia and Qatar.

Has Gamma sought any licences for export of FinSpy or the provision of

technical assistance to any of these countries? If so which ones and

were licences granted or refused?

| refer you to the answer at QB.

In addition, if you or your client hold specific information on breaches of

export controls by UK nationals or companies we wauld strongly encourage

you to report this information to the Customs Confidential helpline
{

#
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(http //searche hmre.gov.uk/kbS/hmre/gontactus/view pade?record=kSzpvaj9

99) so that the appropriate action can be taken,

Q8 Kindly provide a detailed explanation and supporting documentation

of exactly what components of FinSpy is controlled?

As paragraph 13 of the Treasury Solicitors Department's letter to you of 8

August explained, BIS has advised Gamma International that the FinSpy

system does require a licence to export to all destinations outside the EU

under Category 5, Part 2 (‘information Security’) of Annex | to the Dual use

Regulation, because it is designed to use controlled cryptography.

In addition, | can confirm that we hold information falling within scope of your
request, The information relates to substantive discussions with Gamma

international as part of tha export licensing process,

The information requested falls within the scope of section 41(1) of the FalA

(information provided in confidence) andIs exempt from disclosure because it

was provided to the Department in confidence; the release of this information

would constitute a breach of confidence which could be actionable in court.

Section 41(1) ls an absolute exemption for the purposes of the FolA.

However, in reaching the decision not to release the information requested,

the Department has nonetheless also considered whether the information

should be released in the public interest, as the public interest test is inherent

within the law of confidence.

Having considered all of the known public interest factors for and agaínst

disclosure of the information requested, it is the Departrnent's view that there

is a strong public interest in protecting this confidence and withholding this

information; there are no public interest considerations in relation to this
information which outweigh the public interest against disclosure of this

information or which would require us to set the duty of confidence aside,

In relation to the questions which have been considered under the terms of

the FolA, if you are unhappy with the result of your request for information,

you may request an internal review within two calendar months of the date of

this letter. If you wish to request an Internal review, please contact me.

If you are not content with the outcome of the internal review, you have the

right to apply directly to the Information Commissioner for a decision. The

Information Commissioner can be contacted at: Information Commissioner's

Office, Wyeliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF,

Please remember to quote the reference number above in any future

communications.
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If you would like to follow-up on any of the questions that have not been

considered under the FolA please also contact me directly,

Yours sincerely,

TAL IT
Tom Smith

Head of the Export Control Organisation

¿
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* Practical Exploitation

"Web Application Penetration

* Custom IT Intrusion Training &

Consulting
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Tactical IT Intrusion Portfolio

FININTRUSION KIT

FINUSB SUITE

FINFIREWIRE

Gamma addresses ongoing developments in the IT Intrusion
fleld with solutions to enhance the capabilities of our

cllents, Easy to use high-end solutions and techniques

complement the intelligence community's knowhow

enabling It to address relevant Intrusion challenges on a

tactical level,

FINFISHERTM
WWwW.GAMMAGROUP.COM Tr nr IN
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Tactical IT Intrusion Portfolio

Finintrusion Kit was designed and developed by world-

class {T Intrusion specialists, who have over 10 years of

experlence In thelr area through their work In severa! Tiger

Teams (Red Teams) in the private and government sector

assessing the security of different networks and/organiza-
tions. iat

The Finintrusion Kit Is an up-to-date and covert operational

Kit that can be used for most common IT Intrusion

Operations in defensive and offensive areas, Current

customers include Military CyberWar Departments,

Intelligence Agencies, Police intelligence and other

Law Enforcement Agencies,

Usage Example 1; Technical Surveillance Unit

The Finintrusion Kit was used to break the WPA encryption

of a Target's home Wireless network and then monitor

his Webmall (Gmail, Yahoo, ...) and Social Network

(Facebook, MySpace, ...) credentials, which enabled the

Investigators to remotely monitor these accounts from

Headquarters without the need to be close to the Target.

Feature Overview cê

+ Discovers Wireless LANs (802.11) and Bluetooth® devices

FININTRUSION KIT

QUICK INFORMATION

Usage: [Strategic Operations
Tactical Operations

Capahitities: | | - BreakWEP/WPA Encryption
+ Network Monitoring

(including SSL Sessions)

«AT Intrusion Attacks

Content; Hardware/Software

Usage Example 2: IT Security

Several customers used the Finintruslon Kit to successfully
compromise the security of networks and computer

systems for offensive and defensive purposes using

various Tools and Techniques.

Usage Example 3: Strategic Use-Cases

The Finintruslon Kit Is widely used to remotely gain access

to ‘farget Emall Accounts and Target Web-Servers (e.g.
Blogs, Discussion Boards) and monitor their activities,
including Access-Logs and mora,

+ Recovers WEP (64 and 128 bit) Passphrases within 2-5 minutes

* Breaks WPA1 and WPAZ Passphrases using Dictionary Attacks

+ Actively monitors Local Area Network (Wired and Wireless) and extracts Usernames and

Passwords even for TLS/SSL-encrypted sessions

+ Emulates Rogue Wireless Access-Point (802.11)

* Remotely breaks into Email Accounts using Network-, System- and Password-based Intrusion Techniques

* Network Security Assessment and Validation

For a full feature list please refer to the Product Specifications,

WWW, GAMMAGROUP.COM
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Tactic al IT Intrusion Portfolio

Product Components

FININTRUSION KIT
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Finintrusion Kit - Covert Tactical Unit

Basic IT Intrusion Components;

- High-Power WLAN Adapter

+ High-Power Bluetooth Adapter

+ 802,11 Antennas

* Many Common IT Intrusion Devices

Automated LAN/WLAN Monitoring

FinTrack Operation Center

+ Graphical User Interface for Automated IT Intrusion

Attacks

|: Pam

nie

Co éterme

fondo

> Milimtitao

Stans

Saree ear LE

PRESO

168 00 A EN

105-2285ANS

ROME? ZE, PUR ARBUSTO, LS PA, 190,194.71.|

DOLEBANOÁLAC

up

Y



il

1

'

à

Tactical IT Intrusion Portfolio

LANAWLAN Active Password Sniffer

Captures even SSl-encrypted data like

Video Portals, Online-Banking and more

Webmail,

AvieotRL
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Tactical IT Intrusion Portfolio

The FInUSB Suite is a flexible product that enables Law

Enforcement and Intelligence Agencies to quickly and

securely extract forensic information from computer
systems without the requirement of |T-trained Agents,

tt has been used in successful operations around the world

where valuable Intelligence has been acquired about

Targets in covert and overt operations.

Usage Example 1: Covert Operation

A source In an Organized Crime Group (OCG) was

given a FinUSB Dongle that secretly extracted Account

Credentials of Web and Email accounts and “Microsoft
Office documents from the Target Systems, while the

OCG used the USB device to exchange regular files like

Music, Video and Office Documents,

After returning the USB device to Headquarters the

gathered data could be decrypted, analyzed and used to

constantly monitor the group remotely.

Feature Overview

+ Optimized for Covert Operations

+ Easy usability through Automated Execution

+ Secure Encryption with RSA and AES

FINUSB SUITE

QUICK INFORMATION

say + Tactical Operations

- information GatheringGathering ,
« System Access

- Quick Forensics

Usage Example 2: Technical Survelllance Unit

A Technical Surveillance Unit (TSU) was following a Target

‘hat frequently visited random Internet Cafés making

monitoring with Trojan-Horse-like technology Impossible,

The FINUSB was used to extract the data left on the public
Terminals used by the Target after the Target left.

Several documents that the Target opened in his web-mall

could be recovered this way. The gathered Information

included cruclal Office files, Browsing History through

Cookle analysis, and more.

+ Extraction of Usernames and Passwords for all common software like:

* Email Clients

+ Messengers

* Browsers

* Remote Administration Tools

* Silent Copying of Files (Search Disks, Recycle-Sin, Last opened/edited/created)

+ Extracting Network Information (Chat Logs, Browsing History, WEP/WRA(2) Keys, ...)

: Compilation of System Information (Runningánstalled Software, Hard-Disk Information, ...)

For a full feature list please refer to tha Product Specifications,

WWW. BAMMABROUP.GOM
FINFISHERTM
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Tactical IT Intrusion Portfolio

Product Components

FINUSB SUITE

LL

FinUSB Suite - Mobile Unit FINUSB HQ

+ Graphical User Interface to decrypt and analyze

gathered Data

+ Configure Dongle Operational Optlons

À
micro

GB

10 FinUSB Dongle (U3 - 16GB)

> Covertly extracts data from system

« Enctypts Data on-the-fly

FinUSB - Windows Password Bypass

+ Bypass Windows Logan without permanent

system madificatians



‘Tactical IT Intrusion Portfolio

0 FINUSB SUITE

Easy Usability

1. Pick up a FINUSB Dongle

2, Configure all desired Features / Modules and

update your FInUSB Dongle with FinUSB HQ

3. Go to your Target System

“4. Plug in your FinUSB Dongle

( 5. Wait until all data ls transferred
| ie ye

tf 6. Go back to your FinUSB HO

(ire) 7. Import all Data from FInUSB Dongle

A sf 8, Generate Report
E

|
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Tactical IT Intrusion Portfolio

Technical Survelilance Units and Forensic Experts often face

a situation where they need to access a running computer
system without shutting It down In order to prevent data

loss or save essential time during an operation, In most

cases, the Target System is protected with a password-

enabled Screensaver or the target user Is not logged In

and the Login Screen Is active.

FinFireWire enables the Operator to quickly and covertly

bypass the password-protected screen and access the

Target System without leaving a trace or harming essential

forensic evidence.

Usage Example 1: Forensic Operation

A Forensic Unit entered the apartment of a Target and

tried to access the computer system, The computer was
switched on but the screen was locked,

As they were not allowed, for legal reasons, to use a Remote

Monitoring Solution,they would have lostall data byswitch-
Ing off the system as the hard-disk was fully encrypted.

FinfireWire was used to unlock the running Target

System enabling the Agent to copy all files before

switching the computer off and taking it back to Head»

quarters,
iG

Feature Overview

+ Unlocks User-Logon for every User-Account

* Unlocks Password-Protected Screensaver

+ Full Access to all Network Shares of User

- Dumps full RAM for Forensic analysis

* Enables live forensics without rebooting the Target System

* User password is not changed

+ Supports Windows, Mac and Linux systems

+ Works with FireWire/1394, PCMCIA and Express Card

For a full feature 1ist please refer to the Product speclfications,

WWW. GAMMAGROLUP.COM

FINFIREWIRE

CK INFORMATION

* Bypass User Password
+ Covertly Access System

- Recover Passwords from RAM

+ Enable Live Forensics

Usage Example 2: Password Recovery

Combining the product with traditional Forensic

applications like Encase®, Forensic units used the

RAM dump functionality to make a snapshot of the

current RAM Information and recovered the Hard-Disk

encryption passphrase for TrueCrypt's full disk encryp-

ton,

FINFISHER”
PE ENTES ESCIS



Tactical IT Intrusion Portfolio

FINFIREWIRE

Product Components

|

(l

‘ FinFireWire - Tactical Unit Point-and-Click User Interface

À 1 « Complete Tactical System « Easy-to-use User Interface

1

a

t

ma Connection Adapter Cards Universal FinWirs CableSet

* PCMCIA and ExpressCard Adapter for + 4 pinto 4 pin

Target Systems without FireWire port + 4 pin to 6 pin

» 6 pin to 6 pin

ate
Usage

1 "4

——

4, Select a TargetE
$ 2. Start FinFireWire

3. Plug in FireWire Adapter & Cable

5, Wait until System

Is unlocked

” Q, GAMMA INTERNATIONAL
Theintormation containedhereinis confidential GAMIMAGROUP United Kingdom
and subject to change without netice. Gamma

Group International shall not be liable for Tel: +44- 1264- 332 411
a technical or editorial errors or omissions -*:* Fax; +44- 1264 - 332 422

contained herein, :
1 info@gammagroup.com



Remote Monitoring & Infection Solutions

4 FINSPY

FINSPY MOBILE

FINFLY USB

FINFLY LAN

FINFLY WEB

FINFLY ISP

The Remote Monitoring and infection Solutions are

used to accass target systems to glve full access to

stored Information with the ability to take control of

target systems funcilons to the point of capturing

encrypted deta and communications, When used in combl.
natlon with enhanced remote Infectlon methods, Govern-

ment Agencies will have the capability to remotely Infect
target systems,

Un

FINFISHERTM
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Remote Monitoring & Infection Solutions

FinSpy ls a fleld-proven Remote Monitoring Solution that

enables Governments to face the current challenges of

monitoring Mobile and Security-Aware Targets that

regularly change location, use encrypted and anony-

mous communication channels and reside in foreign

countries,

Traditional Lawful Interception solutions face new challenges

that can only be solved using active systems like FinSpy:
* Data not transmitted over any network

» Encrypted Communications

> Targets in foreign countries

FinSpy has been proven successful in operatldtis around
the world for many years, and valuable intelligence has

been gathered about Target individuals and Organizations.

When FinSpy is Installed on a computer system it can be

remotely controlled and accessed as soon as it ls con-

nected to the internet/network, no matter where In the

world the Target System is based.

Feature Overview

Target Computer— Example Features:

* Bypassing of 40 regularly tested Antivirus Systems

+ Covert Communication with Headquarters

* Full Skype Monitoring (Calls, Chats, File Transfers,

Video, Contact List)

* Recording of common communication like Email, Chats

and Voice-over-IP :

» Live Surveillance through Webcam and Microbhone

> Country Tracing of Target

* Silent extracting of Files from Hard-Disk

* Process-based Key-logger for faster analysis

* Live Remote Forensies on Target System

» Advanced Filters to record only important information

+ Supports most common Operating Systems (Windows,

Mac OSX and Linux)

WWW. GAMMAGROUP.COM

FINSPY

QUICK INFORMATION

Usage: trategic Operations
actical Operations

|Capa
* Monitoring of Encrypted

Communicati

, [Content [- Hardware/Software ; =

Usage Example 1; Intelligence Agency

FinSpy was installed on several computer systems Inside

Internet Cafes in critical areas in order to monitor them

for suspicious activity, especially Skype communication to

foreign individuals. Using the Webcam, pictures of the

Targets were taken while they were using the system,

Usage Example 2; Organized Crime

FinSpy was covertly deployad on the Target Systems

of several members of an Organized Crime Group, Using

the country tracing and ramote microphone access, es-

sential information could be gathered from every meeting

that was held by this group.

Headquarters ~ Example Features:

* Evidence Protection (Valid Evidence according to

Eufopean Standards)

+ User-Management according to Security Clearances
+ Security Data Encryptlon and Communication using

RSA 2048 and AES 256

* Hidden from Public through Anonymizing Proxies

+ Can be fully Integrated with Law Enforcement

Monitoring Functionality (LEME)

For a full feature list please refer to the Product Specifications,

FINFISHERTM
PP INTERES ION
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Remote Monitoring & Infection Solutions

Product Components

FINSPY

FinSpy Master and Proxy

* Full Control of Target Systems

* Evidence Protection for Data and Activity Logs

+ Secure Storage

+ Security-Clearance based User and Target Management

FinSpy Agent

+ Graphical User Interface for Live Sessions, Configuration

and Data Analysis of Targets

4
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Remote Monitoring & Infection Solutions
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FINSPY

Access Target Computer Systems around the World
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Remote Monitoring & Infection Solutions

FINSPY

Live and Offline Target Configuration

‘Siren Wpbia fi para

Developer cent oF
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1, Multiple Data Views

2, Structured Data Analysis

3. Importance Levels for all

recorded Files
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Remote Monitoring & Infection Solutions

FINSPY LICENSES »

Outline

The FinSpy solution contalns 3 types of product Ilcenses:

A. Update License

The Update License controls whether FinSpy is able to re-

trleve new updates from the Gamma Update server, It |s

combined with the FinfisherTM After Sales Support mod-

Ule After explry, the FinSpy system will still be fully fune-

tional but no longer able to retrieve the newest versions

and bug-fixes from the FinSpy Update server,

B, Agent License

The Agent License controls how many FinSpy Agents can

login to the FinSpy Master In parallel.

Example:

* 5 Agent Licenses are purchased.

+ FinSpy Agent licenses can be Installed on an unlim-

Red number of systems, however

+ Only 5 FinSpy Agent systems can login to the FinSpy

Master and work with the data at the same time

Screenshot active Target with License

FINSPY

€, Target License

The Target License controls how many FinSpy Targets can

be active In parallel.

Active refers to activated FinSpy Target Installations no

matter whether the Target System is online or offline,

When FinSpy Target Is deployed on a Target System and

no Target Licenses are available, the FinSpy Target gets

temporary deactivated and no recording and live access will

be possible. As soon as a new License Is available (e.g. by

upgrading the existing License or de-infecting one of the

active FinSpy Targets), the Target will be assigned the free

license and it will be activated and begin recording and pro-

viding live access,

Screenshot inactive Target without License

mematest D. VISTA-SP2-XRE SYSTEM
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Remote Monitoring & Infection Solutions

FinSpy Mobite Is closing the gap of interception capabilities
for Governments for most common smart phone platforms,

Specificatly, organizations without network or off-air
based Interception capabilities can access Mobile Phones

and Intercept the devices with enhanced capabilities.

Furthermore, the solution offers access to enctypted
communications as well as data stored on the devices

that is not transmitted,

Traditional tactical or strategic Interception solutions Face

challenges that can only be solved using offensive

systems like FinSpy Moblle;

+ Data not transmitted over any network and kept on the

device

* Encrypted Communications in the Alr-Interface, which

avold the usage of tactical active or passive Off-Allr Systems

* End-to-end encryption from the device such as Messengers,

Emails or PIN messages

FinSpy Mobile has been giving successful results to

Government Agencies who gather Information remotely

from Target Mobile Phones.

When FinSpy Mobile is installed on a mobile phone ft can be

remotely controlled and monitored no matter where in

the world the Target is located,

Feature Overview

Target Phone — Example Features:

* Covert Communications with Headquarters

* Recording of common communications ilke Voice Calls,

SMS/MMS and Emails

» Live Surveillance through silent Calis

* File Download (Contacts, Calendar, Pictures, Flles)

+ Country Tracing of Target (GPS and Cell ID)

+ Full Recording of all BlackBerry Messenger

communications

* Supports most common Operating Systems: Windows

Mobile, lOS (IPhone), BlackBerry and Android

WWW.GAMMAGROUP.COM

FINSPY MOBILE

QUICK INFORMATION

- Strategic Operations |Operations
» Tactical Operations

Usage Example 1: Intelligence Agency

FinSpy Mobile was deployed on BlackBerry mobile

phones of several Targets to monitor all communications,
including SMS/MMS, Emall and BlackBerry Messenger,

Usage Example 2; Organized Crime

FinSpy Mobile was covertly deployed on the mobile

phones of several members of an Organized Crime Group

(OCG). Using the GPS tracking data and silent calls,
essential Information could be gathered from every

meeting that was held by this group,

Headquarters — Example Features:

+ Evidence Protection (Valld Evidence according to

European Standards)

+ User-Management according to Securlty Clearances

+ Security Data Encryption and Communications using RSA

2048 and AES 256

+ Hidden from Public through Anonymizing Proxies

+ Can he fully Integrated with Law Enforcement

Monitoring Functlonality

For à full feature list please rafar to the Product Spacificatlons,

FINFISHER"
FU OINTRESION



Remote Monitoring & Infection Solutions

| FINSPY MOBILE

Product Components

a + 5

FinSpy Master and Proxy FinSpy Agent

A » Full Control of Target Systems 1 + Graphical User Interface for Live Sessions, Configuration

! Evidence Protection for Data and Activity Logs sky, - and Data Analysis of Targets
* Secure Storage

* Security-Clearance based User- and Target Management
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Remote Monitoring & Infection Solutions

FINSPY MOBILE

Access Target Mobile Phones around the World

Fingpy Relay
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Mobile Provider
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Remote Monitoring & Infection Solutions

The FinFly USB provides an easy-to-use and rellable way of

Installing Remote Monitoring Solutions on computer

systems when physical access is available,

Once the FinFly USB is inserted Into a computer, It

automatically installs the configured software with

little or no user-interaction and does not require

IT-trained Agents when belng used in operations, The

FinFly USB can be used agalnst multiple systems before

belng returned to Headquarters.

:

Usage Example 1: Technical Surveillance Unit”

The FinFly USB was successfully used by Technical

Surveillance Units in several countries to deploy

a Remote Monitoring Solution onto Target Systems that

were switched off, by simply booting the system from

the FinFly USB device.

Feature Overview

FINFLY USB

VICK INFORMATION

Usage: 3 - Tactical Operati

+ Deploys Remote Moni

Solution on Target

Usage Example 2: Intelligence Agancy

A Source In a domestic terror group was glven a FinFly

USB that secretly Installed a Remote Monitoring

Solutlon on several computers of the group when they

were using the device to exchange documents between

each other, The Target Systems could then be remotely

monitored from Headquarters, and the FinFly USB was

later returned by the Source,

El
+ Covertly installs Remote Monitoring Solution on Insertion In Target System

« Little oy no user-interaction |s required

+ Functionality can be concealed by placing regular files like music, video and office

documents on the device

+ Infection of switched off Target System when-hooting from USB

» Hardware js a common and non-suspicious USB device

For a full feature list please refer to the Product Specifications.

WWW.GAMMAGROUP.COM
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“Remote Monitoring & Infection Solutions

1 FINFLY USB

Product Components

truzer

4 =

XY

lg FinFly USBs Full FinSpy Integration

+ SanDisk USB Dongle (16GB) * Automatic generation and activation through FinSpy

+ Deploys a Remote Monitoring Solution on Insertion Into Agent

Target Systems

lo » Deploys Remote Monitoring Solution during Boot Process

]
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Remote Monitoring & Infection Solutions

Some of the major challenges Law Enforcement agencies

are facing are mobile Targets, where no physical access

to a computer system can be achleved as well as Targets

who do not-open any infected Files that have been sent

vla emall to thelr accounts,

In particular, security-aware Targets are almost Impossible

to infect as they keep their systems up-to-date and no

exploits or Basic Intrusion techniques will lead to success,

FinFly LAN was developed to deploy a Remote Monitoring

Solution covertly on Target Systems In Local Araa Networks

(Wired and Wireless/802,11). It Is able to Infect Files that

are downloaded by the Target on-the-fly, infect the Target

by sending fake Software Updates for popular Software
or infect the Target by Injecting the Payload into visited

Websites.

Usage Example 1: Technical Surveillance Unit

A Technical Surveillance Unit was following a Target

for weeks without being able to physically access the

target computer. They used FinFly LAN to Install the Remote

Monitoring Solution on the target computer when he was

using a public Hotspot at a coffee shop.

Feature Overview

FINFLY LAN

QUICK INFORMATION

Deploys Remate Monitoring
Solution on Target System in

Local Area Network

Content: | - Software

Usage Example 2: Anti-Corruption

Finfly LAN was used to remotely Install the Remote

Monitoring Solution on the computer of a Target while

he was using It inside hls hotel room, The Agents were

In another toom connected to the same network and

manipulated the Websites the Target was visiting to trigger

the Installatlon.

+ Discovers all Computar Systems connected to Local Area Network

- Works in Wired and Wireless (802,11) Networks

* Can he combined with Einintrusion Kit for covert Network Access

+ Hides Remote Monitoring Solution in Downloads of Targets

* Injects Remote Monitoring Solution as Software Updates

* Remotely installs Remote Monitoring Solution through Websites visited by the Target

For a full feature Est please refor to the Product Spacificatlons,

WWW. GAMMAGROUP.COM
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Remote Monitoring & Infection Solutions

FINFLY LAN

il

Product Components 5

+

y A
O amc.

Fintly LAN Finintrusion Kit - Integration (Optional)

+ Linux-based Software with simple User-Interface + FinFly LAN will be loaded as a module Into

the Finintrusion Kit

Infection through Local Area Networks

Route? Gateway

'

Target
for Infection

FinFly LAN
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Remote Monitoring & Infection Solutions

FINFLY LAN

Automated User-interface

» Simple to use without extensive training i

‘Systems, Infected:

Muitiple-Target and Payload Support

» Different Executables can be added for each Target

| xiii rares
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Remote Monitoring & Infection Solutions

su

One of the major challenges in using a Remote Monitoring

Solution is to install It onto the Target System, especially

when only a little information, like an Email-address, is

avallable and no physical access can be achleved.

FinFly Web Is designed to provide remote and covert

infection of a Target System by using a wide range of

web-based attacks.

FinFly Web provides a potnt-and-click interface, enabling

the Agent to easily create a custom infection code

according to selected modules,

Target Systems visiting a prepared website with the Imple-

mented Infection code will be covertly infected with the

configured software,

Usage Example 1: Technical Surveillance Unit

After profiling a Target, the unit created a website of

interest for the Target and sent him the Hnk through a

discusslon board, Upon opening the Link to the units

website, a Remote Monitoring Solution was installed on the

Target System and the Target was monitored from within

Headquarters.

Feature Overview

» Fully-Customizable Web Modules

* Can be covertly installed into every Website

FINFLY WEB

. QUICK INFORMATION

Usag | Strategic Operations

Capahilities: Deploys Remote Mon

Solution on Target System

through Websites

[conten xl Software

Usage Example 2: Intelligence Agency

The customer deployed FinFly ISF within the main Internet

Service Provider of thelr country, It was combined with

FinFly Web to remotely infact Targets that visited

government offensive websites by covertly Injecting

the FinFly Web code into the targeted websites.

» Full integration with FinFly LAN and FinFly ISP to deploy even inside

popular Websites like Webmail, Video Portals and more

* Installs Remote Monitoring Solution even If only emall address is known

* Possibility to target every person visiting configured Websites

For a full feature lst please rotar to the Product Specifications,

WWW .GAMMAGRDUP.COM
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Remote Monitoring & Infection Solutions

FINFLY WEB

Product Components

FinFly Web

* Polnt-and-click software to create

custom infection Websites

FinFly Web direct infection

ELTUNCà

Target

fortafaction

Full integration with FinFly LAN and FinFly ISP

titan:

Verga
Forintactión
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