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l. Introduction

This complaint outlines matters that give grounds to investigate whether
Gamma International UK Ltd (hereafter referred to as “Gamma”) has
violated the 2011 Edition and/or the 2000 Edition of the OECD Guidelines
for Multinational Enterprises by supplying and maintaining computer
intrusion products from the ‘FinFisher’ suite for use by the security and law
enforcement agencies of Bahrain, thus facilitating access to the
communications and online activities of dissidents and political activists in

that country and, in some cases, enabling their exposure, arrest and torture.

It is hoped that further investigation by the British National Contact Point
(NCP), and thereafter contact with the defendant, will provide an
independent non-adversarial arena within which both parties can discuss
the concerns raised by this complaint. The overarching aim is to assist as
far as possible with protecting the human rights of Bahraini citizens,
particularly those groups that are likely to have been specifically targeted
by the state such as political opponents, journalists, academics, human

rights defenders and lawyers,

The complainants ask the British NCP to ascertain whether the defendant,
by supplying (if it is established that the date of the initia! supply of
FinFisher products took place after 1 September 2011, the date at which
the 2011 Edition of the OECD Guidelines came into effect) and maintaining
FinFisher products for use by Bahraini authorities since 1%t September 2011,
has breached the following sections in the 2011 Edition of the OECD

Guidelines for Multinational Enterprises:



- Chapterll. A. 2
- Chapter li. A. 10
- Chapterll. A, 11
- Chapterll. A, 12
- Chapter ll. A, 13
- Chapter IV. 1

- Chapter |V, 2

- Chapter V. 3

- Chapter IV. 4

- Chapter IV. 5

- Chapter V.6

The complainants also ask the British NCP to ascertain whether, if it is
established that the date of the initial supply of FinFisher products by
Gamma to Bahraini authorities predated 1 September 2011, the defendant
has breached the following sections of the 2000 Edition of the OECD

Guidelines for Multinational Enterprises:

- Chapterll. 2
- Chapterlil. b

1. The complainants

Privacy International

Privacy International's mission is to defend the right to privacy across the
world, and to fight unlawful surveillance and other intrusions into private life

by governments and corporations. We aim to:

* research and raise awareness about threats to privacy;

* monitor and report on surveillance methods and tactics;
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* work at national and international levels to ensure strong legal
protections for privacy; and

* seek ways to protect privacy through the use of technology.

Privacy International was founded in 1990 and was the first organisation to
campaign at an international level on privacy issues. We have advised and
reported to international organisations like the Council of Europe, the

European Parliament, the OECD and the UN Refugee Agency.

European Center for Constitutional and Human Rights (ECCHR)

The European Centre for Constitutional and Human Rights (ECCHR) is an
independent, non-profit human rights organisation dedicated to protecting
civil and human rights throughout the world. ECCHR was founded in 2007,
its council is Michael Ratner, Lotte Leicht and Dieter Hummel, and they are
represented by the Secretary General, Wolfgang Kaleck. In the field of
Business and Human Rights, ECCHR uses judicial and quasi-judicial
mechanisms to hold European corporations accountable for the impact
they have on human rights. ECCHR has a history of working with victims of
grave human rights abuses in Egypt and Bahrain. As a result, ECCHR is
targeting European corporations who facilitate, or are complicit in, human

rights abuses by these countries’ governments.

Reporters Without Borders

Reporters Without Borders is an international non-governmental
organisation that advocates freedom of the press and freedom of
information. It was founded in France in 1985 and was registered as a non-
profit organisation in 1995, Jean-Frangois Juillard has served as Secretary
General since 2008. Reporters Without Borders monitors attacks on
freedom of information worldwide, denounces any such attacks in the

media, acts in cooperation with governments to fight censorship and laws
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aimed at restricting freedom of information, morally and financially assists
persecuted journalists, and offers material assistance to war

correspondents in order to enhance their safety.

Bahrain Center for Human Rights

The Bahrain Centre for Human Rights (BCHR) is a non-governmental
organisation that defends and promotes human rights in Bahrain. It has
been registered with the Bahraini Ministry of Labor and Social Services
since July 2002, Its current president is Nabeel Rajab. BCHR encourages
and supports individuals and groups to be proactive in the protection of
their own and others’ rights, and promotes democracy and human rights in

accordance with international norms.

Bahrain Watch

Bahrain Watch was formed in February 2012 by a group of activists and
researchers with personal and academic ties to Bahrain. It is an
independent research and advocacy organisation, whose initial purpose
was to investigate claims by the Bahraini government that it had instituted a
number of human rights and democratic reforms. According to the
organisation’s website, its goals have broadened to include research and
advocacy on all forms of government in Bahrain, including political reform,
economic development and security. Its key members include Ala‘a
Shehabi, Bill Marczak and Marc Owen Jones.

2. The defendant

Gamma International (UK} Ltd is part of the Gamma Group of companies, It
is based in the Gamma Group’s development headquarters in Andover,
Hampshire and owned by William Louthean Nelson, who is listed as having

addresses in Salisbury, Hamburg and Beirut, The developer of FinFisher and
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Managing Director of Gamma's German-based unit (in Munich) is Martin
Muench. The FinFisher portfolio of products is marketed and sold by
Gamma International (UK) Ltd.

3. Complainant's previous attempt to make contact

On 2™ March 2012, Eric King of Privacy International sent a letter to
Gamma Group asking a number of questions regarding the company's
human rights policies and practices. Specifically, he enquired whether
Gamma Group had a human rights due diligence policy and whether the
company would be willing to provide a copy. He also enquired whether
Gamma Group was, or intended to be, involved in manufacturing and
supplying software and services to countries classed as ‘Not Free’ (as
defined by Freedom House's Freedom in the World survey). A response
was received on 27 August 2012, which stated that Gamma was in the
process of formulating a human rights due diligence policy that they would
be willing to discuss with Privacy International. In response to questions
concerning their dealings with ‘Not Free’ countries, Gamma stated that it
does not discuss its client base because its clients do not wish their
identities to be disclosed and because Gamma does not want the
“criminals” being targeted by Gamma's products to receive details of the
system being used against them so that they could “avoid being brought to
Justice” . The letter also states that Gamma has an overarching policy which
recognises sovereign states’ rights to transfer electronic means of self-
defence, to protect themselves from espicnage and terrorism, and to
obtain information relating to individuals’ actions and intentions in the
interests of national security, economic well-being or for the prevention of
serious crime, It was also stressed in the letter that Gamma complies with

Export Control Authorities in the UK and Germany.

Eric King also exchanged a series of emails with Martin Muench, Managing

Director of Gamma Intemational, between 8" August 2012 and 5%
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September 2012. In these emails, Mr Muench expressed a desire to meet
with Mr King in secret to discuss the nature of the FinFisher products and
Privacy Intemational’s views on the products and export controls, as well
as Gamma Group’s human rights due diligence policy. Mr Muench made it
clear that he would only be willing to meet if the meeting was informal and
entirely off the record, and on the understanding that nothing discussed
during it could ever be publicly disclosed by Privacy International. After
careful consideration, Mr King did not agree to the meeting on the basis
that Pl's supporters and funders would want any engagement with Gamma
and its representatives to be as open and transparent as possible, and

ideally within official channels.

4. Parallel OECD Complaints

On 1st February 2013, Privacy International and its partner organisations
filed a parallel OECD Complaint against Trovicor GmbH at the German

National Contact Point.

Like Gamma, Trovicor develops, supplies and maintains surveillance
technology. Media reports’ have linked Trovicor's software to Bahrain.
Trovicor's and Gamma’s technologies complement each other and can be
used together. Gamma highlights certain compatible Trovicor products in

its marketing material.

] Gamma International

1. General background

' See, e.g., International Society for Human Rights, ‘Middle East: German
technology used against democratic movements’, 29t August 2011,
available at: http://www.ishr.org/Detailansicht.697+M5e490bfdd7b.0.html
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Gamma International (UK) Ltd is part of the Gamma Group of companies.
The Gamma Group was established in 1990 and consists of Gamma TSE,
G2 Systems, Gamma International {(UK) Ltd and Gamma Group
International. Gamma Group also has a partnership with Elaman GmbH, a
company based in Munich. The Group supplies advanced technologies, as
well as providing training and consultancy services to State Intelligence
Departments and Law Enforcement Agencies. Gamma International (UK)

Ltd provides FinFisher IT Intrusion technologies and IT Intrusion Training.

Gamma operates from its headguarters in Andover, United Kingdom, Its
employees, who are described on the company’s website as “ world-class
intrusion and IT experts”, have invented and developed the FinFisher

portfolio of products that are the focus of this Complaint.
2. The FinFisher products

The following information concerning the FinFisher products is detailed on

Gamma’s website:

“Working out of our development headquarters in Andover, United
Kingdom, Gamma International’s world-class intrusion and T experts have

invented a portfolio of intrusion products called FinFisher.

The FinFisher product portfolio is solely offered to Law Enforcement and

intelligence Agencies.

The FinFisher suite can be used as individual products and when
interconnected give intelfigence agencies advanced tools for unsurpassed

IT investigation and surveillance techniques within the IT environment, ?

2 Gamma Group website; https://www.gammagroup.com/

10
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The FinFisher products work by installing malicious software (malware) onto
a user's computer or mobile phone without the user’s knowledge. This is
accomplished by tricking the user into downloading fake updates from
what appear to be legitimate sources, such as BlackBerry, iTunes, or Adobe
Flash. Once the user accepts these updates, the computer or mobile phone
is infected, enabling full access to the information held on it, including
access to the user’'s emails, social media messaging and Skype calls, It
also becomes possible to remotely operate microphones and cameras on
computers and mobile phones, so that the targeted device is turned into a

bug — one that the targeted individual unknowingly keeps in close proximity.

Analysis of emails received by targets whose devices were infected (see in

detail under section 1ll. 5, below) by security researchers at CitizenLab and

Bill Marczak, a doctoral student at the Department of Electrical Engineering
and Computer Science at the University of California, Berkeley, reveals that
the malware acts as a “Trojan”, taking screen shots, intercepting voice-

over-tnternet calls, and transmitting a record of every keystroke.®
The FinFisher products have been described in a Bloomberg report as:

“technologies [...] which mark the next step in the digital arms race, [...]
whose programs, once installed, transmit an infected computer’s activities.
They are the retail cousins of state-made cyber weapons such as the
Stuxnet computer worm, which damaged centrifuges in an Iranian nuclear
plant and was jointly developed by the U.S. and Israel, according to the

New York Times.”4

3 Vernon Silver, Bloomberg, Cyber Attacks on Activists Traced To FinFisher
Spyware of Gamma, 25" July 2012, available at:
http://www.bloomberg.com/news/2012-07-25/cyber-attacks-on-activists-

traced-to-finfisher-spyware-of-gamma.html
4 Ibid.

11
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One of the FinFisher products, the FinFly LAN, is marketed for use for
surveillance of individuals staying in hotels, An Intelligence Note of 8® May
2012 prepared by the Internet Crime Center (IC3)° states that: “ [rlecent
analysis by the FBI and other government agencies demonstrates that
malicious actors are targeting travelers’ sic] abroad through pop up

windows while establishing an Internet connection in their hotel room.”

A product called FinFly ISP allows a server to be inserted into the core
internet network of an intermet provider to facilitate infection of specific
targets’ computers. Another product, FinSpy Mobile, operates in a similar

way to infect mobile phones.

The FinFisher product portfolio has been marketed with promotional videos
that are now in the public domain following a release by Wikileaks in 2011.%

The promotional video with images and subtitles shows:

* A simulation of an agent deploying “the FinFly ISP server into the
Core Network”

*  “FinFly ISP [analysing] traffic for easy Target Identification”

*  “The Target [using] his private DSL or Dial-Up Account”

*  “FinFly ISP [sending] a fake iTunes update to the Target System”

* That “[tihe Target System is now infected with the FinSpy software”

That “{tlhe Headquarters has full access to the Target System”

FinFisher software requires regular maintenance. It is customary in trade
maintenance contracts to include clauses regarding regular upkeep and
servicing of software, and provision of updates to the system for the
purpose of advancement and development of the technology. Such

contracts normally also require company employees to be sent to the

5See Annex 1
8 fbid.

12
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customer countries to conduct on-site maintenance, as well as to provide

face-to-face system training.

Gamma's website does not state which countries it has sold FinFisher
products to. However, Mr Muench has stated that his company only
supplies these products to governments. In a 2012 statement to the
Guardian, Mr Muench said that “ Gamma International UK Limited
manufactures equipment for dealing with security related threats and it
supplies only to governments.”” He also stated that it “ complies, in all its

dealings, with all relevant UK fegisfation and regulation.”

3. UKlegislation and regulations relating to the product

The relevant UK legislation and regulation includes the Export Control Act
20028 (“the 2002 Act”) and the Export Control Order 2008° (“the 2008
Order”). The 2008 Order came into force on 6™ April 2009, and outlines
national controls on the export of military, paramilitary and dual-use goods.
According to sections 1 to 4 of the 2002 Act, the Secretary of State has the
power to make orders regarding the imposition of export controls, transfer
controls, technical assistance controls and trade controls in relation to
goods and technology. Section 5(2) provides that controls “may be
imposed for the purpose of giving effect to any Community provision or
other international obligation of the United Kingdom”. Section 5(4) provides
that export controls “may be imposed in refation to any description of
goods within one or more of the categories specified in the Schedule for

such controls”. Paragraph 2(1) of the Schedule provides that such controls

7 Jamie Doward, The Guardian, Crackdown on sale of UK spyware over
fears of misuse by repressive regimes, 9t September 2012, available at:
http://www.guardian.co.uk/world/2012/sep/09/block-on-exports-
surveillance-equipment

8 This Act can be found at:
http://www.legislation.gov.uk/ukpga/2002/28/contents

? This Order can be found at:
http://www.legislation.gov.uk/uksi/2008/3231/contents/made
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“may be imposed in relation to any goods the exportation or use of which
is capable of having a relevant consequence”. Paragraph 3(2)(D) specifies
as relevant consequences “the carrying out anywhere in the world of (or of
acts which facilitate)...internal repression in any country [or] breaches of

human rights”.

The UK is also a party to the Wassenaar Arrangement. This governs the
international trade in conventional arms, as well as ‘dual-use’ goods and
technologies (those goods and technologies that can be used for both
military and civilian purposes). The 41 Participating States maintain a list of
relevant goods and technologies in relation to which they have agreed to
impose national export controls. This list has formed the basis of the EU
legislation that controls dual-use technology at EU level, in particular,
Council Regulation (EC) No 428/2009', which establishes a European
regime for the control of exports, transfer, brokering and transit of certain
dual-use goods (“the Dual-Use Regulation”). This came into force on 27t
August 2009.

The Treasury Solicitor's Department has indicated in a letter'! to Privacy
International’s solicitors, dated 8% August 2012, that the FinSpy system,
part of the FinFisher portfolio of products, is listed under Category 5, Part 2
('Information Security’) of Annex | to the Dual Use Regulation. A licence is
therefore required for Gamma to export these products outside the
European Union. This is because the product is designed to use controlled
cryptography and thus falls within the scope of the Annex to the Dual-Use
Regulation. The letter from the Treasury Solicitors stated that this was
confirmed by the Secretary of State, who carried out an assessment of the

FinSpy system. According to the letter, the Secretary of State also

' This Regulation can be found at: http://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:1.:2009:134:0001:0269:en:P
DF

¢« " See Annex 1.

14

213



|

1l

1l

understands that other products in the FinFisher portfolio could be

controlled for export in the same way.

The UK Department for Business, Innovation & Skills (“BIS") has confirmed
in a letter'? to Privacy International’s solicitors, dated 11 September 2012,
that Gamma has not sought any licences to export the FinSpy system

and/or provide technical assistance.

On 9th November 2012, Privacy International wrote to Her Majesty’s
Revenue and Customs (“HMRC"), which is responsible for enforcement of
the export regulations and policies set by BIS, and included a 186-page
dossier of evidence concerning Gamma and its products. The letter stated
that, if Gamma had continued to export FinFisher products to countries
outside the EU without a licence, the company was acting in breach of UK
export regulations and was thus engaged in criminal conduct. It also
commented that, while Gamma has been exporting FinFisher since 2006, it
had only submitted a Control List Classification request (the mechanism
whereby companies ask HMRC whether or not their products require
export licences) in July 2012, The letter requested a response within 14
days, but no conformation as to whether an investigation is taking place

has been received.

Il The export destination

It is not firmly established exactly which countries across the Middle East,
Central Asia and Africa have access to the FinFisher products that are
produced and developed by Gamma. Material in the public domain
suggests that the FinSpy system, part of the FinFisher suite of products,
has been used in Egypt, Turkmenistan, Bahrain, Dubai, Ethiopia, Indonesia,
Mongolia and Qatar. Of these, the most significant evidence concerns use

of FinFisher products in Bahrain. Accordingly, this Complaint will focus on

2 See Annex 1.
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that evidence, but Privacy International believes the situation in Bahrain to

be illustrative of a much wider problem.

1. General overview

Bahrain, officially the Kingdom of Bahrain, is a constitutional monarchy
headed by King Shaikh Hamad bin Isa Al Khalifa. The king has the power to
appoint the Prime Minister and his ministers, command the army, and chair
the Higher Judicial Council. The head of the government is the Prime
Minister, Shaikh Khalifa bin Salman Al Khalifa, who is the current king's
uncle and has been Prime Minister for forty years. In 2010, roughly half the
government was composed of the Al Khalifa family."® The population of
Bahrain currently stands at 1,323,535,

Bahrain’s human rights record has been described by the Human Rights
Watch as “dismal”, and having " deteriorated sharply in the latter half of
2010".%5 Since 2011 there has been a brutal crackdown on pro-democracy
protestors, in the wake of pro-democracy uprisings across the Middle East
in 2011, There have been reporis by both Human Rights Watch and
Amnesty International in 2011 of serious human rights abuses, including the
arbitrary detention and systematic torture of protestors exercising their

right to free expression and peaceful assembly.

On 29*% June 2011, King Hamad bin Isa Al Khalifa set up the Bahrain

Independent Commission of Inquiry (BICI), the purpose of which was to

13A| Jazeera, Bahrain Shia demand cabinet change, 5% March 2010,
available at:
http://www.aljazeera.com/news/middleeast/2010/03/2010356756685605.ht
ml

“Data from the World Bank, 2012, available at:
http://www.google.co.uk/publicdata/explore?ds=d5bncppjof8f9_&met_y=s
p_pop_totl&idim=country:BHR&dl=en&hl=en&g=the+population+of+bahrai
n

® Human Rights Watch, World Report 2011: Bahrain, available at:
http://www.hrw.org/world-report-2011/world-report-2011-bahrain
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investigate possible human rights violations that occurred in Bahrain during
February and March 2011.% The commission concluded that security forces
and other government authorities had committed serious and systematic
human rights violations in connection with the government’s suppression of
pro-democracy protests in 2011, The BICI| report was drafted by the former
UN Special Rapporteurs and well-known experts in international law, Prof.
Dr Sherif Bassiouni and Prof. Dr Sir Nigel Rodley.

2. Political repression

It is illegal in Bahrain to criticise the political system. Specifically, it is an
offence to expressly incite others to develop hatred or hostility towards the
system of government,’’and to offend the National Assembly, other
constitutional institutions, the army, law courts, authorities, or government
agencies."” Criminal offences also include participation in public meetings
abroad in order to talk about political, social and economic conditions in
Bahrain'®, and circulation of pictures harming the reputation of the State of
Bahrain™. Journalists are not free to work effectively since press and
internet freedoms are highly restricted.? The use of filtering and blocking of
political websites has only intensified since the upheavals in Spring

2011,%2and numerous internet activists have been reported as missing.

'6Bahrain News Agency, HM King Hamad Sets up Royal Independent
Investigation Commission, 29 June 2011, available at;
http://bna.bh/portal/en/news/462963

"Bahrain Penal Code, Art. 165.

Bibid., Art. 2186.

' fbid., Art, 165.

2 [bid., Art. 174.

2! Reporters without Borders, Internet Enemies Report 2012, available at:;
http://en.rsf.org/IMG/pdf/rapport-internet2012_ang.pdf

2 [bid!.
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Exercising the rights of freedom of expression and freedom of association
in Bahrain can easily lead to arrest.ZThe targeting of political activists and
dissidents has also increased since 2011, and is being facilitated by
German surveillance technology.?” In many cases, arrest is followed by
abusive interrogation and torture. The rate of arbitrary detentions increased
after Bahrain declared a state of emergency on 15" March 2011.% |n
September 2011 the Ministry of Interior publicly announced that anyone
calling for protest or demonstration against the Kingdom of Bahrain online

would be arrested.?®

In most cases, dissidents who have been arrested do not receive a fair trial
or legal assistance. Judges are neither independent nor impartial %
Dissidents often face heavy custodial sentences or, in some cases, the

death penalty.
3. Torture
There have been continuing allegations of torture and ill treatment of

opposition activists and human rights defenders, in particular under the rule

of King Sheikh Hamad bin |sa Al Khalifa. These have intensified since April

“Mepham, D., (2012) ‘Don’'t Kid Yourselves: Bahrain Hasn’'t Changed’,
Human Rights Watch https://www.hrw.org/news/2012/04/18/don-t-kid-
yourselves-bahrain-hasn-t-changed

2 Wagner, Ben. 2012 “After the Arab Spring: New Paths for Human Rights
and the Internet in European Foreign Policy.” European Commission,
Directorate-General for Economic and Financial Affairs, Brussels, Belgium,
available at:
http://www.europarl.europa.eu/committees/en/studiesdownioad.html!?lang
uageDocument=EN&file=75431

»REDRESS, Universal Periodic Review, Bahrain, 153" Session May-June
2012, Submission by the Redress Trust, 2011.

# Privacy International, Surveillance briefing: Bahrain, 2011, available at:
https://www.privacyinternational.org/reports/surveillance-briefing-bahrain
7 Amnesty International Report, Bahrain Harsh Jail Terms for Opposition
Figures, 23 June 2011, available at:
http://www.amnesty.org/en/library/asset/MDE11/036/2011/en/a23bedfc-
3470-48dc-b44b-205772baa286/mde 11036201 1en.pdf
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2011 as Bahraini authorities have attempted to bring pro-democracy reform
protests under control. The U.N. Special Rapporteur on Torture and other
Cruel, Inhuman or Degrading Treatment has remarked on the use of torture
in Bahrain in his report from 2012.28 According to the Bahrain Center for
Human Rights?, in February 2009 several key human rights defenders in
Bahrain were arbitrarily arrested and detained including Abbas Abdul Aziz
Al-Umran, Sayed Sharaf Ahmed, Ali Hassan Salman, and Jaafar Kadhim
Ebrahim. Some of those arrested alleged that they had been prevented
from sleeping, tied up for long periods and denied medical attention.
Others said that they had been sexually assaulted whilst in detention, A
disturbing 64% of those detained during the uprising in April 2011 reported
being tortured.®®

There is also the worrying issue of immunity from prosecution for past
violations. In 2001, the King pardoned zall those involved in the political

violence of the 1990s, and freed hundreds of prisoners, Under the 2002

Royal Decree 56, amnesty was also granted to all state security officers
who may have committed human rights abuses before 2001. Under this

Decree, the Bahraini Public prosecutor has refused to accept any

complaints of torture lodged against security officials, and no individuals
have been charged or tried by the state, despite sustained pleas by

international human rights groups.

%2U.N. Report of the Special Rapporteur on torture and other cruel, inhuman
or degrading treatment or punishment, 29 February 2012,
A/HRC/19/61/Add.4, available at: http://daccess-dds-
ny.un.org/doc/UNDOC/GEN/G12/110/40/PDF/G1211040.pdf? OpenEleme
nt

“Bahrain Center for Human Rights, Bahrain: Deteriorating situation for
human rights defenders, 2" March 2009, available at:
http://www.bahrainrights.org/en/node/2779

%Report by Bahrain Center for Human Rights, Bahrain: the Human Price for
Freedom and Social Justice, 22" November 2011, available at:
http://bahrainrights.org/BCHR/wp-
content/uploads/2011/11/BahrainTheHumanPrice.pdf
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Amnesty International and Human Rights Watch have been calling for
independent investigations into allegations of torture since the end of 2007,
Many national and international human rights organisations, in particular the
Bahrain Center for Human Rights, have been active in reporting allegations

of torture during the period of repression that followed mass arrests in April
2011.

The reports of these human rights organisations concerning arbitrary
detention and systematic torture by Bahraini security agencies have been
confirmed by the independent expert commission, BICI. This commission
was wholly independent from the Bahraini government and was granted
access to all government agencies, officials and files. The BIC| report
identifies around 559 incidents during February and March 2011 that qualify

as torture.®

4. Issues relating to privacy and surveillance

a. Constitutional and legal framework

Article 26 of the Bahraini Constitution provides for the secrecy of all
telegraphic, postal and telephonic communications, and states that no
communication content may be revealed except in cases of necessity

prescribed by the law and in accordance with legal procedure,

The Code of Criminal Procedures (Decree No. 46 of 2002} allows for
monitoring of telephone and email communications where it would be
useful in securing a conviction, Permission must be obtained from a Lower

Court Judge, and the length of seizure, censorship or recording may not

*1 Report of the Bahrain Independent Commission of Inquiry, 2011, available
at: http://files.bici.org.bh/BIClreportEN.pdf

Constitution of the State of Bahrain, available at:
http://confinder.richmond.edu/admin/docs/Bahrain.pdf
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exceed 30 days.** However, the Law on Protecting Society from Terrorism
(Decree No. b8 of 20086) appears to have weakened the warrant
requirements for surveillance. This law enables the Attorney General, or
whoever acts for him, where a suspected crime may " cause public
disorder”, to order surveillance of communications by any method and to
record anything that takes place in public or private premises. The
surveillance may continue for a period of up to 60 days.> In addition, the
Lawful Access Regulation, which was adopted in 2009 by the
Telecommunications Regulatory Authority appears to provide scope for
unlimited access to such data; it effectively allows for the collection and
retention of all communications data generated by users for one year,
Government bodies that deal with or are concerned with security matters
are able to demand access to any data, as and when they see fit. The
Regulation also requires telecommunications providers to adopt content
surveillance capabilities into their systems and programs, and to enable
security officials to intercept and monitor phone calls, text messages and

internet usage.

b. Surveillance in practice

There is widespread monitoring and censorship of internet usage by the
Bahraini government. Censorship is particularly heavy in relation to political
websites that criticise the government and the ruling family, and websites
that are critical of Islam. The government uses the Press Law 2002 (Law
47/2002) to block and shut down certain websites and to prosecute
journalists and activists for criticising the government, insulting the king, or
inciting hatred against the government.®* In September 2008, for example,

the website wattani.net was referred by the Bahraini Ministry of Information

Shttp://www.vertic.org/media/National %20l egislation/Bahrain/BH_Code
Criminal_Procedure.pdf

% https://www.unodc.org/tldb/showDocument,do?documentUid=8520

% OpenNet Initiative, Bahrain report, 6™ August 2009, available at:
http://opennet.net/sites/opennet.net/files/ONI_Bahrain_2009.pdf
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to the Public Prosecution for violating provisions of the Press, Printing and
Publishing Law.*

The Ministry of Information has set up a special unit that monitors, blocks

and shuts down websites. In 2009, the Ministry of Information declared that
it can order a website to be blocked without referring the case to court.¥ In
addition, a stipulation in the Legislative Decree no. 48 of 2002 Promulgating
the Telecommunications Law allows “security organs to have access to the

network for fulfilling the requirements of national security” *®
A report by Privacy International states:

" Government agencies have demonstrated that they can react quickly to
breaking news and intensify the filtering and blocking of websites at key
times. Following the start of pro-democracy demonstrations in Manama on
14 February 2011, Internet traffic to and from Bahrain, allegedly dropped by
20% compared to the three preceding weeks, indicating increased filtering
being used in response to the events occurring in the country. At this time,
communications monitoring and surveillance also intensified, activists as
well as their family members were routinely interrogated on the basis of
communications transcripts, Filtering and blocking of websites was
intensified again on the anniversary of the original uprising in February
2012. According to Reporters Without Borders, this was again
accompanied by strengthened and expanded surveillance measures to

include human rights activists and their close friends and relatives."®

% Bahrain Center for Human Rights, Website accused of violating press
code, BCHR concerned that move is aimed at silencing critical voices,
available at: http://www.bahrainrights.org/en/node/2446

57 OpenNet Initiative, Bahrain report,
http://opennet.net/sites/opennet.net/files/ONI_Bahrain_2009.pdf

8 Ibid.

* Privacy International Report, “Surveillance briefing: Bahrain”, July 2012,
https://www.privacyinternational.org/reports/surveillance-briefing-bahrain
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The Bahrain Independent Commission of Inquiry report has stated that the
National Security Agency, which is responsible for collecting surveillance
data and analysing political developments in Bahrain, has been monitoring
the activities of several individuals and groups who are potentially a threat
to “national security” .*® The report aiso states that the criminal investigation
department was engaged in collecting information about demonstrations in
order to interrogate detainees and thereby gain information about political
activism in the country. These interrogations were frequently accompanied

by ill treatment and/or torture.*

There have been several significant allegations of privacy infringement and
abuses involving potentially unlawful surveillance programmes by the

government, including:

Salah Al-Bandar, a British citizen who worked as an adviser in the Bahraini
government’s Cabinet Affairs Ministry, was deported to the UK in
September 2006 for leaking a report describing how the government
allegedly attempted to rig elections, manipulate the country’s sectarian
balance, and ensure Sunni domination over the majority Shi'ite population.
The supporting material in this report includes documents such as cheques,
hotel bills, accounting sheets and notes.* Al-Bandar claimed that the
government was complicit in upholding unlawful surveillance practices

against political opposition parties and civil organisations.*

In August 2010 Abdul Ghani Al-Khanjar, a school administrator and

human rights activist, was detained by the Bahraini government for six

% Report of the Bahrain Independent Commission of Inquiry, 2011, S. 54,
para. 153,

4 Ibid., s. 53, para. 149.

%2 Zara Al Sitari, Bahrain Center for Human Rights, “Al Bander Report”:
Demographic engineering in Bahrain and mechanisms of exclusion,
September 2006, available at: http://www.bahrainrights.org/node/528

% Report of the Bahrain Independent Commission of Inquiry, 2011, available
at: http://www .bici.org.bh/BICIreportEN.pdf
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months. During his interrogation, he was shown transcripts of text
messages and mobile phone calls dating back to 2009. Mr Khanjar was
reportedly unaware that government officials had access to these private
communications and was unsure of how they had managed to obtain
them.* Ahmed Aldoseri of the Telecommunications Regulation Authority
commented: “ff they have a transcript of an SMS messags, it's because
the security organ was monitoring the user at their monitoring center.”* It
is also reported that Mr Khanjar was tortured by Bahraini authorities as part
of his interrogation. Bloomberg News reported that “ Bahraini jailers armed
with stiff rubber hoses beat [Khanfar| in a windowless room two storfes
below ground in the [...] National Security Apparatus building. [...JIf he
refused to sufficiently explain his communications, he was sent back for

more beatings."*

In March 2012 Alyaa Mohammed, a student at the University of Bahrain,
was questioned by university staff, who asked her if she had written the
phrase ‘Down with Hamad’ on her BlackBerry Messenger in January 2012.
Alyaa stated that she did write the phrase but that it was in reference to her
boss at the law firm at which she was interning, and not to the king. Alyaa
was suspended from the university for a term, and claims that, in a letter
she received concerning the suspension, her ‘crime’ was writing “phrases
that insult His Majesty the King” on her mobile phone and sending them to

colleagues.¥

5. Evidence relating to the use of FinFisher products in Bahrain

* Vernon Silver and Ben Elgin, Bloomberg, Torture in Bahrain Becomes
Routine With Help From Nokia Siemens, 22" August 2011, available at:
http://www.bloomberg.com/news/2011-08-22/torture-in-bahrain-becomes-
routine-with-help-from-nokia-siemens-networking.html

S Ibid.

% Ibid.

4 Brian Dooley, Bahrain Center for Human Rights, HRF: Bahrain student
suspended for phone message, 4" June 2012, available at:
http://www.bahrainrights.org/en/node/5311
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There is cogent and substantial evidence that FinFisher products have been
used to target three specific Bahraini pro-democracy activists. It is highly
likely that many more individuals have been targeted and that the cases of

these three individuals are illustrative of a more widespread phenomenon.

i) Ala'a Shehabi

In July 2012 Bloomberg News* reported that Ala’a Shehabi, a UK-born
economist and Bahraini pro-democracy activist, received suspicious emails
purporting to contain news on topics of interest to her, including torture
and prisoners, while in Manama, capital of Bahrain. These emails were
received in April and May 2012. She did not open the links, and

subsequently forwarded the emails to Bloomberg.

Detailed tests and analysis were conducted on these emails by Morgan
Marquis-Boire, a security researcher at Citizen Lab. His report was
published on 9% July 2012, entitled ‘From Bahrain with Love: FinFisher's Spy
Kit exposed?’® A further report authored by him was published by him on
11% August 2012, entitled ‘The Smartphone Who Loved Me: FinFisher Goes
Mobile?’ % Mr Marquis-Boire’s research suggested that the malware sent
to Ms Shehabi’s computer was a Trojan that stole the password to her
email account, which was then accessed without her permission. The
analysis also shows that the malware came with a product label for FinSpy:

the computer code with the malicious program installed on Shehabi’s

* Vernon Silver, Bloomberg, Cyber Attacks on Activists Traced To FinFisher
Spyware of Gamma, 25" July 2012, available at:
http://www.bloomberg.com/news/2012-07-25/cyber-attacks-on-activists-
traced-to-finfisher-spyware-of-gamma.html|

* The report can be found at: http://citizenlab.org/2012/07/from-bahrain-
with-love-finfishers-spy-kit-exposed/; see Annex 1.

*® The report can be found at: https://citizenlab.org/2012/08/the-
smartphone-who-loved-me-finfisher-goes-mobile/ ; see Annex 1,
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computer bore multiple instances of the word ‘FinSpy’. According to the

Bloomberg report:®

“Marquis-Boire extracted a signature from the {...] samples - a sort of
digital DNA. He then gave the signature to other researchers to see if they
could find a matching sample they might have collected in the course of
their work. The needle-in-a-haystack search came up with a match: a

program that bore the hallmarks of a demonstration copy of FinFisher.

The evidence that the new sample they found was FinFisher itself was
persuasive, Marquis-Boire said, because the presumed demo connected
back to two websites, one with “ff-demo” in the name and the other with
“gamma-international” in the name. The latter website, in turn, was

registered to Martin Muench at Gamma International in Munich.”

Bill Marczak, a doctoral student at the University of California, Berkeley,
also received samples from Shehabi. He installed these samples on a
‘virtual machine’ on his laptop and monitored the Trojan’s behaviour, He
traced transmissions back to an Internet address in Manama, On receiving
a further sample from Bloomberg News, he discovered it led to the same

internet address, Bloomberg reported:

“Marczak made a Skype call on his infected machine in California, he

watched the Trojan grab the data — and send it to Bahrain [...]. "%

ii) Husain Abdulla

Husain Abdulla, a naturalised US citizen who owns gas stations in Alabama

and is the Director of ‘Americans for Democracy and Human Rights in

1 Vernon Silver, Bloomberg, Cyber Attacks on Activists Traced To FinFisher
Spyware of Gamma, http://www.bloomberg.com/news/2012-07-25/cyber-
attacks-on-activists-traced-to-finfisher-spyware-of-gamma.html

%2 fbid.
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Bahrain’ was also reported by Bloomberg News® to have been targeted.
He reportedly attempted to download an attachment sent to his BlackBerry
in May 2012 entitled ‘Existence of a New Dialogue’ whilst in Washington
DC. Marczak’s and Marquis-Boire's analysis of the email and attachment
yielded evidence similar to that found in the case of Ms Shehabi’s
computer, indicating that Mr Abdulla’s Blackberry had also been infected
by FinFisher malware. It is reported that Mr Abdulla is considering taking

legal action, including filing a complaint to the US State Department.®

ili) Shehab Hashem

The Bloomberg report also asserted that Shehab Hashem, a London-based
Bahraini activist, was targeted in April and May 2012. Mr Hashem claimed
that he received three emails on his computer in London after travelling to
Sweden and Switzerland, which drew attention to human rights violations in
Bahrain, Bloomberg reports that two of these were identical to the emails
received by Ms Shehabi.®® The other email was sent to Bloomberg News

and formed part of Mr Marquis-Boire’s study,

Mr Muench claimed in a subsequent Bloomberg report that his company
has not sold its products to Bahrain.® He further claimed that a copy of an
old FinSpy demo version that was made during a presentation may have
been stolen using a flash drive and then modified and used elsewhere. He
stated: “ The modification meant that there was no message sent to our
server when the demo product was used against a reaf target.”% However,
Bahrain Watch has found that two different versions of FinSpy (believed to

be versions 4.00 and 4.01) were used in Bahrain, which is inconsistent with

% Ibid.

% [bid.

% [bid.

% Vernon Silver, Bloomberg, Gamma Says No Spyware Sold to Bahrain
May Be Stolen Copy, 27% July 2012, available at:
http://www.bloomberg.com/news/2012-07-27/gamma-says-no-spyware-

sold-to-bahrain-may-be-stolen-copy.html
5 |bid.
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Mr Muench'’s claim that a single demonstration version was stolen. Both
versions communicated with the same server in Bahrain. In response to Mr
Muench's further claim that, had the spyware communicated with Gamma,
‘the company would have been able to deactivate that copy of the
software™, Mr Marquis-Boire’'s and Mr Marcazk’s expert reports have
found that Bahrain’s FinSpy server appears to be receiving regular updates,
as of the date of this submission. These updates are likely to be from

Gamma.

The plausibility of Bahraini officials hacking into Gamma’s servers to steal
the spyware has been questioned by others, and it is has been claimed by
Christopher Soghoian, a Washington DC-based privacy researcher and
activist, via Twitter that this is a common excuse of suppliers of surveillance
software. Significantly, the New York Times reported®™ that in August 2012
the security firm Rapid7 studied the communications structure of the
spyware, using the same samples as those examined by Mr Marquis-Boire
and Mr Marczak, and that their findings contradicted Mr Muench’s claim
that the FinSpy samples were stolen demonstration copies. According to

the New York Times report:

“the imbalance between the sophistication of the spyware and its
distribution techniques contradicts Mr. Muench’s version of events. The
spyware, researchers say, is highly sophisticated, particularly in its
obfuscation, which circumvents more than 40 antivirus products on the
market. But the unsophisticated way in which it is distributed — in
suspicious e-mails rather than through sophisticated or even well-known

security exploits, and from easily traceable command-and-controf servers

5 Ibid,
* Nicole Perlroth, The New York Times Bits, Elusive FinSpy Spyware Pops
Up in 10 Countries, 13" August 2012, available at:

http://bits.blogs.nytimes.com/2012/08/13/elusive-finspy-spyware-pops-up-
in-10-countries/
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— suggests that those who engineered the spyware are much more

sophisticated than those who distributed jt. "

Mr Muench reportedly stated “/ can speculate that probably the
demonstration version may have been stolen using a flash drive but | have

no evidence to support this."8!

The complainants are concerned that Gamma is generally undiscerning
about the governments to whom it markets and supplies its products, and
there is therefore good reason to believe that FinFisher products were
marketed or supplied directly to the Bahraini authorities by the company. As
discussed under the specific OECD Guidelines violations (section 1V
below), Gamma did not {as of August 2012) have a human rights due
diligence policy, and there is no evidence of any other statement from the
company that it does not sell to repressive regimes or countries that are
known to perpetrate serious and systematic human rights violations. Mr
Muench has publicly stated that the company only sells its products to
governments, but this clearly does not preclude it from selling its FinFisher
products io the Bahraini security and law enforcement agencies. FinFisher
promotional materials currently in the public domain do not name the

company's clients.

IV. Violations of OECD Guidelines
1. Method of Perpetration
a. Complicity

If Gamma has supplied and maintained FinFisher products for used by the
governments and/or law enforcement and intelligence agencies of Bahrain,

where they are highly likely to be used for breaches of human rights,

% /bid.

61 Vernon Silver, Bloomberg, Gamma Says No Spyware Sold to Bahrain
May Be Stolen Copy, http://www.bloomberg.com/news/2012-07-
27/gamma-says-no-spyware-sold-to-bahrain-may-be-stolen-copy.html
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including arbitrary arrest, torture and breach of the right to privacy, it is
arguable that the company has committed violations of the OECD
guidelines listed below by aiding and abetting Bahraini officials in
perpetrating these human rights violations, and supporting and providing
the means for them to do so. The present case is one of direct complicity
(distinguishable from beneficial and silent complicity), insofar as it is being
complained that the company has assisted the perpetrators by providing

means and resources that help commit the crime,®?

According to various international scholars such as those working for the
International Commission of Jurists (ICJ)®, a company may be liable for
complicity in gross human rights abuses under the conditions listed
below.?* Such reascning is applicable to the present issue because it
reflects the widely accepted standards of corporate liability under
international law, which is applicable to international standards like the

OECD guidelines for Multinational Enterprises.

aa. Causation

According to the |C]J, the definition of causation requires the company’s
conduct to enable, exacerbate or facilitate the abuses committed by the
principal.® ‘Enables’ is explained thus: “without the company’s conduct the

abuses would not have occurred”®; 'exacerbates’ is defined as “[t/he

82 See Bazela, M., 'Corporate Complicity in Human Rights Violations: When
Is It Time To Leave A Country?’ Informacion Filosofica, Vol. Vill (2011) num.
17 (pp. 55-72) for definitions and distinctions of direct, beneficial and silent
complicity.

% International Commission Of Jurists, Corporate Complicity & Legal
Accountability, Volume 1, p. 8.

% Their views are corroborated by case law from international tribunals and
national courts.

% International Commission of Jurists, Corporate Complicity & Legal
Accountability, Volume 1, p. 10.

% Ibid. p. 11.
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company’s conduct makes the abuses and the harm worse”"%; and
‘facilitates’ as “the company’s conduct changes the way the abuses are

carried out” %8

The international standard defining the actus reus of liability in international
law, which is consistently applied by US courts in the context of corporate
complicity liability and widely accepted in the relevant academic literature,
is that of “practical assistance, encouragement, or moral support which
has a substantial effect on the perpetration of the crime. " The assistance
“need not constitute an indispensable element, that is, a condition sine qua
non for the acts of the principal.”™® The relationship between the acts of the
accomplice and of the principal must be such that “the acts of the
accomplice make a significant difference to the commission of the criminal
act by the principal.” These standards, developed by international tribunals,
are aiso supported by US case law. In Mustafa v. Australian Wheat Board
Limited and Banque Nationale De Paris Paribas, a tort case concerning
financing human rights violations brought under the Alien Torts Claims Act,
the court found that it was not necessary to show the particular funds
provided were used to commit specific abuses,” Similar decisions were

made in the context of financing terrorism.”

If Gamma has supplied and maintained FinFisher products for use by the

Bahraini taw enforcement or security agencies, then it may have contributed

5 Ibid. p. 12

8 fbid.

% Clapham, A,, and Jerbi, S., “Categories of Corporate Complicity in
Human Rights Abuses”, 24 Hastings International and Comparative law
Review 339 (2001), p. 344; Cassel, D., “Corporate Aiding and Abetting of
Human Rights Violations: Confusion in the Courts”, 6 Northwestern
University Journal of International Human Rights 304 (2008), para. 16.

" Prosecutor v. Furundzija (Case No: IT-95-17/1-T), at para, 235,
712008 WL 4378443 (S.D.N.Y.)

72 Strauss v. Credit Lyonnais S.A., 2007 WL 2296832, (E.D.N.Y.); In re
Chiquita Brands International, Inc. Alien Tort Statute and Shareholder
Derivative Litigation, 2010 WL 432426 (S.D.Fla).
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substantially to internal repression in Bahrain, and to violations of
internationaily recognised human rights by government officials, Unlawful
breach of the right to privacy would be the violation most directly caused
by Gamma’s supply of its FinFisher products to Bahrain: if, as is highly
likely, the spyware has been used to gather private information and monitor
the private correspondence of non-criminal activists, dissidents or other
civilians, then Gamma’s supply of the product would be the indispensable
element and instrument of the human rights abuse. In addition, the
complainants are concerned that arbitrary arrest and torture are being
perpetrated as a result of the use of surveillance technologies such as
those in the FinFisher suite. This is exemplified by the case of Abdul Ghani

Al-Khanjar, outlined above.

In accordance with the tripartite explanation of causation outlined by the
ICJ], Gamma may be said to have ‘enabled’ the human rights violations by
its conduct, insofar as certain instances of privacy violations, arbitrary
arrest and torture would not have occurred without the use of the spyware
supplied by the company; it may be said to have ‘exacerbated’ the unlawful
breach of the right to privacy, since the use of the spyware supplied by it
served to increase the severity of the breach of the right to privacy (which
was likely already being perpetrated in some instances without use of the
equipment) in particular cases, as well as potentially increasing the number
of victims of this human rights violation; and it may be said to have
‘facilitated’ the violations insofar as, where the right to privacy was already
being abused by officials, Gamma’s act of supplying spyware would have
made it easier to carry out the abuses and changed the way in which those

abuses were carried out.

In accordance with the above, whether or not torture, arbitrary arrest and
the unlawful breach of the right to privacy were already being, or wouid
have been, committed by Bahraini officials even in the absence of Gamma's

actions, the company is still potentially liable in causation.
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bb. Knowledge

in order to fulfil the international standards of aiding and abetting, it is
necessary to show that the defendant knew, or should have known, that its
conduct would be likely to contribute to the abuses.” The ICJ made it clear
in Mustafa v Australian Wheat Board that the ‘liability of a financier will
depend on what he or she knows about how his or her services and loans
will be utilised and the degree to which these services actually affect the

commission of a crime’.’*

It may be that the staff members concerned at Gamma sold the FinFisher
products to Bahrain intending that they would be used for the legitimate
purpose of crime prevention and detection. However, it is highly likely that
they knew that the governments and law enforcement agencies of Bahrain,
where there is clear and well-documented evidence of internal repression
and widespread human rights abuses, would be likely to use the equipment
against both criminals and non-criminal activists, political dissidents,

lawyers and journalists whom they wanted to repress.

Even if Gamma is able to prove that it did not know that its conduct would
be likely to contribute to human rights abuses, it remains the case that it
ought to have known of this likelihood. It is well known and widely
documented that a repressive regime operates in Bahrain and that the
country has a poor record of respecting human rights. The defendant is
also certainly aware of the high potential for abuse associated with its
FinFisher products. Accordingly, the defendant should have foreseen the
likelihood that its product would be used illegitimately by government

officials of a repressive regime to monitor innocent citizens, and that this

78 International Commission of Jurists, Corporate Complicity & Legal
Accountability, Volume 1, p. 8.

7 |nternational Commission of Jurists, Criminal Law and International
Crimes, Yolume 2, pp. 39-40,
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would lead to other human rights abuses such as arbitrary arrest, torture

and even execution,

cc. Proximity

To fulfil the standards of aiding and abetting, the defendant must have
been close or proximate to the principal perpetrator.” Proximity is defined
in terms of time, space and relationship: “ the closer — or more proximate —
a company is, in time and space and relationship, to those who carry out
the human rights abuses or those who suffer the abuses, the more likely it is

that the company could be held legally responsible when it is complicit." "

It is very likely that employees of Gamma were geographically close to the
principal perpetrators of the human rights violations in the course of its
alleged business relations with, and conduct concerning, Bahrain.
Supplying software and training would require preliminary investigations in
the relevant country and location, on-site installation as well as face-to-face
system training and frequent on-site maintenance. The supply of such
products thus requires proximity in space between the parties, both at the
installation and training stage and at regular intervals thereafter for
maintenance purposes. The fact that Gamma supplied the product directly
to government authorities also creates sufficient proximity in terms of
relationship. There is also proximity in time insofar as the products have
been, and are being, sold to and maintained in Bahrain contemporaneously

with the Bahraini government committing human rights violations.

2. Violation of the OECD Guidelines

75 |nternational Commission of Jurists, Corporate Complicity & Legal
Accountability Volume 1, p. 8.
7 [bid. p. 24.
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It is possible that both the 2000 and 2011 Editions of the OECD Guidelines
for Multinational Enterprises are engaged. The nature of the technology is
such that it requires continuous updates from Gamma. These updates are
critical to the product lifecycle, and without them the products would cease
to function. Each update is thus essentially a re-supplying of the product,
and so constitutes a new or continued breach of the OECD Guidelines.
The complainants thus regard both the origina! act of supplying FinFisher
products to Bahraini authorities and the subsequent maintenance of these
products as constituting potential breaches of the OECD Guidelines.
Whilst it is almost certain that Gamma has been regularly maintaining and
updating this software for use by Bahraini authorities since September
2011, thereby engaging the 2011 Edition of the OECD Guidelines, the
original supply date of the products is uncertain. Depending on whether
the original supply occurred before or after 1 September 2011 (the date at
which the 2011 Edition of OECD Guidelines came into effect), either the
2011 or the 2000 Edition of the OECD Guidelines will be engaged.

Accordingly, we deal with both editions of the Guidelines below.

a. 2011 Edition of the OECD Guidelines for Multinational Enterprises

In relation to the 2011 Edition of the OECD Guidelines, Gamma may have

violated the following:

Violation of Chapter Il. A. 2, in conjunction with Chapter IV. 1 (in
particular regarding the right to privacy, arbitrary arrest, and

torture)

Chapter Il. A. 2 states: Enterprises should respect the internationally

recognised human rights of those affected by their activities.

In addition, Chapter V.1 states: Enterprises should, within the framework of

internationally recognised human rights, the international human rights
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obligations of the countries in which they operate as well as relevant
domestic laws and regulations, respect human rights, which means they
should avoid infringing on the human rights of others and should address

adverse human rights impacts with which they are involved.

The right to privacy and freedom from toriure and arbitrary arrest are
internationally recognised human rights. They are contained in the following
international (human rights) instruments, two of which (the Universal
Declaration of Human Rights and the International Covenant on Civil and

Political Rights) are ratified by Bahrain:

» Article 5 of the Universal Declaration of Human Rights (“UDHR")
provides “no one shall be subjected to torture or to cruel, inhuman

or degrading treatment or punishment.”

+ Article 9 UDHR provides “no one shall be subjected to arbitrary

arrest, detention or exife.”

» Article 12 UDHR provides “no one shall be subjected to arbitrary
interference with his privacy, family, home or correspondence, nor to

attacks upon his honour and reputation.”

+ Article 7 of the International Covenant on Civil and Political Rights
("ICCPR") provides “No one shall be subjected to torture or to
cruel, inhuman or degrading treatment or punishment. In particular,
no one shall be subjected without his free consent to medjcal or

scientific experimentation.”

» Article 9 ICCPR provides “everyone has the right to liberty and
secutity of person. No one shall be subjected to arbitrary arrest or

detention. No one shall be deprived of his liberty except on such
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grounds and in accordance with such procedure as are established

by faw.”

» Article 17 (1) ICCPR provides “no one shall be subjected to arbitrary
or unfawful interference with his privacy, family, home or
correspondence, nor to unlawful attacks on his honour and

reputation.”

* Article 3 of the European Convention on Human Rights (“ECHR")
states that “No one shall be subjected to torture or to inhuman or

degrading treatment or punishment.”

+ Article 5 ECHR provides “everyone has the right to liberty and
security of person” and goes on to outline the various circumstances

in which arrest and detention are lawful.

» Article 8 ECHR provides a right to respect for one's “private and
family lite, his home and his correspondence”, subject to certain
resirictions that are "in accordance with law' and "necessary in a

democralic society'.

Freedom from torture and inhuman and degrading treatment or punishment
is also internationally recognised by the UN Convention against Torture and
Other Cruel, Inhuman or Degrading Treatment or Punishment, which is
aimed at the effective prevention of the practice of torture. This instrument

is also ratified by Bahrain.

tn addition, freedom from torture and arbitrary arrest, and the right to
privacy in its various forms are recognised in the Constitution and other

statutory provisions of Bahrain, including:
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Article 19 (a) of the Bahraini Constitution, which provides that

“ personal liberty is guaranteed in accordance with the law.”

Article 19 (b) of the Bahraini Constitution, which provides that “no
person shall be arrested, detained, imprisoned, searched or
compelled to reside in a specified place, nor shall the residence of
any person or his liberty to choose his place of residence or his
liberty of movement be restricted, except in accordance with the law

and under the supervision of the judicial authorities. ”

Article 19 (d) of the Bahraini Constitution, which provides that “No
person shall be subjected to physical or mental torture, enticement
or degrading treatment, and the law shall provide the penalty for

these acts."”

Article 26 of the Bahraini Constitution, which guarantees the secrecy
and freedom of all telegraphic, postal and telephonic
communications, and states that no communication content may be
revealed except in cases of necessity prescribed by the law and in

accordance with legal procedure.’”

The use of FinFisher software by Bahraini intelligence and security officials
to unlawfully monitor the email, Skype and mobile phone communications
of citizens who had not committed a crime, and to obtain information from
their computer and mobile phone devices, without the consent or
knowledge of the citizens concerned, constitutes a violation of their right to
freedom from arbitrary interference with their privacy and correspondence.
In addition, if victims of this surveillance have subsequently been arrested

and subjected 1o torture or inhuman or degrading treatment or punishment

77 Constitution of the State of Bahrain, available at:
http://confinder.richmond.edu/admin/docs/Bahrain,pdf
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as a result of information concerning their activities yielded by these

spyware products, then further human rights have also been breached.

Even if the Bahraini security agencies’ interference with individuals’ privacy
and communications by means of FinFisher intrusion products was deemed
‘lawful’ (i.e. in accordance with Bahraini laws concerning privacy,
communications and surveiliance outlined above), it is still very likely to be
considered ‘arbitrary’ interference (in contravention of Article 12 UDHR and
Article 17(1) ICCPR) and therefore not in accordance with international
standards regarding the right to privacy. The domestic laws outlined above
themselves fall short of the international standard regarding protection of
the right to privacy and communications. The indiscriminate monitoring of
any individuals who oppose the ruling party in Bahrain, for the anti-
democratic purpose of suppression of dissent, is an abuse of the right to
privacy as internationally recognised, and furthermore is in breach of the
purpose, namely crime prevention and detection, for which the product is

intended.

The use of torture or inhuman or degrading treatment against any
individual, including criminals and terrorists, is not permitted under any

circumstances, in accordance with international human rights standards.

If Gamma has supplied and maintained FinFisher products, which are
inherently threatening to the right to privacy and carry a high risk of misuse
against non-criminals, for use by authorities in a country where the national
legal framework governing the right to privacy affords insufficient
protection to that right, where the practices of widespread and
indiscriminate monitoring and surveillance adopted by the government are
clearly in breach of that right, and where the practice of torture is routine in
the detention and interrogation of individuals, Gamma has not respected
the human rights of the individuals concerned, in violation of Guidelines Il.
A.Zand V. 1.

39


























































































































































































































































































