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Case No. IPT/15/110/CH
IN THE INVESTIGATORY POWERS TRIBUNAL
BETWEEN:

PRIVACY INTERNATIONAL
Claimant

and

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT
(3) GOVERNMENT COMMUNICATION HEADQUARTERS
(4) SECURITY SERVICE
(5) SECRET INTELLIGENCE SERVICE

Respondents

AMENDED WITNESS STATEMENT OF THE GCHQ WITNESS

I, the GCHQ Witness, Deputy Director in the Government Communications Headquarters
(GCHQ), Hubble Road, Cheltenham, Gloucestershire, GL51 0EX, WILL SAY as follows:

1. Tam Deputy Director Mission Policy at GCHQ. In that role, I am responsible for drawing
up the operational policies that underpin GCHQ's intelligence gathering activities and
for ensuring that they are complied with. I have been in this role since 5 January 2015,
having previously served as Deputy to my predecessor. I have worked for GCHQ in a
variety of roles since 1997.

2. I am authorised to make this witness statement on behalf of the Respondents. The
contents of this statement are within my own knowledge and are true to the best of my
knowledge and belief. Where matters are not within my own knowledge they are based
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upon documentation made available to me and from discussions with others within the
department.

3. Attached to this statement and marked Exhibit ‘GCHQY’, are 14 relevant documents.
Page numbers below are references to Exhibit "GCHQ1'.

4. In this statement I use the term “the Intelligence Services” to refer, collectively, to the
Security Service, the Secret Intelligence Service and the Government Communications
Headquarters. I also use the terms “MI5”, “SIS” and “GCHQ" to refer to those bodies

individually.
5. In this statement [ will address:

a) GCHQ's use of Bulk Personal Datasets and its importance and value in fulfilling
GCHQ's statutory functions;

b) The relevant safeguards and oversight mechanisms for BPD;

c) GCHQ's use of directions made pursuant to section 94 of the Telecommunications
Act 1984 and its importance and value in fulfilling GCHQ's statutory functions; and

d) The relevant safeguards and oversight mechanisms for bulk communications data
(BCD) acquired by section 94 of the Telecommunications Act 1984.

6. Iadopt the evidence of the MI5 Witness in respect of the current threat picture and of the
challenges faced by the SIA in terms of the current threat.

A. GCHQ'S USE OF BULK PERSONAL DATASETS

7. GCHQ's use of BPD has its origins in the need to obtain information from datasets held
by liaison partners and other UK Government and private sector bodies which provided
context for reporting. Historically GCHQ would have interrogated these datasets by
referring each query to the bodies that hold them who are regarded as the ‘data owners’.
The acquisition and in-house exploitation of bulk data by GCHQ has evolved over a
number of years, driven by changes to the threat facing the UK and improvements in
technology, which have made it possible to extract value from this kind of data.

HQ's in~-house exploitation of BPD

8. Between 2012 and the Spring of 2016 the principal repository for of GCHQ's BPDs has
been a dedicated corporate tool. This tool enables analysts to quickly run searches against
datasets using selected Target Detection Indicators (TDls). A TDI is a piece of metadata
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that is unique to a particular user or machine, and persistently associated with only that
user or machine. Examples include e-mail addresses, media access control (MAC)
addresses, telephone numbers and passport numbers. Analysts can run searches using
TDIs against a multitude of datasets, with a view to enriching the seed selector and
giving it more context.

9. The datasets which sit behind the tool are linked together by field types. This enables
very powerful, and very fast, data fusion. For example, a mobile number is queried; it
hits in a dataset which provides you with a name and address, but also returns a
National identity Card number (NIC). The tool automatically searches the NIC against all

the other datasets. It hits on the NIC in some more datasets and returns five new
telephone numbers, plus a passport number.

10. Any queries run on the tool require the analyst to make a Necessity and Proportionality
Statement in which they must specify the relevant purpose of the query (National
Security, Economic Well-being, or in support of the prevention or detection of serious
crime), the specific intelligence requirement that the activity seeks to meet, and a free text
justification of the search.

11. During the Spring of 2016 BPDs held on this tool were transferred to a new corporate
tool. This has the same functonality as the tool it replaced.

BPDs not held in the main corporate tool

12. Since 2014 a number of GCHQ's travel-related Bulk Personal Datasets have been held on
a new travel data tool that uses various different feeds of information to build a picture
of the travel of individuals. Data in this tool is also accessible by analysts in the other two
Agencies.

13. In addition there are a number of active BPDs held outside of the above two tools. In the
majority of cases the reason why these BPDs are held separately is because they are used
in combination with datasets which do not contain bulk personal data. It is therefore
necessary for them to be held with those non-BPD datasets. In a small number of cases
the reason they are separately held is due to the nature of the data e.g. for reasons of
exceptional sensitivity, the need for specialised analytic capabilities, or where they are
undergoing initial assessment prior to ingestion.

Importance and value of BPD

14. Bulk personal datasets comprise personal data relating to a number of individuals, the
majority of whom are unlikely to be of intelligence interest. BPDs can be acquired in
various ways. Some are from open source data while others are obtained via other covert
means such as interception, Squipment Interference or from human intelligence sources.
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The Intelligence Services hold the data electronically and analysts will only look at the
data relating to the minority who are of intelligence interest. The Intelligence Services do
this by asking specific questions of the data to retrieve information of intelligence value.
The analysis of BPD by the Intelligence Services is a critical part of their response to the
increasingly complicated and challenging task of defending the UK's interests and
protecting its citizens in a digital age.

Exploitation of BPD is an essential tool that is used on a daily basis, in combination with
other capabilities, right across the Intelligence Services' operations. It plays an integral
role in enabling the Intelligence Services to exercise their statutory functions. Without it,
the Intelligence Services would be significantly less effective in protecting the UK against
threats such as terrorism, cyber threats or espionage.

BPD enables the Intelligence Services to focus their efforts on individuals who threaten
our national security or may be of other intelligence interest, by helping to identify such
individuals without always having to rely on more intrusive investigative techniques. It
helps to establish links between subjects of interest or better understand a subject of
interest's behaviour. BPD also assists with the verification of information obtained
through other sources (for example agents) during the course of an investigation or
intelligence operation.

Travel data, for example, helps the Intelligence Services to establish an understanding of
the travel history of a subject of interest which, in turn, enables them to disrupt the
activities of those who mean us harm. BPD can be used in order to obtain valuable
information about pattern of movement which helps to identify previously unknown
subjects of interest.

Using BPD also enables the Intelligence Services to use their resources more
proportionately because it helps them exclude potential suspects from more intrusive
investigations.

. A list of people who have a passport is a good example of a BPD that the Intelligence

Services might hold - it includes personal information about a large number of
individuals, the majority of which will relate to people who are not of interest to the
Intelligence Services. Other examples of BPD might include population data (such as the
electoral register), commercial data, data relating to communications (such as the
telephone directory), financial data (such as data relating to suspicious financial activity),
and data acquired from other intelligence or law enforcement agencies (such as data
about individuals with access to firearms).

GCHQ shares BPDs with MI5 and SIS, subject to any such sharing being necessary and
proportionate and for one of GCHQ's statutory purposes. Were we to share with foreign
partners, that would be on the same basis. All such sharing is documented in the form
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used to authorise acquisition and retention of the particular BPD. These forms are
discussed below.

22. I note that it is suggested at paragraph 45 of the witness statement of Camilla Graham
Wood that “there is a potential indication of the use of covert means against Other Government
Departments”. For the avoidance of doubt, any such allegation is denied. Any BPDs
obtained from Other Government Departments (“OGDs") are obtained with the approval
of those OGDs.

The types of BPD in use

23. GCHQ holds BPDs in the following categories: Commercial; Communications; Financial;
Identity; and Travel.”

24. We hold no BPDs consisting of medical records, whether sourced from the NHS or other
health providers; information which relates to a medical condition can however appear
ina BPD e.g. travel. Some people may include information regarding medical conditions
in booking data or in their passports.

The meaning of sensitive data

25. The phrase “sensitive data” in the context of BPD can have three different meanings
depending on context.

26.5ection 2 of the DPA defines the sensitive classes of personal data as data which is about:

¢ Racial or ethnic origin

¢ Political opinions

» Religious belief or other beliefs of a similar nature
e  Membership of a trade union

e Physical or mental heaith union

e Physical or mental health or condition

s Sexual life

27. In addition, GCHQ treats a number of other categories of information as sensitive. These
include - but are not limited to - areas such as legal professional privilege, journalistic
material and financial data.

|

28. The handling arrangements applicable to certain data can also characterise the data as
‘sensitive’ based on other facts such as the nature of the capability or source by which it
has been acquired, the level of intrusion of the information itself or the operational
requirement that it will support.
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The meaning of corporate risk

29.

In the context of BPD the phrase “corporate risk” refers to the damage that would
potentially be caused to GCHQ operations or reputation by exposure of a dataset. A
variety of factors may be relevant here, including the size of the dataset (the number of
people whose data is included), the sensitivity or potential vulnerability of the source of
the data, and the categories of people whose personal data is included (e.g. where a
significant proportion of the data might relate to the UK nationals).

B. SAFEGUARDS AND OVERSIGHT MECHANISMS FOR BPD

31,

Compliance Guide

. GCHQ's use of BPD, like all areas of GCHQ's operational activity, is, and has throughout

the entire period with which this claim is concerned been subject to the safeguards set
out in GCHQ's Compliance Guide.

I exhibit the relevant version of the GCHQ Compliance Guide for the period June 2005 to
2010 at pages 89 to 146 of Exhibit ‘GCHQ1".

32. 1 exhibit the relevant version of the GCHQ Compliance Guide for the period 2010 to June

33.

36.

2014, as amended from time to time, at pages 147 to 162 of Exhibit ‘GCHQ1".

I exhibit the relevant version of the GCHQ Compliance Guide for the period June 2014 to
the present, as amended from time to time, at pages 5 to 24 of Exhibit ‘GCHQ1".

. The Compliance Guide provided, and continues to provide, overarching safeguards

relating to the requirements that all operational activity must be authorised, necessary
and proportionate and guidance as to those requirements, as well as specific guidance in
relation to specific areas of operational activity. However, in the case of BPD, more
specific guidance is, and has been, provided in the following documents.

BPDAR form and guidance for completing the BPDAR form

35.

Between October 2012 and January 2016 applications for authorisations to acquire BPD,
and to renew or cancel the use of BPD, were made on a Bulk Personal Data Acquisition
and Retention form (“the BPDAR form”). [ exhibit this form at pages 43 to 50 of Exhibit
‘GCHQT'.

Guidance has also existed throughout the same period for completing the BPDAR form
(“the BPDAR Guidance”). This guidance, as amended from time to time, is exhibited at
Ppages 163 to 166 of Exhibit ‘GCHQ1’.
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The BPDAR form in use between October 2012 and January 2016 required details of the
BPD to be set out, together with the intelligence case, proposed retention period and
access controls. In addition details of the “Extent of polential intrusiveness” were required
to be completed. This required consideration of whether a number of specified data
“fields” were contained in the BPD (e.g. name, date of birth, banking/credit cards/other
financial information, travel details, medical details, religious information) as well as
whether the dataset contained “n high proportion of data on people of no probable intelligence
interest”. In addition the Data Owner was required to state whether the BPD contained
information about minors. The relevant team was then required to provide an assessment
of the intrusiveness and sensitivity of the BPD, having consulted with the Data Owner.

. In light of that assessment, the Authorising Officer could provide authorisation only after

a declaration that;

“I am safisfied that the acquisition of this dataset is necessary and proportionate in relation to one
or more of GCHQ's authorised purposes and that it will be handled appropriately.”

When authorising the acquisition and retention of the BPD, the Authorising Officer was
also required to state a period after which the retention of the BPD should be reviewed.

. The BPDAR form also contained, at Section B, sections addressing reviews of the

retention of BPD. Both at the first and second reviews, the intelligence case for retention,
or reason for cancellation, was required to be set out, together with a declaration, by the
Authorising Officer, that he/she was “satisfied that the use of this dataset continues to be
necessary and proportionate.” Again, a period was required to be given after which the
retention of the BPD required to be reviewed.

The BPDAR Guidance noted that:

“The BPDAR process is an internal policy authorisation used to authorised acquisition and/or
retention of operational data by GCHQ, where the data is:

- Bulk in nature (i.e. not narrowly focused on a particular target), and
— Personal (i.e. deals with individuals and contains renl names).”

It added that:

“The purposes of the BPDAR process are:

- To account for GCHQ's acquisition and retention of bulk personal data, so that we can
demonstrate to our oversight bodies that a suitably senior and experienced GCHQ officer has
considered whether the acquisition and ongoing refention of the data is necessary and
proportionate in relation to one or more of GCHQ's authorised purposes under the Intelligence
Services Act, and
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- To ensure that we have a better knowledge of what bulk personal data we hold and where if is
stored.”

Responsibility for the BPD was specifically stated in the BPDAR Guidance to lie with a
“Data Sponsor” and a “Data Owner” (as referred to in the BPDAR form). The BPDAR
Guidance explained what Section A of the BPDAR form should contain. This included:

“Intelligence case

The Data Sponsor must provide a staiement of the inlelligence case for acquiring the data,
including why he believes it to be necessary and proportionate to hold bulk personal data of this
nature and scale, and what he expects the likely intelligence benefits will be.”

. In relation to “Section A: Extent of potential intrusiveness” the BPDAR Guidance noted

that:

“The Authorising Officer must be n named individual on the Approvals list for BPDARs...He is
responsible for considering the business case in light of the intrusiveness and sensitivity of the
daia, and deciding whether the acquisition of the data meets the criterin of necessity and
proportionality...”

. In relation to renewals/ cancellations of BPD the BPDAR Guidance stated that:

“The Data Sponsor must provide a statement of the value of the data fo date (including what
intelligence benefit has resulted from exploitation of the data) and why the continued retention of
the data is believed to be necessary and proportionate. Is the data unique? Could the intelligence
benefit be obtained by other means? If access to the data were lost, how difficult would it be fo re-
establish it?"

. Any reason for deletion of the data also had to be stated.

The BPDAR Guidance also referred to the role of the Retention Review Panel:
“Section B: Outcome of Review Panel

A 6-monthly Retention Review Panel will be held (currently September and March) to ensure that
all retention (and, where relevant, continued acquisition) of bulk personal data remains necessary
and proportionate. The Review Panel will consider the cases submitted by Data Sponsors and will
decide whether datasets should continue to be retained (and acquired). The Review Panel will also
specify the next retention review date for each dalaset - this may be for 12 months (typically) or 6
months (for especially sensitive datn, or where the data’s value is still unproven.”
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The BPDAR Guidance specifically noted that the Retention Review Panel could make
comments or requests for information on the appropriate section of the BPDAR form
(“Section B: Review Panel comments or requests for additional information”).

The BPDAR form referred to above was replaced in January 2016. The BPDAR form in
use since then is exhibited at pages 25 to 42 of Exhibit ‘GCHQ1'.

The current BPDAR form is completed by a “Requester” for consideration by an
“Endorser” and authorisation by an ”Authoriser” (the terms used at Section 6 of the
GCHQ BPD Handling Arrangements, which I exhibit at pages 71 to 80 of Exhibit
‘GCHQY’). The new BPDAR form is in many respects similar to its predecessor, but also
requires, amongst other things:

a) More detailed consideration of the proportion of the BPD which related to “people of

no probable intelligence interest” and “children/minors”. The BPDAR form reguires
consideration of whether that proportion was “High, Medium, Low, Zero, Not Known”;

b) Consideration of whether any of the data in the BPD would be removed before the

BPD was provided to analysts. This would be appropriate, for instance, if particularly
sensitive data were to be removed from the BPD before exploitation;

¢} Endorsement by a legal adviser;

d) Consideration of whether the BPD is “likely o include confidential comms (e.g. Legal
Professional Privilege (LPP), journalistic sources or spiritualfreligious counselling)”;

e) Details to be given of the “plans for exploitation” of the BPD;

f) An assessment to be made by the Authoriser of the intrusiveness and sensitivity of
the BPD (assessed as “High”, “Medium” or “Low”);

g) A selection of a period of six, 12 or 24 months after acquisition when the justification
for the continued retention of the BPD is to be reconsidered; and

h) Completion of sections, as appropriate, concerning experimental use of the BPD,

disclosure of the BPD to an external organisation, or the BPD's continued retention
{(following a review).
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Data Sharing Requests

31.

Requests by other security and intelligence agencies to share GCHQ's BPDs must also be
made on a specific form, which was first used in June 2014, and amended in October 2014
(exhibited at pages 59 to 64 of Exhibit ‘GCHQ1") (“the Data Sharing Request”). The Data
Sharing Request, which is used by all the security and intelligence agencies, requires,
amongst other things, the business case and justification (including necessity and
proportionality) for the request for BPD, together with a statement of the intended use
and dissemination of the BPD and the proposed data retention period. The Data Sharing
Request must also be completed by the “donor” agency, which must give details,
amongst other things, of the “intrusion of the dataset”.

BPD Review Panel

52. GCHQ has had a BPD Review Panel since 2010. From 25 March 2015 its terms of

33,

55.

reference were as set out at pages 59 to 64 of Exhibit ‘GCHQI’. This notes that the
purpose of the BPD Review Panel is:

“to provide effective senior oversight of the lifecycle of Bulk Personal Datn in GCHQ's possession,
thereby providing assurance that GCHQ handles Bulk Personal Daia appropriately and in
accordance with the lawe.”

The BPD Review Panel has to be chaired by a Director or Deputy Director of GCHQ. Its
primary functions are:
“ - to consider requests from the business to authorise continued retention and exploitation of
Bulk Personal Datasets, with particular regard to necessity and proportionality, and
- to sabisfy itself that GCHQ's handling of Bulk Personal Data throughout its life-cycle
meeets required standards, as described in the SIA Bulk Personal Data Policy.”

. The reference to the SIA Bulk Personal Data Policy is to the policy agreed by the security

and intelligence agencies in February 2015. This has been exhibited by the MI5 Witness at
pages 309 to 318 of Exhibit "MI51".

The BPD Review Panel’s process is set out in its terms of reference as follows:

“The Panel will meet approximately every six months, typically in March and September.

It will review paperwork relating to datasets that fall due for review af each meeting, considering
especially:

~ the ndequacy of the information provided in the Bulk Personal Data form,

- the quality of the case (if any) made by the business for the retention of the Bulk Personal
Dataset, in terms of its value and level of use set against the sensitivity, intrusiveness and
corporate risk of continued retention, and

10 of 33

This informaticn is exempt from disciosure under the Fraedom of Information Act 2000 and may be subject to exemption under
other UK information leaislation. Refer disclosure requests lo GCHQ on 01242 221491 x30306, email infoleg@achq.gsi.gov.uk

OFFICIAL



OFFICIAL

- the arrangements and plans for the continued acquisition (if applicable), storage, exploitation,
sharing and ultimate deletion/destruction of the data.

If a request for retention is submitted, the Panel will either:

- authorise retention for whatever period it sees fit, [redacted), or

- authorise provisional or temporary retention with stipulations or conditions, or

- reject the request and requive the deletion/destruction of the Bulk Personal Dataset in question.
If no such request is received, the Panel will require evidence of the deletion of the Bulk Personal
Dataset.

At each meeting, the Panel will also:

- require evidence of the satisfactory completion of actions from the previous meeting, especially
deletion of Bulk Personal Datasets where permission to retain was refused; and

- confirm or modify its assessment of the intrusiveness and sensitivity of GCHQ's possession of
the datasets under revietw.

All Panel decisions must be recorded.”

GCHQ BPD Handling Arrangements

56. On 4 November 2015 the GCHQ BPD Handling Arrangements, made under section
4(2)(a) of the Intelligence Services Act 1994, came into force. A copy of the GCHQ BPD
Handling Arrangements is exhibited at pages 71 to 80 of exhibit “GCHQ1”. These set out

detailed provisions (which are not repeated here) in relation to various stages of the
lifecycle of a BPD, namely:

a) Acquisition;

b) Use;

¢) Disclosure;

d) Retention;

e) Deletion/Destruction.

Statutory Codes of Practice

57. Depending on the means of acquisition of the BPD, one of the Codes of Practice issued
under the Regulation of Investigatory Powers Act 2000 (“RIPA”) or Intelligence Services
Act 1994 ("ISA") may be relevant and applicable.

58. GCHQ's current Handling Arrangements (paragraph 2.6) recognise that in the event that,
for example, RIPA or ISA statutory powers are used to acquire a BPD (for instance by
equipment interference or interception) then the applicable regime relating to those
powers (including any applicable RIPA or ISA Code of Practice) will need to be complied
with, and the requirements of the BPD Handling Arrangements will apply in addition to
and/or in parallel with that statutory regime. Accordingly, if GCHQ wished to seek to
obtain a BPD through equipment interference, we would seek the necessary equipment
interference warrant from the Secretary of State and, in parallel with that, would follow
GCHQ's internal process for the acquisition of BPD.

11 0f 33

This information is exempt from disclosure under the Freedom of Information Act 2000 and may be subject to exemption undet
other UK information legisiation. Refer disclosure requests to GCHQ on 01242 22 1481 x30306, email infoleg@gchqg.gsi.gov.uk

OFFICIAL



OFFICIAL
Secure systems and Security Operating Procedure

59. All GCHQ corporate systems are accredited to hold data with a classification of TOP
SECRET - STRAP. The accreditation involves checking that the system has a sufficiently
high degree of security to prevent access by unauthorised individuals. In addition, access
to data is controlled by confining such access to defined groups of users. Furthermore,
users are required to read the specific security policies relating to the use of particular
systems and capabilities. I exhibit an example of such a policy, GCHQ's Removable
Media Policy, at pages 167 to 174 of exhibit “GCHQ1".

Audit

60. I have already referred in paragraph 10 above to the fact that any queries run on the tool
require the analyst to make a Necessity and Proportionality Statement. These statements
are subject to audit. The standard against which the free text justifications are tested is
that somebody not directly involved in the operational activity can satisfy themselves
that the query was necessary and proportionate in the circumstances. In practice it is
usually the Legal and Policy Lead (LPL) for each area that does the audit for their area.
These individuals will generally be of the same grade as the person who ran the queries,
and in the same area in order that they can understand how the justification for running
the query matches with the stated intelligence requirement.

TRAINING ON BPD USE WITHIN GCHO

61. GCHQ provides extensive training in the use of the main corporate BPD tool and the

new travel data tool. All staff, integrees from other Agencies and Departments and
contractors working at GCHQ are required to undertake a Mandatory Legalities
Overview (MLO) on-line training package and to pass the associated test. The MLO
contains a section addressing GCHQ's holding of bulk personal data. The relevant text is

as follows:

“Bulk Personal Data

GCHQ holds some large datasets which contain the names of individuals in @ number of countries
which it exploits for intelligence purposes.

Examples include travel data, mobile plone subscriber lists and entry visa applications. Many of
these datasets have been provided by other ngencies.”

Given that these datasets include many individuals who are never likely to be intelligence targets,
the holding of such datasets is especinlly sensitive.

GCHQ therefore takes special measures to ensure that we can account for this data and justify our
use of it.
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We have a formal policy requiring each bulk personal dataset to have a sponsor at GC8 or above, to
ensure that:

- GCHQ has a full record of the dataset (what, where, why);

- we understand the intelligence value we get from it;

- it is deleted when our possession of it can no longer be justified.

Remember this: GCHQ has special procedures in place to account for bulk personal
data.”

The MLO must be retaken every two years.

Staff whose roles involve access to operational data are required to take Advanced
Mission Legalities (AML) training, and again, to pass the associated test. This on-line
course contains the following text relating to BPDs:

“Bulk Personal Datasets (BPD)

These are large sets of datn containing information about identifiable individuals, most of whom
are of no intelligence interest. (The full definition can be found in the Joint SIA BPD Policy.)

GCHQ's possession and use of such datasets in support of its intelligence activities is lawful and
legitimate but nonetheless particularly sensitive. Our acquisition, use, disclosure and ongoing
retention of these datasets must therefore be authorised by a senior member of staff, currently
Deputy Director Mission Policy or Director Risk & Compliance.

As of August 2015, a comprehensive updated authorisation process is in development. Until it is
ready, please contact the compliance Team if you need further details.”

. AML must also be retaken every two years. The “comprehensive updated authorisation

process” came into effect on 15 November; the training package will be updated to reflect
this at the next opportunity.

In addition to the legalities training GCHQ provides extensive training in the use of the
main corporate BPD tool, through an on-line e-learning package. This is an hour-long
module which provides an introduction to using the tool to query across a multitude of
collateral datasets, helping to enrich selectors with context and identify new selectors for
targets. It also provides the legal and policy information required to handle the data
appropriately. The course is a pre-requisite for anyone who wants an account on the tool.
Also to get an account AML training must also be completed and a business case
provided to IT Services. There is also a hard copy Learning Guide. As with the main
GCHQ BPD tool, a range of training materials are available to users for the new travel
data tool. This includes a 10-minute Travel Data Policy Training module designed to give
a basic introduction to the types of Travel Data available to GCHQ analysts and the legal
and policy information required to handle the data appropriately. Tt is a pre-requisite for
anyone who wants an account on the travel data tool. Also to get an account AML
training must also be completed and a business case provided to IT Services. The Mission
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Policy team has established a dedicated on-line “group” covering BPDs on GCHQ's
internal collaborative tool. The group pages are owned and updated by the compliance
team within Mission Policy. They contain links to the BPD form and guidance, the
GCHQ BPD closed handling arrangements and BPD draft code of practice. There is an
option for staff to ask questions relating to BPDs. The text of the “overview” section
reads as follows:

“This group has been set up as a knowledge share for matters relating to GCHQ's acquisition and
retention of ‘Bulk Personal Data’ (BPD). The recently introduced (Nov 15) GCHQ Closed
Handling Instructions provide guidance on the requirements and scope of the BPD process,
particularly in respect of those individuals that hold and manage a BPD. This page will aim o
increase awareness of the BPD process, address any frequently asked questions, and act as a
helpful point of reference.”

66. The group currently has around 90 members, including many of the Legal and Policy
Leads who act as points of contact between the Mission Policy team and the operational
and technical teams across GCHQ.

INDEPENDENT OVERSIGHT
December 2010

67. Followmg a review of Bulk Data Holdmgs by the Secunty Advisor to the PM (a redacted

) hict . ed to tatement), the Intelligence Services
Cormmss;oner was mv:hed to oversee the Agenmes BPDs The initial inspection took
place on 6 December 2010 and was conducted by Sir Peter Gibson. He was accompanied
by his successor, Sir Mark Waller, for whom this was his first visit to GCHQ.

68. The initial part of the day focused on the context for the inspection, and the legal
principles underpinning GCHQ's acquisition of non-targeted bulk personal data. We
noted that use of such data was a niche part of GCHQ's business and untypical of the
majority of GCHQ's foreign intelligence activity. However, data analysis was a core
function of GCHQ (unlike its sister agencies where the function might be concentrated in
a specialist area away from the core investigative functions), and GCHQ was consciously
moving towards access to non-targeted bulk personal datasets by a wider group of
analysts, making such data available as part of the regular fused analysis toolkit.
Nevertheless, we noted that GCHQ did not wish to retain large quantities of non-
targeted bulk personal data: this would be undesirable on grounds of proportionality
and cost.
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