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The Rt Hon. Theresa May MP
Prime Minister

10 Downing Street

London

SWI1A 2AA

31 July 2017

Dear Prime Minister,

I'am required by section 58(4) of the Regulation of Investigatory Powers Act (RIPA) 2000
to make a report to you with respect to the carrying out of my statutory functions, as
soon as practical after the end of each year. In 2016, my inspectors and I carried out 166
inspections of 134 public authorities. We were notified of 1,200 errors, and conducted
investigations into 29 serious errors.

This represents a huge amount of work by my office IOCCO). I would like formally to
thank my team for their efforts. I would also like to express my appreciation for the
work of the hundreds of people we have inspected at Public Authorities across the UK.
As well as their important work on compliance, our colleagues in Government are also
responsible for keeping the public safe: finding vulnerable missing people, uncovering
terrorist plots, and catching criminals.

In general, the standard of compliance is high. Errors and more general problems form
a very small percentage of the total activity I inspect. However, 2016's inspections have
raised one area of significant concern. This report includes a specific chapter on errors
occurring during IP Address Resolutions. These are far more common than is acceptable,
especially in cases relating to Child Sexual Exploitation. The impact on some victims of
these errors has been appalling.

The key event impacting my work in 2016 was the passage of the Investigatory Powers Act. 1
have given some detailed thoughts on the IPA in this report. The judicial ‘double-lock’, which
applies to many of the powers I oversee, is a significant change in the nature of oversight.

Under previous legislation, any concerns that Commissioners have had about conduct or legal
interpretation might have been reflected in recommendations to the authority in question
and then in public in the annual report. Apart from in the case of some communications data
errors, commissioners have had minimal powers of sanction. In the future, unless a judicial
commissioner is convinced of the lawfulness of a course of action, it will not happen.

This increased oversight brings with it a number of challenges. The Investigatory
Powers Commissioner will be more closely involved in ongoing operations than I and
my predecessors have been. I welcome the Government's commitment to enabling



‘world-leading oversight' by properly resourcing and supporting the Commissioner. This
is important for the quality of oversight, but also to prevent the Commissioner’s office
becoming a bottleneck for important investigative activity.

This will be the last annual report produced by an Interception of Communications
Commissioner. My functions will move under the Investigatory Powers Commissioner later
this year. 1 would like to reiterate my thanks to you for appointing me to this fascinating
role, and to wish Lord Justice Adrian Fulford every success as the Investigatory Powers
Commissioner.

Yours sincerely,

A

The Rt Hon. Sir Stanley Burnton

Interception of Communications Commissioner

Interception of Communications Commissioner’s Office (1I0CCO)
Visit our website at www.iocco-uk.info
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IOCCOQO's Role

The Interception of Communications Commissioner’s principal duty is to review the
exercise and performance, by the relevant Secretaries of State and public authorities, of
the powers under Part 1 (and to a limited extent Part 3) of the Regulation of Investigatory
Powers Act (RIPA). I also undertake a number of other oversight functions, some of which
are carried out on a non-statutory basis. I report on my activities, on a yearly basis, to the
Prime Minister. Since 2013, these reports have been published in full with no confidential
annex. My role is not to be a champion of the Government or the law but to provide
independent oversight of how the law is applied.

Figure 1 Describes the Powers that the Commissioner oversees.

Acquisition & Disclosure of
Communications Data under Chapter 2
of Part 1 RIPA
(statutory)

Interception of Communications
under Chapter 1 of Part 1 RIPA
(statutory)

Encryption notices issued by the
Secretary of State under Part 3 RIPA in
relation to information obtained under

Chapter 1 of Part 1 RIPA
(statutory)

Section 94 of the Telecommunications
Act 1984
(non-statutory)

Complaints of unintentional unlawful
electronicinterception (which attract a
civil monetary penalty) under section
1(1A) of RIPA
(statutory)

Interception of Prisoners’Communications
under the Prison Act 1952 and Prison Act
(Northern Ireland) 1953 (in prisons in
England, Wales & Northern Irleand)

(non-statutory)

*We have been asked by the Home Office & Ministry of Justice to undertake this additional oversight on a non-statutory
basis. We have agreed, subject to receiving a formal direction from the Prime Minister and some additional resources.

I oversee an extensive inspection regime that enables me to carry out effective oversight.
Section 58(1) of RIPA imposes a statutory obligation on every public official in an
organisation which has the powers I oversee to disclose or to provide to the Commissioner
all such documents or information as may be required for the purpose of enabling the
Commissioner to carry out their functions.

www.iocco-uk.info 1




Report of the Interception of Communications Commissioner - 2016

Under Section 57(7) of RIPA, the Secretary of State is obliged to consult with the
Commissioner and to make such technical facilities available and, subject to Treasury
approval as to numbers, to provide the Commissioner with such staff as are sufficient to
ensure that he or she is properly able to carry out their functions. These staff make up
the Interception of Communications Commissioner’s Office (IOCCO) — a team of around
ten inspectors and two secretarial staff. IOCCO's staff are independent, highly skilled,
and experienced in the principles and detail of RIPA. The inspectors have been recruited
from a variety of backgrounds and bring with them a broad range of experience. Their
expertise covers the fields of legal, policy, analytics and forensic telecommunications.
They have extensive experience of working with police forces, intelligence and law
enforcement agencies, industry regulators, universities and telecommunications-related
private organisations.

IOCCO is an outward-facing organisation. A key part of its role is to communicate
outside of Government: to increase the public understanding of investigative techniques,
and to reassure the public that there is appropriate independent oversight of public
authorities’ investigative activities. During 2016, I and members of IOCCO have spoken
at a number of conferences and similar events. In addition, IOCCO published a paper on
the Investigatory Powers Bill in advance of its consideration by the House of Lords.

My office’s budget for 2016/17 was £1,140,093, allocated as below.

Table A /OCCO's budget for 2016/17.

2016/17

| Staff Costs £1,013,285.00 £ 957,073.02

| Travel and Subsistence £98,950.00 £116,459.09
|IT and Telecomms £4,000.00 £ 837.53

| Training and Recruitment £13,500.00 £1,172.00

| Office Supplies, Stationery, Printing £ 9,358.00 £7,795.66

| Conferences and Meetings £1,000.00 £ 5,298.62

| Other - £ 6,396.00
|Total £1,140,093.00  £1,095,031.92
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Communications Data

This section provides an outline of communications data legislation, gives details of the
communications data inspection regime, provides statistical information about the use of

communications data by public authorities and identifies key findings from I0CCO’s
inspections.

Communications Data legislation

Chapter 2 of Part 1 of RIPA (sections 21 to 25) and the Acquisition and Disclosure of
Communications Data Code of Practice set out the procedures for the acquisition and
disclosure of communications data. Unless otherwise specified, references in this section
to ‘the Code of Practice’ are to that Code.

Communications data embraces the 'who’, ‘when’ and ‘where’ of a communication, but not the
content of what was said or written. In essence, communications data comprises the following:

« Traffic data, which is data that may be attached to a communication for the
purpose of transmitting it and could appear to identify: the sender and recipient
of the communication; the location from which it was sent; the time at which it
was sent; and other related material (see sections 21(4)(a) and 21(6) and (7) RIPA
and paragraphs 2.24 to 2.27 of the Code of Practice). Examples of this would be
email headers and data relating to the location of a mobile phone (cell-site data).

* Service use information, which is data relating to the use made by any person
of a communication service and may be the kind of information that appears on
Communications Service Provider's (CSP's) itemised billing documents (see Section
21(4)(b) RIPA and paragraphs 2.23 and 2.28 to 2.29 of the Code of Practice).
Examples of this would include the ‘to’, ‘from’ and ‘duration’ of a phone call or
text message.

*  Subscriber information, which is data held or obtained by a CSP in relation to a
customer and may be the kind of information which a customer provides when
they sign up to use a service. (See Section 21(4)(c) RIPA and paragraphs 2.30
and 2.31 of the Code of Practice). Examples of this would include the name and
address of the subscriber of a telephone number or the account holder of an
email address.

A number of public authorities have statutory powers to apply for communications data
under Chapter 2 of Part 1 of RIPA. These include:

- Police forces;

= The National Crime Agency (NCA);

« Her Majesty’s Revenue and Customs (HMRC);

» Intelligence agencies;

+ The Gambling Commission;

« The Department for Transport;

» The Home Office (Immigration Enforcement);

« Local Authorities, through the National Anti-Fraud Network (NAFN); and
» The Criminal Case Review Commission.

www.iocco-uk.info 3
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For a designated person to give lawful authority to acquire communications data within
the public authority, there has to be:

An applicant — who requests the data for the purpose of an investigation (see
paragraph 3.5 of the Code of Practice). This would usually be a relatively junior
member of an investigative team.

A designated person (DP) — the holder of a more senior office in the relevant public
authority. The DP's function is to decide whether to give authority to acquire the
data. Their function and duties are described in paragraphs 3.7 to 3.18 of the Code
of Practice. With few exceptions, the DP must be independent of the investigation
and is responsible for deciding whether the acquisition is lawful, necessary and
proportionate (see paragraphs 3.7-3.18 of the Code of Practice).

A single point of contact (SPoC) - an accredited person who is trained to facilitate
the lawful acquisition of communications data (see paragraphs 3.19-3.30 of the Code
of Practice). This person would usually have specific technical expertise. They would
usually manage the relationships with Communications Service Providers (CSPs) and
with IOCCO.

A senior responsible officer (SRO) —who is responsible for the integrity of the process
and for compliance with Chapter 2 of Part 1 RIPA and the code of practice (see
paragraphs 3.31 of the Code of Practice). This would usually be a senior manager of
a public authority.

The DP may only give authority to obtain communications data if they believe that it is
necessary for one or more of the statutory purposes set out in Section 22(2) of RIPA or
subsequent statutory instruments. These require the conduct authorised to be:

in the interests of national security;

for the purpose of preventing or detecting crime or of preventing disorder;

in the interests of the economic wellbeing of the United Kingdom so far as those
interests are also relevant to the interests of national security;

in the interests of public safety;

for the purpose of protecting public health;

for the purpose of assessing or collecting any tax, duty, levy or other imposition,
contribution or charge payable to a government department;

for the purpose, in an emergency, of preventing death or injury or any damage to
a person’s physical or mental health, or of mitigating any injury or damage to a
person’s physical or mental health;

to assist investigations into alleged miscarriages of justice;

for the purpose of assisting in identifying any person who has died otherwise than
as a result of crime or who is unable to identify themselves because of a physical or
mental condition, other than one resulting from crime (such as a natural disaster or
an accident);

in relation to a person who has died or is unable to identify themselves, for the
purpose of obtaining information about the next of kin or other connected persons
of such a person or about the reason for their death or condition; or

for the purpose of exercising functions relating to the regulation of the financial
services and markets or to financial stability.

@iocco_oversight



The statutory purposes for which certain public authorities may acquire communications
data and the type of data that they may acquire are restricted. For example, local authorities
may only acquire service use and subscriber information for the purpose of preventing or
detecting crime or preventing disorder.

In order to justify that an application is necessary, the applicant must address three main
points (see paragraphs 2.37-2.38 of the Code of Practice) and establish a link between them:

+ the event under investigation, such as a crime or search for a vulnerable missing
person;

+ the person, such as a suspect, witness or missing person, and how they are linked
to the event; and

+ the communications data, such as a telephone number or Internet Protocol (IP)
address and how the data is related to the person and the event.

DPs may only approve an applicationif they believe that obtaining the datais proportionate
to what the public authority is trying to achieve. Applications must explicitly address the
question of proportionality.

A judgment on the question of proportionality requires balancing the necessity of the
request for communications data against the likely intrusion into privacy. Considerations
should include whether the information which is sought could reasonably be obtained
by other less intrusive means. Applications for communications data should not be
authorised where it is adjudged that the necessity does not outweigh the intrusion.

National Anti-Fraud Network

The National Anti-Fraud Network (NAFN) is the single point of contact for all local
authority acquisition of communications data. 90% of local authorities (LAs)are members
of the network, which has over 10,000 users.

NAFN's role is to ensure that members' enquiries are legally compliant and processed in
accordance with the most up-to-date information and guidance. The team also provides
support and training to its members, and promotes the use of communications data to
support their investigations.

All local authorities must make applications for communications data through a SPoC
at the National Anti-Fraud Network. The Investigatory Powers Act also provides an
opportunity for NAFN to offerits SPoC service to other public bodies through collaboration
agreements.

NAFN requested 724 items of data on behalf of local authorities in 2016 and scored a
‘good’ level of compliance in its inspection.
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Statistics

The revised March 2015 Code of Practice requires public authorities to interpret and
collate statistical requirements in a consistent way. This year's statistical returns represent
the first complete reporting period since the introduction of those revised requirements.
Items of Communications Data. 754,559 items of communications data were acquired
by public authorities during 2016. An item of data is a request for data on a single
communications address or other descriptor. For example, 30 days of incoming and
outgoing call data in relation to a mobile telephone would be counted as one item of
data. Equally, a request for the details of a subscriber to a communications service would
be counted as one item of data. The number of items of data acquired by each public
authority is detailed in Annex A.

Types of data. 50% of the data acquired was subscriber information, 48% was traffic data
and 2% service use information.

Figure 2 Type of Data.

service use
information 2*

Most of the acquired items of data (81%) related to telephony, such as landlines or mobile
phones. Internet identifiers, for example email or IP addresses, accounted for 15% of the
acquired data. 2% of requests were related to postal identifiers.
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Figure 3 Type of Data.

~ internet

15%
other 2*
postal 2%

Public Authority Use. Police forces and law enforcement agencies were responsible
for acquiring 93% of the total number of items of data in 2016. 6% was acquired by
intelligence agencies. The remaining 1% was acquired by other public authorities,
including local authorities.

Figure 4 ltems by Public Authority Type.

intelligence agencies 6*

other public authorities 1%

Urgent requests. Communications data may be acquired in exceptionally urgent
circumstances through an oral application and approval. It might be the case, for
example, that there is animmediate threat to life, or an urgent operational requirement,
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with little or no time to complete the normal written process (see paragraphs 3.65-
3.71 of the Code of Practice). In 2016, 10% of data requirements were approved orally
under these urgency provisions.

Necessity statutory purpose. 83% of the items of data were acquired for the purpose
of preventing or detecting crime or of preventing disorder. 11% were acquired for the
purpose of preventing death or injury or damage to a person’s mental health, or of
mitigating any injury or damage to a person’s physical or mental health. 6% were
acquired in the interests of national security.

Figure 5 Crime Type.

. Drugs 24*

Theft 7%

Fraud and Deception 9

b - Prevent and Detect 83*

Robbery 3*

Possess Weapons 4%

Misc. Crimes Against Society 3*

All Other Classified Crimes

a - National Security 6%
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Crime type. Figure 5 breaks down requests relating to criminal activity by crime type.
Crime type statistics may be collected inconsistently, so this breakdown is indicative only.

Subject’s relevance to the investigation. Public authorities record, for each item of
communications data, whether that item of data relates to a victim, witness, complainant,
suspect, next of kin, vulnerable person or other person relevant to an investigation or
operation. Figure 6 shows that 71% of requests were related to those suspected of
committing crimes, or persons of interest to national security. 15% of requests were
related to people who were not suspected of any nefarious activity.

Figure 6 /tems by subject’s relevance to the investigation.

associate 9%

victim & complainant 6*

vulnerable person 6%

~ other relevant person 5%

G .
™ witness 2%

next of kin 1%

Age of data requested. In terms of the age of the data requested, Table B shows
the average age (in days). Public authorities have a significant demand for data that
is less than one day old, with demand gradually falling from a few days old to a year
or older. Approximately 70% of data requests were for data less than three months
old, 25% aged between 3 months and 1 year, and 6% for data over 12 months old.
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Table B /tems of Data by Age at the Point of Acquisition.

Less than a day 21%

RS T i

8 to 14 5%

15 to 30

31 to 90 24%

9110 120

121 to 240 10%

241 to 365

over 365 6%

Periods of data. Table C shows the amount of traffic data or service use information
that was requested. 81% of the requests required data for a communications address
for periods of 3 months or less (for example, 3 months of incoming and outgoing call
data for a communications address). 25% of all requests were for data relating to a
period of less than one day.

Table C /tems of data by period of data requested.

 Period of data requested Percentage |
Less than 1 day 25% !
' 1-7 days 15%
' 8-14 days 8% |
' 15-30 days 13% 1
' 31-90 days 20% |
1 91-120 days 6% |
' 121-240 days 7% |
' 241-365 days 3%
' Over 365 days 3% |
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Figure 7 SPOC and DP scrutiny.

o SPOC
as ; Returned 27%
! Declined 5%
. 20 -
£ Returned 4%
g L | Declined 1%
[} |
= 10
DP
? : SPOC
0 ] !
return rejected or

declined

SPoC & DP scrutiny. 27% of submitted applications were returned to the applicant
by the SPoC for development and a further 5% were declined by the SPoC (Figure 7).
Reasons for refusing data applications included: lack of clarity; failure to link the crime to
the communications address; and insufficient justification for collateral intrusion. 4% of
submitted applications were returned to applicants by DPs for further development and
1% were rejected (Figure 8).

Figure 8 breaks down the reasons why applications were returned for further
development or declined by the SPoC.

Necessity / data not available 5*

Proportionality

59% _

applicant advised SPOC that
data no longer required 7%

applicant was advised to
change the request 8%

L other 2*
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