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AMENDED WITNESS STATEMENT OF GCHQ WITNESS

I, GCHO WITNESS, Deputy Director in the Government Communications Headquarters
(GCHQ), Hubble Road, Cheltenham, Gloucestershire, GL51 0EX, WILL SAY as follows:

-1) Iam Deputy Director Mission Policy at GCHQ. In that role, [ am responsible fordrawing

up the operational policies that underpin GCHQ's intelligence gathermg activities and for
ensuring that they are complied with. I have been in this role since 5 January 2015, having
previously served as Deputy to my predecessor. 1 have worked for GCHQ in a variety of

roles since 1997.

* 2) Iam authorised to make this witness statement on behalf of GCHQ. The contents of this

statement are within my own knowledge and are friie to the best of my knowledge and
. belief. Where matters are not within my own knowledge they are based upon

documentaﬁon made available to me and from discussions with others within the _

deParfznent.

3) Documents referred to as exhibited to this statement are attached as Exhibit ‘GCHQ 3. |
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4)

Further to paragraph 95 of the Investigatory Powers Tribunal's judgmént of 17 October
2016 and paragraph 4 of the Triburial’s order of 31 October 2016, T make this statement in
order to: ' : '

a) 'ex'hibi_t (for the convenience of the Tribunal) relevant sections of poHC'ies/f\andJing
~ arrangements relating to the sharing of BPD and BCD;

b) address the question as to whether GCHQ has, since avowal on 11 March 2015, shared

bulk personal data (“BPD") (or a sub-set of BPD) with infernational partners and/or
- law enforcement agencies (“LEAs"), and if so, what restrictions as to transfer ‘or
use/retention were imposed by GCHQ; and o :

c) address the question as to whether GCHQ has, since avowal ori. 4 November 2015,
shared 5.94 bulk comimunications data (“BCD") (or a sub-set of BCD) with international
pariners and/or LEAs and if so, what restrictions as to transfer or use/ retention were
imposed by GCHQ. -

A. GCHQ’'S PQLICIES AND HANDLING ARRANGEMENTS RELATING TO THE
SHARING OF BPD AND BCD' L -

5)

' B. SHARING OF BPD/BCD WITH INTERNATIONAL PARTNERS AND LEAs

6)

7)

I exhibit the following as exhibit GCHO 3: |

- a) Paragraph 16 of the Joint SIA BPD policy of Feb 2015;" :

b) Paragraph 5.2 (4t bullet), paragraphs 6.0-6.7 and paragraphs 8.1,of the cross-SIA BED
OPEN Handling Arrangements of November 2015;

€) Section 9 of the GCHQ CLOSED BPD Handling Arrangements; -

d) Paragraphs 4.4.1 to 4.4.6 of the OPEN Handling Arrangerménts for BCD; and

€) Section 4.4 of the GCHQ CLOSED 594 Handling Arrangementts.

f) Raw Data Reléase Request Form ' '

* Where members of foreign intelligence agencies are poél:ed to GCHQ as liaison officers
they are not given access to any of GCHQ's operational systems. |

Were members of foreign intelligence agencies to be posted to GCHQ as integrated staff
then they would be required to agree that they would comply with the same policies and
safeguards that GCHQ employees are required to comply with. Were GCHQ to make
any of its BPDs available to integrated staff from liaison partners and/ or law enforcement
agencies, or {o grant access to systems containing BCD, GCHQ would require analysts to
_have completed all relevant training (including legalities .tfaining which would be
required to be in date), to be assessed as having sufficient analysis skills, and to have all

 mecessary nationality and security clearances. All queries would be accompanied by

necessity and proportionality statements which would be audited by GHCQ. Analysts
would be required to comply with GCHQ's Compliance Guide and other BPD/BCD
policies and safeguards concerning access, retention and use. The treatment of LPP and
journalistic material would be addressed in the required fraining, and as set out in the
Compliance Guide. Such safeguards would put partner analysts on the same. basis as
GCHQ analysts, | : :
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8) Were GCHQ to grant access to any of its systems or databases containing BPD or BCD to
international partners from their premises, it would be on the basi's that all analysts given
accounts on the system or database would have completed all relevant training,
including in-date legalities training, and that they were assessed. as having sufficient
analysis skills together with all necessary nationality and security clearances, All queties
would be required to be accompanied by necessity and proportionality statements which -
would be subject to audit by GCHQ. Analysts would be required to comply with GCHQ's

- Complianice Guide (whi¢h addresses inter alin the treatment of LPP and journalistic
material) and all other extant BPD/BCD policies and safeguards concerning -access,
retention and use, , : :

¢ Any data shared with other organisations would be shared on the basis that it must _
not be shared beyond the recipient organisation unless explicitly agreed in advarice,
or approved through the Action-on process. Action-on is a process which is used by
each of the Agencies. - : '

10) GCHQ operates on the basis that operational data of any sort may only be shared if it is
necessary for one of GCHQ's statutory functions, and, as far as GCHQ's intelligence
gathering function is concerned, in line with cne of the three purposes for which that
function can be exercised. This is set out in GCHQ's Compliance Guide: All sharing is
subject to compliance with all relevant legal safeguards, and there is a requiremenit that
recipients must accord the material a level of protection equivalent, to GCHQ's own
safeguards. The assessment of whether a partners safeguards meet this standard is a
matter for the Mission Policy team, inpartnership with departmental legal advisors and
other specialist teams as appropriate. As a matter of policy GCHQ applies the safeguards
required by RIPA to all operational data even if was not obtained under RIPA powers,
so this is the standard that must be met. Sharing is also subject to. policy approval by an
appropriately senior member of the Mission Policy team, unless an explicit delegation of -
approval authority has been made. Policy approval may be subject to appropriate
filtering or sanitisation of the data being applied to protect sensitive material or equities. ‘
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11) The Compliance Guide makes clear that, in line with the RIPA Interception of -
Communications Code of Practice, particular consideration should be given in cases
where confidential information (which includes, inter alia, material that is legally
privileged, and confidential journalistic information) is involved. Special care must be -

. taken to ensure that the acquisition, analysis, retention and dissemination of such
material is necessary and proportionate. This covers any sharing of such data with
partners. Any sharing of BPD in whole or in part is subject to formal approval by Deputy
Director Mission Policy who will take into account the potential for such data to conitain
confidential information and ensure that this is removed from the data to the extent
possible (e.g. by the removal of particular fields from datasets) and will require the
application of additional or more stringent safeguards where appropriate.

C. SHARING OF BPD/BCD WITH INDUSTRY PARTNERS

12) BCD/BPD may be shared with industry partners where necessary for the purposes of
developing and testing GCHQ's operational systems. Industry partners are required to
specify the controls that they intend to apply in relation to retention, use, examination
and destruction, These controls are subject to approval before sharing. The approval

. process is set out in a request form attached as Exhibit ‘GCHQ 3'. It should be noted that

this form. is also used to seek approval for the sharmg of certain non BPD/ BCD data in
specxfn: mrcumsimmes ' .

13) GCHQ may share operational data (which might in principle include BPD/BCD) with
industry partners for the pur;_:osé of developing and l:eslmg new systems. Actual
operational data would only be shared for such purpeses if it were not possible to use
standardised gorpuses of non-operational data. Any sharing would be of the minimum
volumie of data necessary to develop or test the system. In all cases. the: data would be the
least intrusive data that can serve the purpose. For. this reason any data known or
believed to contain confidential information would not be used; similar data that does
not contain such material would be used instead. Wherever possible data shared with
industry partners will. be held on GCHQ premises, where most systems development
takes place, failing that the data must be held on secure and accredited corporate
premises in the UK. : :

14) All sh.armg of data with industty is :ecorded on a Raw Data Release Request form
{exhibited at Exhibit GCHQ3) wluch must be completed by a member of GCHQ who is
sponsoring the activities of the mdustry partner. This form (which is used for certain
other forms of data sharing which do not ivolve BED or BCD) requires the sponsor to
describe the purpose of the sharing and the details of the data they wish to release. If the-
data is to leave GCHQ premises they must specify where it is to go, and how it will be
transferred. The form requites the sponsor to detail the name, organisation and job title
of the individual who will take responsibility for the data on receipt, how many people
at the recipient organisation will have access, for how long the data will be retained-and
what will be done with it once the project is completed. These requests are assessed
within the Mission Policy team and may be escalated up to the Deputy Director Mission
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Policy where appropriate. Mission Policy will assess each proposal to ensure that the

sharing is both necessary and proportionate, and may require modification of the request
- if there are concerns about proportionali ' ;

- Statement of Truth

I'believe that the facts stated in this witness statement are true.

D P A P

S5of5

38



39
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NOTE: REDACT. iDHS ARE INDICATED [REDACTION] AND GISTS ARE IN BOLD,
UNDERLINED AND ITALICS

which it Is hosted. Thesa safepuards inciuds {but are. not m'nlted o) audits, prdtach\re
menitofing regimes, ne managemernt ovemght. {raining and B of pracﬂce-

s The Agencies will takeappmpﬂata dlwlplha:v action against gny person identified as
ahuslng or misusing analyfical r:apabmties , or any | ation or intelligence
derived therefrom:. .

15, These policy statements apply SlA-wide. Eath Agency maintains separate
mmpiﬂmsulary policy and guidance to ald staff ih the use of BPD and mesting fhese policy
D, Shanng

18.  All three Agencles have @ common interest in acquiring and interrogating BPD. As &
principle, all three Agencies will seek To aéquire. once and use mnl:ma on grounds of

business effectiveness end efficigncy. The following pofloy statements]apply to the Agencizs:

» Vhen sharing BFD the supplying -Agency must be satisfied it Js necessary and
propartionate to share the data with the other Agency/Agengies; and the receiving

Agenwfﬁgenmasmusthesaﬂstbdmatlthnenemrymd ate to acquire!

the data in question. A log of datasharing will be maintained by each agency;

+ The sharing of BPD must be sufhorised in.advance by a senigr individual within eaph
Agamy, and no action fo share may.ba taket without such auf?onﬁaﬁoa.

« .[REDACTION] °

+ BPD must nof ba shared - with non-sIAthlrd parﬂawiﬂmﬂ ﬁr%or agreement from the
scquiring Agency; 1

ineg 10 Qiscions axiarasiiy o

HIOH-LFN WOl 1AV

ISk DOHHES ana

ot Sl G AT {EAR e,

=« The Agencies may shars applications fwhich in fum could prdvida access o another

Agercy's BPD holdings) as ]udgad apprapriate in line with Slﬁqmmgn
commiseioning. l

17.  These polley statements apply SiA-wide. 'Eath Agency maintains separate
camplementary polley and guidancs to aid staff in the procass ot‘sh?im BPD and mesting
thesa policy requirements.

E. Retention

18.  The Agencies review the nacessity and pmbmﬂonaﬁbgnf continued retention of
BPD. Tha following poficy stalemants apply to the Agencios: mﬂi

o Eadwﬁgamyhasamfewpmﬂwﬁahvdnmmsmmmbymamgmcy in| |

all thrée Agencies, panels sit once every slx months;

« These pansis will invits representatives from each of the o Mmdesm
dsts sharing (bofh data and applications. granting sceass {0 BPD), assist '
ofdeclsionmakhgm«hgencm.arwprmﬂda
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Including. in patticular what intelligence aim is ﬁkely'tu be met and hnw
the data will support that objective. -

H
I

' é The gggg[ﬂgn;m* of acquiring and raﬁiﬂﬁg the, data, ineluding in
* particular whether there Is a less intrusive methed ofiobtalnm.ﬂ*nedala

When seeking authorlsati‘on to load a BPD into an analyli&al system for use,
staff must satisfy themselves as to, and explaln

< The pur_pose for whfehthe BFD is required; and

¢ The necessity and proportionallty of using theBP'l.J;

e fram v e e e o van o S

5.1  Each Intelligenca Service attaches the hlghast to malnhalnlng data
security and protective security standards. Morebver, each Intelligence Service must
establish handling procedures so as to ensure that the integrity land confidentiality of
the information in the bulk personal dataset held Is fuify pmtacted and that there are
adequate safeguards in place.to minimise the risk of any misuse of such data and, in
fhe event that such misuse occurs, to ensure that appmpﬁate!dlsmplinary action is
taken. In particular, each Intaliigence- Sarvice must apply the1 following protective
security measures:

¢ Physical security to protect any premises where the liﬁfomlaﬁon may be
accessed,; !

o IT security to minimise the risk of unauthorised awass—toirr systems;

e A.secuily vefting regime for personnel which Is designed to’ provide
assurance that those who hava aoms to this matefial are rellable and
trustworthy.: ; _ N i

'
i

52 . In relation to information in bulk personal datasets held -each lntelﬁg@mce

- Service is nbtiged to put in place thefouowtng additional msasuré&

'« Atcess to the Information contained within the bulk paracinal iatasels must be
strictly limited to those with an appropriate business reqdimment to use these
data; i

¢ [ndividuals must only aceess information within a bulk personal dataset if it is

necessary fer the performance of one of the statutory funutions of the relevant
lnteﬂigence Service;

s If individuals accesa Information within & bulk perso'nal atﬂset with a view to
- subsequent disclosure of that information, they must only access the refevant
information i such disclosure Is necessary for the iperformance of the
statutory functions of the relevant Intelligence Serﬂcgzer for the additional
limited purposes described In paragraph 314 aboVe ; _
= Before accessing or disclosing information, rndividuals} must alse consider
whether ‘duing so would be proportionate (as déscribed in paregraphs 4.4
above and 6.3 below). For Insfance, they must consider whether other, less
intrusive methods can be used to achieve the desired ouicome;




i
6.0 Procedu and Sa ards for Disclosure Ik| Personal Datasets
outside the relevant Intelligence Service - ' :

be distlpsed to persona outside the relevant Sendoa if the fo
met:

ng conditions are

« that the objective of the disclosure flls within the Servl g statutory functions
or is for the additional limited purposes set aut in sectio & 2(2)(a) and 4(2){a)
of the ISA 1994 and section 2(2){a) uf the SSA 1989;

= that it Is necessary to disclose the information  In Question in order to
achieve that objective;

¢ that the disclosure ié proportionate to.the objective;

« fhat onfy as mut:h of fhe Infermation will be disclosed! as Is necessary to
achieve that objective. .4

When will disclosure be necessary? i

6.2 In order to meet the: ‘neéesshy’ reﬁuina'ment in relation. to ’is::fosure. staff must

be sefisfied that disclosure of the bulk personal dataset is ‘really needed' for the
purpose of discharging a statufory funciion of that Intelligence Service. '

Tﬁa disclosure must also be “propaortionate” ;

63 The disclosure of the bulk personal dataset must also be proportionats to
the purpose in question. In order to meét the ‘propuortlonality’ frement, staff must
be safisfied that the level of interference with the individuals right to privacy Is
justified by the benefit to the distharge of the Intelligence Service's stafitory
functions which Is expected as & result of disclosing the date ahd the importance of
the objective to be: achieved. Staff must consider whether tHere is 4 reasonable.
afternative that will stil meet the proposed objective - ie. iwhich Involves less.
intrusion. For example, this could mean disclosure of IndMidual pieces of data or of a
subset of data rather than of the whole bulk personal dafaset. E

8.4 Before digclosing any bulk personal data, staff must take reasonsble steps to
ensure that the intended recipient oiganisation has and will ntain satisfactory
arrangements for safeguarding the confidentiality of the data ensuring that it Is
securely handled, or that they have recelved satisfactory gssurances from the
lntEnded rempient organisation with respecl to such arrangements

6.5 These conditions must be met for all disciosure, il ding between the
ln'selﬁgenca Services.

868  Thesa conditions for disclosure apply equally {o the clchlosurB of an eritire

bulk personal dataset, a subset.of the dataset, or an indfvidua) ;ilme of Uata from the
datﬂset. ‘ |

i
" 8.7 Disclosure of the whole (of a subset) of a bulk persorjal dataset is ﬁubjavnt
to [nternal authorisation procedures in addifion to those that apply to an liem of data,
The authorisation process requires an application fo a senlor manager designated for
the purpuse, describing the datasst it s proposed to disclosa (injwhols or in part) and
sefting out the pperationa) and legal justification for the proposed disdlosure along
with the other information speeified in paragraph 4.7, and wh any caveals or
restrictions should be applied to the proposed disctusum This|is so that the sanlor
- mangager can then consider the factors In paregraph 6.1, with operational, Isgal and

; [ .

B F

i
)
[ ]

8.1 Information in bulk personal datasets held by an lnteiligal;:: Servige may only |.
Il
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policy advice taken as apptopriate. In difficult cases, the relevant lntelifgenoe Service
may seek guidance or a2 decision from the Secretary of State,

When seeking to dlscloae the whole (or a suhaet) of a BPD, staff muat be
satisfled that disclesure la: l

< Justified on the basis of the relevant statutory dlscloTLrure gateway.
¢ Determined to be necessary and proporiionate fo _the‘ objective.
¢ Limited to only as much information as will achleve the objective.

& Authorised by a senior manager or, in difficult ca.s‘ , the Secretary of

7.0 Review of Refentlon apnd Deletion

7.1  Each Inteliigence Service must regularly reviaw the gperational and legal |
justification for its continued retention and use of each bulk personal dataset.
Where the continued retention of any such data no longer{ meets the fests of

necessity and proportionality, all copies of it held withir me;relevant Intelligence
Satvice must be delefed or destroyed. -

72 The retentlom and review process requires opnsfdera?on of the following

factors: i
: - At !
» The operational and lega! justification for continued retention, including iis
necessity and proportionality; Jh . ‘
" Whether such informatien couId be obtained etseWhere rough less Intrusive
means;
An assessment of the value and examples of use,
Frequency of acquisition; : i
The leve! of intrusion into privacy;. I
- The extent of political, corporate, or reputational risk;
Whether any caveats or restricfions should be applled to tontinued retention,

f

|

For the purposes of rutentlon. review and delefion pf BPD-seis each
Intelligence Service must: '

!

¢ Regularly review the justification for mnﬂnued tetention and use,
including its nacaaslty and proportionality.

4 Delete a BPD after a declsion is made that retentioh or use ef it is no

loriger necessary or proportionate.
8.0 ‘ma within the Infelligence Services

8.1  The acquisition, retertion and disclosurs of a bulk persohal dataset Is subject

to serutiny 1n each intelligence Service by an Infernal Review Panel, whose function
is to ensure that each hulk persanal dataset has been properly acquired, that any
disclasure is properly justified, that its retention remains nenﬁssary for the proper

5 |
?
|
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discharge of the relevant Semvice's statu'emy functions, and] s proportionate to
achieving that ubjective.

82  The Review Parel in each Intelligence Service meets atisix-monthly intervals

and are comprised of ‘senior representatives |from  Information
~Governance/Compliance, Operational and Legal teams. :

8.3  Use of bulk personal tata by staff is monitored by the rélewan’t' audit feam In
each Intefligence Service in order to detect misuse or identify activity that may give
rise to security concems. Any such identified aotivity inifiates ai formal investigation
process in which legal, policy and HR (Human Rescurces) Input will be requested

“where approptiate. Failure to provide a valid justification for a rea'ruh may result in
disciplinary action, which In the most serious cases could lead to dismissal apd/or the
possibility of pmsewt]cn. i

84 Al reports an audit invesﬁgaﬁons'am made avai]abi% to the Intelligence

Services Commissipner for scrufiny (see paragraph 10 below).

8.5 Staff within each Infeligence Service will keep their $enior leadership (at
Director level or abeove) apprised as approptiate of the relevant Service's bulk
personal data holdings - and operations.

| For the purposes of management control:

i .
%" A Revigw Panel in each Intelligence Service must njeet at six- monthly

intervals to review that Inteiligence Service’s BPD ho]dings.

% Staff must keep senior leadership (Director level orjabove) apprised of
BPD holdings and operadtions. ' -

I

9.0  Ministerial Oversight ' l

9.1  Each Inteliigence Service will report as appropriate on ﬁs bulk personaf data

holdings and operations to the relevant Secretary of State (the Huma Secretary jn the
case of the Security Service, and the Fereign Secretary in t['na casa of -SIS and
GCHQ)

l
100 Oversight by the Intelligence Services Comrissioner i

10,1 The acquisifion, uss, retention and disclosure of bulk perbonal datasets by the
" Intefligence Services, and the management controls and safeg s against misuse

they put in place, will be averseen by the intelligence Services Commissioner on a|

regular six-monthly basis, or as may be otherwise agreed n the Commissioner
and the relevent intelligence Service, except where the oversight of such data

already falls wifhin the statutory remit of the- lntercephon of Gommunications
Commtssionar

Note: Thé Prime Minlstel‘s section 59A RIPA direction was issudd on 11 Merch 2015.
Paragraph 3 of this mekes it clear that the Commissioner's oversight Sxtends not only to the

practical operation of the’ Arrangernems but - also to the adequacy, of the Atrangsments
themselves.

10.2 The Intelligence Services must ensura that they tan|demonstrate to the .

appropriate Commissioner that proper judgements have been made on the necessity

10
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7.8 In the.case of systems containing opérationa data, specific details of Individuals'
activities while actessing the system are logged and ara suhject to Audit. Such logs conthi
detafis of who was accessing the systam, when, and whet they did whils logged in. Use
#re aiso required to provide a Neoessity & Propottianality Stefement ("NEP Statement”)
condueting an anajytical search of the data In the system; an R&P Statement consiets of
statement of the operational purpose of the search and an explanation of ifs necessity
proportionality. These justifications are also lbgged and are subject to periodic audits of eir
legitimacy and adequacy. i o

7.9 GCHQ's Legal and Poiicy training Includes a section on N&P Statements. More detailsd
guidance on haw to formulate Iegitimate and adequats justificationsie availabls o all steff via
links from GCHW's Complianca Guide. : I ,

8  Experiments] Use | B

. R N i

8.1 Use of bulk personal data for an experimental purpose, e.g. development of & novel

analytical technique or testing a new IT system, potentially entalls ah elevated fave! of risk to

the security of the data, increased corporate sk and an additional Interference with the rikht
mm- ) E .

8.2 om:»sedaxpm'me ntal use of a bulk personal dataset must be autherised in

advaﬁ:tgfy e relevant GCHQ senjor officials, A request for authorisation will be made,
using the relevant section of the dataset's BPD form. 1t will describe the pro activiy
and explain why It is necessary and propertienate to use bukpersu{xaldata or this purposs,

1t will slao include an assessment of the impact the experimentsl uss Is axpected to have bon
the riske and inferference mentioned abave. : ] S

83 The Authoriser will consider the necesslty and proportionality oé the proposed use, In|
glﬂw!a'whethﬁr it fs gerwiinely necessary to use bulk personal data for this purpose, given
intrusiveness and the degree of corporate risk invoived. ! _

8.4 fthe request fo use the bulk personal dataset for the propossd jexperiméntal purposd is
approved, the Authoriser may, at hiafer discrefion, set corditions ol‘_ra.sirieﬂons ofl its uaz
Iif the request is refacted, the dataset must not be used for thet pu . The decision an
any condifions or restrictions must be recorded on the datasefs i form.

9.  Disclosure , e ; |
9.1 Whoere the results of bulk persorial data analysis are disclosed th partner or cmt&nei
organisations, this must be done via siandard gporting mechanisms, which ansyre releasgs *
of GCHQ Intelligernce In a securs, accoyntable, legally compilant mgnner. '

8.2 ifdisclosurs of a bulk parsonal dataset, or a substanﬁé[pattof to & pariner
organisation Is contemplated, whether at GOHQ's or the partner’s imftiative, the prnceduraf :

e e

below must be followed: !
9.3 Another SIA Agency: | s

9.3.1 If the proposed recipient of the dataset is another SIA Age that Agency will (as

with any other operational data) formatly request transfar of the datel via the “Inter-Agency

~ Sharinig” JAS) procsss. As with autherisation to acquire a bulk pers nal dataset, this
disclosure request will be considered and authorised {or rejected) by refe
pffiglals. The Authoriser's decision andﬂzareamnsfnrttwﬂ}bem%ﬂ
BPD form, as well as on the IAS request form. i

OFFICIAL
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[REDACTED]
8.4 Other organisations:

24,1 For anyntrmromanimﬁm whether another UK partner or agmm

dataset’s Requester or Endorser will'stibmit a request for o to disclose, by méans
of the dataset's BFD form. Again, such raquasfs wiRt be considered Fy [eievant GCHO
senior officials.

8.5 Alf raques‘ls for authorisation to dlsclase must promde ] pemﬂaslve 1ushﬁwtion for the
proposed distlosure, in terms of: i

« its necessity and proportionality, and
+ the intelligende or other operational benefit that is expacteditu accrue o GCHQ aLd
the UK from the disclosure.

8.6 The Authoriser will consider:
» the content of the dataset: the naturs of the parsonal mfmmlaﬁon it contains, ifs
intrusiveness and serisitivity; :
o the nature and extent of the corporate risk the disslosure we}wcs entail;
» the nevessity and proportionality of the disclosure, including whether it is genui

- niecessary and pfoportionate to discloss the whole dataset, brvmaﬁter a subset fl
mest the need; '

= whether any caveats or restrictions should be applied; and

= the receiving organisation’s arrangements for safeguarding,| using and deleting
data — GCHQ will seek additipnal reassurdnces from the receiving arganisation in
this retiard, if the Authariser deems if necessary. :

[REDAGTED]. = - '
10.  Continued Retsatioh

" 104 The ongoing retention of avery bulk personal dataset is reviewsd at least every 24
menths by the Bulk Personal Data Retention Review.Pang! (the Pangi).

10.2 The Pangl consists of elevs

i e preeyea i

10.3 Representatives ffom M5 and SIS are normally invited to absefve and contribute to |-
discussions.

40.4 The Panhel mests every § months, typleally In March and , to consider the
datasets due for review and to review the funcibning of the bulk pergonal datsset Etfa—cycl

management processes. Discussidns, decisions and actions are minuted.

|
10.5 |f a datazet's Requester and Endorser consider that aconvi tase ¢an be made
justify the continued retention and exploitation of that dataset, they must submit a retentior
request to the Panet by means of the dataset's BPD form, I they dojnot befleve a convincing
- case can be madse, weymustmangeformdebtbnofmm soory gs they rea
this conclusion. ;
10.8 In e request, ﬂ'lay'mwtjus;ﬂfy fhe interferance with the right to privacy caused by
GCHQ's continyed retention and exploitation of the dataset, Thev setout whyitie
genu;fﬁlyhaaussarywwdpmpaﬂbﬁstatooonﬂmetom{ﬂnmduss e data. This rafi
fmust be supported by concrete evidenor, ingluding gpecific examples, mrepnss‘bla of

OFFICIAL }
i
Fof10 ' :
This infonmation iy exempt from disclosure undec the Freadom of information Act 2060 and gy be subject to exermplion u
othér UK infomistion legisistion. Refar disclosure requests {o GOHE on 01242 227491 . email ol
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and vetting regime for staff.

PR PO ——————

irement.

% Justify access to BCD.on the .gmundi: of neceaslity and proportionality,
taking into corisideration collateral Intrusion and other less Intrusive
methods of deriving the same inteiligence dividend.

"% Limit access to those with appropriate business.req

v v

% Ensure staff are appropriately trained, aware of dudit funclions and

warned of disciplinary procedures resultlng'fmmmi%u‘se.

1 e i e s e

4.4 Disclosure

441 The disclosure of BCD must be carefully managed to engure that It only takes
place when it is justified on the basis of the relevant statuitryi disclosure gateway.

P

“The disclosure of an entire bulk communications dataset, or a subset, outside the

Intelligence Service may only be authorised-by a Senior Officia)’® or the Secretary of
State. ‘ i

: . _
442 Disclosure of Individual ftems of BCD outside the relevant Intelfigence Service
may only be made if the following conditians are met: i '

- that ihe objsctive of the disclosure falls within the Sewieei's statutory functions | -
ar is for the additional limited purposes set out m.secﬁdt?s 2(2)(a) and 4{2)(a)
of the ISA 1884 and 'section 2(2)(a) of the SSA 1888; x

- that it is necessary to disclose the informetion In Question in order to
achieve that objective; g

- thatthe disclosure is proportionate to the objective; |

- that iny as much of the information will be disclosed| as is necessaty to |-
- achieve that objective. ;

When will disclosure be nece#&_aw? !

' 44.3 In order to meet the, ‘necessity’ requirement in relation to disclosure, staff In

the relevant Intelligence Service and (as the case may be) Secretary of State
muet be satisfied that disclosure of the BCD is ‘really heedeq' for the purposé of
discharging g statutory function of that Intelligence Service: !

: . : ]
The distlosure must also he “proportionate” Lo _
444 The disclosure of the BCD miust also be proportlonaLe ta the purpose in
quesfion, In order fo meet the ‘proportianality’ requirément, istaff in the relevant
Intelligence Service and (as the case.may be) the Smmw of State must be
satisfied that the level of intarference with the right o privacy of individuals whose
communications data Is beiny disclosed, both in relation to subjects of intelligence
interest and in relation to other individuals whio may be of no intelligence Interest, ls

justified by the benefit to the discharge of the Intelligence Service's statutory

functions which is expected as a result of disclosing the data and the importance of
the cbjective to be achieved. Staff must consider whether there Is a reasonable
altlemnative that will etill mest the proposed objective - Le. 'which involves less
intrusion.  For example, this could mean disclosure. of indvidual pleces of

o
* Equivalent to @ member of the Senior Civil Sefvice. !




comimunications data or of a subset of the bulk communications data rather than of
.the whole bulk communications dataset. o _

4.4.5 Before disclosing any BCD, staff must take reasonab steps to ensure that
the intended recipient organisation has-and will maintsin satisfactory arrahgements
for safeguarding the coffidentiality of the dadta and ensuring that it is securely
~handled, or that they have received satisfactory assurancet from thie Intended
recipient organisation with respect to such arrangements, - | :

446 These conditions must be met for all ‘disclosure, mcluding between the
Intelligence Services and apply equally in making the decision|to disclose an entire

BCD, & subset of BGD, or an individual piece of data from the dataset.

Distlosure of BCD must be:

= - I
~ < Justified on the basis of the reievant statutory disclosure gateway;
*:-. Assessed to be necessary and proportionate to the abjective;
% Limited to only as much Information as will achieve the objective;

% Authorised by a Senlor Officlal or Secretary of sra‘;a {entire.BCD or a
subset). ] e

[

|
4.5 Review of Ongoing Acquisition and Retention, and Dslétion

451 Each Inteligence Service must regularly review, i.e, af intervals of no less
than six months, the operafional and legal justification for its cohtinued refention and
- use of BCD. This should be managed through a review panel| comprised .of senfor

representatives from Information Govemnance/Compliance, O, erational and Legal
teams. , :

452 The retention and review progess fequires consideration of:
- An assessment of the value and use of the datasst dufing the period under
review and In & historical context; i

- the operational and legal justification for ongoing _a§aqu:smon, continued

- retefition, including its necessity and proportionality; - .
- The extent of use and specific examples to lllustrate the benefits;

= Thelevel of actual and collateral ntrusion posed by retedtion and exploitation: |

- The extentof corporate, legal, reputational or polifical risk;

- Whether such information could be acquired elsewhere t%hrough less intrusive
means. ! .

4.5.3 Should the review process find that there remalns an ongoing case for |

acquiring &nd retaining BCD, a formal review will be submitted at intervals of no less
than six months for consideration by the relevant Secrstary of . In the event that
the Intelligence Service or Secratary of State no. longer deem lti'no be necessary and
proportionate to acquire and retain the BCD, the Secretary of ;State will cancel the
relevant Section 94 Direction and instruct the CNP corcerned to cease supply. The
relevant Infefligence Service must then task the technical team[s] responsible for
Retention ahd Delefion with a view fo ensuring that any retained’ data is destroyed
and notify the Interception of Communications Commissioner accordingly.
Confirmation of completed deletion milst be recorded with the! relevant Information
Goverhance/Compliance team. i[ )
- B ;-
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[REDACTED]

4315 Al records of searches and querles, together with jthe accompanying N&P
statements, are centrally logged and are subject to periodic audlrts af their legitimacy|and
adequacy. Regords relating to section 84 datz and related cmnmun{catlam data may be

inspected by the 1Memepum of Commimications Commissioner.

4.4 Authorisaiion of Disclosure

4.4.1 Where the results of analysing section 94 data ame disclosgd ta partner or custgmer
qrganisations; this must be doné via standard jnfefiigence ng mechanisms, which
ensure that GCHQ mwligenca is releaged in a secure, awuu 2 and legally compliant
manner. o

442 Hdiscbmmofaomnpleta sectibn%dataaat orasubstaqﬁalpartufit,toapa ne:

organisation is contemplated, whether at GCHQO's or the partner‘sﬂniﬂative. the procediires
below must ba followed,

P b

4.4.3 If the proposed reciplent of the dataset is anctherslAM cy, that Agency il (as
with any other cperational data) formally request transfer of the data via the “Inter-Age
Sharing” {IAS) process. As with -authonrisation to acquite sectior} 24 dafa, this disclosure
request Wil be consldered and authorised (or eiected) by the relevant GCHO senior officials.

The Authorisers decision and the reasons for it will be recorded on the
[REDACTED] : * '

4.4.8 All requests for autharisation to disclose must pmvuaa-pﬂq'.laaiva Justification fof the
proposed disclosurs, in terms of: ‘ '

* {is necessity and proportionality, and™

‘= the intelligence benefit oroﬁ-ueruperaﬂénal banefit that }swpadadto accrug o
- GCHQ and the UK from the disclosure. b

4.4.7 The Authoriser will consider: i

s mamn&eMnfﬂ\adammenaunEufanypmml lﬁfmnaﬁonﬁmnia fts
intrusivenese and sensitivity;

« the nafure and extent of the corporate tisk the discioaure wpl.lld email:

+ the necessity and proportionality of the disclosure; including whether it is genul sly
niecessary and pioportionats to disclose the whole dataset, or whether a subs
reet the need;

+ whether any caveats or restrictions should b applied: and. .

» the rscsiving organisetion's srrangements for safaguarding, using and dsleting|the
deta — GCHQ will seek addifional reassurances from the. -receiving urganlsaﬁm in-
this regard, Hﬂu%nﬂsardeamitnecesm : 1

IREDACTED]. %

b e e e

1
{

' . |
[REDACTED] ' |
45,3 A Review Panel coriducts a mmmwemmﬂewo;Mmmm anll of

the directions used to acquire the data, atmqnunﬁﬂylmawas,:ma review determines

8of8 ;
- [REDACTED) '
St X o aglsion. Rt Sasmts AL B o TS S m"&&’ S
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