IN THE INVESTIGATORY POWERS TRIBUNAL Case No. IPT/15/110/CH

BETWEEN:

PRIVACY INTERNATIONAL
Claimant

-and-

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT
(3) GOVERNMENT COMMUNICATIONS HEADQUARTERS
(4) SECURITY SERVICE
(5) SECRET INTELLIGENCE SERVICE

Respondents

REPLACEMENT SKELETON ARGUMENT
ON BEHALF OF THE RESPONDENTS
For hearing on 17-19 October 2017

References to the October 2017 hearing bundle are in the form [tab number]. References to numbered
bundles used in previous hearings are in the form [bundle number/tab number]. References to the
new authorities bundle lodged for the October 2017 hearing are in the form [A/tab number].

A. Introduction and Summary

L This Skeleton Argument addresses the four issues that are to be determined at this
hearing.! In the order in which they are addressed in the Claimant’s skeleton, the
four issues are: (1) sharing of BPD/BCD with non-SIA third parties; (2) section 94
delegation; (3) the timing of Article 8 breach and (4) ECHR proportionality.

2. The Respondents address sharing of BPD/BCD with non-SIA third parties (i.e.
foreign partners, law enforcement agencies and industry partners) at Section B
below. In summary:

21. It is neither confirmed nor denied whether the Respondents share or have
agreed to share BPD/BCD with foreign partners and LEAs or (in the case of
SIS and MI5) with industry partners. However, were they to do so such
sharing would be lawful. The Respondents set out below and in the Annex to

1 The issues are set out in detail in the Appendix to the Tribunal’s order dated 8 September 2017 [tab
5(a)].
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2.2

2.3.

2.4.

2.5,

2.6.

2.7.

this skeleton the detailed safeguards and policies which would apply were
they to do so.

The same safeguards apply to GCHQ's sharing of operational data, which
may contain BPD/BCD, with industry partners. There has at most been
extremely limited sharing of BPD/BCD with industry partners, as the 5%
GCHQ witness statement explains, and it has been for the purposes of
systems testing and development only.

The Claimant’s criticisms of the oversight of the Investigatory Powers
Commissioner and, before 1 September 2017, of the oversight of the
Intelligence Services Commissioner and the Interception of Communications
Commissioner are misplaced. Sharing of BPD/BCD, were it to occur, is and

was within their remit. The Claimant’'s challenge to the efficacy of these
regimes founded on apparent shortcomings in oversight by the

Commissioners in relation to GCHQ sharing of BPD/BCD with industry
partners is misconceived - the scale of the sharing in question was so small

that any failings in respect of it cannot possibly lead to the conclusion that
oversight generally was inadequate.

The Respondents” policy regarding whether or not recipients of BPD/BCD
would be required to give “equivalent” protection to that given by the
Respondents themselves is also clear. Insofar as considered appropriate the
Respondents would seek to ensure that the recipients afforded the
information an equivalent level of protection to their own safeguards.

The Claimant’s further assertion that the sharing of BCD outside the EU or
with LEAs is incompatible with EU law can only be determined in the light of
the outcome of the reference that the Tribunal has decided to make to the
CJEU. For the avoidance of doubt, the Respondents will submit that such
matters fall outside the scope of EU law in any event.

In the circumstances, the Respondents” safeguards that apply to the sharing of
BPD/BCD with non-SIA third parties, were it to occur, are “in accordance with
law” and consistent with the requirements of the ECHR.

The question of whether the Respondents do in fact comply (and, historically,
have in fact complied) with those safeguards is the subject of CLOSED
evidence2 In order to determine Issue 4 on List of Issues appended to the 8
September 2017 order, the Tribunal will therefore need to conduct some form
of CLOSED process.

Other than GCHQ sharing with industry partners, which is essentially an OPEN issue
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At Section C below, the Respondents address the Claimant's argument that GCHQ's
5.94 directions unlawfully delegate powers to GCHQ officials. The reality is that the
GCHQ official in question has no more than a formal power to do what the Foreign
Secretary has directed. The official has no discretion as to how to exercise that power,
nor has any such official ever purported to do so. In practice the official has simply
put into effect what the Foreign Secretary has directed, and has done so immediately
following the making of the direction.

Section D responds to the Claimant's contention that section 94 directions made
prior to avowal should be quashed, thus rendering the operation of the regime post-
avowal unlawful notwithstanding the Tribunal's core conclusion in its October 2016
judgment that the BCD regime was lawful in the period following avowal.
Specifically, the Respondents contend that it would be inappropriate to quash the
5.94 directions, in circumstances, inter alia, where (i) the Tribunal found that the
regime was contrary to Article 8 ECHR on grounds of foreseeability and insufficient
oversight, but not lack of vires of the directions themselves, and (ii) the consequence
of a quashing order would be to render the post-avowal operation of the 5.94 regime
unlawful, given the ongoing effect of directions made before avowal.

Finally, at Section E below, the Respondents deal with the proportionality arguments
as now advanced by the Claimant, insofar as it is possible to do so in OPEN. In

summary, the Respondents’ 5.94 BCD and BPD activities are proportionate and have
been throughout the relevant period:

51.  In the field of national security a wide margin of appreciation is accorded to
the Government in assessing the pressing social need and choosing the means

for achieving the legitimate aim of protecting national security (see
Liberty/Privacy, §§33-39).

5.2. The United Kingdom faces serious national security threats, including from
international terrorism (where the threat level is SEVERE) and from hostile
states. Developments in technology, particularly the increasing use of

encryption, make capabilities such as BCD and BPD much more important to
the SIAs.

5.3.  The usefulness of BCD obtained under 5.94 directions is clear. It provides
more comprehensive coverage than is possible by means of interception. For
example, it enables GCHQ to “tip off” the Security Service when a subject of
interest arrives in the UK. Security Service investigations are made more
sophisticated and timely as a result of having a BCD database rather than
having to rely solely on individual CD requests made to CSPs.

54.  The BCD capability also leads to a significant reduction of the intrusion into
privacy of individuals of no intelligence interest. Analysis of BCD, and of
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5.0,

5.6

5.7

2.8,

patterns of communication and potential subjects of interest, enables
identification of specific individuals without first having to carry out more
intrusive investigations into a wide range of individuals.

BPD is also a highly important capability for each of the SIAs. It has been
used e.g. to identify a suspected Al-Qaida operative using fragmentary
information to reduce possible candidates from 27,000 to one. The speed of
analysis as a result of the use of electronic BPDs is of particular importance.

The importance of BPDs to the SIAs has been accepted in emphatic terms by
David Anderson QC, the Independent Reviewer of Terrorism Legislation, in
his August 2016 Report of the Bulk Powers Review. He noted, inter alia, their
“oreat utility to the SIAs” and found that case studies which he examined
“provided unequivocal evidence of their value”. He found that the work of MI5
and SIS “would be substantially less efficient without the use of BPDs” and also
accepted the utility of BPDs to GCHQ “to enrich information obtained through
other means.” In the “vital” areas of pattern analysis and anomaly detection,
which can provide information about a threat in the absence of any other
intelligence, “no practicable alternative to the use of BPDs exists.” He concluded
that the operational case for BPD is “evident”.

The use of BPD also significantly reduces the needs for more intrusive
techniques to be used. The identification of targets from a wider pool by
means of searching BPDs avoids the need to investigate that wider pool in a
more intrusive manner. The electronic nature of the searches also means that

the data of subjects which is searched but does not produce a “hit” will not be
viewed by the human operator of the system but only viewed electronically.

For these reasons, the use of BPDs, and BCD obtained under s.94 directions is
and has at all times been proportionate. The Respondents have filed CLOSED
evidence that is relevant to this issue; it will be necessary for the Tribunal to
consider that evidence before finally determining this issue.

Sharing of BPD/BCD

In its October 2016 judgment, and in its subsequent order of 31 October 2016, the
Tribunal held that the BPD and BCD regimes were lawful under Article 8 ECHR
from the dates of their respective avowal, and unlawful prior to those dates.
However, the Tribunal wished to give “further consideration...to the provisions for
safeguards and limitations in the event of transfer by the SIAs to other bodies, such as their
foreign partners and UK Law Enforcement Agencies.” [tab 2(a)/§95] The remaining issue
therefore concerns transfer of BPD and BCD by the SIAs to non-SIA third parties, in



particular “UK law enforcement agencies, commercial companies or foreign linison partners”
(Claimant’s skeleton, §2(b)).

This broad topic covers numbered issues 3, 4 and 5 on the List of Issues appended to
the 8 September 2017 order [tab 5(a)].

Preliminary question - the meaning of ‘Bulk Personal Dataset’

8.

10.

11.

The Claimant argues (skeleton, §5) that a dataset of raw sigint data is itself a BPD, as
defined in the Intelligence Services Commissioner (Additional Review Functions)
(Bulk Personal Datasets) Direction 2015 (“the 2015 Direction”) [A/tab 7]. This is a
novel suggestion, which the Claimant has raised at a time when this litigation has
been proceeding on a different basis for several years. The Respondents do not

accept this suggestion - see generally §§13-21 of the Amended 5t witness statement
of the GCHQ witness dated 7.7.17 [tab 4(k)].

The 2015 Direction defined “bulk personal dataset” as follows:

“any collection of data...which comprises personal data as defined by section 1(1) of the
Data Protection Act 1998...relates to a wide range of individuals, the majority of whom

are unlikely to be of intelligence interest [and] is held, or acquired for the purposes of
holding, on one or more analytical systems within the Security and Intelligence
Agencies.”

Had a dataset of raw sigint data been intended to fall within this definition
surprising results would have followed. When the 2015 Direction came into force
oversight over interception, and intercept data, was the responsibility of the
Interception of Communications Commissioner. The 2015 Direction, which put on a
statutory basis the Intelligence Service Commissioner’s existing oversight over BPDs,
would, if the Claimant is right, either have transferred oversight over raw sigint data
from the Interception of Communications Commissioner to the Intelligence Services
Commissioner, or would have created joint oversight. Neither such inconvenient
result was intended. The 2015 Direction cannot sensibly have been meant to carve
out raw sigint data from the Interception of Communications Commissioner’s
interception-specific role and expertise. Nor can it have been intended to make hoth
Commissioners responsible for oversight over the same datasets, given the
duplication of resources this would entail. Either such intention would also no doubt
have been stated in express words, but was not.

This is reinforced by the OPEN BPD Handling Arrangements [2/B/183-193], §10.1 of
which recognises the intention that the Intelligence Services Commissioner's
oversight should only extend to data that would not otherwise fall within the

statutory remit of the Interception of Communications Commissioner. Furthermore,
the Investigatory Powers Act 2016 maintains the distinction between bulk data

3
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12;

13.

acquired through interception (which falls within Part 6) and bulk personal datasets
(which fall within Part 7). See 5.201(1) of that Act.

Of course, for understandable reasons, when a dataset of raw sigint data is processed
in such a way that it becomes a Bulk Personal Dataset (and is intended to be placed
on an agency's analytical systems with other BPDs for ongoing use /access by
investigators), then that dataset becomes subject to the BPD Handling Arrangements
(though still under the oversight of the Interception of Communications
Commissioner): see §§17-18 of the Amended 5% GCHQ statement [tab 4(k)].
However, that is a separate question from whether raw sigint data falls within the
2015 Direction, as the Claimant contends, or whether raw sigint data is automatically
a BPD. For reasons given above, it is not.

For all of these reasons, the Claimant’s contention that a dataset of raw sigint data is
a BPD, and that the evidence concerning the transfer of BPDs is incomplete (skeleton,
§5(e)), is incorrect.

The law

14.

15.

As the Tribunal held at §37 of its judgment in Liberty/Privacy [A/tab 12], in order for

an interference to be “in accordance with the law”:

“i) there must not be an unfettered discretion for executive action. There must be
controls on the arbitrariness of that action.

ii) the nature of the rules must be clear and the ambit of them must be in the public
domain so far as possible, an “adequate indication” given (Malone v UK [1985] 7
EHRR 14 at paragraph 67), so that the existence of interference with privacy may in
general terms be foreseeable...”

See also Bykov v. Russia?, at §78, quoted at §37 of Liberty/Privacy.

As the Tribunal also noted in Liberty/Privacy, in the field of national security much
less is required to be put into the public domain and therefore the degree of
foreseeability must be reduced, because otherwise the whole purpose of the steps
taken to protect national security would be put at risk (see §§38-40 and §137). See
also in that respect, Malone v UK (at §§67-68m), Leander v Sweden5 at §51 and Esbester
v UKS, quoted at §§38-39 of Liberty/Privacy. Thus, as held by the Tribunal in the British
Irish Rights Watch case’” (a decision which was expressly affirmed in the
Liberty/Privacy judgment at §87): “foreseeability is only expected to a degree that is

N s oW

Appl. no. 4378/02, 21 January 2009 [A/tab 27].
(1984) 7 EHRR 14 [A/tab 19].

[1987] 9 EHRR 433 [A/tab 20].

[1994] 18 EHRR CD 72 [Aftab 21].

IPT decision of 9 December 2004 [A/tab 9].



16.

17.

reasonable in the circumstances, and the circumstances here are those of national security...”

(§38)

Thus, the national security context is highly relevant to any assessment of what is
reasonable in terms of the clarity and precision of the law in question and the extent
to which the safeguards against abuse must be accessible to the public (see §§119-120
of the Liberty/Privacy judgment).

As to the procedures and safeguards which are applied, two points are to be noted.

171,

172

173

It is not necessary for the detailed procedures and conditions which are
observed to be incorporated in rules of substantive law. That was made clear
at §68 of Malone and §78 of Bykov; and was reiterated by the Tribunal at §§118-
122 of Liberty/Privacy. Hence the reliance on the Code in Kennedy v United
Kingdom® at §156 and its anticipated approval in Liberty v United Kingdom® at
§68 (see §118 of Liberty/Privacy and also Silver v United Kingdom10).

It is permissible for the Tribunal to consider rules, requirements or
arrangements which are “below the waterline” i.e. which are not publicly
accessible. In Liberty/Privacy the Tribunal concluded that it is “not necessary
that the precise details of all of the safeguards should be published, or contained in
legislation, delegated or otherwise” (§122), in order to satisfy the “in accordance
with the law” requirement; and that the Tribunal could permissibly consider
the “below the waterline” rules, requirements or arrangements when assessing
the ECHR compatibility of the regime (see §§50, 55, 118, 120 and 139 of
Liberty/Privacy). At§129 of Liberty/Privacy the Tribunal stated:

“Particularly in the field of national security, undisclosed administrative
arrangements, which by definition can be changed by the Executive without
reference to Parliament, can be taken into account, provided that what is
disclosed indicates the scope of the discretion and the manner of its exercise... This
is particularly so where:

t.  The Code...itself refers to a number of arrangements not contained in
the Code...

ti.  There is a system of oversight, which the ECHR has approved, which
ensures that such arrangements are kept under constant review.”

Those conclusions were reached in the context of the 5.8(4) RIPA interception
regime. They are equally applicable to the 5.94 and BPD regimes to which
published Handling Arrangements and “below the waterline” arrangements
apply and where there is similar oversight by- the Investigatory Powers

[2011] 52 EHRR 4 [A/tab 29].
[2009] 48 EHRR [A/tab 25].
[1983] 5 EHRR 347 [Aftab 18].
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18.

19.

Commissioner (and previously by the Intelligence Services Commissioner
and the Interception of Communications Commissioner).

In the context of interception, the ECtHR has developed a set of minimum safeguards
in order to avoid abuses of power. These are referred to as “the Weber requirements’.
At 8§95 of Weber1, the ECtHR stated:

“In its case-law on secret measures of surveillance, the Court has developed the
following minimum safeguards that should be set out in statute law in order to avoid
abuses of power: (1) the nature of the offences which may give rise to an interception
order; (2) a definition of the categories of people liable to have their telephones tapped,
(3) a limit on the duration of telephone tapping; (4) the procedure to be followed for
examining, using and storing the data obtained; (5) the precautions to be taken when
communicating the data to other parties; and (6) the circumstances in which
recordings may or must be erased or the tapes destroyed.” (numbered items added
for convenience, see §33 of Liberty/Privacy)

(And see also Valenzuela Contreras v Spaini? at §59)

However it is important to recognise what underpins the Weber requirements, as
highlighted at §119 of the Liberty/Privacy judgment. In particular, §106 of Weber states
as follows:

“The Court reiterates that when balancing the interest of the respondent State in
protecting its national security through secret surveillance measures against the
seriousness of the interference with an applicant’s right to respect for his or her
private life, it has consistently recognised that the national authorities enjoy
a fairly wide margin of appreciation in choosing the means for achieving the
legitimate aim of protecting national security (see, inter alia, Klass and Others,
cited above, p. 23, § 49; Leander, cited above, p. 25, § 59; and Malone, cited above, pp.
36-37, § 81). Nevertheless, in view of the risk that a system of secret
surveillance for the protection of national security may undermine or even
destroy democracy under the cloak of defending it, the Court must be
satisfied that there exist adequate and effective guarantees against abuse (see
Klass and Others, cited above, pp. 23-24, §§ 49-50; Leander, cited above, p. 25, § 60;
Camenzind v. Switzerland, judgment of 16 December 1997, Reports 1997-VIII, pp.
2893-94, § 45; and Lambert, cited above, p. 2240, § 31). This assessment depends
on all the circumstances of the case, such as the nature, scope and duration of
the possible measures, the grounds required for ordering them, the authorities
competent to authorise, carry out and supervise them, and the kind of remedy
provided by the national law (see Klass and Others, cited above, pp. 23-24, §
50).” (emphasis added)

11
12

(2008) 46 EHRR SE5 [A/tab 23],
(1999) 28 EHRR [A/tab 22].



20.

The Tribunal in Liberty/Privacy placed considerable reliance on oversight mechanisms
in reaching their conclusion that the intelligence sharing regime and the 5.8(4) RIPA
regime were Article 8 compliant. In particular:

20.1.

20.2.

20.3.

20.4.

The role of the Commissioner and “his clearly independent and fully implemented
powers of oversight and supervision” have been long recognised by the ECtHR,
as is evident from Kennedy [Aftab 29] at §§57-74, 166, 168-169 (see
Liberty/Privacy at §§91-92). This is a very important general safeguard against
abuse. In Liberty/Privacy the Tribunal relied, in particular, on his duty to keep
under review the adequacy of the arrangements required by statute and by
the Code, together with his duty to make a report to the Prime Minister if at
any time it appeared to him that the arrangements were inadequate.

The advantages of the Tribunal as an oversight mechanism were emphasised
at §§45-46 of Liberty/Privacy, including the “very distinct advantages” over both
the Commissioner and the ISC for the reasons given at §46 of the judgment.

In addition the ISC was described as “robustly independent and now fortified by
the provisions of the [SA” (see §121 of Liberty/Privacy) and therefore constituted
another important plank in the oversight arrangements.

Consequently there is a need to look at all the circumstances of the case and
the central question under Art. 8(2) is whether there are: “...adequate
arrangements in place to ensure compliance with the statutory framework and the
Convention and to give the individual adequate protection against arbitrary
interference, which are sufficiently accessible, bearing in mind the requirements of
national security and that they are subject to oversight.” (see §125 of the
Liberty/Privacy judgment)

Sharing of BPD/BCD with foreign partners

21,

There are considerable limits on the Respondents’ ability to address in OPEN the
matters which are relevant to the restrictions that might be placed in relation to
sharing of BPD or BCD with foreign partners if such sharing were to occur. CLOSED
evidence has been filed, of which some has been disclosed into OPEN. See:

21.1,

21.2.

21.3.

GCHQ's Amended OPEN statement of 6 March 2017 [tab 4(g)];

Security Service’s OPEN Statement of 10 February 2017 [tab 4(c)], together
with a further OPEN statement dated 10 April 2017 [tab 4(h)]; and

SIS’s Amended OPEN Statement of 3 March 2017 [tab 4(f)].
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22,

23.

24,

25.

The SIAs neither confirm nor deny whether they have agreed to share or in fact have
shared or do share BPD or BCD with foreign liaison: see GCHQ's statement of 6.3.17,
§9; SyS's statement of 10.2.17, §§8-10; SIS's statement of 3.3.17, §§9 and 11.

The Claimant contends that GCHQ has now avowed that it shares BPD with the 5-
Eyes partners (Claimant’s skeleton, §25) (although, for avoidance of doubt, no such
argument is made in respect of BCD, or SIS and MI5).

This contention is incorrect as a consideration of the documents relied on by the
Claimant (skeleton, §§24-25) reveals:

24.1. The term “Sigint and non-Sigint data”, which is quoted by the Claimant
(skeleton, §24), is very broad. It does not purport to specify which 5-Eyes
partners in fact provide Sigint data or non-Sigint data to GCHQ, or indeed
which types of Sigint data or non-Sigint data are provided. It should not be
read as admitting to all possible combinations of partner type and
information type. It is a statement in a Code of Conduct for non-GCHQ staff
(from other SIAs or government departments) of the need to obtain
permission from a partner in the event that a 5-Eyes partner does share
certain types of data with GCHQ. Unsurprisingly, given the nature of the
document, it does not spell out in detail the precise nature and scope of any
provision of data by particular 5-Eyes partners with GCHQ.

242. The policy goes no further than referring to Sigint and non-Sigint data being
provided by 5-Eyes partners to GCHQ. Nothing is said about provision of
Sigint and/ or non-Sigint data in the other direction - i.e. by GCHQ to 5-Eyes
partners. The document does not therefore amount to any sort of avowal of
any sharing undertaken by GCHQ with 5-Eyes partners.

243. Furthermore, even if (contrary to the above) the policy was to be read as
indicating sharing of Sigint and/or non-Sigint data with 5-Eyes partners, it
contains no reference whatsoever to the provision of BPD by GCHQ.

The Claimant relies (skeleton, §25) on two other documents to make its argument
that (contrary to its clear terms) the GCHQ policy document avows GCHQ's sharing
of BPD with 5-Eyes partners:

25.1. The first is the UKUSA Agreement. This document is over 60 years old. There
is plainly a limit to the practical application of such a document to GCHQ's
relationship with partners in 2017. In any event, although the Claimant notes
the references in Article 4 and Appendix C, §3 that “each party will continue to
make available to the other continuously, currently, and without request, all raw
traffic.” they do not note that it was subject to exceptions (see §§4(b) and 5(c)
of the Agreement), as Appendix C, §3, read in its entirety, makes clear. For the

10



26.

27.

28.

29.

avoidance of doubt, it has never been the case - either at the time the UKUSA
Agreement was signed, or subsequently - that all raw traffic, or indeed all
other material, is made available to the NSA or 5-Eyes partners by the UK.
Finally, there is no reference whatsoever to BPD in the UKUSA A greement. In
the circumstances, nothing material to the Claimant's argument that GCHQ
has avowed that it shares BPD with foreign partners is contained in the
UKUSA Agreement,

25.2.  The second document is David Anderson QC’s Bulk Powers Review of
August 2016 [A/tab 33]. The Claimant notes footnote 119, which states “Some
BPDs are obtained by interception...” It appears to be suggested by the Claimant
that it therefore follows that such intercepted BPDs are shared with the 5-Eyes
foreign partners. However, the argument contains a logical leap. As explained
above, there has been and is no avowal that all intercepted material is shared

with the 5-Eyes foreign partners.

For these reasons, the Claimant's submission that “it has now been confirmed by official
sources that there is sharing of data held in BPDs with the Five Eyes foreign partners”
(Claimant’s skeleton, §25) is simply incorrect. The Respondents continue neither to
confirm nor deny whether they have agreed to share or in fact have shared or do
share BPD or BCD with either foreign liaison or LEA.

As to the matters set out at §§26-27 of the Claimant’s skeleton argument in reliance
on alleged “Snowden documents”, the Respondents do not contend that the
Claimant is not entitled to rely on these documents. But no admissions are made
either as to the authenticity of the documents, or as to the veracity of their contents.
If the Tribunal thinks it necessary, further submissions can be made on these matters

in CLOSED.

The Respondents do, however, assert that it would be lawful to share with foreign
partners and LEAs, and set out in the Annex to this skeleton the safeguards and
policies which would apply were they to do so.

In summary, in relation to BPD:

29.1.  Any sharing of BPD must be authorised in advance by a senior individual
within the sharing Agency: see Joint SIA BPD Policy of February 2015 (Annex,
§28)

29.2.  The relevant necessity and proportionality tests for onward disclosure under
the SSA or ISA would have to be met: Joint SIA, BPD Policy of February 2015
(Annex, §28) Cross-SIA OPEN BPD Handling Arrangements, §§5.2, 6.1
(Annex, §29), as would the statutory safeguards under the SSA, ISA, CTA,
HRA, DPA and OSA (Annex, §83-27).

11
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298,

294.

29.5.

29.6.

29.7.

29.8.

Guidance on the meaning of “necessity” and “proportionality” is given:
Cross-SIA OPEN BPD Handling Arrangements, §§6.2, 6.3 (Annex, §29)

Any data shared with other organisations would be shared on the basis that it
must not be shared beyond the recipient organisation unless explicitly agreed
in advance, or approved through the Action-on process. Action-on is a
process which is used by each of the SIAs. (Annex, §31); see Joint SIA BPD
Policy (Annex, §28).

Before disclosing BPD, as part of the consideration of proportionality, staff
must “consider whether other, less intrusive methods can be used to achieve the
desired outcome” Cross-SIA OPEN BPD Handling Arrangements, §5.2, and also

§6.3 (Annex A, §29).

Sensitive BPDs, or fields within a BPD containing sensitive data, must be
protected if it is not judged to be necessary or proportionate to share them:
Joint SIA BPD Policy (Annex, §28)

Before disclosing any BPD, staff must take reasonable steps to ensure the
intended recipient “has and will maintain satisfactory arrangements for
safeguarding the confidentiality of the data” and also ensuring that it is “securely
handled” or have received satisfactory assurances from the intended recipient
with respect to such arrangements Cross-SIA OPEN BPD Handling
Arrangements, §6.4 (Annex, §29).

Detailed policies exist in relation to sharing BPD: see Annex, §§37-40, 45-52
and 56-68. These would include:

a. Carrying out information gathering exercises, including into:

i.  The nature of the proposed recipient;

ii. The legal and policy regime that would apply in relation to
BPDs in the recipient;

iii. The nature and extent of any process for handling BPDs within
the recipient partner organisation, in particular in relation to
acquisition, authorisation, ingestion/ access,
exploitation/analysis, ~disclosure, retention/review  and
oversight of BPD/information derived from BPD;

b. Entering into a written agreement, where necessary, with the
recipient where necessary/appropriate detailing requirements for
the sharing of BPD;

c. Individual consideration of each BPD to be shared and the terms of
handling instructions to accompany each BPD shared.

12



30.

29.9.

29.10.

29.11.

29.12.

29.13.

d. Monitoring/reviewing the necessity / proportionality of continued
sharing and the adequacy of the recipients arrangements for sharing;

e. Ending sharing with a recipient if judged necessary;

f. Informing the recipient of any changes to their legal obligations
impacting on bulk data sharing and updating, as necessary, any
written agreement and/or handling instructions.

Insofar as considered appropriate the Respondents would seek to ensure that
the recipients afforded the information an equivalent level of protection to the
Respondents’ own safeguards. This would be effected in appropriate cases by
the procedures set out above and in the Respondents” witness statements
(GCHQ statement of 6.3.17, §§6-11; MI5 statement of 10.4.17, §§4-10; SIS
statement of 3.3.17, §§9-24), including requiring the proposed recipient to
apply safeguards to the handling of any shared BPD which corresponded to
the Respondents’ own domestic requirements.

Disclosure of the whole or a subset of a BPD is subject to internal
authorisation procedures. An application must be made to a senior manager
designated for the purpose. This must describe the BPD intended to be
disclosed, set out the operational and legal justification for the proposed
disclosure, and whether any caveats or restrictions should be applied to the
proposed disclosure. This is so the senior manager can then consider the
relevant factor with operational, legal and policy advice taken as appropriate.
See Cross-SIA OPEN BPD Handling Arrangements, §6.7 (Annex, §29).

In difficult cases, the relevant Intelligence Service may seek guidance or a
decision from the Secretary of State: Cross-SIA OPEN BPD Handling
Arrangements, §6.7 (Annex, §29),

“Wider legal, political and operational risks would also have to be considered, as
appropriate”: Joint SIA BPD Policy (Annex, §28)

The disclosure of a BPD (as in the case of its acquisition or retention) is subject
to scrutiny in each Intelligence Service by an internal Review Panel, whose
functions include “to ensure that...any disclosure is properly justified”: Cross-SIA
OPEN BPD Handling Arrangements, §8.1 (Annex, §30).

The Agency-specific Handling Arrangements, and relevant authorisation forms,
reflect the requirements of the overarching Cross-SIA OPEN BPD Handling
Arrangements. See:

30.1.

The GCHQ BPD Handling Arrangements and its Bulk Personal Data
Acquisition Retention (BPDAR): Annex, §§35 and 36.
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