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IN THE INVESTIGATORY POWERS TRIBUNAL
BETWEEN:

PRIVACY INTERNATIONAL
Claimant
and

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT
(3) GOVERNMENT COMMUNICATIONS HEADQUARTERS

INTRODUCTION

(4) SECURITY SERVICE
(5) SECRET INTELLIGENCE SERVICE

Respondents

THE RESPONDENTS’ AMENDED OPEN RESPONSE

XL This Open Response to the Claim:

(@)

(b)

(©)

Summarises the need for the “neither confirm nor deny” policy, and
explains its operation in the present case p2.

Sets out an outline of the Tribunal’s procedural regime, insofar as is
relevant to the present Claim pp2-4.

Responds to the complaints made in the proceedings insofar as is
possible in an Open Response. In particular, it:

(2)

(b)

sets out the Respondents’ open position on the factual
allegations pp4-7;

sets out the relevant domestic legal regime in relation to Bulk
Personal Datasets and Section 94 of the Telecommunications
Act 1984 pp7-36;

identifies the pure issues of law which are suitable for
determination at a public inter partes hearing (“a Legal Issues
Hearing”) p37; and

sets out the Respondents’ position on those pure issues of law,
pp37-44; and

responds to further grounds of challenge raised by the




Claimant in its Re-Amended Statement of Grounds, pp.44-47.
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THE “NEITHER CONFIRM NOR DENY"” POLICY, AND ITS OPERATION IN

THE PRESENT CASE

2.

Secrecy is essential to the mnecessarily covert work and operational
effectiveness of the Intelligence Services, whose primary function is to protect
national security. See e.g. Attorney General v. Guardian Newspapers Ltd (No.2)
[1990] 1 AC 109, per Lord Griffiths at 269F.

As a result, the mere fact that the Intelligence Services! are carrying out an
investigation or operation in relation to say, a terrorist group or hold
information on a suspected terrorist will itself be sensitive. If, for example, a
hostile individual or group were to become aware that they were the subject
of interest by the Intelligence Services, they could not only take steps to
thwart any (covert) investigation or operation but also attempt to discover,
and perhaps publicly reveal, the methods used by the Intelligence Services or
the identities of the officers or agents involved. Conversely, if a hostile
individual or group were to become aware that they were not the subject of
Intelligence Service interest, they would then know that they could engage or
continue to engage in their undesirable activities with increased vigour and
increased confidence that they will not be detected.

In addition, and with particular relevance to the present Claim, an
appropriate degree of secrecy must be maintained as regards the intelligence-
gathering capabilities and techniques of the Intelligence Services (and any
gaps in or limits to those capabilities and techniques). If hostile individuals or
groups acquire detailed information on such matters then they will be able to
adapt their conduct to avoid, or at least minimise, the risk that the
Intelligence Services will be able successfully to deploy those capabilities and
techniques against them.

It has thus been the policy of successive UK Governments to neither confirm
nor deny whether they are monitoring the activities of a particular group or
individual, or hold information on a particular group or individual, or have
had contact with a particular individual. Similarly, the long-standing policy
of the UK Government is to neither confirm nor deny the truth of claims
about the operational activities of the Intelligence Services, including their
intelligence-gathering capabilities and techniques. That long-standing policy
is applied in this Open Response.

THE TRIBUNAL'S PROCEDURAL REGIME?

The Tribunal's procedure is governed by ss. 67-69 of RIPA and the

!'The term “Intelligence Services” is used in this Response to refer to the Security Service,
Secret Intelligence Service and Government Communications Headquarters.
2 The Tribunal’s jurisdiction and remedial powers are addressed below.



Investigatory Powers Tribunal Rules 2000, SI 2000/2665 (“the Rules”), made
under s. 69.

7 In §173 of the Procedural Ruling of 22 January 2003 in IPT/01/62 and
IPT/01/77 (“the Procedural Ruling”) the Tribunal concluded that r. 9(6) of

the Rules® was ulfra vires the rule-making power in s. 69 of RIPA. Further, the
Tribunal held that:

(a) “purely legal arguments, conducted for the sole purpose of
ascertaining what is the law and not involving the risk of disclosure of
sensitive information” should be heard by the Tribunal in public
(Procedural Ruling, §172); and

(b) the Tribunal’'s reasons for its ruling on any “pure questions of law”
(8195) that are raised at such a hearing may be published without
infringing either r. 13 of the Rules or s. 68(4) of RIPA* (Procedural
Ruling, §§190-191).

8. It follows that, where necessary, the Tribunal may hold a Legal Issues
Hearing to consider any relevant (and disputed) pure issues of law,> and may
subsequently publish its rulings (with its reasoning) on such issues.

9. The Tribunal also concluded in the Procedural Ruling that, with the exception
of r. 9(6), the Rules are valid and binding (§148). It follows from this
conclusion, and from r. 6(2)-(5) of the Rules, that - prior to the determination
of a claimé - the Tribunal cannot disclose to a claimant anything that a
respondent has decided should only be disclosed to the Tribunal, and
similarly cannot order a respondent to make such disclosure itself.

10. The overall effect of the Procedural Ruling is thus that:
(a) where necessary, the Tribunal first holds a Legal Issues Hearing to
determine such relevant pure issues of law as are in dispute between
the parties, and publishes its rulings (with reasons) on those pure

issues of law;

(b) the Tribunal then investigates the claim in closed session; and

3 R. 9(6) provides:

“The Tribunal’s proceedings, including any oral hearing, shall be conducted in private.”
4 The effect of 1. 13 and s. 68(4) is in essence that if the claim is dismissed then the Tribunal
may only give to the claimant a statement that “no deterniination has been made in his favour”,
but that if the claim is upheld then the Tribunal may, subject to r. 6(1), provide a summary of
its determination, including any findings of fact.
5 As the Tribunal confirmed in the subsequent case of Frank-Steiner v. the Data Controller of the
Secret Intelligence Service (IPT/06/81/CH), 26 February 2008, at §5, the pure issues of law can
as necessary be considered on the basis of hypothetical facts.
¢ As noted in footnote 4 above, the Tribunal has power - subject to r. 6(1) - to provide a
summary of its determination, including any findings of fact, in the event that the overall
claim is upheld.
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12.

13.

14.

(©) as necessary,’ the Tribunal applies its rulings on the pure issues of law
to the facts that it has found following its closed session investigation
of the claim.

This was the approach taken in the two joined cases which gave rise to the
Procedural Ruling. Following the Procedural Ruling, the two cases were
separated and disputed pure issues of law were identified and determined
following Legal Issues Hearings (the ruling on the pure issues of law in
IPT/01/77 of 9 December 2004 is considered below). Each claim was then
finally determined following the Tribunal’s investigation of the cases in
closed session. This was similarly the approach taken in Frank-Steiner v. the
Data Controller of the Secret Intelligence Service (IPT/06/81/CH).8

The European Court of Human Rights (“the ECtHR") unanimously upheld
the lawfulness of the Tribunal’s procedural regime as summarised above in
Kennedy v. UK (2011) 52 EHRR 4, at §§184-191. (Kennedy arose out of one of
the domestic cases that gave rise to the Procedural Ruling, namely
IPT/01/62.)

In the Respondents’ submission therefore, the approach set out in §10 above
is the one prescribed in the Rules, is tailored to the subject matter of the
matters falling within the Tribunal’s jurisdiction, has been expressly accepted
as fair and compatible with the ECHR by the ECtHR; and should be followed
by the Tribunal in the present Claim.

The Respondents are filing a Closed Response in addition to this Open
Response. For the avoidance of doubt, the Respondents’ position, with
respect to the Tribunal, is that in the light of r. 6 of the Rules, the Procedural
Ruling and Kennedy, nothing in the Closed Response can be disclosed to the
Claimants without the Respondents’ consent.

THE RESPONDENTS’ OPEN POSITION ON THE FACTUAL ALLEGATIONS

15.

16.

The Respondents set out here, so far as is possible in an Open Response, their
position on the factual allegations made in the Claim. The Respondents also
address those allegations in the Closed Response which is filed herewith.

In order to meet the requirements of their statutory functions, the
Respondents need to collect a range of information from a variety of sources.
They do this in accordance with section 2(2)(a) of the Security Service Act

7 Following its investigation the Tribunal may e.g. find that the respondents have not in fact
undertaken any activities in relation to a claimant, with the result that the claim will be
dismissed without the need to apply the rulings on the pure issues of law to any specific
factual findings.

8 There is a class of Tribunal cases that have not proceeded in this way (see e.g. Paton v. Poole
Borough Council, IPT/09/01-05/C, determination of 29 July 2010). But that is because, in these
cases, the respondents have decided that the entirety of their factual case can be dealt with in
open session, with the result that the Legal Issues Hearing becomes in effect indistinguishable
from a substantive hearing on all disputed matters. Where, however, a respondent decides
that any part of its factual case is closed, then the approach in §10 and §14 applies.
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18.
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1989 and sections 2(2)(a) and 4(2)(a) of the Intelligence Services Act 1994.
These provisions are referred to below as the “information gateway
provisions”.

Among the range of information collected are sets of data that contain
personal information about a wide range of individuals, the majority of
whom are unlikely to be of any intelligence interest. Typically these datasets
are very large, and of a size which means they cannot be processed manually.
Such datasets have generally been referred to within the Intelligence Services
as ‘Bulk Personal Datasets’.

Such datasets provide information about subjects of intelligence interest, but
inevitably also include information about those who are of no direct
relevance to operations or investigations by the Intelligence Services. It is not
possible to acquire the information that will be of direct value to such
operations without also acquiring this additional data; indeed, at the point of
acquisition it may not be known exactly which information will prove to be of
value.

The Intelligence Services draw on this data and use it in conjunction with
other data in order to perform their functions, for example, to identify
Subjects of Interest, or unknown individuals who surface in the course of
investigations; to establish links between individuals and groups, or
otherwise improve understanding of a target’'s behaviour and connections; to
validate intelligence obtained through other sources; or to ensure the security
of operations or staff. It may also be used to facilitate the elimination of
individuals from an investigation or in pursuit of other intelligence
requirements. This ensures that the activities of the Intelligence Services are
correctly and solely focused on those individuals or organisations that are
relevant to the performance of their statutory functions.

Significant national security benefits arise from integrating bulk personal
datasets with information about individual targets from traditional sources of
intelligence, or from ‘fusing’ different datasets to identify common links or
matching profiles. Furthermore, the use of Bulk Personal Datasets is of
increasing importance to investigations by the Intelligence Services.?

Examples of the use of Bulk Personal Datasets by the Intelligence Services in
their work to protect national security, such as counter-terrorism, include:

(a) Protection of Major Events: When significant events take place - such
as the NATO Summit in Wales in 2014 or the London Olympics in
2012 - the intelligence services work to ensure they pass off safely.
This includes tracing the details of individuals with access to venues
so as to mitigate the risk that subjects of national security interest
might gain access to these events. The majority of individuals in such
sets will not be of direct intelligence interest and this data is therefore

? As recognised by the Intelligence and Security Committee of Parliament in their Privacy and
Security report published in March 2015. See page 59: “These datasets are an increasingly
important investigative tool for the Agencies.”
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23.

24.

categorised as Bulk Personal Data.

(b) Identifying Foreign Fighters: Timely access to travel data has
provided advance notice of the unexpected return to the UK of
subjects of interest. This helps the Intelligence Services to prepare a
tailored response prior to their arrival to better mitigate the threat
they pose to national security. Information derived from travel data
has also been critical to the ability of the Intelligence Services and their
international partners to construct an intelligence picture of
individuals travelling to join ISIL in Syria and Iraq.

(c) Identifying Subjects of Interest: The name of an individual reported to
be storing a weapon used in a terrorist attack was identified by the
Intelligence Services. A combination of three Bulk Personal Datasets
were used to fully identify this person from hundreds of possible
candidates. This resulted in the recovery of the weapon and aided in
the subsequent conviction of the individuals involved in the attack
who are now serving lengthy prison sentences.

(d) Focusing Investigative Resources: Intelligence indicated that a
partially identified associate of a known Subject of Interest aspired to
travel to Syria for extremist purposes. Using Bulk Personal Datasets
analysts were able to quickly identify the associate enabling rapid
focus of investigative effort on the one individual of concern,
discounting hundreds of other potential candidates. Without access to
Bulk Personal Datasets, a resource intensive and more intrusive
process would have been needed to identify the individual from the
hundreds of associates, incurring avoidable collateral intrusion into
individuals of no intelligence interest and at significant risk of failing
to identify the individual prior to travel.

Directions have been issued under section 94 of the Telecommunications Act
1984 requiring communications service providers (“CSPs”) to provide bulk
communications data (“BCD”), which has subsequently been stored and
accessed by the Intelligence Services (“the Section 94 Regime”). See further
paragraphs 195-202 below.

Similar considerations arise in relation to BCD as in relation to BPD: it
involves large amounts of data, most of which relates to individuals who are
unlikely to be of any intelligence interest. It is also of significant, and
increasing, importance to the Intelligence Services. Fast and secure access to
communications data is essential to the Agencies in order to progress
investigations. It is often the only investigative lead they have to be able to
work from. Communications data has played an important part in every MI5
investigation over the last decade. The use of section 94 to acquire
communications data in bulk from CSPs who provide services in the UK is
used to deal with the most serious threats facing the UK. It has saved lives
and protected national security.

For example, in 2010 a group of terrorists were plotting to attack several
public locations in the UK, including the London Stock Exchange. Following
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an intensive investigation, in which analysis of BCD played a key role,
particularly given geographical separate of different parts of the network, the
group were all identified and their plot uncovered. The Intelligence Services
were able to work with police to disrupt them in time and the group were
charged with terrorism offences. All were convicted and sentenced to prison
terms.

Without this capability, the Intelligence Services would have to undertake
many more individual requests or use more intrusive powers to narrow the
scope of a search, with far greater intrusion into people’s privacy.

Beyond these matters, the Respondents maintain the standard “neither
confirm nor deny” stance for intelligence matters. Accordingly, they do not
provide in this open Response any further indication as to the nature or
extent either of the Bulk Personal Datasets that they hold, or as to the
communications data accessed pursuant to the section 94 Regime.

Claimant’s standing

In this Open Response, the Respondents do not address the allegation (at §33
of the Amended Grounds) that it is likely that information about the
Claimant, and those that work for it, has been acquired using section 94 of the
Telecommunications Act 1984 and is present in at least one Bulk Personal
Dataset. The Respondents are unable to confirm or deny such allegations for
reasons explained at §§2-5 above. However, the Respondents nevertheless
accept that the Claimant may challenge the ECHR/EU-law compatibility of
the Bulk Personal Datasets (“BPD") and Section 94 Regimes on the basis that
such information might in principle have been so acquired and/or present in
a Bulk Personal Dataset.

THE REGIMES FOR BULK PERSONAL DATASETS AND S. 94 OF THE

TELECOMMUNICATIONS ACT 1984

28.

The regimes in respect of BPD and section 94 of the Telecommunications Act
1984 which are relevant to the activities of the Intelligence Services
principally derive from the following statutes:

(a) the Security Services Act 1989 (“the SSA") and the Intelligence
Services Act 1994 (“the ISA™);

(b) the Counter-Terrorism Act 2008 (“the CTA");
(c) Section 94 of the Telecommunications Act 1984;
(d) the Human Rights Act 1998 (“the HRA");

(e) the Data Protection Act 1998 (“the DPA”); and

) the Official Secrets Act 1989 (“the OSA™).



29. Also relevant are the Handling Arrangements for BPD and the Handling
Arrangements for section 94 of the Telecommunications Act 1984, which were
published on 4 November 2015.

The SSA and ISA
Security Service functions

30. By s.1(2) to (4) of the Security Service Act 1989 (“SSA”), the functions of the
Security Service are the following;:

“the protection of national security and, in particular, its protection against threats
from espionage, terrorism and sabotage, from the activities of agents of foreign powers
and from actions intended to overthrow or undermine parliamentary democracy by
political, industrial or violent means.”

“to safeguard the economic well-being of the United Kingdom against threats posed
by the actions or intentions of persons outside the British Islands.”

“to act in support of the activities of police forces, the National Crime Agency and
other law enforcement agencies in the prevention and detection of serious crime.”

2l The Security Service’s operations are under the control of a Director-General
who is appointed by the Secretary of State (s.2(1)). By s.2(2)(a) it is the
Director-General’s duty to ensure:

“...that there are arrangements for securing that no information is obtained by the
Service except so far as necessary for the proper discharge of its functions or disclosed
by it except so far as necessary for that purpose or for the purpose of the prevention or
detection of serious crime or for the purpose of any criminal proceedings;...”

SIS functions

32, By s.1(1) of the ISA, the functions of SIS are:

“(a) to obtain and provide information relating to the actions or intentions of persons
outside the British Islands; and
(b) to perform other tasks relating to the actions or intentions of such persons.”
33 By s.1(2) those functions are “exercisable only-
“(a) in the interests of national security, with particular reference to the defence and
foreign polices of Her Majesty’s Government in the United Kingdom; or
(b) in the interests of the economic well-being of the United Kingdom; or
(c) in support of the prevention or detection of serious crime.”
34. SIS’s operations are under the control of a Chief, who is appointed by the
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36.

37.

38.

Secretary of State (s.2(1)). The Chief of SIS has a duty under s.2(2)(a) of the
ISA to ensure:

“(a) that there are arrangements for securing that no information is obtained by the
Intelligence Service except so far as necessary for the proper discharge of its functions
and that no information is disclosed by it except so far as necessary-

(1) for that purpose;
(1) in the interests of national security;
(i1i) for the purpose of the prevention or detection of serious crime; or

(iv) for the purpose of any criminal proceedings;...”

GCHQ functions
By s. 3(1)(a) of the ISA, the functions of GCHQ include the following:

“... to monitor or interfere with electromagnetic, acoustic and other emissions and
any equipment producing such emissions and to obtain and provide information
derived from or related to such emissions or equipment and from encrypted material

”

By s. 3(2) of the ISA, these functions are only exercisable:

“(a) 1in the interests of national security, with particular reference to the defence
and foreign policies of Her Majesty’s Government in the United Kingdom; or

(b)  in the interests of the economic well-being of the United Kingdom in relation
to the actions or intentions of persons outside the British Islands; or

(c)  in support of the prevention or detection of serious crime.”

GCHQ's operations are under the control of a Director, who is appointed by
the Secretary of State (s. 4(1)). By s. 4(2)(a), it is the duty of the Director to

ensure:

“... that there are arrangements for securing that no information is obtained by
GCHQ except so far as necessary for the proper discharge of its functions and that
no information is disclosed by it except so far as necessary for that purpose or for the
purpose of any criminal proceedings ...”

The functions of each of the Intelligence Services, and the purposes for which
those functions may properly be exercised, are thus prescribed by statute. In
addition, the duty-conferring provisions in section 2(2)(a) of the SSA and
sections 2(2)(a) and 4(2)(a) of the ISA, otherwise known as “the information
gateway provisions”, place specific statutory limits on the information that each
of the Intelligence Services can obtain and disclose. These statutory limits
apply to the obtaining and disclosing of information from or to other persons
both in the United Kingdom and abroad.
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40.

41.
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43.

44,

Counter-Terrorism Act 2008

By 5.19(1) of the Counter-Terrorism Act 2008 (“CTA") “A person may disclose
information to any of the intelligence services for the purposes of the exercise by that
service of any of its functions.”

By s. 19(2) of the CTA:

“Information obtained by any of the intelligence services in connection with the
exercise of any of its functions may be used by that service in connection with the
exercise of any of its other functions.”

By s.19(3) to (5) of the CTA, information obtained by the Intelligence Services
for the purposes of any of their functions may:

(a) In the case of the Security Service “be disclosed by it - (a) for the purpose
of the proper discharge of its functions, (b) for the purpose of the prevention
or detection of serious crime, or (c) for the purpose of any criminal
proceedings.” (s.19(3))

(b) In the case of SIS “be disclosed by it - (a) for the purpose of the proper
discharge of its functions, (b) in the interests of national security, (c) for the
purpose of the prevention or detection of serious crime, or (d) for the purpose
of any criminal proceedings.” (s.19(4))

(c) In the case of GCHQ “be disclosed by it - (a) for the purpose of the proper
discharge of its functions, or (b) for the purpose of any criminal proceedings.”
(s.19(5))

By 5.19(6) any disclosure under s.19 “does not breach -

(a) any obligation of confidence owed by the person making the disclosure, or

(b) any other restriction on the disclosure of information (however intposed).”

Furthermore:

(a) .19 does not affect the duties imposed by the information gateway
provisions (s.19(7) and s.20(1) of the CTA).

(b) by 5.20(2) of the CTA, nothing in 5.19 “authorises a disclosure that-
(a) contravenes the Data Protection Act 1998 (c.29), or
(b) is prohibited by Part 1 of the Regulations of Investigatory Powers Act
2000 (c.23).”

Thus, specific statutory limits are imposed on the information that the

Intelligence Services can obtain, and on the information that it can disclose
under the CTA.

10
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46.

47.

Other statutory bases for obtaining information

Information contained in a Bulk Personal Dataset may be obtained by other
means, including pursuant to:

(a) Warrants issued under section 5 of the ISA in respect of property and
equipment interference;

(b) Authorisations issued under section 7 of the ISA in respect of property
and equipment interference;

(c) Intrusive surveillance warrants issued under section 43 of the
Regulation of Investigatory Powers Act 2000 (“RIPA”);

(d) Directed surveillance authorisations issued under section 28 of RIPA;

(e) Covert human intelligence authorisations issued under section 29 of
RIPA; and

(f) Warrants for the interception of communications issued under section
5 of RIPA

It is important to note that these other statutory means of obtaining
information are themselves subject to their own statutory requirements, in
addition to any further requirements derived from the Handling
Arrangements set out below.

Section 94 of the Telecommunications Act 1984
5.94 of the Telecommunications Act 1984 (“TA”) provides:
“94.- Directions in the interests of national security etc.

(1) The Secretary of State may, after consultation with a person to whom this section
applies, give to that person such directions of a general character as appear to the
Secretary of State to be necessary in the interests of national security or relations
with the government of a country or territory outside the United Kingdom.

(2) If it appears to the Secretary of State to be necessary to do so in the interests of
national security or relations with the government of a country or territory outside
the United Kingdom, he may, after consultation with a person to whom this section
applies, give to that person a direction requiring him (according to the circumstances
of the case) to do, or not to do, a particular thing specified in the direction.

(2A) The Secretary of State shall not give a direction under subsection (1) or (2)
unless he believes that the conduct required by the direction is proportionate to what
is sought to be achieved by that conduct.

(3) A person to whom this section applies shall give effect to any direction given to

him by the Secretary of State under this section notwithstanding any other duty
imposed on him by or under Part 1 or Chapter 1 of Part 2 of the Communications Act

11



48.

2003 and, in the case of a direction to a provider of a public electronic
communications network, notwithstanding that it relates to him in a capacity other
than as the provider of such a network.

(4) The Secretary of State shall lay before each House of Parliament a copy of every
direction given under this section unless he is of opinion that disclosure of the
direction is against the interests of national security or relations with the government
of a country or territory outside the United Kingdom, or the commercial interests of
any persom.

(5) A person shall not disclose, or be required by virtue of any enactment or otherwise
to disclose, anything done by wvirtue of this section if the Secretary of State has
notified him that the Secretary of State is of the opinion that disclosure of that thing is
against the interests of national security or relations with the government of a
country or territory outside the United Kingdom, or the commercial interests of some
other person.

(6) The Secretary of State may, with the approval of the Treasury, make grants to
providers of public electronic communications networks for the purposes of defraying
or contributing towards any losses they may sustain by reason of compliance with the
directions given under this section.

(7) There shall be paid out of money provided by Parliament any sums required by
the Secretary of State for making grants under this section.

(8) This section applies to OFCOM and to providers of public electronic
communications networks.”

The Secretary of State’s power to give directions under section 94, whether of
a general character (s.94(1)) or requiring specific action (5.94(2)) is limited to
directions which appear to the Secretary of State to be “necessary” in the
interests of national security or international relations (s.94(1)) and which the
Secretary of State believes to be “proportionate” to what is sought to be
achieved. The Secretary of State must also first consult with the person to
whom the direction is to be given (s.94(1) and (2)).

The HRA

49.

50.

Art. 8 of the ECHR is a “Convention right” for the purposes of the HRA: s.
1(1) of the HRA. Art. 8, set out in Sch. 1 to the HRA, provides as follows:

“(1) Everyone has the right to respect for his private and family life, his home and
his correspondence.

(2) There shall be no interference by a public authority with the exercise of this right
except such as is in accordance with the law and is necessary in a democratic society
in the interests of national security, public safety or the economic well-being of the
country, for the prevent of disorder or crime, for the protection of health and morals,
or for the protection of the rights and freedoms of others.”

By s. 6(1):

“It is unlawful for a public authority to act in a way which is incompatible with a

12
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52.

Convention right.”

Each of the Intelligence Services is a public authority for this purpose. Thus,
when undertaking any activity that interferes with Art. 8 rights, the
Respondents must (among other things) act proportionately and in
accordance with law. In terms of bulk activity relating to Bulk Persona Data
and section 94 of the Telecommunications Act 1984, the HRA applies at every
stage of the process i.e. authorisation, acquisition, use/access, disclosure,
retention and deletion.

S. 7(1) of the HRA provides in relevant part:

“A person who claims that a public authority has acted (or proposes to act) in a way
which is made unlawful by section 6(1) may —
(a)  bring proceedings against the authority under this Act in the appropriate
court or tribunal ...."

The DPA

o

54,

55.

Each of the Intelligence Services is a data controller (as defined in s. 1(1) of the
DPA) in relation to all the personal data that it holds. “Personal data” is
defined in s.1(1) of the DPA as follows:

“data which relate to a living individual who can be identified-

i. from those data; or

it. from those data and other information which is in the possession of, or is likely to
come into the possession of the data controller, and includes any expression of opinion
about the individual and any indication of the intentions of the data controller or any
other person in respect of the individual.”

Insofar as the obtaining of an item of information by any of the Intelligence
Services amounts to an interference with Art. 8 rights, that item of
information will in general amount to personal data.

Consequently as a data controller, the Respondents are in general required by
s. 4(4) of the DPA to comply with the data protection principles in Part I of
Sch. 1 to the DPA. That obligation is subject to ss. 27(1) and 28(1) of the DPA,
which exempt personal data from (among other things) the data protection
principles if the exemption “is required for the purpose of safeguarding national
security”. By s. 28(2) of the DPA, a Minister may certify that exemption from
the data protection principles is so required. Copies of the ministerial
certificates for each of the Intelligence Services are available on request. Those
certificates certify that personal data that are processed in performance of the
Intelligence Services’ functions are exempt from the first, second and eighth
data protection principles (and are also exempt in part from the sixth data
protection principle). Thus the certificates do not exempt the Intelligence
Services from their obligation to comply with the fifth and seventh data
protection principles, which provide:

13



56.

“5. Personal data processed™ for any purpose or purposes shall not be kept for
longer than is necessary for that purpose or those purposes. ...

7. Appropriate technical and organisational measures shall be taken against
unauthorised or unlawful processing of personal data and against accidental loss or
destruction of, or damage to, personal data.”1!

Accordingly, when the Respondents obtain any information which amounts
to personal data, they are obliged:

(a) not to keep that data for longer than is necessary having regard to the
purposes for which they have been obtained and are being retained /
used; and

(b) to take appropriate technical and organisational measures to guard
against unauthorised or unlawful processing of the data in question
and against accidental loss of the data in question.

The OSA

b,

58.

A member of the Intelligence Services commits an offence if “without lawful
authority he discloses any information, document or other article relating to security
or intelligence which is or has been in his possession by virtue of his position as a
member of any of those services”: s. 1(1) of the OSA. A disclosure is made with
lawful authority if, and only if, it is made in accordance with the member’s
official duty (s. 7(1) of the OSA). Thus, a disclosure of information by a
member of any of the Respondents that is e.g. in breach of the relevant
“arrangements” (under s. 4(2)(a) of the ISA) will amount to a criminal
offence. Conviction may lead to an imprisonment for a term not exceeding
two years and/or a fine (s. 10(1) of the OSA).

Further, a member of the Intelligence Services commits an offence if he fails
to take such care, to prevent the unauthorised disclosure of any document or
other article relating to security or intelligence which is in his possession by
virtue of his position as a member of any of those services, as a person in his
position may reasonably be expected to take. See s. 8(1) of the OSA, as read
with s. 1(1). Conviction may lead to an imprisonment for a term not
exceeding three months and/or a fine (s. 10(2) of the OSA).

Open Handling Arrangements

59.

Arrangements exist for the obtaining, use and disclosure of:
(a) Bulk Personal Datasets (“the BPD Handling Arrangements”); and

(b) Bulk Communications Data pursuant to directions under 5.94 of the

1 The term “processing” is broadly defined in s. 1(1) of the DPA to include (among other
things), obtaining, recording and using.

11 The content of the obligation imposed by the seventh data protection principle is further
elaborated in §§9-12 of Part II of Sch. 1 to the DPA.
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60.

61.

62.

63.

Telecommunications Act 1984 (“the Section 94 Handling
Arrangements”).

Both sets of Handling Arrangements apply to each of the Intelligence Services
and were made under s.2(2)(a) of the Security Service Act 1989 and ss.2(2)(a)
and 4(2)(a) of the Intelligence Services Act 1994. They came into force on 4
November 2015. They are mandatory and are required to be followed by staff
in the Intelligence Services. Failure by staff to comply with the Handling
Arrangements may lead to disciplinary action, which can include dismissal
and prosecution (see §§1.1 to 1.3 of the BPD Handling Arrangements and
§§1.1 to 1.3 of the Section 94 Handling Arrangements).

BPD Handling Arrangements

The BPD Handling Arrangements apply to obtaining, use and disclosure of
“bulk personal datasets” (§1.2) as defined at §2.2:

“2.2  Among the range of information collected is data that contain personal
information about a wide range of individuals, the majority of whom are
unlikely to be of any intelligence interest. Typically these datasets are very large,
and of a size which means they cannot be processed manually. Such datasets are
referred to as bulk personal datasets. For the purposes of these Handling
Arrangements, a ‘bulk personal dataset’ means any collection of information which:

(a) Comprises personal data;

(b) Relates to a wide range of individuals, the majority of whom are unlikely
to be of intelligence interest; and

(c) Is held, or acquired for the purpose of holding, on one or more analytical
systems within the Intelligence Services.”

“Personal data” is defined as having the meaning given to it in s.1(1) of the
Data Protection Act 1998 (§2.3), but additionally includes data related to the
deceased.

The purpose of the acquisition and use of BPD is explained at §§2.4-2.5:

“2.4  Bulk personal datasets may be acquired through overt and covert channels.
Such datasets provide information about subjects of intelligence interest ("subjects of
interest"), but inevitably also include information about those who are of no direct
relevance to Intelligence Service operations. It is not possible to acquire the
information that will be of direct value to these operations without also acquiring this
additional data; indeed, at the point of acquisition it may not be known exactly which
information will prove to be of value.

2.5 The Intelligence Services draw on this data and use it in conjunction with
other data in order to perform their functions, for example, to identify subjects of
interest, validate intelligence or to ensure the security of operations or staff. It may
also be used to facilitate the exclusion of individuals from an investigation or in
pursuit of other intelligence requirements. This ensures that the activities of the
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64.

65.

66.

67.

68.

Intelligence Services are correctly and solely focused on those individuals or
organisations that are relevant to the performance of their statutory functions.”

The requirement that acquisition, use, retention and disclosure of BPD have
“clear justification, accompanied by detailed and comprehensive safeguards against
misuse” and be “subject to rigorous oversight” is made clear (§2.6). The BPD
Handling Arrangements are intended to provide such safeguards (§2.7) and
must be complied with, along with the requirements of the information
gateway provisions:

“Staff must ensure that no bulk personal dataset is obtained, used, retained or
disclosed except in accordance with the information gateway provisions and
these Arrangements.”

The BPD Handling Arrangements apply to BPD “howsoever obtained”, that is
through whichever of the variety of statutory powers by which the
Intelligence Services are entitled to obtain it (§§2.8-2.9) without prejudice to
“additional applicable statutory requirements” which apply in the case of some
statutory powers (§2.9).

The BPD Handling Arrangements set out provisions in respect of each of the
stages of the lifecycle of a Bulk Personal Dataset.

Authorisation and Acquisition

The key requirements on staff of the Intelligence Services before obtaining
BPD are set out at §4.2:

“based on the information available to them at the time, staff should always:

o be satisfied that the objective in question falls within the Service’s statutory
functions;

o be satisfied that it is necessary to obtain and retain the information
concerned in order to achieve the objective;

e be satisfied that obtaining and retaiming the information in question is
proportionate to the objective;

e be satisfied that only as much information will be obtained as is necessary to
achieve that objective.”

Clear guidance is provided to staff on the considerations of necessity and
proportionality:

“When will acquisition be “necessary”?

4.3 What is necessary in a particular case is ultimately a question of fact and
judgement, taking all the relevant circumstances into account. In order to meet the
‘necessity’ requirement in relation to acquisition and retention, staff must consider
why obtaining the bulk personal dataset is ‘really needed’ for the purpose of
discharging a statutory function of the relevant Intelligence Service. In practice this
means identifying the intelligence aim which is likely to be met and giving careful
consideration as to how the data could be used to support achievement of that aim.
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