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THE RESPONDENTS’ CLOSED RESPONSE

[REDACTED]

A. THE RESPONDENTS’ CLOSED POSITION ON THE FACTUAL ALLEGATIONS

Bulk Personal Data

1) A Bulk Personal Dataset (“BPD”) is a dataset that contains personal data about individuals
the majority of whom are unlikely to be of intelligence interest and that is incorporated into
an analytical system and used for intelligence purposes. Typically such datasets are very
large, and too large to be processed manually.

2) The Third to Fifth Respondents (“the Intelligence Services™) obtain and exploit BPD for
several purposes: to help identify subjects of interest or unknown people that surface in the
course of investigations; to establish links between individuals and groups; or else to improve
understanding of targets’ behaviour and connections:; and to verify information obtained
through other sources.

3) BPD obtained and exploited by the Intelligence Services include a number of broad
categories of data. By way of example only these include: biographical and travel (e.g.



assport databases): communications (e.g. telephone directory): and financial (e.g. finance

related activity of individuals).

4) While each of these datasets in themselves may be innocuous intelligence value is added in
the interaction between multiple datasets. One consequence of this is that intrusion into
privacy can increase.

5) BPD is operationally essential to the Intelligence Services and growing in importance and
scale of holdings. Examples of the vital importance of BPD to intelligence operations

include:

a) Identifying Foreign Fighters: [REDACTED]

b) Preventing Access to Firearms: [REDACTED]

Section 94 of the Telecommunications Act 1984

6) A number of directions have been issued under section 94 of the 1984 Act. Such directions
which fall within the scope of the present Claim are addressed below. These are essentially
directions which involve the acquisition/use of Bulk Communications Data (“BCD”).

[REDACTED]

Bulk Communications Data

7) Both GCHQ and the Security Service (“MI5”) acquire Bulk Communications Data pursuant
to directions made under section 94 of the 1984 Act. For the avoidance of doubt, SIS do not
do so.

GCHQ

8) Since 2001 GCHQ has sought and obtained from successive Foreign Secretaries a number of
section 94 directions relating to the ongoing provision of various forms of bulk
communications data. In keeping with GCHQ’s external intelligence mission, the datasets
received under these directions are predominantly foreign-focused, and the data acquired is
accordingly in most cases only a fraction of that possessed by the CNPs involved.

9) The data received is held by GCHQ and ingested into their broader data holdings where it is
merged with communications data intercepted under the authority of external warrants issued
in accordance with s.8(4) of RIPA. The s.94 data represents a more reliable and
comprehensive feed of particular types of communication data than may usually be obtained
from interception. The intelligence value of the s.94 data is derived from the merger with
GCHQ'’s wider datasets, thus enriching the results of analytic queries made on those systems.



10) Such analysis of bulk communications data is vital for identifying and developing
intelligence targets. Approximately 5% of GCHQ’s original intelligence reporting is based
wholly or partly on .94 data.

MIS

11) Since 2005 successive Home Secretaries have issued and/or decided to maintain directions
under 5.94 of the 1984 Act requiring a number of CNPs to provide MIS5 with [REDACTED]
communications data in the interests of national security. [REDACTED] The data obtained
is aggregated in a database. Successive Home Secretaries have agreed that they would keep
these arrangements under review at six-monthly intervals. The review process involves a
detailed submission being made to the Home Office by MIS5, setting out the ongoing case for
the database, including specific examples of its usefulness in the intervening period and
setting out any errors in the use of the database which have occurred in that time. The Home
Secretary considers the submission with the advice and assistance of senior Home Office
officials.

12) The communications data provided by the CNPs under the section 94 directions is limited to
“traffic data™ and “Service Use Information” [REDACTED].

13) The data provided does not contain communication content or Subscriber Information
(information held or obtained by a CNP about persons to whom the CNP provides or has
provided communications services). The data provided is therefore anonymous. It is also data
which is in any event maintained and retained by CNPs for their own commercial purposes
(particularly billing and fraud prevention).

14) Such data is of significant intelligence and security value.

15) MIS retrieves data from the database using sophisticated software. This software is run
against the data to answer specific investigative questions. Requests of the database can be
made only where an authorisation is granted under section 22 of the Regulation of
Investigatory Powers Act 2000 (“RIPA™) if judged necessary and proportionate.

[REDACTED]

16) Data is provided by CNPs on a regular basis. Data is retained by MI5 for 12 months before
being deleted.

17) Prior to the creation of the database MI5 was limited in its ability to make use of
Communications Data. [REDACTED]

18) Section 94 Directions were first laid in respect of the database on 21 July 2005. The view of
successive Home Secretaries has been that disclosure of the Section 94 Directions in respect
of the database would be against the interests of national security. Although the fact that
Section 94 Directions have been issued has been avowed, the directions themselves have not



been published [REDACTED)]. The directions remain in place but are reviewed every six
months.

B. “BELOW THE WATERLINE” SAFEGUARDS FOR BULK PERSONAL DATA

19) The Open Response set out the relevant statutory regimes and the material provisions of the
Open Handling Arrangements (§§28-29). However, in addition to the statutory regime and
Open Handling Arrangements, the Intelligence Services have substantial “below the
waterline” safeguards which apply to BPD.

20) This Section of the Closed Response considers the “below the waterline” safeguards of (a)
the SIA jointly; (b) MI5; (c) SIS; and (d) GCHQ.

SIA

21) The Intelligence Services have agreed policy in relation to Bulk Personal Data. This is
reflected not only in the Open BPD Handling Arrangements addressed in the Open
Response, but is also set out in an internal “SIA Bulk Personal Data Policy” (SIA BPD
Policy) which came into force in February 2015. A copy of the current policy is exhibited to
this Closed Response as Exhibit “A”. In addition, each of the Agencies has developed
separate, Agency-specific policy guidance for its staff aligned with the SIA BPD Policy (see,
inter alia, §4 and §10 of the SIA BPD Policy).

22)§4 of the SIA BPD Policy notes that it has been “agreed by all three Agencies”.
Furthermore, the “Agencies have aligned specific business processes where appropriate to
allow for greater cooperation and consistency of approach.”

23) A definition of “Bulk Personal Data™ is set out at §5:

“The Agencies lawfully collect a range of information from a variety of sources which is

needed to meet their statutory functions in an effective and timely manner. The data

collected includes datasets which contain personal data about a wide range of

individuals, the majority of whom are not of direct intelligence interest. These datasets

are known as Bulk Personal Datasets and are acquired via various statutory

gateways...They share the following characteristics:

e Contain personal data about individuals, the majority of whom are unlikely to be of
intelligence or security interest.

e Are too large to be manually processed (particularly given benefit is derived by using
them in conjunction with other datasets),

e Are held on analytical systems within the SIA.”

24) “Personal data” in this context has the meaning given to it by section I(1) of the Data
Protection Act 1998:

“ ‘data’ which relate to a living' individual who can be identified-
- from those data; or



- from those data and other information which is in the possession of, or is likely to
come into the possession of, the data controller (i.e. the relevant Agency), and
includes any expression of opinion about the individual and any indication of the
intentions of the data controller or any other person in respect of the individual.”

25) The policy explains that “Whilst DPA refers only to ‘a living individual’, many bulk personal
datasets will contain details about individuals who are dead. SIA policy and processes in
relation to bulk personal data are the same for both the living and the dead.’ (footnote 1)

26) “Sensitive Personal Data” is also given the meaning found in the DPA:

1

®  Racial or ethnic origin;

e Political opinions;

e Religious belief or other beliefs or a similar nature;
o Membership of a trade union;

e Physical or mental health or condition;
o Sexual life;
®  The commission or alleged commission of any offence; or

* Any proceedings for any offence committed or alleged to have been committed, the
disposal of such proceedings, or the sentence of any court in such proceedings.”

27) The SIA BPD Policy also notes that each of the SIA may, in their individual policy guidance,
treat additional categories of data with particular sensitivity:

“8. In addition to the DPA-defined statutory categories, each Agency may have
additional policies (with additional controls) in which they define further categories as
‘Sensitive Personal Data’ (in a non-statutory sense). In practical terms, this means that
the Agencies recognise and may, as judged appropriate, take additional steps to protect
data relating to these subjects.”

28) The SIA BPD Policy requires each Intelligence Service to have arrangements in place for the
effective management and legal compliance of BPD throughout its lifecycle (§9). The stages
of the lifecycle are:

€

® Acquisition — the initial authorisation processes, arrangements for collection,
receipt, storage and loading of BPD onto Agency systems;

* Use — access to, and use of, the data by Agency staff, authorisations required for
different types of use, reviews of use, safeguards;

o Sharing — sharing of data between the Agencies and with other partners,
authorisations, reviews of use;

® Retention — ensuring Agencies do not retain data longer than is necessary, review
processes;



e Deletion/Destruction - decision making, processes to ensure effective recording and
confirmation of the deletion/destruction.”

29) The policy requires each Intelligence Service to have “a governance structure and a process
in place to ensure effective oversight of the BPD lifecycle.” These must “provide robust
Jframeworks to ensure that each Agency handles its information appropriately and in
compliance with the law.” (§11) These structures “support the Head of each Agency in the
discharge of his statutory duties”.

30) Each Intelligence Service must have a “review panel” (§13):

“Each Agency must have a review panel whose function is to oversee the lifecycle of the
BPD it holds. The composition and specific processes may vary between the Agencies,
but each must be chaired at senior (director or deputy or assistant director — as
appropriate for each Agency) level, and include legal advisers, technical teams,
compliance or policy teams and representatives from the business as judged appropriate.
Invitations should also be extended to each of the other two Agencies.”

31) The external oversight provided by the Intelligence Services Commissioner and the
Interception of Communications Commissioner, and the division of their respective roles, is
explained in §14.

32) The SIA BPD Policy contains separate sections relating to (i) Acquisition (ii) Use (iii)
Sharing (iv) Retention and (v) Deletion/Destruction which apply to each of the Intelligence
Services.

SIA: Acquisition

33) The acquisition of BPD is a tightly controlled process. This is embodied in policy statements
at §15 which apply to all Intelligence Services:

All acquisition must be authorised by a senior manager within the Agency (specific
arrangements vary between Agencies),

Where a request is made to obtain a dataset it must be justifiable and deemed necessary
and proportionate for the requesting Agency to acquire the dataset in pursuit of its
Statutory functions;

The acquisition of BPD must be authorised before any analytical exploitation of the data.
Authorisation may need to be obtained at an earlier stage at the individual Agency’s
direction. If authorisation is not granted the relevant BPD must be deleted;

All BPD will be assessed to determine the levels of Intrusion and Corporate Risk during
the acquisition process. These considerations will assist in the decision regarding the
review periodicity for the dataset,



[REDACTED]

o [t is the responsibility of the Agency that acquired the data to manage the relationship
with the data supplier. Where an Agency shares a dataset with another, the receiving
Agency is responsible for its copy. If the acquiring Agency decides to delete/destroy the
dataset but the other Agencies wish to retain the data and have sufficient justification, the
Agencies must agree between them the responsibilities for managing supplier equities,
source, and/or technique protection. As judged appropriate, this may involve the transfer
of responsibility for managing the relationship, sources or capability to one of the other
Agencies, or the continued supply of data by one Agency on behalf of the others;

e All BPD sets held within and shared between the SIA must have a clearly identified lead
Agency;,

e The Agencies will coordinate to ensure efficiency in the acquisition of BPD. This includes
de-confliction to prevent parallel or duplicative acquisition;

[REDACTED]

e After receipt of BPD there must be robust access controls, constrained to those with a
business need, to all versions of information held on any medium/system;

e Any original media retained must be held securely, with appropriate and auditable
records kept, including in relation to any copies made;

e BPD must only be retained on the original physical media for as long as is necessary.”

SIA: Use

34) Further policy statements are set out in relation to the use of BPD. §16 emphasises the key
principles of necessity and proportionality which underlie those statements:

“The use of BPD is managed and monitored fo ensure that the principles of necessity and
proportionality are followed, thereby enabling the Agencies to fulfil their statutory
requirements.”

35) The SIA-wide policy statements which apply to BPD are set out at §16:

0

o The Agencies must consider the different levels and types of intrusion and the
sensitivities inherent in the exploitation of BPD,; ensure that BPD is hosted and
available on suitable analytical systems; and ensure that appropriate safeguards are
in place to prevent and detect inappropriate use;

[REDACTED]



e Access to analytical systems which have the ability to interrogate BPD must be
restricted to those with a business need and who have an appropriate level of security
clearance;

e Users must complete relevant training and be made aware of their responsibilities (in
relation both to the analytical systems and the data they access) before they are
granted use of analytical systems which can interrogate BPD. In exceptional
circumstances, if an individual has not complete the relevant training and a strong
business case exists for his use of analytical systems containing BPD, his use of these
systems must be guided by an experienced trained colleague;

e Fach Agency must ensure that all use of BPD, in whatever context, is necessary and
proportionate to enable the Agency to fulfil its statutory obligations, and that use
must be authorised at an appropriate level commensurate with the use proposed,
level of intrusion and assessment of risk;

o Users must ensure their queries against BPD are structured and focused so as to
minimise collateral intrusion;

e  BPD may be used to conduct experiments as part of the SIA drive to improve data
analytics; however, the risks arising from use in an experiment must be considered
and pre-authorised by a senior manager;

e Physical, technological and administrative safeguards must be in place to guard
against the misuse, malicious or otherwise, of BPD and the analytical systems upon
which it is hosted. These safeguards include (but are not limited to) audits, protective
monitoring regimes, line management oversight, training and codes of practice;

o The Agencies will take appropriate disciplinary action against any person identified
as abusing or misusing analytical capabilities, BPD, or any information or
intelligence derived therefirom.”

SIA4: Sharing

36) SIA-wide policy statements in relation to sharing BPD are set out at §17:

When sharing BPD the supplying Agency must be satisfied that it is necessary and
proportionate to share the date with the other Agency/Agencies; and the receiving
Agency/Agencies must be satisfied that it is necessary and proportionate to acquire the
data in question. A log of data sharing will be maintained by each agency;,

The sharing of BPD must be authorised in advance by a senior individual within each
Agency, and no action to share may be taken without such authorisation;

Agencies must protect sensitive datasets [REDACTED] when sharing, if the risk of
intrusion in doing so is not judged to be necessary and proportionate;

BPD must not be shared with non-SIA third parties without prior agreement from the
acquiring Agency;

tests for onward drgclogme Jma’er the SSA or ISA would have ro be met. In the event tha
K) Agen




Agency, Action-On_would have to be sought in advance from the acquiring Agency.

Wider legal. political and operational risks would also have to be considered, as
appropriate.

[REDACTED]
SIA: Retention

37) The Intelligence Services are also required to review the necessity and proportionality of
the continued retention of BPD (§18). This is reflected in the following SIA-wide policy:

e FEach Agency has a review panel which will review BPD retention by that Agency. In
all three Agencies, panels sit once every six months,

o These panels will invite representatives from each of the other Agencies to discuss
data sharing (both data and applications granting access to BPD), assist consistency
of decision making across Agencies, and provide inter-Agency feedback;

e FEach Agency must provide its own justification for the retention of a dataset. Where
an Agency shares a dataset with another, the receiving Agency is responsible for its
copy;

e Different Agencies may reach different conclusions about the value of, and
requirement fo retain (or delete), the same dataset, based on each Agency’s ongoing
business requirement, and assessment of risk, necessity and proportionality;

e If the acquiring Agency chooses to delete a dataset, the consequences for retention
must be considered by all Agencies with access to that dataset. If the other Agencies
wish to retain their copy and have sufficient justification, the Agencies must also
agree between them the responsibilities for managing supplier equities, source and/or
technigue protection. As judged appropriate, this may involve the transfer of
responsibility for managing the relationship, source or capability to one of the other
Agencies, or the continued supply of data by one Agency on behalf of the others;

e All decisions on retention (either full or partial) must be recorded;

o The frequency of retention reviews for BPD varies across the Agencies, but all are
periods determined by similar factors, including potential use (or lack of), levels of
intrusion; and levels of sensitivity and corporate risk;

o The level of use and Intrusion and Corporate Risk for a BPD must be re-assessed
during the review process,

o The review period assigned to a dataset can be altered if an acceptable justification
can be made. Such changes must be authorised by the review panel and the
Justification recorded.”

STA: Deletion/Destruction

38) Finally, the SIA Bulk Personal Data Policy sets out policy statements relating to the disposal
of BPD, which reflect the “legal requirement for the Agencies not to hold BPD for longer
than is deemed necessary and proportionate.” (§19):

9



The review panel will instruct the deletion/destruction of BPD when its retention is no
longer necessary and proportionate. BPD will not be archived unless there is a legal
Justification such as disclosure;

If the primary acquiring Agency has to delete a dataset (e.g. following a
Commissioner’s intervention, or at the request of a data supplier) and one or both of
the other Agencies decide to retain the data, the other Agencies must also review
their justification for retention of the same dataset. The standard of justification for
any ongoing retention in such circumstances is likely to be high;

If one or both of the other Agencies decide to retain the data, the Agencies must agree
between them the responsibilities for managing the data [REDACTED];,

Where a dataset is to be deleted/destroyed by an Agency, it must consider any
previous sharing of the data with liaison partners (e.g. foreign agencies, police,
OGDs). Depending on the circumstances surrounding the deletion/destruction, a
decision must be made as to whether to ask third parties to delete/destroy their copy
or extract of the dataset. If the decision is to request deletion, the request must be
made even if there is little prospect of being able to enforce deletion/destruction by
the third party;

The review panel can request the deletion/destruction of certain fields/criteria from
within a dataset if they are not deemed to be necessary and proportionate whilst
retaining the remainder of the dataset;

The Agencies’ relevant technical sections are responsible for conducting the
deletion/destruction of the dataset. [REDACTED]”

Introduction

39)MI5 has Closed Handling Arrangements for the obtaining and disclosing of Bulk Personal
Data (“the MI5 Closed BPD Handling Arrangements™). These are made pursuant to section
2(2)(a) of the Security Service Act 1989 (see the MI5 Closed BPD Handling Arrangements,
§1.1, §2.8). These came into force on 4 November 2015. A copy of the MI5 Closed BPD
Handling Arrangements is exhibited at Exhibit “B” to this Closed Response.

40) The MI5 Closed BPD Handling Arrangements apply to MI5’s management (acquisition, use,
disclosure and retention) and oversight of the category of “bulk personal data™ (§1.2). They
are mandatory and must be followed by all staff (§1.3). Failure to comply with the Handling
Arrangements may lead to disciplinary action, which can include dismissal (§1.3). For
clarity, mandatory requirements are set out in boxes at the end of each section (§1.4).

41) The information to which the MI5 Closed BPD Handling Arrangements relate is defined in
section 2. §2.1 notes that MIS “lawfully collects BPD from a range of sources to meet its
statutory functions.” The definition of “Bulk Personal Dataset™ is agreed by each of the SIA.
The definition of “Bulk Personal Dataset™ at §§2.2-2.3 mirrors the SIA BPD Policy (§2).

10



42)In line with the Open Handling Arrangements and SIA Closed BPD Policy, the terms
“personal data™ and “Sensitive Personal Data™ are defined (at §2.4 and §2.5) as having the
meanings given to them in section 1(1) and 2 of the Data Protection Act 1998.

43) §2.6 notes that the categories of sensitive personal data are non-exhaustive, as MI5 takes into
account other additional sensitive categories including, but not limited to “legal professional
privilege, journalistic material and financial data.” (§2.6)

44) §2.7 notes that responsibility for governance arrangements for BPD lies with MI5’s data
governance team. The data governance team:

“works in consultation with the investigative, operational, analytical, legal and policy
branches to understand business requirements for BPD and ensure that BPD is subject to
appropriate handling and protection throughout its lifecycle. ”

45) The statutory powers by which MI5 can acquire BPD is set out at §§2.9-2.10. §2.11 sets out
that the MI5 Closed Handling Arrangements must be followed even where the exercise of
certain of those statutory powers requires compliance with other warrantry or authorisation
processes in parallel.

46) Section 3.0 of the MI5 Closed BPD Handling Arrangements summarises the relevant
provisions of the SSA, CTA, HRA and DPA.

47) The MI5 Closed BPD Handling Arrangements set out the arrangements in relation to

a) Authorisation;

b) Acquisition;

¢) Use;

d) Disclosure;

e) Data Retention and Review; and
f) Oversight.

MI5: Authorisation

48) Any acquisition of a BPD must be authorised. The authorisation process is set out in detail at
§4.1.4. Whenever MI5 considers acquiring a BPD, the officers responsible for acquiring it
must first consider the necessity and proportionality of doing so at the earliest possible
stage, having regard in particular to the following series of questions (§4.1.2):

a) What is the likely content of the dataset? [REDACTED)]

b) What business requirements’ will be met by acquiring and using the dataset?

' The MI3 “business requirements” which must be met are set by the relevant teams working to counter threats to
national security (§4.1.1).

11



c) How is exploitation of the dataset likely to contribute to MI5 business requirements?

d) How intrusive will acquisition and use of the data be, with particular reference to the
degree of collateral intrusion?

e) Can the intelligence be obtained by other, less intrusive, means?”

49) The authorisation process requires the completion of the relevant form (an example of which

is exhibited to this Closed Response at Exhibit “C”) (§4.1.4). The relevant form must be used
where there is an intention to acquire BPD (§4.1.3) and must be supported by a business case

approved by a senior MIS official.”

50) §4.1.4 sets out the detailed authorisation process:

-

“4.1.4 The detailed process to be followed is:

- The Data Sponsor for the relevant business area must draft a relevant form, explaining
why the data is required, its intended use, and its potential impact on investigations.

- The relevant form will give a justification of why the acquisition and subsequent
updates (if appropriate) are both necessary and proportionate and give an assessment of
the potential intrusion — collateral and actual — into privacy by MI5 holding, accessing
and utilising the proposed dataset.

- The business case must then be endorsed by the relevant team within MI5 before being
submitted to the data governance team who manage the authorisation process.

- The relevant legal and technical adviser will be consulted to ensure legality and

feasibility of acquiring the dataset. The data governance team will then make an

assessment of the political, corporate and reputational risk to MI5 and the data supplier
of acquiring the data.

- The senior MI5 official is the authorising officer. They will review the necessity and
proportionality of acquiring the BPD and ensure it will assist MI5 in pursuing its
statutory functions; and if satisfied they will authorise the acquisition.

- Should the proposed BPD acquisition appear particularly contentious or difficult, the
decision to authorise or not could be escalated to DDG. Ministers may be consulted if the
political or reputational risks are judged to be of significant gravity.

- Legal Advisers should be consulted on all new BPD acquisitions. The Ethics Counsellor
may be consulted by anyone at any stage of the relevant form process, or in the event of
ethical concerns being raised.

This would be at a level broadly equivalent in seniority to the Senior Civil Service.
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- Once authorised, the completed application must be stored on a centrally receivable
record and include the date of approval. This record must also contain the date of
acquisition of the relevant data in MI5 premises, which should be the date used for the
subsequent review process.”

51) Specific guidance is given on how to decide whether acquisition is necessary and
proportionate (§§4.1.5-4.1.7). Necessity is recognised as a matter of fact and judgment,
taking all the relevant circumstances into account (§4.1.5). Staff are directed to consider
“why obtaining the BPD is ‘really needed’ for the purpose of discharging a statutory
Jfunction of the relevant Intelligence Service.” In practice this means:

“identifving the intelligence aim which is likely to be met and giving carefil
consideration as to how the data could be used to support achievement of that aim.”

(§4.1.5)

52) In relation to proportionality, MI5 staff are directed to balance the level of interference with
the individual’s right to privacy against the expected value of the intelligence to be derived
from the data. “Privacy™ in this context is said to relate both to subjects of interest who are
included in the relevant data and other individuals who are included in the data and who may
be of no intelligence interest (§4.1.6). This means that staff must “be satisfied that the level
of interference with the individual's right to privacy is justified by the value of the
intelligence that is sought to be derived from the data and the importance of the objective to
be achieved.” They must also consider whether there is a “reasonable alternative” which
“involves less intrusion” that will still meet the proposed objective (§4.1.6).

53) In difficult cases, staff should consult line or senior management and/or the legal advisors for
guidance. They may also seek guidance or a decision from the relevant Secretary of State
(§4.1.7).

[REDACTED]

MI5: Acquisitions

54) §4.2.1 notes the wide range of sources from which MI5 acquires BPD (such as SIA Partners.
other HMG Departments. private business. interception and CNE). §4.2.2 sets out the broad

categories of MI5’s acquired datasets.
[REDACTED]
55) Transfer of BPD within MIS5 is also tightly controlled.
MI5: Use

56) The MI5 Closed BPD Handling Arrangements set out requirements in relation to access to
BPD which are intended to (i) ensure the maintenance of data security and protective security

13



standards; and (ii) reinforce compliance in relation to the necessity and proportionality of
using BPD datasets (§5.1).
57) §5.1.1 states that:

“MI5 attaches the highest priority to maintaining data security and prolective security
standards. Robust handling procedures have been established so as to ensure that the
integrity and confidentiality of the information in the BPD held is protected, and that
there are adequate safeguards in place to minimise the risk of any misuse of such data
and, in the event that such misuse occurs, to ensure that appropriate disciplinary action
is taken. This is underpinned by the following protective security measures that must be
adhered to:

- Physical security to protect any premises where there is access to MI5 information;
- IT security to prevent unauthorised access to IT systems;

- A security vetting regime for personnel who have access to this material which is
designed to provide assurance that those with access are reliable and trustworthy.”

58) Compliance with the requirement to consider the necessity and proportionality of using BPD
is reinforced by the additional measures at §5.1.2:

"~ Access to the information is strictly limited to those with an appropriate business
requirement to use these datasets;

- Individuals may only access information within a BPD if it is necessary for the
performance of one of the statutory functions of MI5;

- If individuals access information within a BPD with a view to subsequent disclosure of
that information, they may only access the relevant information if such disclosure is
necessary for the performance of the statutory functions of MI5;

- Before accessing or disclosing information, individuals must also consider whether
doing so would be proportionate. For instance, they must consider whether other, less
intrusive methods can be used to achieve the desired outcome;

- Users must be trained on their professional and legal responsibilities, and refiresher
training and/or updated guidance must be provided when systems or policies are
updated;

- A range of audit functions are in place: users should be made aware that their access to
BPD will be monitored and that they must always be able to justify their activity,

- Appropriate disciplinary action is taken in the event of inappropriate behaviour being
identified, and

- Users must be warned, through the use of Security Operating Procedures and Codes of
Practice, about the consequences of any unjustified access to data, which in the most
serious cases could lead to dismissal and/or the possibility of prosecution.”

59) Specific measures are also set out for the reduction of the level of interference with privacy
arising from the acquisition and use of BPD (§5.1.3):
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“-Data containing sensitive personal data may be subject to further restrictions,
including sensitive data fields not being acquired, being acquired but suppressed or
deleted, or additional justification required to access sensitive data fields,

- Working practice seeks to minimise the number of results which are presented to
analysts, although this varies in practice depending on the nature of the analytical query,
- If necessary, we can limit access to specific datasets to a very limited number of users.”

60) MIS5 staff can only access the corporate analytical systems through which BPD is primarily
accessed after (i) reading and signing a Code of Practice (exhibited to this Closed Response
as Exhibit “D™); and (ii) after completing a mandatory training course (§5.2.1). The conduct
and training of such users are subject to the responsibility of a line manager (§5.2.2).

61) In addition to the above specific mandatory training and specialist mentoring, other training
and courses are available to MI5 officers:

a) Legal Awareness Course;
b) Information Assurance Course;
c) [REDACTION] (MI5 internal intranet) guidance and policy documents relating to BPD.

62) Exploitation of BPD is subject to arrangements.

63) The use of BPD for “experimental or innovation purposes”, for example, the development of
a novel analytical technique or testing a new IT system, is specifically addressed at §5.4.1.
The potential for increased risk to, inter alia, the security of the data and risk of additional
interference with the right to privacy are acknowledged and addressed. Any such use of BPD
must be specifically “considered and authorised in advance by a senior MI5 official.” A
request for authorisation must describe the proposed activity and, inter alia, explain why it is
necessary and proportionate to use BPD for this purpose and set out an assessment of the
expected interference with privacy. The person authorising the requested experimental use
may set conditions or restrictions on its use (§5.4.2), and such conditions/restrictions must be
retained as part of the record for the dataset. If the request for experimental use is declined,
the dataset must not be used for that purpose.

MI5: Disclosure

64) The MI5 Closed BPD Handling Arrangements specifically address the disclosure of BPD,
i.e. sharing BPD outside MI5.

65) The decision to share any BPD outside MI5 “rests with a senior MI5 official. ™ (§6.1)
Specific arrangements are set out in relation to (i) Disclosure within the SIA; and (ii)

Disclosure to liaison services.

66) Information in BPD held by MIS can only be disclosed to persons outside MI5 if all of the
following conditions are met (§6.2.1):
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a) The objective of the disclosure falls within MI5’s statutory functions or is for the
additional limited purposes set out in sections 2(2)(a) and 4(2)(a) of the Intelligence
Services Act 1994 and section 2(2)(a) of the Security Service Act 1989;

b) Itis necessary to disclose the information in question in order to achieve that objective;
¢) The disclosure is proportionate to the objective;

d) Only as much of the information will be disclosed as is necessary to achieve that
objective.

67) These conditions must be met for a/l disclosure, including between the Intelligence Services
(§6.2.4).

68) §6.2.2 addresses the requirement of necessity, noting that MI5 staff must be satisfied that
disclosure is “really needed” for the purpose of discharging a statutory function of MI5 and
whether there is a reasonable, and less intrusive, alternative that will still meet the proposed
objective (§6.2.2). An example of such an alternative is given: “rhis could mean disclosure of
individual pieces of data or of a subset of data rather than of the whole bulk personal data.”

69) §6.2.3 addresses proportionality. Staff must be satisfied that:

“the level of interference with the individual’s right to privacy is justified by the benefit
fo the discharge of MI5’s statutory functions which is expected as a result of disclosing
the data and the imporiance of the objective to be achieved.”

70) Where the conditions are met, the BPD is formally requested from MI5 through an agreed
disclosure procedure using an “Inter-Agency Data disclosure Form™ (§6.2.5). The relevant
MIS5 data sponsor will then seek internal MI5 authorisation by submitting a Form for Sharing,
which is exhibited to this Closed Response at Exhibit “F”. The Form for Sharing will:

“outline[..] the business case submitted by the requesting Agency, detailing the data
requested, the necessity and proportionality case for disclosure of that data and the
proposed data handling arrangements.” (§6.2.6)

71) Disclosure is only permitted once this authorisation process is completed (§6.2.5).
Arrangements will then be made for the data to be disclosed to the relevant Agency (§6.2.6).

72) Disclosure to liaison services is subject to additional safeguards.

73) However, §6.3.2 notes that there are circumstances “such as a pressing operational
requirement” where disclosure to a liaison service may be necessary and proportionate in the
interests of national security. In such a case, in addition to applying the same tests for
disclosure as when disclosing within the SIA, the relevant form would have to be completed,
and MI5 would need to be satisfied that disclosure met the dual tests of necessity and
proportionality.
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74) In addition, prior to disclosure, MI5 must also take reasonable steps to ensure that the liaison
partner has and will maintain satisfactory arrangements for safeguarding the confidentiality
of the data including with regard to both source protection and the protection of the privacy
of the individuals in the BPD. All enquiries “should be directed to the data governance
team. " (§6.3.2)

75) The necessity and proportionality of any disclosure of BPD is also subject to review by
MI5’s Bulk Personal Data Review panel. The panel also reviews whether the interests of the

data provider are protected (§7.1.6).

MI35: Review of data retention and deletion

76) The retention and use of BPD in MI5’s possession is reviewed by MI5’s Bulk Personal Data

Review (“BPDR™) Panel (§7.1.3). The Panel consists of. amongst others. senior officials,
non-executive director, Ethics Counsellor and legal adviser.

77) The BPDR panel meets at least every six months to conduct such a review (§7.1.1).
Representatives from SIS and GCHQ are normally invited to attend to observe and contribute
to discussions (§7.1.4). The purpose of the review is to ensure that the retention and use of
datasets in MI5’s possession:

“remains necessary and proportionate for MI3 to carry out its statutory duty to protect
National Security for the purposes of 5.2(2)(a) Security Service Act 1989."

78) In addition to satisfying themselves that the level of intrusion is justifiable under Article 8(2)
of the ECHR, the BPDR panel must also be satisfied that it complies with the requirements
of the Data Protection Act 1998 (§7.1.2). If at any time, including on a review, it is judged
that MI5’s retention of BPD is no longer necessary and proportionate “all copies must be
deleted or destroyed.” (§7.1.2)

[REDACTED]

79) The BPDR panel considers recommendations for each dataset under review and decides
whether to retain or delete it (§7.1.5). When doing so the panel considers (§7.1.8):

“~ An assessment of the value and use of the dataset during the period under review

- the operational and legal justification for continued retention, including its necessity
and proportionality

- the level of actual and collateral intrusion posed by retention and exploitation
- The extent of corporate, legal, reputational or political risk

- Frequency of acquisition and updates
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