Case No. IPT/15/110/CH
IN THE INVESTIGATORY POWERS TRIBUNAL
BETWEEN:

PRIVACY INTERNATIONAL
Claimant
-and-

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT
(3) GOVERNMENT COMMUNICATIONS HEADQUARTERS
(4) SECURITY SERVICE
(5) SECRET INTELLIGENCE SERVICE

Respondents

WITNESS STATEMENT OF SAM SMITH

I, Sam Smith, Coordinator at MedConfidential, Lambert Place, Lewes BN7 2EL
SAY AS FOLLOWS:

Introduction

1. medConfidential is an independent non-partisan organisation founded in 2013
working for confidentiality and consent in health and social care. | joined
medConfidential in 2013 after 2 years at Privacy International.

2. All staff members at medConfidential have given evidence to Parliament's
Health Select Committee® on issues around medical records. In 2014, | was
appointed to the National Information Board of the Department of Health?, and
in 2015 | was invited to join the Privacy and Consumer Advisory Group of the

1 hitp://www.parliament.uk/business/committees/committees-a-z/commons-select/health-committee/
inquiries/parliament-2010/cdd-2014/

2 hitps://www.gov.uk/igovernmentiorganisations/national-information-board




8. The Information Commissioner's Office submissions on the draft Investigatory
Powers Bill refers to ‘substantial policy reasons® why such data (medical
records) should not be available in bulk. The ICO said:

There is increasing centralisation of records such as with the Care.data
program and other effort to create significant national level collections
of health related information.’

9. The ICO asked for medical records to be exempted from Bulk Personal
Datasets.

Background

Personal Data

10.The Data Protection Act 1998 states in Part | Preliminary:

“Personal data means data which relate to a living individual who can
be identified —

(a) from those data, or

(b) from those data and other information which is in the possession of,
or is likely to come into the possession of, the data controller,

and includes any expression of opinion about the individual and any
indication of the intentions of the data controller or any other person in
respect of the individual.

11. The Information Commissioner states:

It is important to note that, where the ability to identify an individual

depends partly on the data held and partly on other information (not

necessarily data), the data held will still be “personal data”.®

® Paragraph 33 Joint Committee on the Draft IPB ICO submission
https://ico.org.uk/media/about-the-ico/consultation-responses/2016/1560392/draft-
investigatory-powers-bill-the-information-commissioners-submission.pdf [accessed
on 3 May 2016]

7 Paragraph 33 Joint Committee on the Draft IPB ICO submission
https://ico.org.uk/media/about-the-ico/consultation-responses/2016/1560392/draft-
investigatory-powers-bill-the-information-commissioners-submission.pdf [accessed
on 3 May 2016]

® hitps:/fico.org.uk/for-organisations/quide-to-data-protection/key-definitions/
[accessed on 3 May 2016]




12.GCHQ’s Guidance for completing the BPD form October 2012 to June 2014°

states on page 1 of 4 claims that anonymized data is not a Bulk Personal
Dataset:

This guide provides instructions for completing the Bulk Personal Data
Acquisition and Retention form. The BPDAR process is an internal policy
authorisation used to authorise acquisition and/or retention of operational data
by GCHQ, where the data is: Bulk in nature (i.e. not narrowly focused on a
particular target), and Personal (i.e. deals with individuals and contains real
names).

(footnote: GCHQ agreed with Cabinet Office in 2010, as part of the
Review of Agency Handling of Bulk Personal Data, that, to be
considered personal data, a dataset has to contain at least the actual
names of individuals.)

The NHS Number

13.“Everyone registered with the NHS in England, Wales and the Isle of Man has

a unique patient identifier called NHS Number.”"® “An NHS number is used
across all NHS organisations and is the only national unique single data item
to identify and connect your health records.”"*

14. Since commencement of the Health and Social Care (Safety and Quality) Act

2015' on 1 October 2015,” it has been a legal requirement for medical
records to include the NHS number to allow for unique identification of
individuals. Prior to that date, while it was not a legal requirement, it was the
norm for NHS numbers to be used for individuals by most organisations, and
use has has been widespread since the current form of the NHS number was
introduced in 1996.

15.As such, the NHS number provides a unique identifier, which can either be

used as a selector, or which can be used to match databases.

16.Such databases include the creation of the national “Hospital Episode

Statistics - Secondary Uses Service” (HES - SUS) datasets, where most (if

® Document ‘3)’ from Documents dating from June 2005 to May 2014 disclosed

ursuant to paragraph 5 of the order of 15 January 2016

PG http://www.nhs.uk/INHSEngland/thenhs/records/inhs-number/Pages/what-is-the-nhs-number.aspx
" hitp://systems.hscic.gov.uk/nhsnumber/patients/fags
12

12 htp://www.nhs.uk/cha/Pages/1889.aspx?CategorylD=68




not all) hospital and other care is amalgamated at a national level. That
dataset may not include a patient's name, but will include the NHS number.

The Contents of Medical Records

17.A medical record is a linked, lifetime, detailed, comprehensive record of
medical or social care events, both physical and mental, for each person in

the UK.

18.According to the NHS website:™

“A health record (sometimes referred to as medical record) should
contain all the clinical information about the care you received. This is
important so every healthcare professional involved at different stages
of your care has access to your medical history, such as allergies,
operations or tests. Based on this information, healthcare professionals
can make judgments about your care going forward.

Your health records should include everything to do with your care,
including x-rays or discharge notes. The data in your records can
include:

treatments received or ongoing

information about allergies

your medicines

any reactions to medications in the past

any known long-term conditions, such as diabetes or asthma
medical test results such as blood tests, allergy tests and other
screenings

any clinically relevant lifestyle information, such as smoking,
alcohol or weight

personal data, such as your age, name and address

consultation notes, which your doctor takes during an
appointment

hospital admission records, including the reason you were
admitted to hospital

hospital discharge records, which will include the results of
treatment and whether any follow-up appointments or care are
required

X-rays

photographs and image slides, such as magnetic resonance
imaging (MRI) or computerised tomography (CT) scans”

14



19.The official Department of Health “guidance on keeping health records”'® for
General Practice says:
“Electronic patient records must not be destroyed or deleted for the
foreseeable future.”

20.According to the NHS:
“Wherever you visit an NHS service in England a record is created for
you. This means medical information about you can be held in various
places, including your GP practice, any hospital where you've had
treatment, your dentist practice, and so on.

At times, this can delay information sharing which can affect decision
making and slow down treatment.”

21.The NHS number, and the increase in use of electronic patient records, is
designed to increase the speed and ease of that information sharing.

22.Using data linkage from the NHS number, the Health and Social Care
Information Centre maintains a repository called the Secondary Uses Service.

23. “The Secondary Uses Service (SUS) is the single, comprehensive repository
for healthcare data in England which enables a range of reporting and
analyses to support the NHS in the delivery of healthcare services.”'®

24.When records are used for purposes beyond direct care, such as in the
Secondary Uses Service, they are “de-identified” which means names are
removed but the NHS number can remain, and is heavily used in national
consolidated datasets:"’

“In April 2010, the NHS Operations Board agreed that the NHS number
should normally form part of the datasets submitted for contractual
payments under the NHS standard contract.

Many commissioners and providers already use NHS Numbers as part
of the payment process to identify patients. The data used by
commissioners may be provided locally or as part of a national data set
submitted to the Secondary Uses Service (SUS).

18 http:/lwww.nhs.uk/cha/Pages/1889.aspx?CateqgorylD=68& SubCategorylD=160
16 htip://www.hscic.gov.uk/sus
"7 hitp:/isystems.hscic.gov.uk/nhsnumber/stafflcommissioning




... The NHS Operating Framework 2012/13 states;

3.29 No single technical change has greater power to improve the
integration of services than the consistent use of the NHS number.
NHS organisations are expected to use the NHS number consistently
in 2012/13 and commissioners should link the use of the NHS number
to contractual payments in line with the guidance. There will be punitive
contract sanctions for any organisation not compliant by 31 March
2013

25.Until early 2015, SUS was delivered under contract by BT Global Services,
which describes SUS as “one of the largest enterprise data warehouses in the
world. It is in the top three per cent by size and number of users across all

industries. Currently running to 67 Terabytes of data”."®

26.In terms of record count “the SUS holds around 10 billion pseudonymised
records.”

Medical confidentiality

27.In the language of the medical profession, data and privacy are discussed in
the frame of “confidentiality”.

28.The British Medical Association “Confidentiality and disclosure of health
information Toolkit” introduces “General Information”™® on “The Duty of
Confidentiality” as:

“Confidentiality is an essential requirement for the preservation of trust
between patients and health professionals and is subject to legal and
ethical safeguards. Patients should be able to expect that information
about their health which they give in confidence will be kept confidential
unless there is a compelling reason why it should not. There is also a
strong public interest in maintaining confidentiality so that individuals
will be encouraged to seek appropriate treatment and share
information relevant to it.”%°

"8 http://www.globalservices.bt.com/uk/en/casestudy/nhs sus

'8 Card 2, BMA confidentiality toolkit http://www.bma.org.uk/-
/medialfiles/pdfs/practical%20advice%20at %20work/ethics/confidentialitytoolkit card2.pdf

20 page 44, BMA confidentiality toolkit.




29.In short, if patients believe that their medical records will not be confidential,
they may not disclose information that is necessary to a correct diagnosis or
the correct medical care.

30. The right to confidentiality is not absolute. The BMA continues:*'

“any decision as to whether identifiable information is to be shared with
third parties must be made on a case by case basis and must be
justifiable in the ‘public interest”

31.Where a lawful authority makes a request for an individual's medical records,
there is a process to be followed, which protects every party in the public
interest:

“Disclosures in the public interest based on the common law are made
where disclosure is essential to prevent a serious and imminent threat
to public health, national security, the life of the individual or a third
party or to prevent or detect serious crime.”

32.The BMA also notes that, “Ultimately, the public interest can only be
determined by the courts."®

33.Any use of medical records as a bulk personal dataset is fundamentally
incompatible with a case by case basis decision.

34.Speaking at the Investigatory Powers Bill Committee of the House of
Commons on 26th April, Home Office Minister John Hayes said:*®

“l am prepared in this specific instance to confirm that the security and
intelligence agencies do not hold a bulk personal dataset of medical
records. Furthermore, | cannot currently conceive of a situation where,
for example, obtaining all NHS records would be either necessary or
proportionate.

35.As welcome as that statement is, it does not speak to past practices, or
subsets of “NHS records”. Nor does state whether any non-UK database has
been obtained.

21 page 44, BMA confidentiality toolkit.

2 page 44, BMA confidentiality toolkit.

2 Column 549, Investigatory Powers Bill Committee, House of Commons. 2015.
http:/Aww.publications.parliament.uk/pa/fcm201516/cmpublic/investigatoryPowers/160426/pm/
PBC Investigatory%20Powers%2012th%20sit%20(pm) 26 04 2016.pdf




Social Care

36.Speaking in the same debate, Sir Keir Starmer QC MP discussed the impact
of bulk personal datasets on social care:**

“| will take an example from child social care. A child may be reporting
and having recorded some of the most grotesque offences that have
happened to them, in an environment where it is hoped that the right
relationship will be built up through the process of child social care—in
other circumstances, adult social care—so that they obtain the best
care possible. Persuading people into that sort of relationship, so that
they can get the support they need, is not easy, as anyone who has
experience in this area will know.

“Gefting children to engage with child social care is the devil's own
business in many difficult cases. There are many reasons why children
do not engage. If children, vulnerable adults and those with mental
health problems cannot see clear protection on the face of the Bill that
applies to them—not in a flexible way—it would be a retrograde step in
relation to all the good work going on in other parts of the forest on
offences such as child sexual exploitation.

37.Those receiving social care are amongst the most vulnerable in society, often
with complex conditions and a variety of concerns. It is both the appearance
of actions, as well as actions themselves, that are critical to the broader public
policy, beyond the narrow remit of the Secretary of State for the Home
Deparitment.

Scope - Sensitive data

38.1 have read the Respondents’ disclosure, and the definitions they draw. There
are a number of references to medical records and contradictory information
within and between the agencies about whether medical records constitute
‘sensitive data’ and thus attract different safeguards on the same information.

39.Document RFI 34, page 4, defines various relevant terms under the heading
“DETAILS OF CATEGORIES OF PERSONAL DATA THAT SIS DEEMS TO
BE PARTICULARLY INTRUSIVE™

2 Column 548.



Disability/Medical Condition

The definition in law for sensitive personal data includes "physical or
mental health or condition”.

This is information about a condition itself, as opposed to confidential
information shared with a doctor (see below). In addition to medical
conditions, this category includes blood group; physical characteristics
(hair/eye colour); and biometrics (iris/fingerprint scans etc)

[redacted]

Medical Info
This refers only to information that would be confidential between a
doctor and their patient.

40.For domestic consideration, as regards the contents of medical records:*®

“It is recognised that the degree of interference with an individual’s
rights and freedoms may be higher where the communication data
being sought relates to a person who is a member of a profession that
handles privileged or otherwise confidential information (including
medical doctors, lawyers, journalists, Members of Parliament or
ministers of religion known as 'sensitive professions™

41.Reading the Sensitive Profession Definitions, RFI 30, it is very clear:
Medical doctors

These exclude dentists, physiotherapists, nurses or mental health
professionals.

42.This would appear to exclude, for example, a Chartered Clinical Psychologist
will have extremely sensitive conversations with a patient, but is excluded
from protection under this policy.

Circumstances

43. Interception of communications may only take place prospectively; whereas
data is almost exclusively retrospective. In the case of medical records, it is

25 RFI 29: red box: “Designated Persons - Implementing the new Code of Practice for Privileged
Communications Data”



since birth, and through linkage to the NHS records of the mother, also
prenatal care. Every life event, even as a child, is permanently recorded until
death, and then for posterity afterwards.

Alternatives

44, There are alternative mechanisms by which medical records can be overtly
acquired from the clinicians who act as data controllers. If medical records are
required as part of an investigation by the Agencies, those mechanisms ought
to be used.

45. The General Medical Council states?:

Disclosure without consent

Occasionally, there will be circumstances where you have to disclose a
patient’s records without their consent (and, rarely, in the face of the patient’s
clear objection to disclosure). There are three possible justifications for this:

Care.data

» If you believe that a patient may be a victim of neglect or abuse, and
that they lack capacity to consent to disclosure, you must give
information promptly to an appropriate person or authority, if you
believe disclosure is in the patient’s best interests.

» You believe that it is in the wider public interest, or that it is necessary
to protect the patient or someone else from the risk of death or serious
harm. Examples of this might be to inform the DVLA if someone may
be unfit to drive, or to assist the police in preventing or solving a
serious crime, or informing the police if you have good reason to
believe that a patient is a threat to others. You should follow GMC
guidance (Confidentiality) on disclosure within the wider public interest.

+ Disclosure is required by law — for example, in accordance with a
statutory obligation, or to comply with a court order or a disclosure
notice from the NHS Counter-Fraud Service.

2 1itp://www.ame-uk.org/quidance/ethical

uidance/confidentiality.




46.

47.

48.

49,

50.

o1.

52,

Since 1989, the NHS has been collecting data on hospital stays, known as
hospital episode statistics (HES).

In the late summer of 2013, NHS England attempted to launch its care.data
programme using posters and leaflets in GP surgeries. Whilst some patients
may have opted out, the Information Commissioner intervened and
determined that the communications and method did not meet fair processing
requirements.

The aim of Care.data is to expand the database to include what happens to
patients when they are under the care of GPs. The Care.data service will
upload all GP patient records in England to a central database, to be used for
medical research by both the NHS and private companies such as
pharmaceutical firms. A similar service already exists for hospital records, but
this is the first time it has been extended to basic GP records.’

The majority of péople visit their GPs more frequently than hospital and GPs
will generally have someone’s lifetime of conditions, prescriptions, family
history, blood tests and referrals. It is a rich dataset.

In January 2014 NHS England sent out an unaddressed leaflet to households
across England. Some people received or read a copy of the leaflet, others
did not.

Despite widespread criticism of the poor public awareness campaign, and
reports that only 1 in 9 people received the leaftlet, nevertheless hundreds of
thousands of people went to the internet of their own accord, downloaded
forms for themselves and/or family members, printed them off and filled them
in, ticking two boxes, and either posted them back to their GP practice or
delivered them in person. The Health and Social Care Information Centre
estimated as of 11 June 2015 that ‘700,000'*® people did so.

This level of public response demonstrates the concern of the public in
respect of use of their data. Having to go online and download forms is a
relatively high barrier to entry. The response highlights levels of concern.

27 hitp://www.computerweekly.com/blogs/editors-blog/2014/02/the-lesson-from-the-

nhs-careda.html

2 1 etter to the Health Select Committee from the Chair of HSCIC
http://data.parliament.uk/writtenevidence/ committeeevidence.sve/evidencedocument/health-
committee/handling-of-nhs-patient-data/written/18661.pdf



53. According to a Pulse survey® over 40% of GPs intended to opt themselves
out of care.data scheme. Pulse stated:

A substantial- number of GPs"are :s0- Uneasy about NHS England's
plans to share. patsent data that: they intend to’ opt thelr own- records out
-of the care data scheme reveals a Putse snapshoi survey

The survey of nearly 400 GP responden" ' ducted th|s week found
the: professnon split-over. whether.to support the care, data scheme, with
41% saying they intend to opt—out 43% sa'ylng they would not opt—out:
and 16%-Hndeeided ) a7 T L ST P

54. A further survey by Pulse reported that two thirds of the public did not recall

receiving the care.data information leaflet.>'

55. On 20 April 2016 the Information Commissioner’s Office made a public
statement on Health and Social Care Information Centre stating:

An undertaking to comply with the Data Protection Act 1998 has been
signed by Health and Social Care Information Centre (HSCIC)*2. The
ICO has found that patients were offered an opportunity to opt out from
their data being shared with other organisations, but that the opt outs
were not implemented. HSCIC have agreed a series of steps to
remedy this. The undertaking explains the background and the reasons
for delays in reaching this point.

Steve Eckersley, Head of Enforcement at the ICO, said:

action to put that right.”

Data losses

29 hitp://www.pulsetoday.co.uk/vour-practice/practice-topics/it/over-40-of-gps-intend-
to-opt-themselves-out-of-caredata-scheme/20005648.article [accessed on 3 May
2016)

30 http:/iwww.pulsetoday.co.uk/your-practice/practice-topics/it/over-40-of-gps-intend-
to-opt-themselves-out-of-caredata-scheme/20005648.article [accessed on 3 May
2016)

31 http://www.pulsetoday.co.uk/your-practice/practice-topics/it/two-thirds-of-public-
dont-recall-receiving-caredata-information-leaflet/20005874.fullarticle

%2 hitps://ico.org.uk/media/action-weve-taken/undertakings/1623957/hscic-
undertaking-20160419.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment data/file/51783
5/20april16chairsaction.pdf




56. The NHS are required to report even small losses of data. The same
requirements do not apply to other medical bodies. Big Brother Watch has
reported on NHS Data Breaches. Their November 2014 Report™ states in
Key Findings that:

All results are for the years 2011 to 2014 unless otherwise indicated.

A full list of NHS organisations is available in tables 2-7.1

* There have been at least 7,255 breaches. This is equivalent to: 0 2,418
breaches every year. 0 201 breaches every month. o 46 breaches every
week. 06 breaches every day.

* There have been:

o At least 50 instances of data being posted on social media

o At least 143 instances of data being accessed for “personal reasons”

o At least 124 instances of cases relating to IT systems

o At least 103 instances of data loss or theft

o At least 236 instances of data being shared inappropriately via Email,
letter or Fax o At least 251 instances of data being inappropriately shared
with a third party

o There were 115 cases of staff accessing their own records.

* There have been at least 61 resignations during the course of disciplinary
proceedings.

* There is 1 court case pending, for a breach of the Data Protection Act. In
this instance the individual may have also resigned prior to proceedings.

STATEMENT OF TRUTH

| believe that the facts set out in this witness statement are true.

Sam Smith

3 May 2016

33 hitps://www.bigbrotherwatch.org.uk/wp-content/uploads/2014/1 1/EMBARGO-
0001-FRIDAY-14-NOVEMBER-BBW-NHS-Data-Breaches-Report.pdf
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Case No. IPT/15/110/CH
IN THE INVESTIGATORY POWERS TRIBUNAL
BETWEEN:

PRIVACY INTERNATIONAL
Claimant
-and-

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT
(3) GOVERNMENT COMMUNICATIONS HEADQUARTERS
(4) SECURITY SERVICE
(5) SECRET INTELLIGENCE SERVICE

Respondents

WITNESS STATEMENT OF CAMILILA GRAHAM WOOD

I Camilla Graham Wood, Legal Officer of Privacy International, 62 Britton Street,
London, ECIM 5UY SAY AS FOLLOWS:

1. I am a qualified solicitor admitted to the roll of solicitors in England and Wales on 3
October 2011. I have worked at Privacy International since December 2015 as Legal
Officer and I am authorized to make this statement on behalf of Privacy International.

2. Prior to my employment at Privacy International I worked at Birnberg Peitce and Partners.

3. In 2014 I was awarded the Law Society Junior Lawyer Excellence Award and Legal Aid
Practitioners Group Young Legal Aid Lawyer of the Year.

4. The contents of this statement are based on identified soutces.

5. Bulk Petsonal Datasets are “latge databases containing personal information about a wide

»1

range of people™.

6. On 12 Match 2015 the Intelligence and Security Committee published its report “Privacy and
Security: A modern and accountable legal framework” (“the ISC Report”). The ISC Report revealed
for the first time the existence of Bulk Personal Datasets held by the Agencies. It said:

isc.independent.gov.uk/news-archive/12march2015 [accessed on 3 May 2016] page 55




10.

The publication of this Report is an impotrtant first step in bringing the Agenctes ‘out of
the shadows’. It has set out in detail the full range of the Agencies’ intrusive capabilities,
as well as the internal policy arrangements that regulate their use. It has also, for the first
time, avowed Bulk Petsonal Datasets as an Agency capability.?

Other intrusive capabilities

xiv. We have also examined a number of other intrusive capabilities that are used by the
Agencies (patagraphs 151-193). These include both the explicit capabilities defined in
RIPA (such as the use of surveillance and the use of agents), and those capabilities that
are implicitly authorised through general provisions in the Security Service Act 1989 and
the Intelligence Services Act 1994 (such as the use of IT Operations against tatgets
overseas and the acquisition of Bulk Personal Datasets). Our Report contains 2 number
of detailed recommendations, primarily in relation to: greater transparency, to the extent
that this is possible without damaging national security; and specific statutory oversight
by either the Intelligence Services Commissioner ot the Interception of Communications
Commissioner in those areas where oversight is currently undertaken on a non-statutory
basis.”

The ISC Report also said that “the rules governing the use of Bulk Personal Datasets are
not defined in legislation.”*

The repott went on to state that Bulk Personal Datasets are large databases coutalmng
personal information about a wide range of people, which are used in three ways”:

‘1. To help identify Sols ot unknown individuals who surface in the coutse of
investigations;

2. To establish links between individuals and groups or elsewhere improve
undetstanding of a target’s behavior and connections; and

3. As a means of verifying information that was obtained through othet sources
(such as agents).

The Report goes on to state that SIS explained that Bulk Personal Datasets:

“..are increasingly used to identify the people that we believe that we have an interest in; and
also to identify the linkages between those individuals and the UK that we might be able 1o
exploit, ¥¥%°

Whilst considerable amounts of the Report is redacted, the Repott gives an impression of a
targeted or limited approach in relation to use of Bulk Personal Datasets. This is
undermined by what has been revealed in the disclosure received in the coutse of these
proceedings, togethet with the Respondents’ Closed Response and Closed Response to
Request for Further Information. As set out below, the breadth of information obtained as

citing Oral Evidencc — SIS 15 May 2014



part of Bulk Petsonal Datasets is expansive, untargeted and goes beyond use in
investigations, establishing links and verifying information.

11. The ISC Report indicated the volume of information held by the Intelligence Agencies in
Bulk Personal Datasets saying:

156. These datasets vary in size from hundreds to millions of records. Whete possible,
Bulk Personal Datasets may be linked togethet so that analysts can quickly and all the

information linked to a selector (e.g. a telephone number or ***) from one seatch query.
sokk 7

12. The ISC Report noted that none of the agencies was able to provide statistics about the
volume of personal information about British Citizens included in the datasets. It reported

that:

158...
*  Access to the datasets — which may include significant quantities of personal
information about British Citizens — is authorized internally within the Agencies
without Ministerial approval.®

Footnote 142: None of the Agencies was able to provide statistics about the volume of
personal information about British Citizens that was included in these datas ets.”

163...

The Agencies may use stronget controls around access to certain sensitive information.
Depending on the context, this may include, but is not limited to, personal information
such as an individual’s religion, racial or ethnic origin, political views, medical condition,
ik sexual orientation, or any legally privileged, journalistic or otherwise confidential
information."

13. The ISC Report also raised concetns regarding the lack of independent authorisation and
lack of restrictions on acquisition, storage, tetention, sharing and destruction:

158. The Committee has a number of concerns in this respect:

e Until the publication of this Report, the capability was not publicly
acknowledged, and thete had been no public or Parliamentary consideration of
the related privacy considerations and safeguards.

» The legislation does not set out any testrictons on the acquisition, storage,
retention, sharing and destruction of Bulk Personal Datasets, and no legal
penalties exist for misuse of this information.

2 -archive/12march2015 [accessed on 3 May 2016] page 56
cltmg Written Evidence — SIS 5 March 2014
iscindependent.gov.uk/news-archive/12march2015 [accessed on 3 May 2016] page 57
iscindependent.oov.uk/news-archive/12march2015 5 [accessed on 3 May 2016] page 57
isc.independent.gov.uk/news-archive/12march2015 [accessed on 3 May 2016] page 58




o Access to the datasets ~ which may include significant quantities of personal
information about British citizens — is authotised intetnally within the Agencies
without Ministerial approval."

14. Additional concerns in respect of acquisition include:

159, While Ministers are not requited to authorise the acquisition or use of Bulk Petsonal
Datasets in any way, the Home Sectetary explained that she had some involvement:

“IMI5] do comse 1o me and I receive submissions on acquisition of bulk datasets and the bolding of bulk
datasets”. In relation to the Bulk Personal Datasets held by GCHQ and SIS, the Foreign
Secretary explained to the Committee that: “There’s not a ﬁ)rma! process by which we’ve looked
[at those datasets]”. However, this is an area which he is currently reviewing. He

explained:"”

[ am] often, but not always, consulted before acquisition of new datasets... I was consulted
recently on a specific acquisition of a dataset that bas been made. Following that, I asked for a
report from SIS, which I've had, about their holdings and the handling arrangements, following
which 1 asked to make a visit for a discussion about this and an understanding of bow it works
in practice... 1 have also asked for twice yearly reporting of the holdings of bulk personal data by
the agencies.”

15. Following the ISC Report, little further information about bulk personal datasets was

revealed until the publication of the draft Investigatory Powers Bill'* ("IPB”).

Draft IPB evidence 2015 / 2016”

16.

17

The Draft Investigatory Powers Bill was published in November 2015. A Joint Committee®
was formed to examine the Bill Evidence was submitted from a wide range of

organisations.

David Anderson QC the Independent Reviewer of Terrorism Legislation'’, said in otal
evidence to the Committee:

“] welcome this Bill, Lord Chaitman. The law in this atea has, until now, provided for
extensive but vague powers, used in a way that the citizen could not predict and
safeguarded by people who, for all theit very considerable merits, have not been
particulatly visible to Parliament or the public. T would single out two major
improvements that have already been happening over the 18 months since I started
doing my review, A Question of Trust, though there is no causal relationship there, of
coutse.

on 3 May 2016

B http:

" http:/ /www.parliament.uk/ draft mvesugatory-powers

/

7 https:/ /tetrorismlegislationteviewer.independent.gov.uk






