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I. Introduction

Intelligence sharing is one of the most pervasive, and least regulated, surveillance 
practices in our modern world. It is facilitated by rapidly changing technology that 
has allowed for the collection, storage and transfer of vast amounts of data within 
and between countries. The privacy impacts of these developments are significant. 
In this report, Privacy International offers a set of recommendations aimed at 
addressing the legality and oversight gaps of intelligence sharing arrangements.

In the past few decades, methods of communication have dramatically changed. 
The development of new technology, especially the birth of the internet, has 
transformed the way individuals communicate with each other and increased the 
amount of information that can be collected by several orders of magnitude. In 
particular, communications – emails, instant messages, calls, social media posts, 
web searches, requests to visit a website – may transit multiple countries before 
reaching their destination. The dispersion of communications across the internet 
vastly increases the opportunities for communications and data to be intercepted by 
foreign governments, who may then share them with other governments.

As methods of communications have dramatically changed, so too has intelligence 
gathering. Intelligence agencies have developed increasingly advanced ways of 
accessing, acquiring, storing, analysing and disseminating information. In particular, 
they have developed methods for acquiring communications and data traveling 
the internet. The costs of storing this information have decreased dramatically and 
continue to do so. At the same time, technology now permits revelatory analyses 
of types and amounts of data that were previously considered meaningless or 
incoherent. Finally, the internet has facilitated remote access to information, 
meaning the sharing of communications and data no longer requires physical 
transfer from sender to recipient.

The new scope and scale of intelligence gathering has given rise to a new scope 
and scale of the sharing of that intelligence between governments, particularly 
in response to threats to national security. Despite these dramatic changes, in 
many countries around the world, the public remains in the dark regarding state 
surveillance powers and capabilities, and whether those powers and capabilities 
are subject to the necessary safeguards pursuant to domestic and international 
law. One area of particular obscurity is arrangements between countries to share 
intelligence. These arrangements are typically confidential and not subject to public 
scrutiny.

As surveillance is conducted by different state actors, so is the sharing of such 
intelligence. The most opaque, and arguably the most extensive, sharing takes place 
between intelligence agencies, and this type of intelligence sharing is therefore the 
focus of this report. However, other state security actors as well as law enforcement 
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agencies also engage in information sharing. For example, the European Union is 
moving to link law enforcement and migration control databases and considering 
ways to allow member states to access these databases.1 At the global level, the 
United Nations Security Council recently passed Resolution 2396, demanding that 
states undertake a range of measures to enhance intelligence sharing as a tool for 
combatting terrorism, including by collecting and sharing passenger name records 
(“PNRs”) and developing and sharing lists or databases of known and suspected 
terrorists.2

Privacy International recognises the importance and benefit of intelligence 
sharing, for example, in the context of preventing acts of terrorism or identifying 
other serious threats to national security. Intelligence sharing does not violate 
international human rights law per se. But it does interfere with fundamental human 
rights, including the right to privacy. Thus, just as government surveillance must 
be transparent and subject to adequate safeguards and oversight, so too must 
intelligence sharing arrangements. Non-transparent, unfettered and unaccountable 
intelligence sharing, on the other hand, poses substantive risks to human rights and 
the democratic rule of law.

In September 2017, Privacy International – in partnership with 40 national civil 
society organisations – wrote to oversight bodies in 42 countries as part of a project 
to increase transparency around intelligence sharing and to encourage oversight 
bodies to scrutinise the law and practice of intelligence sharing in their respective 
countries.3 Over the past few months, we have received responses from oversight 
bodies in 21 countries.4 

This report is a follow-up to our outreach to oversight bodies in September 2017. 
Part II provides essential background, by explaining what we mean by intelligence 
sharing and what both modern intelligence sharing and intelligence sharing 
arrangements look like. Part III presents the human rights concerns presented by 
intelligence sharing. Part IV considers issues related to the legality of intelligence 
sharing. Part V considers issues related to the oversight of intelligence sharing. 
This Part also provides a summary of responses received from oversight bodies, 
focusing on the regulation of intelligence sharing in national laws and the practices 
of oversight bodies. The report concludes with a series of recommendations aimed 
at addressing the legality and oversight gaps of intelligence sharing practices.

 

See Council of the European Union, Council conclusions on improving criminal justice in 

cyberspace, 9 June 2016.

See UN Security Council, Resolution 2396, UN Doc. S/RES/2396, 21 Dec. 2017. This resolution 

builds upon prior UN Security Council calls to increase intelligence sharing in the 

counter-terrorism context. See, e.g., UN Security Council, Resolution 1373, UN Doc. S/

RES/1373, 28 Sept. 2001. 

For the full list of organisations and oversight bodies contacted, see Annexes I and II.

For all the responses received by Privacy International, see Annex III.
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II. Background

A. What Do We Mean by Intelligence Sharing?

Intelligence sharing is one form of intelligence cooperation between states, which 
may also include operational cooperation, facilities and equipment hosting, training 
and capacity building, and technical and financial support.5 Governments share 
intelligence in various ways. Pursuant to an intelligence sharing arrangement, a 
government might, inter alia:

• Access “raw” (i.e. unanalysed) information, such as internet traffic intercepted 
in bulk from fibre optic cables by another government;

• Access information stored in databases held by another government or jointly 
managed with another government;

• Receive the results of another government’s analysis of information, for 
example, in the form of an intelligence report.

All forms of intelligence sharing raise concerns for privacy and other human rights. 
But the risks posed to these rights is particularly acute where a government can 
directly access information acquired or held by another government. Those risks 
are amplified by the increasing scope and scale of surveillance conducted by 
intelligence agencies, which has also given rise to a new scope and scale of sharing, 
discussed below.

B. What Does Modern Intelligence Sharing Look Like?

Over the last few years, the Edward Snowden disclosures and the resulting 
examination of intelligence practices have offered the public a rare glimpse into 
how surveillance has evolved in the digital age and, in turn, how that evolution 
has resulted in dramatic changes in the way intelligence can be shared between 
governments.

 

See Hans Born et al., Making International Intelligence Cooperation Accountable, 2015, pp. 

18-21.
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To begin, the Snowden disclosures revealed the wide scope of surveillance, 
primarily by the governments of the United States and the United Kingdom. Some of 
the earliest revelations concerned a US program called “Upstream”, which taps the 
internet “backbone”, the “network of high-capacity cables, switches, and routers 
that carry Americans’ domestic and international internet communications.”6 The 
geographic location of the US features a high concentration of cables emanating 
from its east and west coasts. Moreover, the concentration of internet companies 
in California means that many of the world’s communications  –  Gmail messages, 
Whatsapp texts, Facebook posts  –  may travel to servers in the US in the course of 
their transmission. The UK has a similar program tapping fibre-optic cables landing 
in the UK.7 The UK’s geographic location also makes it a natural landing hub for 
many of these cables.8

The US government also conducts sweeping mass surveillance programs  
beyond its borders. RAMPART-A, for example, is a National Security Agency 
(“NSA”) program, operated in conjunction with foreign partners, that aims to 
gain “access to high capacity international fiber-optic cables that transit at major 
congestion points around the world.”9 A leaked NSA document indicates that 
RAMPART-A can intercept “over 3 Terabits per second of data streaming  
world-wide and encompasses all communication technologies such as voice,  
fax, telex, modem, e-mail internet chat, Virtual Private Network (VPN), Voice over  
IP (VoIP), and voice call records.”10 MUSCULAR was a program operated jointly 
with the UK’s Government Communications Headquarters (“GCHQ”), which 
intercepted and extracted data directly as it transited to and from Google and 
Yahoo’s private data centres, which are located around the world. According to a 
leaked 2013 document, in one 30-day period, the NSA sent over 181 million records  
–  consisting of content and metadata  –  back to data warehouses at its  
headquarters in Fort Meade, Maryland.11

 

Ashley Gorski & Patrick C. Toomey, “Unprecedented and Unlawful: The NSA’s ‘Upstream’ 

Surveillance”, Just Security, 19 Sept. 2016, https://www.justsecurity.org/33044/unprecedented-

unlawful-nsas-upstream-surveillance/; see also Privacy and Civil Liberties Oversight 

Board, Report on the Surveillance Program Operated Pursuant to Section 702 of the Foreign 

Intelligence Surveillance Act, 2 July 2014; Charlie Savage, “N.S.A. Said to Search Content 

of Messages to and from U.S.”, NY Times, 8 Aug. 2013, https://www.nytimes.com/2013/08/08/us/

broader-sifting-of-data-abroad-is-seen-by-nsa.html. 

See Ewen MacAskill et al., “GCHQ taps fibre-optic cables for secret access to world’s 

communications”, The Guardian, 21 June 2013, https://www.theguardian.com/uk/2013/jun/21/gchq-

cables-secret-world-communications-nsa.

For a map of the world’s submarine fibre-optic cables, see TeleGeography, Submarine Cable 

Map, https://www.submarinecablemap.com/. 

For NSA slides providing an overview of RAMPART-A, see https://www.eff.org/files/2014/06/23/

rampart-a_overview.pdf.

The document can be found at http://www.statewatch.org/news/2014/jun/usa-nsa-

foreignpartneraccessbudgetfy2013-redacted.pdf. 

See Barton Gellman & Ashkan Soltani, “NSA infiltrates links to Yahoo, Google data centers 

worldwide, Snowden documents say”, Wash. Post, 30 Oct. 2013, https://www.washingtonpost.com/

world/national-security/nsa-infiltrates-links-to-yahoo-google-data-centers-worldwide-snowden-

documents-say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714ca4dd_story.html.

https://www.justsecurity.org/33044/unprecedented-unlawful-nsas-upstream-surveillance/
https://www.justsecurity.org/33044/unprecedented-unlawful-nsas-upstream-surveillance/
https://www.nytimes.com/2013/08/08/us/broader-sifting-of-data-abroad-is-seen-by-nsa.html
https://www.nytimes.com/2013/08/08/us/broader-sifting-of-data-abroad-is-seen-by-nsa.html
https://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa
https://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa
https://www.submarinecablemap.com/
https://www.eff.org/files/2014/06/23/rampart-a_overview.pdf
https://www.eff.org/files/2014/06/23/rampart-a_overview.pdf
http://www.statewatch.org/news/2014/jun/usa-nsa-foreignpartneraccessbudgetfy2013-redacted.pdf
http://www.statewatch.org/news/2014/jun/usa-nsa-foreignpartneraccessbudgetfy2013-redacted.pdf
https://www.washingtonpost.com/world/national-security/nsa-infiltrates-links-to-yahoo-google-data-centers-worldwide-snowden-documents-say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714ca4dd_story.html
https://www.washingtonpost.com/world/national-security/nsa-infiltrates-links-to-yahoo-google-data-centers-worldwide-snowden-documents-say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714ca4dd_story.html
https://www.washingtonpost.com/world/national-security/nsa-infiltrates-links-to-yahoo-google-data-centers-worldwide-snowden-documents-say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714ca4dd_story.html
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The Snowden documents further revealed the enormous scope and scale of 
sharing, particularly through foreign government access to information acquired 
under the various US mass surveillance programs. XKEYSCORE, for example, is 
an NSA “processing and query system”, fed by “a constant flow of Internet traffic 
from fiber optic cables that make up the backbone of the world’s communication 
network, among other sources.”12 As of 2008, XKEYSCORE “boasted approximately 
150 field sites . . . consisting of over 700 servers”, which store “‘full-take data’ 
at the collection sites — meaning that they captured all of the traffic collected.” 
XKEYSCORE is accessible to certain foreign governments, including the Five Eyes – 
the US, UK, Australia, Canada and New Zealand – whose analysts can then “query 
the system to show the activities of people based on their location, nationality and 
websites visited.”13 

Marina, the NSA’s metadata repository, is integrated into XKEYSCORE, meaning 
that it is also available to certain foreign governments, including the Five Eyes.14 

According to an introductory guide for NSA field agents disclosed by Snowden, 
Marina aggregates metadata intercepted from an array of sources, including bulk 
interception through the NSA’s fibre-optic cable tapping programs. The guide 
explains that “[o]f the more distinguishing features, Marina has the ability to look 
back on the last 365 days’ worth of . . . metadata seen by the [signals intelligence] 
collection system, regardless whether or not it was tasked for collection.”15 One of 
the Snowden disclosures revealed a GCHQ legal training slideshow, which suggests 
that gaining access to databases like Marina is relatively easy, requiring analysts to 
undergo “‘multiple choice, open-book’ tests done at the agent’s own desk on its 
‘iLearn’ system.”16

C. What Do Intelligence Sharing Arrangements Look Like?

It is impossible to provide a complete map of intelligence sharing arrangements in 
place around the world. One of the best known sharing arrangements is the Five 
Eyes alliance between the US, UK, Australia, Canada and New Zealand. But despite 
being over 70 years old, little is known about the alliance, including the current 
agreement(s) that govern it.17 

 

Morgan Marquis-Boire, Glenn Greewald & Micah Lee, “XKEYSCORE: NSA’s Google for the World’s 

Private Communications”, The Intercept, 1 July 2015, https://theintercept.com/2015/07/01/nsas-

google-worlds-private-communications/. For NSA slides providing an overview of XKEYSCORE, 

see https://edwardsnowden.com/wp-content/uploads/2013/10/2008-xkeyscore-presentation.pdf.

Marquis Boire et al., “XKEYSCORE”, supra.

See the NSA slides providing an overview of XKEYSCORE at https://edwardsnowden.com/wp-

content/uploads/2013/10/2008-xkeyscore-presentation.pdf.

James Ball, “NSA stores metadata of millions of web users for up to a year, secret files 

show”, The Guardian, 30 Sept. 2013, https://www.theguardian.com/world/2013/sep/30/nsa-

americans-metadata-year-documents (emphasis in original). 

Ewen MacAskill & James Ball, “Portrait of the NSA: no detail too small in quest for total

surveillance”, The Guardian, 2 Nov. 2013, https://www.theguardian.com/world/2013/nov/02/nsa-

portrait-totalsurveillance.

For an overview of what we do know about the Five Eyes alliance, see Privacy International, 

Eyes Wide Open, 26 Nov. 2013, available at https://www.privacyinternational.org/report/1126/

eyes-wide-open. 

12

13

14

15

16

17

https://theintercept.com/2015/07/01/nsas-google-worlds-private-communications/
https://theintercept.com/2015/07/01/nsas-google-worlds-private-communications/
https://edwardsnowden.com/wp-content/uploads/2013/10/2008-xkeyscore-presentation.pdf
https://edwardsnowden.com/wp-content/uploads/2013/10/2008-xkeyscore-presentation.pdf
https://edwardsnowden.com/wp-content/uploads/2013/10/2008-xkeyscore-presentation.pdf
https://www.theguardian.com/world/2013/sep/30/nsa-americans-metadata-year-documents
https://www.theguardian.com/world/2013/sep/30/nsa-americans-metadata-year-documents
https://www.theguardian.com/world/2013/nov/02/nsa-portrait-totalsurveillance
https://www.theguardian.com/world/2013/nov/02/nsa-portrait-totalsurveillance
https://www.privacyinternational.org/report/1126/eyes-wide-open
https://www.privacyinternational.org/report/1126/eyes-wide-open
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The NSA has developed a broader web of intelligence sharing partnerships.  
Among the Snowden disclosures was a 2013 NSA slide titled “Approved SIGINT 
Partners”, which lists the countries with which the NSA exchanges signals 
intelligence.18 The slide lists the Five Eyes countries as “Second Parties” and  
lists a further 33 countries as “Third Parties”.19 Even less is known about this  
latter web of arrangements, which also include many partnerships that  
incorporate the Five Eyes, such as: 

• SIGINT Seniors Europe (“SSEUR”, the Five Eyes plus Belgium, Denmark, 
France, Germany, Italy, the Netherlands, Norway, Spain and Sweden) 

• SIGINT Seniors Pacific (“SSPAC”, the Five Eyes plus France, India, 
Singapore, South Korea, Thailand)20

• Nine Eyes (the Five Eyes plus Denmark, France, the Netherlands and Norway)

• 14-Eyes (the Nine Eyes plus Belgium, Germany, Italy, Spain and Sweden)

• 43-Eyes (the 14-Eyes plus the addition of the 2010 members of the 
International Security Assistance Forces to Afghanistan)21 
 

 

This slide was first published in Glenn Greenwald, No Place to Hide: Edward Snowden, the 

NSA, and the U.S. Surveillance State, 2014.

Third party partners occupy a “step below” second party partnerships and “the actual scope 

of the relationship can vary from country to country and from time to time.” “NSA’s Foreign 

Partnerships”, Electrospaces.net, 4 Sept. 2014, https://electrospaces.blogspot.co.uk/2014/09/

nsas-foreign-partnerships.html.   

For recent reporting, including newly released Snowden disclosures, on SSEUR and SSPAC, see 

Ryan Gallagher, “The Powerful Global Spy Alliance You Never Knew Existed”, The Intercept, 1 

Mar. 2018, https://theintercept.com/2018/03/01/nsa-global-surveillance-sigint-seniors/.

See “Five Eyes, 9-Eyes, and Many More”, Electrospaces.net, 15 Nov. 2013, http://electrospaces.

blogspot.co.uk/2013/11/five-eyes-9-eyes-and-many-more.html. The full list of 43 Eyes states 

are as follows: US, UK, Australia, Canada, New Zealand, Albania, Armenia, Austria, 

Azerbaijan, Belgium, Bosnia and Herzegovina, Bulgaria, Croatia, Czech Republic, Denmark, 

Estonia, Finland, France, Georgia, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, 

Lithuania, Luxembourg, Macedonia, Montenegro, the Netherlands, Norway, Poland, Portugal, 

Romania, Slovakia, Slovenia, South Korea, Spain, Sweden, Switzerland, Turkey, and Ukraine. 

Privacy International acknowledges that the make-up of this alliance may have shifted 

over time. The general lack of clarity around intelligence sharing arrangements makes it 

difficult to confirm their exact scope.

18

19

20

21

https://electrospaces.blogspot.co.uk/2014/09/nsas-foreign-partnerships.html
https://electrospaces.blogspot.co.uk/2014/09/nsas-foreign-partnerships.html
https://theintercept.com/2018/03/01/nsa-global-surveillance-sigint-seniors/
http://electrospaces.blogspot.co.uk/2013/11/five-eyes-9-eyes-and-many-more.html
http://electrospaces.blogspot.co.uk/2013/11/five-eyes-9-eyes-and-many-more.html
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Similarly, little is known about the bilateral and multilateral intelligence sharing 
arrangements spanning other geographic regions. Examples include:

• The Club de Berne is an intelligence sharing arrangement between the 
intelligence services of the members of the EU. 

• The Shanghai Cooperation Organization is a security, economic and political 
cooperation forum in which intelligence sharing is undertaken between China, 
India, Kazakhstan, Kyrgyzstan, Pakistan, Russia, Tajikistan, and Uzbekistan.22

• Russia, Iraq, Iran and Syria have formed an intelligence sharing arrangement 
to facilitate cooperation in combating the Islamic State.23

 

Eleanor Albert, “The Shanghai Cooperation Organization Backgrounder”, Council on Foreign 

Relations, 14 Oct. 2015, https://www.cfr.org/backgrounder/shanghai-cooperation-organization. 

J. Dana Stuster, “Russia, Iran, Iraq, and Syria to Share Intelligence on Islamic State”, 

Foreign Policy, 28 Sept. 2015, http://foreignpolicy.com/2015/09/28/russia-iran-iraq-and-syria-

to-share-intelligence-on-islamic-state/. 

22

23

https://www.cfr.org/backgrounder/shanghai-cooperation-organization
http://foreignpolicy.com/2015/09/28/russia-iran-iraq-and-syria-to-share-intelligence-on-islamic-state/
http://foreignpolicy.com/2015/09/28/russia-iran-iraq-and-syria-to-share-intelligence-on-islamic-state/
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III. Human Rights Concerns

Intelligence sharing can have significant implications for human rights. Below, 
Privacy International emphasises three areas of concern:

A. Intelligence Sharing and the Right to Privacy

B. Intelligence Sharing and Serious Human Rights Abuses

C. Intelligence Sharing and Accountability

Intelligence Sharing and Human Rights: A Summary

•	 Intelligence sharing constitutes an interference with the right to 
privacy and must therefore be subject to relevant protections under 
international human rights law, including the principles of legality, 
proportionality and necessity. The secrecy surrounding intelligence 
sharing arrangements and the absence of legal frameworks governing them 
render many of these arrangements incompatible with international human 
rights law.

•	 Intelligence sharing may permit states access to data collected through 
mass surveillance programs. Today, intelligence sharing is not confined 
to the handover of discrete information, but can encompass direct and 
unfettered access to “raw” (i.e. unanalysed) data as it transits the 
internet or held in databases. 

•	 Intelligence sharing may permit States to circumvent constraints on 
domestic surveillance by allowing them to rely on their partners to 
obtain and then share information. An example of a common constraint 
is domestic restrictions on the types of techniques a State may use to 
conduct surveillance. 

•	 States may share intelligence that may be used to facilitate serious 
human rights abuses, including extrajudicial killings; unlawful arrest  
or detention; or torture and other cruel, inhuman or degrading treatment. 
In states with authoritarian governments, weak rule of law and/or a 
history of systematically violating human rights, certain groups may be 
particularly vulnerable to abuse, such as dissidents, journalists and 
human rights defenders.

•	 States may receive intelligence from states that was derived from 
violations of international law, including through torture and other 
cruel, inhuman or degrading treatment. Intelligence obtained in violation 
of international law may also raise concerns regarding its reliability.

•	 Intelligence sharing poses fundamental accountability challenges. 
Agencies are constrained in their ability to influence or verify how 
information will be used or to subsequently substantiate how it was used. 
They are similarly constrained in their ability to verify or substantiate 
the provenance and other details of information shared by another state. 
These limitations may incentivise agencies to skirt accountability both 
for outbound and inbound sharing. In addition, many intelligence sharing 
arrangements prohibit the disclosure of shared information with third 
parties, which may include oversight mechanisms.
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A. Intelligence Sharing and the Right to Privacy

As a form of surveillance, intelligence sharing constitutes an interference with the 
right to privacy. There are a range of different ways that an intelligence agency 
may obtain communications and other personal data, from targeted interception to 
collection in bulk. That agency may then provide other intelligence agencies with 
access to the material obtained. Those other intelligence agencies may then extract, 
store, analyse and further share that material. But fundamentally speaking, whether 
an intelligence agency initially obtains communications and data, or accesses 
communications and data obtained by another intelligence agency, the nature of the 
interference with the right to privacy is the same. 

Because intelligence sharing constitutes an interference with the right to privacy, 
international human rights law must apply to this practice. For that reason, the UN  
Human Rights Committee has repeatedly stated, in reviewing the intelligence sharing 
practices of certain states parties to the International Covenant on Civil and Political  
Rights (“ICCPR”), that laws and polices regulating such sharing must be in full 
conformity with obligations under the ICCPR. The Committee has noted in particular 
the need to adhere to Article 17, which protects the right to privacy, “including the 
principles of legality, proportionality and necessity”.24 

Intelligence sharing also poses the risk that states may use it to circumvent 
constraints on domestic surveillance by allowing them to rely on their partners 
to obtain and then share information.25 This risk is all the more heightened by the 
current lack of transparency, accountability and oversight of intelligence sharing 
arrangements. Examples of common constraints on domestic surveillance include 
restrictions on the types of techniques a state may use to conduct surveillance or on 
a state’s ability to conduct surveillance on its own citizens or residents or members 
of a protected profession, such as journalists, lawyers and members of parliament. 

 

 

UN Human Rights Committee, Concluding Observations on the Seventh Periodic Report of 

Sweden, UN Doc. CCPR/C/SWE/CO/7, 28 Apr. 2016, paras. 36-37; see also UN Human Rights 

Committee, Concluding Observations on the Initial Report of Pakistan, UN Doc. CCPR/C/PAK/

CO/1, 23 Aug. 2017, para. 35; UN Human Rights Committee, Concluding Observations on the 

Seventh Periodic Report of the United Kingdom of Great Britain and Northern Ireland, UN Doc. 

CCPR/C/GBR/ CO/7, 17 Aug. 2015, para. 24; UN Human Rights Committee, Concluding Observations 

on the Sixth Periodic Report of Canada, UN Doc. CCPR/C/CAN/CO/6, 13 Aug. 2015, para. 10.

See Born et al., Making International Intelligence Cooperation Accountable, supra, at pp. 

48-50; European Commission for Democracy through Law (Venice Commission), Update of the 2007 

Report on the Democratic Oversight of the Security Services and Report on the Democratic 

Oversight of Signals Intelligence Agencies, Study No. 719/2013 CDL-AD(2015)006, 7 Apr. 2015, 

para. 11; Commissioner for Human Rights, Council of Europe, Positions on Counter-Terrorism 

and Human Rights Protection, 5 June 2015, p. 11 (noting that “the principle of making data 

available to other authorities should not be used to circumvent European and national 

constitutional data-protection standards”); Craig Forcese, “The Collateral Casualties of 

Collaboration: The Consequences for Civil and Human Rights of Transnational Intelligence 

Sharing”, in International Intelligence Cooperation and Accountability, Pre-Conference 

Draft Paper, Conference on Intelligence Sharing, sponsored by the Norwegian Parliamentary 

Intelligence Oversight Committee, 5 Mar. 2009, pp. 90-92, available at https://papers.ssrn.

com/sol3/papers2.cfm?abstract_id=1354022.

24

25

https://papers.ssrn.com/sol3/papers2.cfm?abstract_id=1354022
https://papers.ssrn.com/sol3/papers2.cfm?abstract_id=1354022
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It is not clear, for instance, how these constraints might meaningfully apply where a 
state accesses or receives data obtained in bulk by another state. States may also 
explicitly use intelligence sharing arrangements to obtain information they could not 
otherwise obtain through surveillance carried out by its own agencies.

The UN High Commissioner for Human Rights has accordingly observed:

“There is credible information to suggest that some Governments 

systematically have routed data collection and analytical tasks through 

jurisdictions with weaker safeguards for privacy. Reportedly, some 

Governments have operated a transnational network of intelligence 

agencies through interlocking legal loopholes, involving the coordination 

of surveillance practice to outflank the protections providedby domestic 

legal regimes. Such practice arguably fails the test of lawfulness because, 

as some contributions for the present report pointed out, it makes the 

operation of the surveillance regime unforeseeable for those affected by 

it. It may undermine the essence of the right protected by article 17 of the 

International Covenant on Civil and Political Rights, and would therefore be 

prohibited by article 5 thereof.”26

B. Intelligence Sharing and Serious Human Rights Abuses

States may share intelligence with other states, who may then use that intelligence in 
a manner that facilitates serious human rights abuses. In some instances, states may 
knowingly share information with states that have a record of violating international 
law, including international human rights and international humanitarian law. In other 
instances, states may not necessarily anticipate that the intelligence they share will 
be used by other states to facilitate serious human rights abuses. However, in either 
set of circumstances, states that share intelligence that recipient states then use to 
facilitate such abuses may also bear responsibility for those abuses.27 

 

UN High Commissioner for Human Rights, The Right to Privacy in the Digital Age, UN Doc. A/

HRC/27/37, 30 June 2014, para. 30.

See Born et al., Making International Intelligence Cooperation Accountable, supra, at p. 42; 

International Commission of Jurists Eminent Jurists Panel, Assessing Damage, Urging Action, 

2009, p. 90.

26

27
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The UN Special Rapporteur for Counter-Terrorism has described the problem as 
follows:

“Information sent to a foreign government or intelligence service may 

contribute to legal limitations on the rights of an individual but could also 

serve as the basis for human rights violations. . . . It is good practice to 

maintain an absolute prohibition on the sharing of any information if there 

is a reasonable belief that sharing information could lead to the violation 

of the rights of the individual(s) concerned. In some circumstances, State 

responsibility may be triggered through the sharing of intelligence that 

contributes to the commission of grave human rights violations.”28

Intelligence shared by one state with another can contribute to a variety of serious 
human rights abuses. This risk is particularly acute where intelligence is shared 
with states with authoritarian governments, weak rule of law and/or a history of 
systematically violating human rights. In these contexts, such intelligence may form 
the basis for extrajudicial killings or contribute to unlawful arrest or detention or to 
torture and other cruel, inhuman or degrading treatment.29 Moreover, certain groups 
may be particularly vulnerable to these abuses, such as dissidents, journalists and 
human rights defenders.30

In addition, intelligence received by one state from another may have been obtained 
in violation of international law, including through torture and other cruel, inhuman 
or degrading treatment. As the UN Special Rapporteur for Counter-Terrorism 
has stated: “Both the sending and receipt of intelligence can have important 
implications for human rights and fundamental freedoms. . . . [I]ntelligence received 
from a foreign entity may have been obtained in violation of international human 
rights law.”31 Furthermore, intelligence obtained in violation of international law may 
raise concerns regarding its reliability. 

 

Martin Scheinin, Report of the Special Rapporteur on the promotion and protection of human 

rights and fundamental freedoms while countering terrorism, Compilation of good practices 

on legal and institutional frameworks and measures that ensure respect for human rights by 

intelligence agencies while countering terrorism, including on their oversight, UN Doc. A/

HRC/14/46, 5 May 2010, para. 41.

See Born et al., Making International Intelligence Cooperation Accountable, supra, at pp. 

43-45; International Commission of Jurists, Assessing Damage, supra, at pp. 81-85.

See Born et al., Making International Intelligence Cooperation Accountable, supra, at pp. 

40-41, 45.

Report of the Special Rapporteur on counter-terrorism, Compilation of good practices, 

supra, at para. 47.

28

29

30

31
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C. Intelligence Sharing and Accountability 

Intelligence sharing inherently poses a number of accountability challenges. 
Generally speaking, intelligence agencies lack control over the actions of their 
foreign partners. Moreover, they cede control over information once shared, 
despite whatever limitations (“caveats”) may be attached to the sharing of that 
information. Their ability to influence or verify how that information will be used or to 
subsequently substantiate how it was used will be subject to significant limitations. 
Their ability to verify or substantiate the provenance and other details regarding 
information shared by another state will be similarly constrained.32

These inherent limitations can further facilitate the shirking of accountability over 
intelligence sharing. Because it can be so difficult to influence, verify or substantiate 
the use of information – or the means by which information was obtained – it can 
be easy for states sharing intelligence to assert “plausible deniability”. Indeed, 
intelligence agencies have strong incentives not to make robust inquiries, for fear of 
damaging partnerships with foreign agencies.33 And national oversight mechanisms 
typically have remit only over the activities of their national intelligence agencies.34 

In addition to inherent limitations on accountability over intelligence sharing,  
there are common constraints imposed by states themselves. In particular, many 
intelligence sharing arrangements prohibit the disclosure of information shared 
between agencies to third parties, which may include oversight mechanisms, without 
the prior consent of the state from which the information originated. This prohibition 
is typically referred to as the “third party rule” or the “originator control principle”. 
A requirement that oversight bodies seek the consent of a foreign intelligence 
agency to access information is fundamentally detrimental to oversight. As a matter 
of principle, requiring oversight bodies to seek such permission can cripple their 
independence. And as a matter of practice, foreign partners are unlikely to consent 
to such a request.35 

 

See Born et al., Making International Intelligence Cooperation Accountable, supra, at pp. 

38-39.

See European Commission for Democracy through Law (Venice Commission), Report on the 

Democratic Oversight of the Security Services, Study No. 388/2006 CDL-AD(2007)016, 11 June 

2007, paras. 120-21.

See Hans Born & Aidan Wills, Overseeing Intelligence Services: A Toolkit, 2012, p.132.

See Born et al., Making International Intelligence Cooperation Accountable, supra, at p. 

152.

32

33

34
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The Council of Europe Commissioner for Human Rights has expressed concerns 
regarding the third party rule:

“Given the amount of information that is received from foreign bodies, 

it is essential that oversight bodies’ access is not limited to information 

generated by the security services they oversee – meaning that they cannot 

view information of foreign provenance. Given that services collaborate more 

than ever with foreign partners and hold in their files an increasing amount 

of information supplied by foreign services, this would have the effect of 

shielding operations or areas of activity from independent scrutiny.”

The Commissioner has accordingly recommended that states parties: 

“ensure that access to information by oversight bodies is not restricted by 

or subject to the third party rule or the principle of originator control. This is 

essential for ensuring that democratic oversight is not subject to an effective 

veto by foreign bodies that have shared information with security services. 

Access to information by oversight bodies should extend to all relevant 

information held by security services including information provided by 

foreign bodies.”36

 

Council of Europe Commissioner for Human Rights, Democratic and effective oversight of 

national security services, 2015, recommendation 16. 

36



016/173

 Secret Global Surveillance Networks: Intelligence Sharing Between Governments and the Need for Safeguards

IV. Legality and Intelligence Sharing

A. The Principle of Legality

International human rights law provides that any interference with the right to  
privacy must be in accordance with the law.37 At the heart of the principle of legality 
is the important premise that placing “intrusive surveillance regimes on a statutory 
footing” subjects them to “public and parliamentary debate”.38 Legality is also 
closely tied to the concept of “arbitrary interference”, the idea being that the 
exercise of a secret power carries the inherent risk of its arbitrary application.39

The meaning of “law” implies certain minimum qualitative requirements of 
accessibility and foreseeability. The UN Human Rights Committee has elaborated on 
the meaning of “law” for the purposes of Article 19 of the International Covenant on 
Civil and Political Rights (“ICCPR”), which protects the right to freedom of opinion 
and expression, as follows: 

 

See Article 17(1), International Covenant on Civil and Political Rights (“ICCPR”) (“No one 

shall be subjected to arbitrary or unlawful interference with his privacy, family, home 

or correspondence . . . .”); Article 11, American Convention on Human Rights (“ACHR”) (“2. 

No one may be the object of arbitrary or abusive interference with his private life, his 

family, his home, or his correspondence . . . . 3. Everyone has the right to the protection 

of the law against such interference . . . .”); Article 8(2), European Convention of Human 

Rights (“ECHR”) (“There shall be no interference by a public authority with the exercise 

of [the right to respect for private and family life] except such as is in accordance with 

the law . . . .”); see also UN Human Rights Committee, General Comment No. 16 (Article 17 

ICCPR), 8 Apr. 1988, para. 3 (noting that “[t]he term ‘unlawful’ means that no interference 

can take place except in cases envisaged by the law” and that “[i]nterference authorized 

by States can only take place on the basis of law, which itself must comply with the 

provisions, aims and objectives of the Covenant”.)

Report of the UN Special Rapporteur on Counter-Terrorism, UN Doc. A/HRC/34/61, 21 Feb. 2017, 

para. 36.

Malone v. United Kingdom, European Court of Human Rights, App. No. 8691/79, 2 Aug. 1984, 

para. 67 (“Especially where a power of the executive is exercised in secret, the risks of 

arbitrariness are evident.”); see also UN Human Rights Committee, General Comment No. 16, 

supra, at para. 4 (noting that “the expression ‘arbitrary interference’ can also extend to 

interference provided for under the law” and that “[t]he introduction of the concept of 

arbitrariness is intended to guarantee that even interference provided for by law should be 

in accordance with the provisions, aims, and objectives of the Covenant and should be, in 

any event, reasonable in the particular circumstances”).

37

38

39



017/173

 Secret Global Surveillance Networks: Intelligence Sharing Between Governments and the Need for Safeguards

“[A] norm, to be characterized as a ‘law,’ must be formulated with  

sufficient precision to enable an individual to regulate his or her conduct 

accordingly and it must be made accessible to the public . . . . Laws must 

provide sufficient guidance to those charged with their execution to enable 

them to ascertain what sorts of expression are properly restricted and what 

sorts are not.”40

The requirements of accessibility and foreseeability are also reflected in the 
jurisprudence of the European Court of Human Rights (“ECtHR”):

“Firstly, the law must be adequately accessible: the citizen must be able  

to have an indication that is adequate in the circumstances of the legal 

rules applicable to a given case. Secondly, a norm cannot be regarded as 

a law unless it is formulated with sufficient precision to enable the citizen to 

regulate his conduct; he must be able — if need be with appropriate advice 

— to foresee, to a degree that is reasonable in the circumstances,  

the consequences which a given action may entail.”41

The UN General Assembly has recognized the application of the principle of 
legality to the surveillance context, resolving that the “surveillance of digital 
communications must be consistent with international human rights obligations 
and must be conducted on the basis of a legal framework, which must be publicly 
accessible, clear, precise, comprehensive and nondiscriminatory.”42

Both the ECtHR and the Inter-American Court of Human Rights (“IACtHR”) have 
also applied the principle of legality to the surveillance context. In Weber & Saravia 
v. Germany, the ECtHR elaborated on the “minimum safeguards that should be set 
out in statute law in order to avoid abuses of power” where the state conducts 
surveillance: 

 

UN Human Rights Committee, General Comment No. 34 (Article 19 ICCPR), 12 Sept. 2011, para. 

25. 

Sunday Times v. United Kingdom, European Court of Human Rights, App. No. 6538/74, 26 Apr. 

1979, para. 49.

UN General Assembly Resolution on the Right to Privacy in the Digital Age, UN Doc. A/

RES/71/199, 19 Dec. 2016.

40

41

42
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“[1] the nature of the offences which may give rise to a [ ] [surveillance] 

order; [2] a definition of the categories of people liable to [be subject to 

surveillance]; [3] a limit on the duration of [surveillance]; [4] the procedure 

to be followed for examining, using and storing the data obtained; [5] the 

precautions to be taken when communicating the data to other parties; and 

[6] the circumstances in which recordings may or must be erased or the 

tapes destroyed.”43 

Similarly, in Escher et al. v. Brazil, the IACtHR held that surveillance measures 
“must be based on a law that must be precise.” The Court further observed that 
the law must “indicate the corresponding clear and detailed rules, such as the 
circumstances in which this [surveillance] measure can be adopted, the persons 
authorized to request it, to order it and to carry it out, and the procedure to be 
followed.”44

B. Intelligence Sharing and the Principle of Legality

Most intelligence sharing arrangements – both because the arrangements 
themselves are secret and the domestic laws that should govern them are non-
existent – violate the principle of legality.  

 

Weber & Saravia v. Germany, European Court of Human Rights, App. No. 54934/00, 29 June 2006, 

para. 95; see also Malone, supra, at para. 67 (noting that “the law must be sufficiently 

clear in its terms to give citizens an adequate indication as to the circumstances in which 

and the conditions on which public authorities are empowered to resort to this secret 

and potentially dangerous interference with the right to respect for private life and 

correspondence”).

Escher et al. v. Brazil, Inter-American Court of Human Rights, Case 12.353, 2 Mar. 2006, 

para. 131.
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1. Secret Intelligence Sharing Arrangements

Intelligence sharing arrangements are typically confidential and not subject to 
parliamentary scrutiny, often taking the form of secret memoranda of understanding 
directly between the relevant ministries or agencies. Such agreements may expressly 
state that they are not to be construed as legally binding instruments according to 
international law.45 By doing so, the agreements can circumvent the requirement 
of ratification under the constitutional procedures and/or domestic laws of each 
member State as well as that of registration with the UN Secretariat in accordance 
with Article 102 of the UN Charter.

Case Study: The Five Eyes Alliance

As discussed above, one of the best known sharing arrangements is the 
Five Eyes alliance. The origins of the Five Eyes alliance stretch back 
to World War II, but the relationships between the five countries are 
formalized in the United Kingdom-United States Communication Intelligence 
Agreement (“UKUSA Agreement”), first signed in 1946 and amended numerous 
times thereafter. In 2010, the NSA declassified the 1946 agreement, along 
with other documents relating to its formation, implementation, and 
alteration.46 As part of the 2010 series of declassifications, the NSA also 
declassified a 1956 revision of the UKUSA Agreement.47 The UK, Australia 
and New Zealand have officially acknowledged that some version of the 
UKUSA Agreement remains in effect and continues to serve as the framework 
for intelligence sharing between the five countries.48

In July 2017, Privacy International, together with Yale Law School’s  
Media Freedom & Information Access Clinic, filed a lawsuit against the 
NSA, the Office of the Director of National Intelligence, the Department 
of State, and the National Archives and Records Administration seeking 
access to the current and all prior versions of the UKUSA Agreement.49  
 
 

 

See, e.g., Memorandum of Understanding Between the National Security Agency/Central 

Security Service (NSA/CSS) and the Israeli SIGINT National Unit (ISNU) Pertaining to the 

Protection of U.S. Persons, available at www.statewatch.org/news/2013/sep/nsa-israel-spy-

share.pdf (noting that “this agreement is not intended to create any legally enforceable 

rights and shall not be construed to be either an international agreement or a legally 

binding instrument according to international law”). This agreement was first published by 

The Guardian on 11 September 2013. Glenn Greenwald et al., “NSA Shares Raw Intelligence 

Including Americans’ Data with Israel”, The Guardian, 11 Sept. 2013, https://www.theguardian.

com/world/2013/sep/11/nsa-americans-personal-data-israel-documents.   

See UKUSA Agreement Release 1940-1956, NSA, 3 May 2016, https://www.nsa.gov/news-features/

declassified-documents/ukusa/.

See UKUSA Agreement, para. 11. 10 Oct. 1956, https://www.nsa.gov/news-features/

declassifieddocuments/ukusa/assets/files/new_ukusa_agree_10may55.pdf (indicating that the 

Agreement “supersedes all previous Agreements between U.K. and U.S. authorities in the 

[communications intelligence] COMINT field”).

See “International Partners: How Sharing Knowledge and Expertise with Other Countries Helps 

Us Keep the UK Safe”, GCHQ, 29 Sept. 2016, https://www.gchq.gov.uk/features/%20international-

partners; “UKUSA Allies”, Australian Signals Directorate, https://www.asd.gov.au/partners/

allies.htm; “UKUSA Allies”, Government Communications Security Bureau, 6. Dec. 2016, https://

www.gcsb.govt.nz/about-us/ukusa-allies/. 

See “MFIA Clinic Files Lawsuit in Five Eyes Alliance Case”, Yale Law School, 6 July 2017, 

https://law.yale.edu/yls-today/news/mfia-clinic-files-lawsuit-five-eyes-alliance-case. 

45

46

47

48

49

http://www.statewatch.org/news/2013/sep/nsa-israel-spy-share.pdf
http://www.statewatch.org/news/2013/sep/nsa-israel-spy-share.pdf
https://www.theguardian.com/world/2013/sep/11/nsa-americans-personal-data-israel-documents
https://www.theguardian.com/world/2013/sep/11/nsa-americans-personal-data-israel-documents
https://www.nsa.gov/news-features/declassified-documents/ukusa/
https://www.nsa.gov/news-features/declassified-documents/ukusa/
https://www.nsa.gov/news-features/declassifieddocuments/ukusa/assets/files/new_ukusa_agree_10may55.pdf
https://www.nsa.gov/news-features/declassifieddocuments/ukusa/assets/files/new_ukusa_agree_10may55.pdf
https://www.gchq.gov.uk/features/%20international-partners
https://www.gchq.gov.uk/features/%20international-partners
https://www.asd.gov.au/partners/allies.htm
https://www.asd.gov.au/partners/allies.htm
https://www.gcsb.govt.nz/about-us/ukusa-allies/
https://www.gcsb.govt.nz/about-us/ukusa-allies/
https://law.yale.edu/yls-today/news/mfia-clinic-files-lawsuit-five-eyes-alliance-case
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In response to our lawsuit, the NSA released new appendices to the UKUSA 
Agreement dating from 1959-61.50 The 1956 version of the UKUSA Agreement, 
together with the 1959-61 appendices, is the most recent version of the 
agreement to have been made public.51

It is difficult to believe that this version of the UKUSA Agreement is the 
current agreement governing the Five Eyes alliance, particularly given 
how both communications methods and the nature of signals intelligence 
have changed dramatically since the late 1950s. In fact, the 1956 version 
of the UKUSA Agreement itself acknowledged that a reappraisal of the 
1946 version of the agreement was necessary, in part, due to “the passage 
of time which has made out of date much of the detail contained in the 
Agreement.” Indeed, in response to our lawsuit, the State Department has 
disclosed records suggesting that implementation of the UKUSA Agreement 
underwent amendments in the 2000s.52 

Although we know little about the current UKUSA Agreement governing the 
Five Eyes alliance, the declassified versions of the agreement reveal a 
highly integrated vision of sharing between the five countries. Pursuant 
to the 1956 version of the UKUSA Agreement, the countries agree to the 
presumption of unrestricted exchange of signals intelligence as well as 
the methods and techniques related to signals intelligence operations. 
Paragraph 4 of the Agreement states that the “parties agree to the 
exchange of the products” of certain “operations relating to foreign 
communications,” including “(1) Collection of traffic. (2) Acquisition 
of communications documents and equipment. (3) Traffic analysis. (4) 
Cryptanalysis. (5) Decryption and translation.”53 Paragraph 5 of the 
Agreement further provides for the parties to “exchange . . . information 
regarding methods and techniques involved in the operations” relating to 
foreign communications.54 

 

The appendices can be found in Annex IV.

It is unclear whether other elements of the UKUSA Agreement, beyond the released appendices 

were also revised between 1956 and 1961. 

These records can be found in Annex IV.

UKUSA Agreement para. 4(a), 10 Oct. 1956.

Id. at para. 5(a).

50

51

52

53

54

Screenshot of a provision of the 1956 version of the UKUSA Agreement
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For the exchange of foreign communications products,” paragraph 4 of 
the Agreement provides that “[s]uch exchange will be unrestricted on 
all work undertaken except when specifically excluded from the agreement 
at the request of either party and with the agreement of the other” 
and that “[i]t is the intention of each party to limit such exceptions 
to the absolute minimum.” The Agreement also provides, in an appendix 
articulating “General Principles of Collaboration on COMINT Production 
and Collection”, that “[i]n accordance with these arrangements, each party 
will continue to make available to the other, continuously, currently, 
and without request, all raw traffic, COMINT end-product and technical 
material acquired or produced, and all pertinent information concerning 
its activities, priorities and facilities, both present and planned, 
subject only to” provisos contained in the Agreement.55 In a separate 
appendix titled “Communications”, the parties indicate their intent to 
maintain “[e]xclusive and readily extensible telecommunications . . . in 
order to make possible; (a) the rapid flow of COMINT material from points 
of interception to the Agencies; (b) the rapid exchange of all types 
of raw traffic, technical material, end-products, and related material 
between the agencies; (c) the efficient control of COMINT collection  
and production.”56

 

Id. at ap. C para. 3.

Id. at ap. H para. 1.

55

56

Screenshot of a provision of Appendix C to the 1956 version of the UKUSA Agreement

Screenshot of a provision of Appendix H to the 1956 version of the UKUSA Agreement
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Screenshot from 1985 State Department cable on Pine Gap

57

58

Case Study: Joint Defence Facility Pine Gap

In response to Privacy International’s lawsuit seeking access to the 
UKUSA Agreement, in December 2017, the State Department disclosed records 
relating to Joint Defence Facility Pine Gap. Pine Gap is a base located 
in Alice Springs, Australia and jointly operated by the US and Australia. 
From Pine Gap, the US controls satellites across several continents, 
which can conduct surveillance of wireless communications, like those 
transmitted via mobile phones, radios and satellite uplinks. The 
intelligence gathered supports both intelligence activities and military 
operations, including drone strikes.57

The disclosure includes what appears to be a 1985 State Department 
cable, which summarises public reporting and discussion of Pine Gap.58 
The cable includes a summary of remarks made by then-Australian defence 
minister Kim Beazley, including that the government “is fully aware of 
everything that takes place at the joint facilities and that [government] 
approval is required for any specific activity.” The summary further quotes 
Beazley as saying: “Nothing happens at these facilities about which the 
government is unaware. Nothing can be done at these facilities without 
the acquiescence of the Australian government.” 

The cable then summarises remarks made by the defence expert, Desmond 
Ball, in response to Beazley: 

“Ball claimed that he has spoken to individuals working at Pine 
Gap and that there were at least two areas of the facility where 
Australian nationals are not permitted entry – the U.S. ‘national 
communication and cypher room’ and the ‘key room where they 
(Americans) do the final analysis of all incoming intelligence.’ Ball 
charged that this situation is unsatisfactory and that Australian 
nationals should have full access to all parts of the facility.”

A handwritten comment in the margin of this text notes with respect to 
the “national communication and cypher room”, “CORRECT, but Hayden when 
shadow PM, did enter area once.” The handwritten comment then notes with 
respect to the “key room”, “NO SUCH AREA”.

 

See “Pine Gap – An Introduction”, Nautilus Institute, 21 Feb. 2016, https://nautilus.org/

publications/books/australian-forces-abroad/defence-facilities/pine-gap/pine-gap-intro/; 

Jackie Dent, “An American Spy Base Hidden in Australia’s Outback”, NY Times, 23 Nov. 2017, 

https://www.nytimes.com/2017/11/23/world/australia/pine-gap-spy-base-protests.html. 

This cable can be found in Annex IV.

https://nautilus.org/publications/books/australian-forces-abroad/defence-facilities/pine-gap/pine-gap-intro/
https://nautilus.org/publications/books/australian-forces-abroad/defence-facilities/pine-gap/pine-gap-intro/
https://www.nytimes.com/2017/11/23/world/australia/pine-gap-spy-base-protests.html
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2. Lack of Domestic Legislation

Our research suggests that most countries around the world lack domestic 
legislation governing intelligence sharing. In 2015, the UN Special Rapporteur on 
Counter-Terrorism stated in this regard that: 

“The absence of laws to regulate information-sharing agreements between 

States has left the way open for intelligence agencies to enter into classified 

bilateral and multilateral arrangements that are beyond the supervision 

of any independent authority. Information concerning an individual’s 

communications may be shared with foreign intelligence agencies without 

the protection of any publicly accessible legal framework and without 

adequate (or any) safeguards . . . . Such practices make the operation of the 

surveillance regime unforeseeable for those affected by it and are therefore 

incompatible with article 17 of the [International] Covenant [on Civil and 

Political Rights].”59

The 2017 report by the EU Agency for Fundamental Rights supports this conclusion 
in relation to most EU member states. The report notes that “[a]lmost all Member 
States (27 out of 28) have established international intelligence cooperation in their 
national legal frameworks”, but that “[v]ery few . . . have explicitly articulated the 
modalities for both establishing and implementing international cooperation within 
the enabling laws.”60 Thus, at least in much of the EU, domestic laws governing 
international intelligence cooperation give intelligence agencies broad and vague 
powers to establish and implement such cooperation. 

In several EU states, internal rules do govern intelligence sharing. However, these 
rules are drafted by the executive or by the agencies themselves and they are not 
publicly available. For example:

 

Report of the UN Special Rapporteur on Counter-Terrorism, UN Doc. A/69/397, 23 Sept. 2014, 

para. 44.

EU Agency for Fundamental Rights, Surveillance by intelligence services: fundamental rights 

safeguards and remedies in the EU, Volume II: field perspectives and legal update, Oct. 2017, 

p. 50.

59

60



024/173

 Secret Global Surveillance Networks: Intelligence Sharing Between Governments and the Need for Safeguards

• In Belgium, the guidelines for intelligence cooperation are classified and 
according to the Belgian Standing Intelligence Agencies Review Committee, 
the most important aspect of cooperation, i.e. the types of intelligence 
that can be shared with foreign services, is addressed only briefly in the 
guidance.61  

• In the Netherlands, the internal guidelines are similarly classified although in 
2016 the Dutch Review Committee on the Intelligence and Security Services 
published assessments of the procedures identifying significant shortcomings, 
which are discussed in Part V below.

Case Study: United Kingdom

In July 2013, Privacy International brought a lawsuit before the UK’s 
Investigatory Powers Tribunal, challenging two aspects of the UK’s 
surveillance regime revealed by the Snowden disclosures: (1) UK bulk 
interception of internet traffic transiting undersea fibre-optic cables 
landing in the UK and (2) UK access to the information gathered by the 
US through its various mass surveillance programs.62 The Tribunal is a 
specialised court that hears complaints of unlawful surveillance by UK 
public bodies, including the security and intelligence services.

During the proceedings, the UK government referred to secret internal 
guidance governing its intelligence sharing with the US, which it 
presented to the Tribunal in a secret hearing. It later produced a 2-page 
“note” summarizing this guidance.63 That note contained no heading and 
just a few paragraphs of text. It was unclear who drafted or adopted the 
note (and under what legal authority) or who had the power to amend it. 
It was unclear whether the note represented an actual policy, part of a 
policy, a summary of a policy, or a summary of submissions made by the 
UK government to the Tribunal in the closed hearing. It was also unclear 
whether it was binding in any way or simply a description of desirable 
practices.

In February 2015, the Tribunal determined that the UK government’s access 
to information gathered via US bulk surveillance was unlawful prior to 
the legal proceedings before the Tribunal because the legal framework 
governing such access was secret. However, it found that the note 
described above was sufficient to render intelligence sharing lawful from 
the point of its disclosure.64 

 

See EU Agency for Fundamental Rights, Country studies for the project on National 

intelligence authorities and surveillance in the EU: Fundamental rights safeguards and 

remedies - Legal update, Oct. 2017, Belgium, http://fra.europa.eu/en/country-data/2017/

country-studies-project-national-intelligence-authorities-and-surveillance-eu.

Nine other NGOs submitted similar complaints and the Tribunal subsequently joined the 

cases. The other nine NGOs are the American Civil Liberties Union, Amnesty International, 

Bytes for All, the Canadian Civil Liberties Association, the Egyptian Initiative for 

Personal Rights, the Hungarian Civil Liberties Union, the Irish Council for Civil Liberties, 

the Legal Resources Centre and Liberty.

The text of this note is available in the Tribunal’s 6 February 2015 judgment, available at 

https://privacyinternational.org/sites/default/files/2018-02/Liberty_Ors_Judgment_6Feb15.pdf.

Id.
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http://fra.europa.eu/en/country-data/2017/country-studies-project-national-intelligence-authorities-and-surveillance-eu
http://fra.europa.eu/en/country-data/2017/country-studies-project-national-intelligence-authorities-and-surveillance-eu
https://privacyinternational.org/sites/default/files/2018-02/Liberty_Ors_Judgment_6Feb15.pdf
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In November 2016, the Investigatory Powers Act, which governs the 
surveillance powers of the UK’s law enforcement agencies and security 
and intelligence services, was adopted. The Act only touches upon 
intelligence sharing in a few respects. First, section 9 provides that 
the UK may not request foreign authorities to “carry out the interception 
of communications sent by, or intended for” a person in the UK unless 
an appropriate warrant has been issued. Notably, this provision focuses 
on “requests” by the UK to foreign authorities to intercept particular 
communications; it does not appear to address other forms of intelligence 
sharing, including data the UK may not have explicitly “requested,” such 
as the UK’s direct and unfettered access to raw data intercepted in bulk 
or databases of material collected in bulk by foreign authorities. 
  
Second, section 52 of the Act authorises interception “in response  
to a request made in accordance with a relevant international  
agreement” pursuant to several conditions, including where it is to 
obtain “information about the communications of an individual” outside 
or believed to be outside the United Kingdom. As above, this provision 
similarly focuses on “requests” by foreign authorities to the UK to 
intercept particular communications. Furthermore, the Act contains no 
provisions addressing “relevant international agreements” to  
share intelligence.

Third, several sections of the Act establish safeguards pertaining to the 
disclosure of material overseas obtained through interception or hacking 
(including as exercised in bulk). However, these “safeguards” appear to 
leave enormous discretion to the executive, by permitting it to apply 
certain rules pertaining to minimisation and destruction “to such extent 
(if any) as the issuing authority considers appropriate.”65

In addition, the “note” described above has been substantially  
reproduced in the Interception of Communications Draft Code of Practice,  
a yet to be finalised policy document governing implementation of the 
Investigatory Powers Act. Both the note and the language in the Draft 
Code of Practice are obscurely drafted. For example, the Draft Code of 
Practice speaks of the UK intelligence agencies making a “request” for 
“unanalysed intercepted communications content (and secondary data).”66 
Again, it is unclear whether “request” covers all the scenarios where 
the intelligence agencies may access information obtained by foreign 
intelligence agencies, such as raw data intercepted in bulk or databases 
of material collected in bulk.

 

Sections 54, 130, 151, 192, Investigatory Powers Act 2016.

Interception of Communications Draft Code of Practice, Dec. 2017, paras. 9.33-9.40.

65
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Case Study: Germany

In November 2016, Germany adopted the Act for Foreign-Foreign Signals 
Intelligence Gathering of the Federal Intelligence Service (Gesetzes zur 
Ausland-Ausland-Fernmeldeaufklärung des Bundesnachrichtendienstes).67 The 
Act authorises the Federal Intelligence Service (“BND”) to gather and 
process the communications of foreign nationals abroad. Sections 13-15 of 
the Act set out the general parameters for BND’s intelligence cooperation 
with foreign agencies, including via intelligence sharing. Based on our 
research, the Act is the first and only attempt to date by a state to 
regulate in any detail, via primary legislation, intelligence cooperation 
through intelligence sharing.

The Act establishes several general principles that must guide 
intelligence sharing, including:

•	 Justifications for Cooperation: The BND may cooperate with foreign 
agencies only if it serves one of the following purposes: (a) to permit 
early identification of threats to Germany’s internal or external 
security; (b) to preserve Germany’s capacity to act; or (c) to obtain 
other information of relevance for Germany’s foreign and security policy 
as defined by various relevant ministries. Within these broad purposes, 
the cooperation must only serve one or more of the following objectives: 
(1) to identify and tackle threats posed by international terrorism; (2) 
to identify and tackle threats posed by the proliferation of weapons of 
mass destruction and the illicit distribution of other types of arms; 
(3) to protect German armed forces and those of the states party to the 
cooperation; (4) to handle crises abroad; (5) to ensure the security of 
German nationals and the nationals of states party to the cooperation 
when they are abroad; (6) to obtain information relating to political, 
economic, or military operations abroad which are of foreign and 
security policy importance;  
or (7) to meet comparable cases. 

•	 Exhaustion of Alternative Means: Cooperation will only be authorised 
to the extent that achieving the above stated purposes and objectives 
without such cooperation would be considerably more difficult or 
impossible.

•	 Written Requirement: BND cooperation with a foreign agency must be set 
out in a prior written agreement between the two agencies addressing 
(a) the cooperation objectives; (b) the content of the cooperation; and 
(c) the duration of the cooperation. The agreement must further include 
an agreement that: (a) data collected pursuant to cooperation may only 
be used for the purposes for which it was collected, and any use of the 
data must be compatible with fundamental rule of law principles; (b) 
the foreign agency will provide all information relating to its use of 
collected data upon request by the BND; and (c) the foreign agency will 
comply with a data deletion request by the BND.68 The agreements are 
subject to the approval of the Federal Chancellery if the cooperation 
is with EU, European Economic Area or NATO member states. If cooperation 
 
 
 
 

The Act is in German and there is currently no official English translation. Privacy 

International notes that its analysis is based on an unofficial translation of the Act.

See Thorsten Wetzling, Stiftung Neue Verantwortung, Germany’s Intelligence Reform: More 

Surveillance, Modest Restraints and Inefficient Controls, June 2017, p. 16, https://www.

stiftung-nv.de/sites/default/files/snv_thorsten_wetzling_germanys_foreign_intelligence_reform.

pdf. 

67

68

https://www.stiftung-nv.de/sites/default/files/snv_thorsten_wetzling_germanys_foreign_intelligence_reform.pdf
https://www.stiftung-nv.de/sites/default/files/snv_thorsten_wetzling_germanys_foreign_intelligence_reform.pdf
https://www.stiftung-nv.de/sites/default/files/snv_thorsten_wetzling_germanys_foreign_intelligence_reform.pdf
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is with an agency of a country not party to these organisations, they 
require the direct approval of the Chancellor. The Parliamentary 
Control Committee shall be informed of all agreements. 

•	 Automated Data Transmission, Storage, and Examination: Information, 
including personal data, may be shared with a foreign agency in an 
automated manner only to the extent that immediate transmission is 
necessary to reach the cooperation objectives and the automation 
process has been tested to ensure that certain data can be 
automatically deleted and not shared. That data includes data (1) 
improperly obtained; (2) concerning an EU institution, a public body of 
a member state, or citizens of the EU; and (3) which, if shared, would 
conflict with the national interests of Germany. Moreover, automatic 
sharing of data is to be recorded, and the log reviewed routinely to 
ensure compliance with the Act (all logs must be kept for two years and 
then deleted). These routine compliance checks must be conducted by a 
BND member who has the competence to become a judge.

While the principles noted above offer a number of safeguards, the Act 
also suffers from several shortcomings, including:
 
•	 International Human Rights Law as a Guiding Framework: Pursuant to the 

Act, cooperation agreements bind the parties to fundamental rule of 
law principles but not to international human rights law. Intelligence 
sharing (and other forms of intelligence cooperation) interfere with 
fundamental human rights. The Act should therefore clearly state that 
such cooperative activities shall be governed by international human 
rights law.

•	 Categories Justifying Intelligence Sharing: Pursuant to international 
human rights law, the principle of legality requires that relevant laws 
must meet certain minimum qualitative requirements of accessibility 
and foreseeability. Some of the justifications for cooperation under the 
Act are so vague (e.g. to handle crises abroad) or open-ended (e.g. in 
comparable cases) as to arguably violate the principle of legality.

•	 Circumventing Constraints on Surveillance: Intelligence sharing 
may lead to circumstances where states circumvent international 
or domestic constraints on direct surveillance by relying on their 
partners to obtain and then share information. The Act does not appear 
to explicitly prohibit the BND from using sharing arrangements to 
circumvent such constraints.

•	 Facilitating Serious Human Rights Abuses: The Act does not appear to 
articulate procedures for assessing whether information shared by the 
BND with other agencies may be used to facilitate serious human rights 
abuses. Similarly, the Act does not appear to articulate procedures for 
assessing information the BND accesses or receives through sharing, 
including whether it was obtained in violation of international law or 
raises reliability concerns.
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V. Oversight and Intelligence Sharing

A. Oversight 

International human rights law requires that any interference with the right to privacy 
“be attended by adequate procedural safeguards to protect against abuse.” These 
safeguards “generally include independent prior authorization and/or subsequent 
independent review.”69 The UN General Assembly has therefore called on states 
“[t]o establish or maintain existing independent, effective, adequately resourced 
and impartial judicial, administrative and/or parliamentary domestic oversight 
mechanisms capable of ensuring transparency, as appropriate, and accountability 
for State surveillance of communications, their interception and the collection of 
personal data.”70

Independent oversight can take many forms. However, the UN Special Rapporteur 
on Counter-Terrorism has recommended, in the intelligence context, that “[a]
n effective system of . . . oversight includes at least one civilian institution that is 
independent of both the intelligence services and the executive.” In terms of the 
coverage of the oversight mechanisms, the Special Rapporteur observed that 
they should consider “all aspects of the work of intelligence services, including 
their compliance with the law; the effectiveness and efficiency of their activities; 
their finances; and their administrative practices.” The Special Rapporteur further 
recommended that oversight mechanisms should “have the power, resources 
and expertise to initiate and conduct their own investigations, as well as full and 
unhindered access to the information, officials and installations necessary to fulfil 
their mandates,” and should “receive the full cooperation of intelligence services 
and law enforcement authorities in hearing witnesses, as well as obtaining 
 

 

2014 Report of the UN Special Rapporteur on Counter-Terrorism, supra, at para. 45; see also 

UN Human Rights Committee, Seventh Periodic Report of the United Kingdom, supra, at para. 

24 (recommending the State Party “[e]nsure that robust oversight systems over surveillance, 

interception and intelligence-sharing of personal communications activities are in place, 

including by . . . considering the establishment of strong and independent oversight 

mandates with a view to preventing abuses”); UN Human Rights Committee, Sixth Periodic 

Report of Canada, supra, at para. 10 (expressing concern “about the lack of adequate and 

effective oversight mechanisms to review activities of security and intelligence agencies 

and the lack of resources and power of existing mechanisms to monitor such activities” 

and recommending the State Party “[e]stablish oversight mechanisms over security and 

intelligence agencies that are effective and adequate and provide them appropriate powers 

as well as sufficient resources to carry out their mandate”).

2016 UN General Assembly Resolution on the Right to Privacy in the Digital Age, supra, 

at para. 5(d); see also UN General Assembly Resolution on the Right to Privacy in the 

Digital Age, U.N. Doc. A/RES/69/166, 18 Dec. 2014, para. 4; Report of the UN Special 

Rapporteur on Freedom of Expression, U.N. Doc. A/HRC/23/40, 17 Apr. 2013, para. 93 (“States 

should establish independent oversight mechanisms capable to ensure transparency and 

accountability of State surveillance mechanisms.”).

69

70
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documentation and other evidence.” In addition, the Special Rapporteur further 
indicated that oversight mechanisms should “publish (annual) reports describing 
[their] activities and findings” and “as appropriate, incidental reports describing 
specific investigations.”71  

International human rights bodies have also emphasised prior independent 
authorisation – preferably judicial – as a key mechanism for “ensur[ing] the 
effectiveness and independence of a monitoring system for surveillance activities”.72 
The UN Human Rights Committee has further recognised the importance of prior 
independent authorisation in the context of intelligence sharing, indicating that 
“robust oversight systems over surveillance, interception and intelligence-sharing 
of personal communications activities” should include “providing for judicial 
involvement in the authorisation of such measures in all cases”.73

The ECtHR has similarly indicated that prior independent authorisation is a minimum 
safeguard to protect the right to privacy, particularly in the surveillance context. It 
has noted that “[i]n a field where abuse is potentially so easy in individual cases and 
could have such harmful consequences for democratic society as a whole, it is in 
principle desirable to entrust supervisory control to a judge, judicial control offering 
the best guarantees of independence, impartiality and a proper procedure.”74 

The Inter-American Commission of Human Rights Special Rapporteur for Freedom 
of Expression has also observed that “decisions to undertake surveillance activities 
that invade the privacy of individuals must be authorized by independent judicial 
authorities, who must state why the measure is appropriate for the accomplishment 
of the objectives pursued in the specific case; whether it is sufficiently restricted so 
as not to infringe upon the right in question more than necessary; and whether it is 
proportionate in relation to the interests pursued.”75

 

Report of the Special Rapporteur on counter-terrorism, Compilation of good practices, 

supra, at Practices 6-7.

UN Human Rights Committee, Concluding Observations on the Fifth Periodic Report of France, 

UN Doc. CCPR/C/FRA/CO/5, 17 Aug. 2015, para. 12.

UN Human Rights Committee, Seventh Periodic Report of the United Kingdom, supra, at para. 

24.

Zakharov, supra, at para. 233 (citing Klass and Others v. Germany, European Court of Human 

Rights, App. No. 5029/71, 6 Sept. 1978, paras. 55-56); see also Szabó, supra, at para. 77 

(“[I]n this field, control by an independent body, normally a judge with special expertise, 

should be the rule and substitute solutions the exception, warranting close scrutiny.”).

Office of the Special Rapporteur for Freedom of Expression, Inter-American Commission on 

Human Rights, Freedom of Expression and the Internet, 31 Dec. 2013, para. 165.

71
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B. Intelligence Sharing and Oversight 

As a general matter, there is an alarming lack of effective oversight of secret 
surveillance in a range of countries around the world. As noted by the UN High 
Commissioner for Human Rights:

“[A] lack of effective oversight has contributed to a lack of accountability 

for arbitrary or unlawful intrusions on the right to privacy in the digital 

environment. Internal safeguards without independent, external monitoring 

in particular have proven ineffective against unlawful or arbitrary surveillance 

methods. While these safeguards may take a variety of forms, the 

involvement of all branches of government in the oversight of surveillance 

programmes, as well as of an independent civilian oversight agency,  

is essential to ensure the effective protection of the law.”76

In particular, there is a significant oversight gap when it comes to intelligence 
sharing practices. This gap has also been observed by a range of international 
human rights bodies. For example, in a 2017 report, the EU Agency for Fundamental 
Rights noted how “[v]ery few Member States allow expert bodies to assess 
international agreements and/or cooperation criteria” establishing intelligence 
sharing either ex ante or ex post.77

As a result, human rights bodies have repeatedly emphasised the importance of and 
called for effective oversight of intelligence sharing arrangements. In Szabó and 
Vissy v. Hungary, the ECtHR noted: 

“The governments’ more and more widespread practice of transferring  

and sharing amongst themselves intelligence retrieved by virtue of secret 

surveillance – a practice, whose usefulness in combating international 

terrorism is, once again, not open to question and which concerns both 

exchanges between Member States of the Council of Europe and with other 

jurisdictions – is yet another factor in requiring particular attention when it 

comes to external supervision and remedial measures.”78

 

UN High Commissioner for Human Rights, The Right to Privacy in the Digital Age, supra, at 

para. 37.

EU Agency for Fundamental Rights, Surveillance by intelligence services, supra, at p. 51.

Szabó and Vissy v. Hungary, European Court of Human Rights, App. No. 37138/14, 12 Jan. 2016, 

para. 78.

76

77

78
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The UN Human Rights Committee has accordingly recommended a number of states 
put in place “effective and independent oversight mechanisms over intelligence-
sharing of personal data”.79 And the Council of Europe Commissioner for Human 
Rights has recommended that intelligence oversight bodies be mandated to 
scrutinise the human rights compliance of security service co-operation with foreign 
bodies, including co-operation through the exchange of information.80 

Privacy International Campaign on Intelligence Sharing Oversight

In September 2017, Privacy International (in partnership with 40 national 
civil society organisations) wrote to oversight bodies in 42 countries as 
part of a project to increase transparency around intelligence sharing 
and to encourage oversight bodies to scrutinise the law and practice 
of intelligence sharing in their respective countries. The full list of 
oversight bodies we contacted is contained in Annex I and the full list 
of our organisational partners is contained in Annex II.81 

In our letter to oversight bodies, we asked the following questions:

•	 Is the government and/or are the intelligence agencies required to 
inform you about intelligence sharing arrangements they have made with 
other governments? 

•	 Does your mandate include independent oversight of the intelligence 
sharing activities of your government? 

•	 Do you have the power to access in full all relevant information about 
the intelligence sharing activities of your government? 

•	 Do you have the power to review decisions to share intelligence and/
or undertake independent investigations concerning the intelligence 
sharing activities of your government? 

•	 Do you cooperate with any other oversight bodies, domestic or foreign, 
to oversee the intelligence sharing activities of your government?82

 

UN Human Rights Committee, Seventh Periodic Report of Sweden, supra, at paras. 36-37; see 

also UN Human Rights Committee, Concluding Observations on the Initial Report of Pakistan, 

supra, at para. 35; UN Human Rights Committee, Seventh Periodic Report of the United 

Kingdom, supra, at para. 24; UN Human Rights Committee, Sixth Periodic Report of Canada, 

supra, at para. 10.

Council of Europe Commissioner for Human Rights, Democratic and effective oversight of 

national security services, 2015, recommendation 5, https://rm.coe.int/1680487770.

For a map, which illustrates the countries included in the campaign, go to https://

privacyinternational.carto.com/builder/28fccac2-3349-46e5-91bd-fd676d0efe1f/embed.

Our letter to the Canadian oversight bodies included two additional questions: (1) What, if 

anything, do you see as the primary current impediment to your capacity to substantively 

review intelligence-sharing activities of the agencies you oversee? and (2) To what 

extent is the Minister of National Defence involved in the negotiation, approval or 

internalization of intelligence-sharing agreements with foreign agencies or governments.

79
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https://rm.coe.int/1680487770
https://privacyinternational.carto.com/builder/28fccac2-3349-46e5-91bd-fd676d0efe1f/embed
https://privacyinternational.carto.com/builder/28fccac2-3349-46e5-91bd-fd676d0efe1f/embed
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To date, we have received responses from oversight bodies in 21 countries: 
Australia, Austria, Belgium, Canada, Denmark, Estonia, Finland, France, 
Germany, Hungary, New Zealand, the Netherlands, Norway, Romania, Slovenia, 
Spain, Sweden, Switzerland, the UK and the US. All of the responses can be 
found in Annex III.

We have not received responses from oversight bodies in the following 
countries: Albania, Armenia, Azerbaijan, Bosnia and Herzegovina, Bulgaria, 
Croatia, Czech Republic, Georgia, Greece, Iceland, Ireland, Italy, Latvia, 
Lithuania, Luxembourg, Macedonia, Montenegro, Poland, Portugal, Slovakia, 
Spain, and Ukraine.

C. Trends and Concerns in the Oversight of Intelligence Sharing

Below, Privacy International outlines some key trends and concerns related to the 
oversight of intelligence sharing based on the responses we received to our letters 
to oversight bodies. All of the responses can be found in Annex III.

1. Access to Intelligence Sharing Arrangements

In some countries, intelligence agencies have no legal obligation to inform oversight 
bodies of the intelligence sharing arrangements into which they enter. For example:

• In Estonia, the Chancellor of Justice noted that “neither the government 
nor the intelligence agencies are required to inform the Chancellor of 
Justice about intelligence sharing arrangements they have made with other 
governments.”

• In Finland, the Office of the Parliamentary Ombudsman responded: “The 
government or the public authorities concerned are not obliged spontaneously 
to inform the Parliamentary Ombudsman about intelligence sharing 
arrangements they have made with other governments.”

• In France, the Commission nationale de contrôle des techniques de 
renseignement (National Commission for Oversight of Intelligence Gathering) 
indicated that the law places no explicit obligation on the government to 
inform the Commission of intelligence sharing (“[s]’agissant en particulier 
des échanges de renseignements entre le gouvernement français et des 
gouvernements étrangers, la loi n’a pas . . . fait explicitement obligation au 
gouvernement français d’informer la commission en cas d’échanges”).
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In other countries, while there are no explicit legal provisions requiring intelligence 
agencies to inform oversight bodies about intelligence sharing arrangements, 
oversight bodies have expressed the view that they can obtain such information 
under more general provisions requiring that the agencies furnish information or 
providing the bodies with powers to access information. For example:

• In Australia, the Inspector-General of Intelligence and Security responded 
that the agencies provide “all relevant policies and guidelines for the 
exchange of information with foreign authorities” and deemed that the 
“agencies have sound frameworks for the approval and conduct of 
intelligence sharing activities.”

• In Belgium, the agencies have the legal obligation to send to the Belgian 
Standing Intelligence Agencies Review Committee all documents, directives 
and guidelines that regulate the actions of the members of the agencies. 
Arrangements between domestic agencies, such as a Memorandum of 
Understanding, are considered to be such directives. However, it is not clear 
from the response whether this includes arrangements between agencies in 
different countries.

• In the Netherlands, the Review Committee on the Intelligence and Security 
Services (“CTIVD”) indicated: “The intelligence agencies are by law 
(article 73, Intelligence and Security Services Act 2002) obliged to furnish 
all information the [CTIVD] deems necessary for a proper performance 
of its duties. The CTIVD is also given the right to immediate access to all 
information. In practice, our investigators can access any processed data 
directly, including intelligence sharing arrangements.”

• In New Zealand, the Inspector-General of Intelligence and Security noted 
that “there is no legislative provision requiring the GCSB [the Government 
Communications Security Bureau] or NZSIS [the New Zealand Security 
Intelligence Service] (or any other government body) to proactively inform 
the Inspector-General about current or new intelligence sharing arrangements 
with other governments or foreign agencies.” However, the Inspector-General 
noted that she has “broad rights of access to all agency information which 
can, as necessary, include access to NZSIS or GCSB’s intelligence sharing 
arrangements with other countries and foreign agencies.”

• In Norway, the agencies “are not required by law to inform the [Parliamentary 
Intelligence Oversight] Committee about new intelligence sharing 
arrangements”, but “the Committee may however demand access to the 
services’ archives and registers, including information about arrangements the 
services have made with other governments/agencies.”

• In the United Kingdom, the Investigatory Powers Commissioner indicated 
that he interprets the provisions of the Investigatory Powers Act (sections 
208 and 235) as requiring the agencies provide his office “with all information 
necessary to enable us to conduct our oversight function.” 
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Only the oversight body of one country – Canada – indicated that the intelligence 
agencies are required by law to provide them access to intelligence sharing 
arrangements.

• In Canada, the Security Intelligence Review Committee (“SIRC”) stated: 
“According to section 17 of the [Canadian Security Intelligence Service] CSIS 
Act, SIRC must be provided with a copy of any written arrangement that CSIS 
enters ‘with the government of a foreign state or an institution thereof or an 
international organization of states or an institution thereof.’”

In Sweden, intelligence agencies must inform the oversight bodies of the principles 
underpinning forms of cooperation with foreign agencies, although the law does not 
explicitly require they disclose the written arrangements of such cooperation.

• In Sweden, the State Inspection for Defence Intelligence Activity (“SIUN”) 
noted that the ordinance on defence intelligence services (2000:131) requires 
that the defence intelligence authorities inform SIUN of the principles 
applicable to cooperation in intelligence issues with other countries and 
international organisations, as well as indicating with which countries and 
organizations such cooperation is taking place. Moreover, the ordinance 
further requires that the authorities, after the cooperation has been 
established, inform SIUN about the scope of the cooperation. The authorities 
may further inform SIUN, about the results, experience and continued 
direction of such cooperation.

2. Independent Oversight

As discussed above, international human rights law requires that any interference 
with the right to privacy “be attended by adequate procedural safeguards to 
protect against abuse.” These safeguards “generally include independent prior 
authorization and/or subsequent independent review.”83

 

2014 Report of the UN Special Rapporteur on Counter-Terrorism, supra, at para. 45; see also 

UN Human Rights Committee, Seventh Periodic Report of the United Kingdom, supra, at para. 

24 (recommending the State Party “[e]nsure that robust oversight systems over surveillance, 

interception and intelligence-sharing of personal communications activities are in place, 

including by . . . considering the establishment of strong and independent oversight 

mandates with a view to preventing abuses”); UN Human Rights Committee, Sixth Periodic 

Report of Canada, supra, at para. 10 (expressing concern “about the lack of adequate and 

effective oversight mechanisms to review activities of security and intelligence agencies 

and the lack of resources and power of existing mechanisms to monitor such activities” 

and recommending the State Party “[e]stablish oversight mechanisms over security and 

intelligence agencies that are effective and adequate and provide them appropriate powers 

as well as sufficient resources to carry out their mandate”).

83
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The oversight body in one country – France – indicated that the law does not 
expressly provide the Commission with powers of oversight with respect to 
intelligence sharing. 

• In France, the Commission nationale de contrôle des techniques de 
renseignement (“CNCTR”) (National Commission for Oversight of 
Intelligence Gathering) indicated that it exercises oversight of surveillance 
techniques undertaken by the agencies, but that the law does not explicitly 
give them the mandate to oversee intelligence sharing (“[s]’agissant en 
particular des échanges de renseignements entre le government français 
et des gouvernements étrangers . . . la loi n’a pas expressément confié à la 
CNCTR de pouvoirs de contrôle”).

a. Ex Ante Authorisation

None of the oversight bodies that replied to Privacy International indicated that they 
have powers to authorise decisions to share intelligence, either at a general level, 
or in specific circumstances. In fact, the process to authorise intelligence sharing 
appears often to bypass any independent authority. For example:

• In Australia, the Inspector-General of Intelligence and Security “does 
not review decisions to share intelligence prior to an agency sharing the 
intelligence, however the IGIS may be consulted by the relevant agency 
before it makes the decision to share.”

• In Finland, “the Ombudsman does not have power to review decisions to 
share intelligence”.

• In the Netherlands, the Intelligence and Security Services Act 2002 allows 
Dutch intelligence agencies to share information with foreign agencies but the 
relevant minister must give permission. A request must provide an accurate 
description of the required information and the reasons for providing it. 
Further a record must be kept of the intelligence cooperation provided.84

b. Ex Post Monitoring

Many of the oversight bodies that responded to Privacy International’s letter 
discussed various powers they have to conduct ex post monitoring of the 
intelligence sharing activities of their agencies. In particular, they noted their  
powers to access information and to conduct inquiries and publish their results.

 

See EU Agency for Fundamental Rights, Country studies, supra, the Netherlands.84
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(i) Access to Information

Oversight bodies in a number of countries indicated that they have the power to 
access in full all relevant information about the intelligence sharing activities of the 
agencies. For example: 

• In Australia, the Inspector-General of Intelligence and Security noted that she 
“has the power to access in full all relevant information about the intelligence 
sharing activities of the [Australian intelligence community] AIC.”

• In Belgium, the Standing Intelligence Agencies Review Committee noted that 
it “ha[s] full access to all premises, documents and computer systems.”

• In Canada, the Security Intelligence Review Committee (“SIRC”) stated: “As 
set out in the CSIS Act, SIRC has full access to any information under the 
control of CSIS. As a result, SIRC may examine all of CSIS’s files and all of 
its activities–no matter how highly classified that information may be. The sole 
exception is Cabinet confidences (i.e., written and oral communications that 
contribute to the collective decision-making of Ministers).”

• In Finland, the Ombudsman indicated: “According to the Finnish Constitution 
(Section 111) the Ombudsman ha[s] the right to receive from public 
authorities or others performing public duties the information needed for their 
supervision of legality. This means that if the Ombudsman focuses his or her 
supervision on the co-operation of public authorities with foreign authorities, 
he or she has access in full [to] all relevant information about the intelligence 
sharing activities.”

• In the Netherlands, the Review Committee on the Intelligence and Security 
Services is “given the right to immediate access to all information.”

• In New Zealand, the Inspector-General of Intelligence and Security noted: “I 
have broad rights of access to agency information as necessary to carry out 
all my statutory functions and duties.”

• In Norway, the Parliamentary Intelligence Oversight Committee can “demand 
access to the services’ archives and registers”.

However, in most cases, the replies do not clarify whether the powers of the 
oversight body include accessing information provided by foreign agencies. This 
issue is likely to be sensitive, particularly in light of the third party rule / originator 
control principle. 
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One oversight body in one country – France – did indicate that it was prohibited 
from requesting this information.

• In France, the Commission nationale de contrôle des techniques de 
renseignement (“CNCTR”) (National Commission for Oversight of Intelligence 
Gathering) indicated that it is prohibited by law from requesting access to 
information shared by foreign partners with the agencies (“le 4° de l’article L. 
833-2 du [code de la sécurité intérieure] ne permet pas, à ce jour, à la CNCTR 
de demander un accès aux informations que les services de renseignement 
français pourraient obtenir de leurs homologues”), although the government 
could, on its own initiative, grant the Commission access to such information 
(“la loi n’interdit pas au gouvernement français de donner, de sa propre 
initiative, à la commission accès des informations obtenues de services de 
renseignement étrangers”).

(ii) Powers to Conduct Inquiries

Some responses made reference to the powers entrusted to oversight bodies to 
conduct inquiries, which would be applicable also to monitor intelligence sharing. 
For example:

• In Australia, the Inspector-General of Intelligence and Security (“IGIS”) 
stated: “Under the IGIS Act, the IGIS can conduct an inquiry into a matter 
based on a complaint, of the IGIS’s own motion, or in response to a ministerial 
request. The IGIS Act establishes certain immunities and protections and 
provides for the use of strong coercive powers to compel the production 
of information and documents, to enter premises occupied or used by a 
Commonwealth agency, to issue notices to persons to attend before the IGIS 
to answer questions relevant to the matter under inquiry, and for the IGIS to 
administer an oath or affirmation when taking evidence.”

• In New Zealand, the Inspector-General of Intelligence and Security can 
conduct an investigation upon a specific complaint, or as part of an own-
motion inquiry. Furthermore, the Intelligence and Security Act 2017 gives the 
Inspector-General the following powers, in the context of an inquiry: 

• To require any person to provide any information, document or thing 
in that person’s possession or control, that the Inspector-General 
considers relevant to an inquiry;

• To receive in evidence any statement, document, information or matter 
that may assist the Inspector-General with an inquiry, whether or not 
that material would be admissible in a court of law;

• To require disclosure to the Inspector-General of any matter, despite 
that information, document, thing or evidence being subject to an 
obligation of secrecy under an enactment or otherwise;
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• To summon persons the Inspector-General considers able to give 
information relevant to an inquiry, and; 

• To enter, at a reasonable time, any premises used by an intelligence and 
security agency.

• In the UK, the Investigatory Powers Commissioner, whose office was recently 
established pursuant to the Investigatory Powers Act 2016, provided an initial 
analysis of the kind of oversight activities his office is considering. He noted: 
“There are a number of possible approaches that could be taken to provide 
adequate oversight of sharing, including (but not limited to) – detailed analysis 
of sharing policies and any relevant undertakings set out contractually or in 
other agreements to assess whether these are adequate to protect individual 
rights; direct inspection of organisations not apparently covered by the 
IPA, but who are in receipt of material collected under IPA authorisation; 
agreements with partner oversight bodies that would shadow any sharing 
agreements, and, enable oversight to be carried out by partners on our 
behalf.”

Some oversight bodies have published reports on their investigations, several of 
which address or touch upon intelligence sharing:

• In Australia, the Inspector-General on Intelligence and Security conducted 
an inquiry into the actions of Australian government agencies in relation to 
the rendition of Mr Mamdouh Habib, a dual Egyptian-Australian citizen, from 
2001 to 2005. The report contains a number of relevant recommendations, 
including to review guidelines and policies of intelligence sharing with foreign 
agencies.85

• In Canada, the Security Intelligence Review Committee’s 2011 review of 
“CSIS’s Relationship with a Foreign Partner” contains recommendations 
to address the fact that “enhanced information-sharing presents a number 
of challenges, not the least of which is the need for agencies like CSIS 
to reconcile Canadian democratic values with international intelligence 
practices.”86 According to the summary of the review contained in the 
Committee’s 2011-12 annual report, the Committee recommended that 
CSIS (1) “develop policy and direction on . . . practical assurances, such 
as when and how they should be sought, under whose authority, and how 

 

Inspector-General of Intelligence and Security, Inquiry into the actions of Australian 

government agencies in relation to the arrest and detention overseas of Mr Mamdouh Habib 

from 2001 to 2005, 2011, http://www.igis.gov.au/sites/default/files/files/Inquiries/docs/habib-

inquiry.pdf.     

A summary of this report is available in Security Intelligence Review Committee, SIRC 

Annual Report 2011-2012: Meeting the Challenge, 30 Sept. 2012, http://www.sirc-csars.gc.ca/

anrran/2011-2012/index-eng.html?wbdisable=true#sc2a-h. For a review of a specific case of 

information sharing, see Security Intelligence Review Committee, CSIS’s Role in Interviewing 

Afghan Detainees (SIRC Study 2010-01), 4 July 2011, http://www.sirc-csars.gc.ca/pdfs/

criad_20110704-eng.pdf. 
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http://www.igis.gov.au/sites/default/files/files/Inquiries/docs/habib-inquiry.pdf
http://www.igis.gov.au/sites/default/files/files/Inquiries/docs/habib-inquiry.pdf
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http://www.sirc-csars.gc.ca/pdfs/criad_20110704-eng.pdf
http://www.sirc-csars.gc.ca/pdfs/criad_20110704-eng.pdf
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this process should be documented in operational reporting”; (2) update its 
policy on caveats; and (3) “seek legal advice to assist in developing specific 
parameters” on sharing information about “minors and young people with 
foreign partners.”87

• In the Netherlands, following a Parliamentary motion for an investigation 
into the cooperation of Dutch intelligence agencies with the NSA, the 
Review Committee on the Intelligence and Security Services investigated the 
agencies’ implementation of cooperation policies and published a report.88 
The report includes an assessment of intelligence sharing practices and 
notes areas of concern including, inter alia, the lack of clarity around the 
authorisation process for cooperation and the lack of assessment of foreign 
agencies’ systems of data protection. A subsequent report, also stemming 
from a Parliamentary motion calling for an investigation into cooperation 
between the Dutch intelligence agencies and the NSA, assesses the policies 
and practices of sharing “unevaluated data” (defined as “data that has 
not (yet) been assessed for relevance to the performance of the tasks of 
the” Dutch intelligence agencies”, also referred to as “bulk”).89 The report 
concludes, inter alia, that the “present law does not include firm rules for the 
provision of unevaluated data to foreign services” and that the intelligence 
agencies lack “a written policy concerning what must be understood by 
unevaluated data and under what circumstances, how and when authorisation 
must be obtained”.90

• In New Zealand, the Inspector-General of Intelligence and Security indicated 
in a response that she was “currently conducting a (publicly announced) 
inquiry into whether the New Zealand intelligence agencies had knowledge 
of or involvement in the CIA detention and interrogation program between 
2001/09”, which “necessarily involves looking at current and past intelligence 
sharing practices.” She further noted that she would “report publicly at the 
conclusion of [her] inquiry.” In her 2017 annual report, the Inspector–General 
also noted that she has been conducting “an examination of what policies 
and guidance have been developed and implemented by the NZSIS and 
GCSB, and are in place now, to ensure that their staff comply with New 
Zealand’s domestic law and international obligations when cooperating with 
other nations.”91 She anticipated “reporting publicly on this inquiry in 2018.”

 

SIRC Annual Report 2011-2012, supra.

Review Committee on the Intelligence and Security Services, Review Report on the 

Implementation of Cooperation Criteria by AIVD and MIVD, 2016 https://english.ctivd.nl/

investigations/r/review-report-48/documents/review-reports/2016/12/22/index48. 

Review Committee on Intelligence and Security Services, Review Report on the Exchange of 

Unevaluated Data by the AIVD and the MIVD, 2016, https://english.ctivd.nl/investigations/r/

review-report-49/documents/review-reports/2016/12/22/index49. 

Id. at III-IV.

Office of the Inspector-General of Intelligence and Security, Annual Report, For the year 

ended 30 June 2017, 1 Dec. 2017, 15, http://www.igis.govt.nz/assets/Annual-Reports/Annual-

Report-2017.pdf. 
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• In Norway, the Parliamentary Intelligence Oversight Committee, in its 2016 
annual report, criticised the Police Security Service for sharing personal data 
with a foreign agency, pointing out that “considerations of protection of 
[the person’s] privacy must take precedence over the desire for satisfactory 
cooperation with the [country in question’s] services”.92

3. Collaboration Among Oversight Bodies

As intelligence agencies increasingly cooperate and share information, it would 
seem logical that oversight bodies also collaborate with each other to ensure 
effective oversight of intelligence sharing. However, there are clear sensitivities 
about such collaboration, as noted in the reply by the UK’s Investigatory Powers 
Commissioner: 

“Cooperation between oversight bodies is something that I am  

committed to developing, however, it must be recognised that there are 

challenges due to the differing legislative regimes and issues around privacy 

and data sharing that will need to be explored. You will note that the Act 

specifically restricts me from doing anything that would undermine national 

security and, consequently, I am pursuing this work with care.”

Less problematic is cooperation in the form of exchanging views, such as sharing 
best practices, including through gatherings of intelligence oversight mechanisms at 
international or regional levels. For example:

• According to the replies by the oversight bodies of Canada, New Zealand 
and the UK, a Five Eyes Intelligence Oversight and Review Council has 
been established, to discuss “issues of mutual relevance and share best 
practices” (from the response of the Office of the Communications Security 
Establishment Commissioner, Canada) with the potential of exploring areas 
of further cooperation (including possibly on joint investigation, see below). In 
this respect, the UK Investigatory Powers Commissioner stated, for example: 
“I have held extremely positive discussions with oversight bodies from the 
‘Five Eyes’ countries, including on the oversight of intelligence sharing. 
Preliminary discussions have led to a proposal to form a review body whose 
objectives include exchange of views on subjects of mutual interest and 
concern, the sharing of best practice in oversight methodology, and exploring 
areas where cooperation on reviews and the sharing of results is appropriate.”

 

Norwegian Parliamentary Oversight Committee, Annual Report 2016, https://eos-utvalget.no/

english_1/annual_reports/content_3/text_1401199189882/1491375729127/annual2016en.pdf. 
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• In Belgium, the Belgian Standing Intelligence Agencies Review Committee 
also noted that it has “frequent contacts with intelligence oversight bodies of 
other, mainly European countries”.

Beyond this general level of cooperation, there also appears to be some scope for 
conducting joint investigations.

• Belgium, Denmark, Netherlands, Norway and Switzerland. The 2016 
annual report of the Dutch Review Committee on the Intelligence and Security 
Services (“CTIVD”) noted a joint project, which began in 2015, “involving, in 
addition to the CTIVD, the Belgian, Danish, Norwegian and Swiss oversight 
bodies, [which] was developed further in the past year. All of the participating 
oversight bodies are conducting an investigation into the exchange of data 
on (alleged) jihadists, each from their own national context and within the 
framework of its own mandate.”93

• The New Zealand Inspector-General of Intelligence and Security noted: “At 
a recent meeting of the newly established Five Eyes Intelligence Oversight 
and Review Council, the potential to carry out joint oversight projects was 
canvassed. I am actively pursuing possibilities for carrying out parallel 
investigations with foreign oversight bodies to examine specified operational 
activities or, possibly, both or all ‘ends’ of a particular intelligence agency 
activity carried out across national borders. Any such investigations or joint 
projects should result in public reports.”

 

Review Committee on the Intelligence and Security Services, Annual Report 2016, https://

english.ctivd.nl/documents/annual-reports/2017/07/24/index. 
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VI. Recommendations

To address the concerns outlined in this report, Privacy International makes the 
following recommendations:94

To Legislative Bodies:

• Establish, through primary legislation, publicly accessible legal frameworks 
governing intelligence sharing, which require:

• Intelligence sharing agreements to be subject to approval by both 
executive and legislative bodies, and to be presumptively public;

• Intelligence sharing agreements to permit information shared by foreign 
partners to be accessed by oversight bodies, notwithstanding the third 
party rule;

• That international and domestic legal constraints that apply to direct 
surveillance by intelligence agencies apply equally to information 
obtained through intelligence sharing agreements;

• Prior independent authorisation for sharing intelligence with a foreign 
partner;

• Transparency as to the circumstances in which intelligence agencies will 
share information and the procedures governing such sharing, including 
limiting sharing to where it is in accordance with law, necessary, and 
proportionate, and articulating the process for authorising sharing;

• Regular audits by oversight bodies of the manner in which foreign 
partners store, manage and use information that has been shared.

 

Many of these recommendations were adapted from Born et al., Making International 

Intelligence Cooperation Accountable, supra; Hans Born & Aidan Wills, Overseeing 

Intelligence Services: A Toolkit, supra.

94
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• Establish, through primary legislation, publicly accessible legal frameworks 
governing intelligence sharing, which require: 

• Intelligence agencies to:

• Conduct due diligence and risk assessments when sharing 
information. These obligations should encompass the following:

 ¤ Determining whether there exists a credible risk that sharing 
information with a foreign partner will contribute to or 
facilitate the violation of human rights;

 ¤ Determining whether there exists a credible risk that 
information shared by a foreign partner was obtained in 
violation of human rights.

• Establish and maintain audit trails documenting, inter alia, 
authorisations to share information, the information shared, and 
the manner in which it was shared;

• Establish internal mechanisms by which staff may disclose 
concerns regarding intelligence sharing, either by the intelligence 
agency where he or she works or by a foreign partner.

• Independent oversight bodies that oversee the intelligence agencies to 
exercise their powers with respect to intelligence sharing and to have 
the mandate, inter alia, to:

• Fully access information held by the intelligence services, 
including information related to intelligence sharing;

• Undertake investigations on their own initiative;

• Examine the allocation and use of financial resources for 
intelligence sharing, including for providing equipment and 
training to foreign partners;

• Hire technological and other experts to assist them in 
understanding and assessing, inter alia, the systems used for 
sharing intelligence.

• The executive to inform oversight bodies of all agreements to govern 
intelligence sharing when they are concluded or revised.
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To the Executive:

• Before entering into agreements to share intelligence, conduct a review of the 
compatibility of such agreements with international and domestic law.

• Develop written agreements to govern intelligence sharing with foreign 
partners, which:

• Mandate that any sharing of information be in compliance with 
international law, including international human rights and international 
humanitarian law;

• Indicate that intelligence sharing shall be subject to scrutiny by 
oversight bodies;

• Permit information shared by foreign partners to be accessed by 
oversight bodies, notwithstanding the third party rule;

• Articulate procedures for reporting breaches of limitations (“caveats”)  
placed on shared information (e.g. how the information may be stored, 
managed or used) and the resolution of disputes arising from such 
breaches – by both its intelligence agencies as well as foreign partners; 

• Are negotiated in consultation with specialist legal advisors with 
expertise in international and domestic law relevant to intelligence 
sharing.

• Share all agreements to govern intelligence sharing with oversight bodies 
when they are concluded or revised.

• Require heads of intelligence agencies to regularly report on intelligence 
sharing activities with foreign partners.

• Develop written and publicly available guidelines governing intelligence 
sharing, which address, inter alia, decisions relating to intelligence sharing that 
require authorisation and the procedures for authorisation.

• Maintain databases that track the human rights records of countries with 
which intelligence agencies share information and which, inter alia:

• Contain information regarding, inter alia, reports by governments; 
regional and international organizations; national, regional and 
international human rights bodies; and civil society organisations 
regarding human rights violations;

• Are developed in consultation with and made available to relevant 
government agencies and oversight bodies;

• Are made available to the public consistent with national security.
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To Intelligence Agencies:

• Develop written and publicly available internal policies on intelligence sharing 
that:

International and Domestic Legal Obligations

• Mandate compliance with domestic and international law, including 
international human rights and international humanitarian law;

Outbound Sharing

• Prohibit information sharing with foreign partners where there exists a 
credible risk that such sharing will contribute to or facilitate the violation 
of human rights;

• Require and establish due diligence and risk assessment procedures for 
determining whether there exists a credible risk that sharing information 
with a foreign partner will contribute to or facilitate the violation of 
human rights;

• Require the attachment of limitations (“caveats”) when sharing 
information to ensure such information is not used in violation of 
domestic or international law or for improper purposes;

• Establish procedures for monitoring adherence to and addressing 
breaches of limitations (“caveats”), including, inter alia, reporting 
breaches to oversight bodies;

• Require the attachment of an assessment of the reliability of information 
when sharing such information with partner agencies;

• Establish a continuing obligation to correct or update information 
shared with foreign partners as soon as practicable upon discovering 
errors or concerns regarding its reliability;

Inbound Sharing

• Prohibit the use of information where there exists a credible risk that a 
foreign agency obtained it in violation of international law;

• Require analysing the provenance, accuracy and verifiability of 
information shared by another agency;
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• Mandate respect for limitations (“caveats”) placed by partner agencies 
on shared information, which may ensure such information is not used in 
violation of domestic or international law or for improper purposes;

• Require notification to partner agencies of any breach of limitations 
(“caveats”) placed by those agencies;

Record-Keeping

• Establish audit trails documenting, inter alia, authorisations to share 
information, the information shared, and the manner in which it was 
shared;

Training

• Require all staff, whose responsibilities relate to information sharing, to 
receive training on, inter alia: 

• Relevant domestic and international law, including international 
human rights and humanitarian law;

• Identifying, reporting and mitigating risks to human rights;

• Seeking authorisation for sharing information, establishing and 
maintaining relevant audit trails, and reporting obligations to 
oversight bodies;

Reporting to Oversight Bodies

• Require regular reporting to oversight bodies on, inter alia, 
authorisations to share information, the information shared, and the 
manner in which it was shared;

• Require reporting to oversight bodies where a foreign partner has 
breached a limitation (“caveat”) as well as when it has breached a 
limitation placed by a foreign partner, including a report on any remedial 
actions the agency has taken or proposes to take;

• Require reporting to oversight bodies where the agency suspects 
or becomes aware that information shared with a foreign partner 
contributed to or facilitated the violation of human rights;
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• Require reporting to oversight bodies where the agency suspects 
or becomes aware that information shared by a foreign partner was 
obtained in violation of international law, including a report on any 
remedial actions the agency has taken or proposes to take;

Whistleblowing

• Establish internal mechanisms by which staff may disclose concerns 
regarding intelligence sharing, either by the intelligence agency where 
he or she works or by a foreign partner;

• Permit staff to make protected disclosures concerning wrongdoing to 
oversight bodies;

• Provide ready access to specialist legal advisors with expertise in international 
and domestic law relevant to intelligence sharing.

To Oversight Bodies:

• Undertake regular investigations into intelligence agencies’ policies and 
practices relating to intelligence sharing.

• Regularly review and evaluate, inter alia: 

• Intelligence agencies’ compliance with relevant international and 
domestic law when sharing intelligence, agreements to share 
intelligence, and the agencies’ own internal policies;

• Intelligence agencies’ due diligence and risk assessment procedures 
and practices related to intelligence sharing;

• The limitations attached to information (“caveats”) shared with foreign 
partners as well as intelligence agencies’ procedures for monitoring 
adherence to and addressing breaches of limitations;

• The limitations attached to information (“caveats”) shared by foreign 
partners as well as intelligence agencies’ procedures for monitoring 
adherence to and addressing breaches of limitations;

• Intelligence agencies’ training programs for staff whose responsibilities 
relate to intelligence sharing;

• Executive involvement in intelligence sharing and the processes used to 
keep the executive apprised of intelligence sharing;

• The executive’s guidelines governing intelligence sharing and 
compliance with those guidelines.



048/173

 Secret Global Surveillance Networks: Intelligence Sharing Between Governments and the Need for Safeguards

• Review breaches of limitations (“caveats”) by foreign partners and any 
remedial actions taken by the agencies and address whether further remedial 
action is necessary, including a potential review of the intelligence sharing 
agreement with such partners.

• Review breaches of limitations (“caveats”) by its intelligence agencies and 
any remedial actions taken by the agencies and address whether further 
remedial action is necessary.

• Review reports by intelligence agencies where they suspect or become aware 
that information shared with a foreign partner contributed to or facilitated the 
violation of human rights and any remedial actions taken by the agencies and 
address whether further remedial action is necessary, including a potential 
review of the intelligence sharing agreement with such partners.

• Review reports by intelligence agencies where they suspect or become aware 
that information shared by a foreign partner was obtained in violation of 
international law and any remedial actions taken by the agencies and address 
whether further remedial action is necessary, including a potential review of 
the intelligence sharing agreement with such partners.

• Investigate protected disclosures concerning wrongdoing made by staff of an 
intelligence agency.

• Regularly publish reports on investigations and reviews into intelligence 
sharing.

• Cooperate with foreign oversight bodies in states with whom intelligence is 
shared, including, inter alia, establishing procedures for:

• Informing each other of mutual areas of concern regarding intelligence 
sharing;

• Requesting that a foreign oversight body investigate and share 
unclassified reports on specific issues of mutual concern relating to 
intelligence sharing.
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Annex I – List of Oversight Bodies Contacted

Country Oversight Body Response?

Albania Legal Issues, Public Administration and Human 
Rights Committee, Parliament of Albania

N

National Security Committee, Parliament of 
Albania

N

Armenia National Security Council of the Republic of 
Armenia

N

Australia Independent National Security Legislation 
Monitor

N

Inspector-General of Intelligence and Security Y

Parliamentary Joint Committee on Intelligence 
and Security

Y

Austria Committee on Human Rights, Austrian Parliament N

Standing Subcommittee of the Interior Affairs 
Committee, Austrian Parliament

N

Rechtsschutzbeauftragter, Federal Ministry for 
National Defence and Support

Y

Rechtsschutzbeauftragter, Federal Ministry of 
the Interior

N

Azerbaijan Commissioner for Human Rights N

Belgium Belgian Standing Intelligence Agencies Review 
Committee

Y

Bosnia & 
Herzegovina

Joint Security and Intelligence Committee 
for Oversight of the Intelligence – Security 
Agency of BiH 

N

Bulgaria Committee for Control of the Security 
Services, the Application and Use of the 
Special Intelligence Means and Data Access 
under the Electronic Communications Act

N

Canada Communications Security Establishment 
Commissioner

Y

Security Intelligence Review Committee Y

Croatia Republic of Croatia Ombudsman N

Council for Civilian Oversight of Security and 
Intelligence Agencies

N

Czech 
Republic

Permanent Commission on Oversight over the 
Work of the Security Information Service

N

Denmark Intelligence Services Committee Y

Danish Intelligence Oversight Board Y

Estonia Security Authorities Surveillance Select 
Committee

N

Chancellor of Justice Y

Estonian Data Protection Inspectorate Y

Finland Parliamentary Ombudsman Y

France Commission nationale de contrôle des 
techniques de renseignement

Y

Délégation parlementaire au renseignement N

Georgia Defence Security Committee, Parliament of 
Georgia

N
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Germany Federal Court of Justice Y

G 10 Commission Y

Greece Standing Committee on National Defence and 
Foreign Affairs 

N

Hungary Committee on National Security N

National Authority Data Protection and Freedom 
of Information

Y

Iceland National Security Council N

Ireland The Hon. Ms. Justice Marie Baker N

The Hon. Mr. Justice Brian McGovern N

His Honour Judge John Hannan Office of the 
Complaints Referee

N

Minister for Justice and Equality Y

Italy Parliamentary Committee for the Security of 
the Republic

N

Republic 
of Korea

Intelligence Committee, National Assembly N

Latvia National Security Committee N

Lithuania Committee on National Security and Defence N

Luxembourg Parliamentary Control Commission for the 
Luxembourg Secret Service

N

Macedonia Ombudsman of the Republic of Macedonia N

Committee for Supervising the Work of the 
Security and Counter Intelligence Directorate 
and the Intelligence Agency

N

Montenegro Security and Defense Committee N

The 
Netherlands

Dutch Review Committee on the Intelligence and 
Security Services

Y

Standing Committee on the Interior, House of 
Representatives

N

Committee on the Intelligence and Security 
Services, House of Representatives

N

New 
Zealand

Inspector-General of Intelligence and Security, 
Parliament

Y (2)

Intelligence and Security Committee Y

Norway Norwegian Parliamentary Intelligence Oversight 
Committee (EOS Committee)

Y

Poland Komisja do Spraw Sluzb Specjalnych (KSS) SEJM N

Portugal Council for the Oversight of the Intelligence 
System of the Portuguese Republic

N

Romania The Joint Standing Committee for the exercise 
of parliamentary control over the activity of 
the Serviciul Roman de Informatii (SRI)

Y

The Joint Standing Committee for the exercise 
of parliamentary control over the activity of 
the Foreign Intelligence Service

Y

Slovakia Special Oversight Committee for the Slovak 
Information Service, National Council

N
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Slovenia
Commission for the Supervision of Intelligence 
and Security Services, National Assembly

N

Court of Audit N

Human Rights Ombudsman N

Information Commissioner Y

Spain Comisíon de Interior, Congress of Deputies N

Comisíon de Interior, Senate N

Spanish Ombudsman Y

Sweden Foreign Intelligence Court Y

Statens Inspektion För 
Försvarsunderrättelseverksamheten (SIUN)

Y

Swedish Commission on Security and 
Integrity Protection (Säkerhets- och 
integritetsskyddsnämnden)

N

Switzerland Federal Data Protection Commissioner Y

Ukraine National Security and Defense Council of 
Ukraine

N

United 
Kingdom

Intelligence and Security Committee of 
Parliament

N

Investigatory Powers Commissioner Y

United 
States

Select Committee on Intelligence, House of 
Representatives

N

Select Committee on Intelligence, Senate N

Committee on the Judiciary, House of 
Representatives

N

Committee on the Judiciary, Senate N

Privacy and Civil Liberties Oversight Board Y 
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Annex II – List of Partner Organisations

Country Organisation/Individual

Australia Australian Lawyers for Human Rights

CryptoAUSTRALIA

Digital Rights Watch

Electronic Frontiers Australia

Human Rights Law Centre

NSW Council for Civil Liberties

Austria epicenter.works

Belgium La Ligue des droits de l’Homme

Canada British Columbia Civil Liberties Association

Samuelson-Glushko Canadian Internet Policy & Public 
Interest Clinic

Christopher Parsons, Research Associate, Citizen Lab 
at the Munk School of Global Affairs, University of 
Toronto

Croatia Centre for Peace Studies

Denmark IT-Politisk Forening

Estonia Estonian Human Rights Centre

France La Quadrature du Net 

Ligue de droits de l’Homme

Fédération internationale des ligues des droits de 
l’Homme (FIDH)

Germany Reporters without Borders, Germany

Republic of Korea Korean Progressive Network Jinbonet

Open Net Korea

PSPD Public Interest Law Center

Hungary Eötvös Károly Institute

Ireland Digital Rights Ireland

Irish Council for Civil Liberties

Italy Italian Coalition for Civil Liberties and Rights (CILD)

HERMES – Centro Studi per la trasparenza e i diritti 
umani in rete

New Zealand Aotearoa New Zealand Human Rights Lawyers Association

Macedonia Metamorphosis 

Portugal Associação D3 – Defesa dos Direitos Digitais

Romania Asociatia pentru Tehnologie si Internet

Slovakia European Information Society Institute

Slovenia Citizen D

Spain Xnet

Sweden Civil Rights Defenders

United Kingdom Big Brother Watch

Liberty

Open Rights Group

United States Center for Democracy and Technology

Electronic Frontier Foundation

Electronic Privacy Information Center

New America’s Open Technology Institute
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Annex III – Responses Received from Oversight Bodies
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PARLIAMENTARY JOINT COMMITTEE ON INTELLIGENCE AND SECURITY
Parliament House, Canberra ACT 2600 | Phone: (02) 6277 2360 | Fax: (02) 6277 8594 | Email: pjcis@aph.gov.au

19 October 2017 
 
 
Dr Gus Hosein 
Executive Director 
Privacy International 
 
 
Dear Dr Hosein 
 
Thank you for your letter dated 13 September 2017 in relation to intelligence sharing 
arrangements between governments. 
 
The Committee has considered your letter and asked me to respond on its behalf. I have 
attached to this letter responses to your questions. 
 
I appreciate your interest in this matter and I trust this information will be of assistance to 
your project. 
 
If you require any further information about the role and functions of the Committee please 
contact the Committee Secretariat on +61 2 6277 2360 or by email to pjcis@aph.gov.au. 
 
Yours sincerely 
 

Andrew Hastie MP 
Chair 
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Attachment – response to questions 
  
 
Is the government and/or are the intelligence agencies required to inform you about 
intelligence sharing arrangements they have made with other governments? 
 
Does your mandate include independent oversight of the intelligence sharing activities of 
your government? 
 
The functions of the Committee are outlined under section 29 of the Intelligence Services 
Act 2001 (the ISA) and include reviewing the administration and expenditure of the six 
Australian intelligence agencies and inquiring into other matters referred to the Committee 
by a responsible Minister or either House of the Parliament. There is no requirement for the 
government or the intelligence agencies to inform the Committee of intelligence sharing 
arrangements, or for the Committee to oversee intelligence sharing activities.  
 
Additionally, subsection 29(3) of the Intelligence Services Act 2001 contains a number of 
limitations on the functions of the Committee. Among others, the subsection states that the 
functions of the Committee do not include:  

• reviewing the intelligence gathering and assessment priorities of the agencies; 
• reviewing sources of information, other operational assistance or operational 

methods available to agencies;  
• reviewing particular operations that have been, are being or are proposed to be 

undertaken by the agencies; 
• reviewing information provided by, or by an agency of, a foreign government where 

that government does not consent to the disclosure of the information;  
• reviewing an aspect of the activities of an agency that does not affect an Australian 

person; 
• reviewing rules made by responsible Ministers regulating the communication and 

retention by agencies of intelligence information concerning Australian persons; 
• conducting inquiries into individual complaints about the activities of agencies, 
• reviewing the content of, or conclusions reached in, assessments or reports made by 

the Defence Intelligence Organisation or the Office of National Assessments, or 
reviewing the sources of information on which they are based. 

 
However, the activities of the Australian intelligence agencies are subject to review by the 
Inspector-General of Intelligence and Security (IGIS), an independent statutory office holder 
appointed by the Governor-General under the Inspector-General of Intelligence and Security 
Act 1986. The purpose of the IGIS’s review is to ensure that the agencies act legally and with 
propriety, comply with ministerial guidelines and directives and respect human rights. The 
IGIS’s inquiries are conducted in private, but may be reported on in IGIS annual reports. 
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Do you have the power to access in full all relevant information about the intelligence 
sharing activities of your government? 
 
The Committee is empowered under Schedule 1 to the Intelligence Services Act 2001 to 
require persons, including agency heads, to appear before the Committee to give evidence 
or to produce documents to the Committee. However, the Committee must not require a 
person or body to disclose to the Committee operationally sensitive information or 
information that would or might prejudice Australia’s national security or the conduct of 
Australia’s foreign relations. 
 
Do you have the power to review decisions to share intelligence and/or undertake 
independent investigations concerning the intelligence sharing activities of your 
government? 
 
As noted above, the functions of the Committee under the Intelligence Services Act 2001 do 
not include oversight of the intelligence sharing activities of the Australian government.  
 
Do you cooperate with any other oversight bodies, domestic or foreign, to oversee the 
intelligence sharing activities of your government? 
 
The Committee meets privately with the IGIS on an annual basis as part of its review of the 
administration and expenditure of intelligence agencies, and on other occasions as required. 
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From: BMLV.ZentrLtg.GrpRev.DiszBW.AbtLtg.BürRSB rechtschutzbeauftragter@bmlvs.gv.at
Subject: Antwort: Letter/Briefing on Intelligence Sharing Oversight

Date: 17 October 2017 at 15:36
To: scarlet@privacyinternational.org

Information - Rechtsschutzbeauftragter

Gemäß § 57 Abs. 1 des Militärbefugnisgesetzes (MBG) ist zur Prüfung der Rechtmäßigkeit
von Maßnahmen der nachrichtendienstlichen Aufklärung und Abwehr beim Bundesminister
für Landesverteidigung und Sport ein Rechtsschutzbeauftragter mit zwei Stellvertretern
eingerichtet. Diese Organe sind bei der Besorgung der ihnen nach dem MBG
zukommenden Aufgaben unabhängig und weisungsfrei. Sie unterliegen der
Amtsverschwiegenheit.

Das Mandat des Rechtsschutzbeauftragten umfasst die unabhängige Kontrolle der
Aktivitäten der Organe der militärischen Aufklärung und Abwehr auf ihre Gesetzmäßigkeit
sowie die Befugnis, Zugang zu allen relevanten Informationen und Entscheidungen zu
haben und diese zu überprüfen. Dieses Mandat umfasst auch die Prüfung der in § 25 MBG
geregelten Übermittlung von Daten (im weitesten Sinn) an ausländische öffentlich
Dienststellen, internationale Organisationen und zwischenstaatliche Einrichtungen. Der
Bundesminister für Landesverteidigung und Sport hat die gesetzliche Verpflichtung (§ 25
Abs. 6 MBG) alle Übermittlungen von Daten österreichischer Staatsbürger an die
angeführten ausländischen Institutionen dem Rechtsschutzbeauftragten zu melden.  Der
Rechtsschutzbeauftragte hat dem Bundesminister für Landesverteidigung und Sport jährlich
einen Bericht über seine (Prüfungs)Tätigkeit zu erstatten. Dieser hat den Bericht über
Verlangen dem zuständigen ständigen Unterausschuss des Nationalrats zur Einsicht und
Auskunftserteilung vorzulegen. Die Voraussetzungen für eine Genehmigung der
Datenermittlung durch Organe der militärischen Aufklärung und Abwehr sind in den §§ 20
bis 22 MBG eingehend geregelt.  

Die Unabhängigkeit und Weisungsfreiheit des Rechtsschutzbeauftragten und seiner
Stellvertreter ist durch die Verfassungsbestimmung des § 57 Abs. 7 MBG garantiert.  Eine
Beschränkung der Befugnisse, Rechte und Pflichten des Rechtsschutzbeauftragten kann
vom Nationalrat nur in Anwesenheit von mindestens der Hälfte der Mitglieder mit einer
Mehrheit von zwei Drittel der abgegebenen Stimmen beschlossen werden
(Verfassungsbestimmung des § 57 Abs. 7 MBG). Damit wird auch den einfachgesetzlichen
Bestimmungen der Abs. 2 bis 6 des § 57 MBG und § 25 Abs. 6 MBG eine erhöhte
Bestandskraft verliehen. Diese Institution ist somit in ihrer Unabhängigkeit und
Weisungsfreiheit verfassungsrechtlich abgesichert.

Von:        Scarlet <scarlet@privacyinternational.org> 
An:        rechtsschutzbeauftragter@bmlvs.gv.at, 
Kopie:        Thomas Lohninger <thomas.lohninger@epicenter.works> 
Datum:        13.09.2017 12:39 
Betreff:        Letter/Briefing on Intelligence Sharing Oversight 

Dear Rechtsschutzbeauftragter of the Federal Ministry for National Defence and Sport, 

Please find attached a letter and briefing on behalf of Privacy International and epicenter.works. The letter
and briefing address the oversight of intelligence sharing between the Austrian government and foreign
governments and seek increased transparency for these intelligence sharing arrangements. 

Thank you. 

Sincerely, 
Scarlet 
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Belgian	Standing	Intelligence	Agencies	Review	Committee	
FORUM	-	Leuvenseweg	48	B4			-	B-1000	BRUSSELS,	BELGIUM,	EUROPE				
T	+32(0)2	286	29	11		F+32(0)	2	286	2999		www.comiteri.be	-	e-mail	:	info@comiteri.be	

	

Page	|	1		
	

Q&A			-		PRIVACY	INTERNATIONAL		
	
1. Is	 the	 government	 and/or	 are	 the	 intelligence	 agencies	 required	 to	 inform	 you	

about	intelligence	sharing	arrangements	they	have	made	with	their	governments?	
	

The	agencies	have	the	 legal	obligation	to	send	to	the	Committee	all	documents,	
directives	and	guidelines	that	regulate	the	actions	of	the	members	of	the	agencies	
(Article	 33,	 Review	 Act,	 18	 July	 1991).	 Formal	 arrangements	 between	 the	
agencies,	such	as	MOU1,	are	considered	to	be	such	directives.	However,	 if	these	
MOU	are	concluded	by	other	authorities	(e.g.	Ministers,	…),	the	Committee	has	to	
direct	its	request	to	those	authorities	involved.	

	
2. Does	 your	 mandate	 include	 independent	 oversight	 of	 the	 intelligence	 sharing	

activities	of	your	government?	
																																																															
The	powers	of	the	Review	Committee	make	no	exception	for	the	sharing	activities	
of	the	Belgian	agencies.	It	oversees	the	legality,	efficiency	and	coordination	of	all	
the	 actions	 of	 the	 agencies.	 Only	 for	 the	 seizure	 of	 documents	 related	 to	 an	
ongoing	judicial	investigation,	a	specific	procedure	is	developed	in	the	Review	Act	
(Article	51).	Of	course	the	review	itself	is	restricted	to	the	Belgian	agencies	only.	
The	independency	of	the	Committee	is	defined	in	a	structural	way	by	law.	

	
3. Do	 you	 have	 the	 power	 to	 access	 in	 full	 all	 relevant	 information	 about	 the	

intelligence	sharing	activities	of	your	government?	
	

The	Committee	and	its	investigation	staff	have	important	powers	defined	by	law	
(Article	 48	 et	 seq.).	 They	 also	 have	 full	 access	 to	 all	 premises,	 documents	 and	
computer	systems.	Furthermore	they	can	hear	all	staff	members	and	even	former	
staff	members.	

	
4. Do	you	have	the	power	to	review	decisions	to	share	intelligence	and/or	undertake	

independent	 investigations	 concerning	 the	 intelligence	 sharing	 activities	 of	 your	
government?	
	
We	 do.	 Sharing	 intelligence	 is	 a	 sensitive	 matter	 but	 the	 review	 on	 it	 knows	 no	
specific	 regime	 or	 procedure.	 The	 Belgian	 law	 on	 the	 Intelligence	 agencies	
(Intelligence	and	Security	Services	Act	of	30	November	1998)	holds	the	obligation	
for	 the	 Intelligence	agencies	 to	sustain	a	collaboration	with	 foreign	services	and	
this	obligation	can	also	be	overseen	by	the	Committee.	
	

																																																								
1	Memorandum/-a	of	Understanding	(MOU)	
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Belgian	Standing	Intelligence	Agencies	Review	Committee	
FORUM	-	Leuvenseweg	48	B4			-	B-1000	BRUSSELS,	BELGIUM,	EUROPE				
T	+32(0)2	286	29	11		F+32(0)	2	286	2999		www.comiteri.be	-	e-mail	:	info@comiteri.be	

	

Page	|	2		
	

	
	

5. Do	you	cooperate	with	any	other	oversight	bodies,	domestic	or	foreign,	to	oversee	
the	intelligence	sharing	activities	of	your	government?	
	
We	do.	On	 the	whole	we	have	very	 frequent	 formal	and	 informal	contacts	with	
other	 oversight	 bodies	 in	 Belgium	 such	 as	 the	 ‘Data	 Protection	 Authority’,	 the	
‘Police	Oversight	Committee’,	the	‘Ombudsman’	and	so	forth	…	
We	 also	 have	 frequent	 contacts	 with	 intelligence	 oversight	 bodies	 of	 other,	
mainly	European	countries	and	with	international	instances	like	the	FRA,	DCAF,…	
	

	
	
For	the	Committee,	
Wouter	DE	RIDDER	
Secretary	

	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
For	more	information	and	our	public	annual	reports,	please	visit	our	website	at	www.comiteri.be		
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Communications Security 
Establishment  Commissioner 

 
The Honourable Jean-Pierre Plouffe, CD 

Commissaire du Centre de la 
securite des telecommunications 

 
L'honorableJean-Pierre  Plouffe, CD 

 
 
 

November 7, 2017 
 
 

Dr. Gus Hosein 
Executive Director 
Privacy International 

 
Micheal Vonn 
Policy Director 
BC Civil Liberties Association 

 
Tamir Israel 
Staff Lawyer 
Samuelson-Glushko Canadian Internet 
Policy & Public Interest Clinic (CIPPIC) 

 
Christopher Parson 
Research Associate 
Citizen Lab at the Munk School of Global Affairs, 
University of Toronto 

 
Re: Oversight of intelligence sharing between your government and foreign governments 

 
Dear Sirs and Madam: 

 
Thank you for your letter of September 13, 2017 and for the opportunity to address some very 
important issues that you have inquired about. 

 
I would like to preface my answers to your questions by clarifying my role and by providing a 
brief overview of some recent legislative developments that have the potential to significantly 
alter the security and intelligence review landscape that is the subject of your letter. 

 
My role is to provide independent, external review of Communications Security Establishment 
(CSE) activities to determine whether they complied with the laws of Canada, including the 
National Defence Act, the Charter of Rights and Freedoms and the Privacy Act. I provide an 
annual report for Parliament-which is tabled by the Minister of National Defence, who is 
responsible to Parliament for CSE-about the activities of my office, including unclassified 
summaries of my reviews of CSE activities. My annual reports and other information about my 
office are provided on my web site: https://www.ocsec-bccst.gc.ca/en. 

 
 
 
 

P.O. Box/C.P. 1474, Station "B" I Succursale «B» 
Ottawa, Ontario  K1P 5P6 

Tel: 613-992-3044, Fax: 613-992-4096 
info@ocsec-bccst.gc.ca 
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Canada currently has a number of review bodies that examine the activities of government 
organizations and agencies involved in national security operations, namely the Security 
Intelligence Review Committee (SIRC), the CSE Commissioner, and the Civilian Review and 
Complaints Commission for the Royal Canadian Mounted Police (RCMP). These bodies are 
organization-specific and do not directly engage parliamentarians in their reviews. To address 
identified gaps in this structure, the Government of Canada recently passed legislation to 
establish a National Security and Intelligence Committee of Parliamentarians (NSICOP). The 
NSICOP will have a broad government-wide mandate to scrutinize any national security matter 
and will be empowered to.perform reviews of national security and intelligence activities, 
including ongoing operations, and strategic and systemic reviews of the legislative, regulatory, 
policy, expenditure and administrative frameworks under which these activities are conducted. 
It will also conduct reviews of matters referred by a Cabinet minister, or discontinue a review if a 
minister deems its conduct to be injurious to national security. The Committee will be authorized 
to coordinate and collaborate with the individual review bodies within their respective mandates 
to minimize duplication and ensure effectiveness and efficiency in the broader review 
framework. 

 
Most recently, the Government introduced a Bill (C-59) that aims to create a new review body- 
the National Security and Intelligence Review Agency-that would not only replace the current 
review bodies responsible for CSE and the Canadian Security Intelligence Service (CSIS), i.e., 
the CSE Commissioner and SIRC, respectively, but that would be responsible to review the 
security and intelligence activities of all federal Government departments and agencies. This 
Bill also proposes, inter alia, to establish an Intelligence Commissioner, who would fulfil a 
quasi-judicial oversight role in approving authorizations of certain CSE and CSIS activities prior 
to their conduct. The precise nature and modalities of the interactions among the various review 
and oversight bodies will depend on the form in which, and if, Bill C-59 passes into law. You 
may wish to consult the Bill as it currently is at first reading in Parliament. 

 
Having provided these prefacing remarks, my answers to your questions follow. It is important to 
note that where your questions pertain to "your government," I have necessarily limited my 
answers to CSE, as that is the scope of my mandate. 

 
Q1:  Is the intelligence agency required to proactively inform you about intelligence sharing 

arrangements they are intending, or would prefer to make with other intelligence 
agencies or governments? 

 
No. The CSE Commissioner is mandated to review CSE's operational activities to verify their 
compliance with the law and that appropriate measures were taken to protect privacy. The 
very nature of review in this context implies after-the-fact examination of activities that have 
occurred. Consequently, while I appreciate receiving pertinent information at the earliest 
possible time, and while my office's review work aims to be forward-looking, and preventive 
in approach, in addition to retrospective, CSE has no obligation to inform the Commissioner's 
office in advance of activities or arrangements that are being contemplated or planned. 

 
However, my approach to review is proactive and purposive, whereby I examine not only 
CSE's activities to verify whether they were conducted lawfully, but also CSE's policies, 



065/173

 Secret Global Surveillance Networks: Intelligence Sharing Between Governments and the Need for Safeguards

- 3 -  

procedures and practices to identify weaknesses or gaps that could increase the risk of non- 
compliance, and thereby seek to mitigate risk and strengthen the agency's culture of 
compliance. In fact, a number of my reports have included recommendations aimed 
specifically at taking preventive measures to help reduce the risk of non-compliance and to 
enhance privacy protection. 

 
Q2:  Do you have the power to access in full all relevant information about the intelligence 

sharing activities of your government? 
 

As set out in the National Defence Act, I have all the powers of a Commissioner under Part II 
of the Inquiries Act, including the power of subpoena, which gives me and my staff unfettered 
access to all CSE facilities, documents and personnel. As such, I can access all relevant 
information about the intelligence sharing activities of CSE. 

 
Q3:  Do you have sufficient power and resources to review decisions to share intelligence 

and/or undertake independent investigations concerning the intelligence sharing 
activities of your government, including with respect to the substantive scope and 
proportionality of such sharing? 

 
I have sufficient resources to monitor and review CSE's intelligence-sharing decisions, 
arrangements and activities, and to undertake any investigations in relation to such sharing 
and to satisfy any concerns I may have. My office has conducted reviews specifically of 
CSE's information sharing with foreign entities and I continue to monitor these and related 
activities. 

 
Q4.  Do you cooperate with any other oversight bodies, domestic or foreign, to oversee the 

intelligence sharing activities of your government? Are you able to share sufficient 
information with these other oversight bodies to provide adequate oversight and 
review? 

 
I have no explicit authority to collaborate with other review or oversight bodies. However, in 
the domestic realm, when reviewing CSE activities that involve another Government of 
Canada security and intelligence (S&I) or law enforcement agency, such as CSIS or the 
RCMP, I have taken the same approach as my predecessors in sharing pertinent information 
with the review body of the respective agency. As an example, within a five-year period my 
immediate predecessor and I have sent ten letters to the Chair of SIRC with information 
related to CSIS, for SIRC to follow up on as it deems appropriate. 

 
In the international realm, I have participated in meaningful discussions with other review and 
oversight bodies within the "Five Eyes" community on a number of issues, including the 
sharing of information by intelligence agencies and the protection of privacy. These 
discussions have yielded a proposal to establish a forum through which review and oversight 
bodies of Five Eyes S&I organizations can discuss issues of mutual relevance and share best 
practices. This, in turn, should lead to an enhanced mutual awareness of key issues and 
challenges, such as privacy protection, and to more informed and consistent approaches being 
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taken across the Five Eyes S&I review community. This forum would also explore possible 
areas of cooperation on reviews and sharing of results, where and as appropriate. 

 
Q5.  What, if anything, do you see as the primary current impediment to your capacity to 

substantively review intelligence-sharing activities of the agencies you oversee? 
 

I have not identified any impediment to my substantively reviewing the intelligence sharing 
activities of CSE; however, as noted immediately above, formal authority to cooperate and 
share review-specific operational information with other review bodies would strengthen 
review capacity and effectiveness. Should Bill C-59 pass, the creation of a single agency to 
review national security activities across Government departments and agencies should 
resolve this issue. 

 
Q6. To what extent is the Minister of National Defence involved in the negotiation,  

approval or internalization of intelligence-sharing agreements with foreign agencies or 
governments? 

 
This is a question that the Minister's office would be best situated to answer. 

 
 

I trust my answers are clear and comprehensive. Please do not hesitate to contact me or my office 
if you have any further questions. 

 
Sincerely, 

 

The Honourable Jean-Pierre Plouffe, CD 
 
 
c.c. The Honourable Pierre Blais, PC 

Chairperson, SIRC 
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Dr Gus Hosein 
Privacy International 
Mr Kari Käsper 
Eesti Inimõiguste Keskus 
edin@privacyinternational.org 

  
Your ref.  14.09.2017  No  
 
Our ref.  30.10.2017  No  5-2/1704010 

 
RE: Oversight of intelligence sharing between your government and foreign governments 
 
 
Dear Sirs, 
 
 
The mandate of the Chancellor of Justice guaranteeing fundamental rights and freedoms by 
agencies responsible for covert processing of personal data and supervision of that process is 
enacted in the Chancellor of Justice Act. The Act s. 1 (6) states that the Chancellor of Justice 
exercises supervision over observance of fundamental rights and freedoms in organisation of 
covert collection of personal data and information related thereto, processing, use and 
supervision thereof by all authorities of executive power in Estonia. The Act s. 111 says that the 
Chancellor of Justice has the right by virtue of office to access state secrets and classified 
information of foreign states in order to perform duties which have been assigned to him or her 
by the Constitution or Acts of the Republic of Estonia and by legislation issued on the basis 
thereof. However, the Act s. 111 (6) sets some restrictions on the performance of these tasks 
(please see below).  
 
The Estonian law makes a clear distinction between the information exchanged by security 
authorities (e.g. for the prevention of terrorism, counter-intelligence operations, etc under the 
Security Authorities Act) and the information gathered by surveillance agencies under the Code 
of Criminal Procedure. The Chancellor of Justice Act s. 111 (6) states explicit limits to the 
mandate of the Chancellor of Justice in verifying the intelligence sharing activities – he or she 
has access to the joint international operations of security authorities or information forwarded 
by foreign states or international organisations only if the person who forwarded the information 
has granted consent for access. As receiving the consent requires a number of complicated 
procedures, the Chancellor of Justice has so far not carried out any checks in this field. Also, 
considering this restriction, neither the government nor the intelligence agencies are required to 
inform the Chancellor of Justice about intelligence sharing arrangements they have made with 
other governments. 
 
Furthermore, the law empowers the Chancellor of Justice to check activities of the executive 
authorities of Estonia, and not of foreign authorities. Still, the Chancellor of Justice has access to 
such information if an Estonian security authority (e.g. Estonian Internal Security Service or 
Estonian Foreign Intelligence Service) has collected the information and transferred it to a 
foreign state, and if restrictions stated in the Chancellor of Justice Act s. 111 (6) are not 
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applicable. The Security Authorities Surveillance Select Committee of the Riigikogu does not 
have such restrictions and have therefore broader monitoring options in this regard.  
 
As a rule, the Chancellor of Justice has access to information gathered by surveillance agencies 
under the Code of Criminal Procedure, including when operations are carried out in cooperation 
with foreign countries. Even if the Estonian agencies carry out covert operations at the request of 
a foreign service and in the context of their criminal case (and later transfer the information to 
the foreign state), the surveillance files are preserved and can be checked by the Chancellor of 
Justice. 
 
Please also see the annual reports 2016 and 2017 of the Chancellor of Justice in Estonian and in 
English for additional information.  
 
 
Sincerely yours, 
 

 
 
Ülle Madise 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Heili Sepp +372 693 8419 
heili.sepp@oiguskantsler.ee 
 
Odyn Vosman +372 693 8422  
odyn.vosman@oiguskantsler.ee 
 
Kertti Pilvik  +372 693 8434 
kertti.pilvik@oiguskantsler.ee 
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From: BGH-Pressestelle <Pressestelle@bgh.bund.de>
Subject: WG: Privacy International and Reporters without Borders Germany 
letter and briefing on oversight of intelligence sharing
Date: 15 September 2017 at 09:04:03 BST
To: "'tomasof@privacyinternational.org'" <tomasof@privacyinternational.org>

Sehr geehrter Herr Dr. Hosein, sehr geehrter Herr Mihr,

vielen Dank für Ihre freundliche Anfrage vom 13. September 2017.

Die Aufgaben, Befugnisse und Zuständigkeiten des Unabhängigen Gremiums (§ 
16 BNDG) sind gesetzlich geregelt. Sie können diese dem Gesetz über den 
Bundesnachrichtendienst (BNDG) entnehmen.

https://www.gesetze-im-internet.de/bndg/BNDG.pdf

Mit freundlichen Grüßen

Dietlind Weinland
Richterin am Bundesgerichtshof
Pressesprecherin

Bundesgerichtshof
-Pressestelle-
pressestelle@bgh.bund.de
Angela Haasters
Herrenstraße 45a
76133 Karlsruhe
Tel.Nr. 0721-159-5013
Fax.Nr. 0721-159-5501

-----Ursprüngliche Nachricht-----
Von: Tomaso Falchetta [mailto:tomasof@privacyinternational.org] 
Gesendet: Mittwoch, 13. September 2017 15:38
An: BGH-Pressestelle
Betreff: Privacy International and Reporters without Borders Germany letter and 
briefing on oversight of intelligence sharing

Dear Dr. Barthel,

Please find attached a letter and briefing addressed to the Unabhängiges 
Kontrollgremium on behalf of Privacy International and Reporters without Borders 
Germany. The letter and briefing address the oversight of intelligence sharing 
between the German government and foreign governments and seek increased 
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[Logo]	 	 	 	 	 	 	 	 	 	 	 [Logo]	
National	Data	Protection	and			
Information	Freedom	Authority		
	

Document	Number:	NAIH/2017/4694/2/T.	
	

DSc.	Majtenyi	Laszlo	
Eötvös	Károly	Institute	
President	

And	 Dr.	Gus	Hosein	
Privacy	International	

	
for	
	
tomasof@privacyintemational.org	
	
Dear	Dr.	Gus	Hosein	and	Dear	Majtényi	László!		
	
In	the	document	sent	to	National	Data	Protection	and	Information	Freedom	Nationality	
(furthermore:	Authority)	on	14	September	2017,	you	asked	for	information	about	the	
transparency	of	agreements	made	between	the	government	of	Hungary,	the	national	security	
services	and	foreign	governments	on	the	exchange	of	information.	
	
I	give	the	following	answer	the	questions	raised	in	your	letter.		
	
K1.		"Are	the	Government	and	the	intelligence	agency	obliged	to	inform	you	about	information	
exchange	agreements	made	with	other	governments?”	
	

V.:	The	roles	and	scope	of	the	power	of	the	Authority	are	defined	in	law	2011/112	on	
Right	of	Self-declaration	and	Freedom	of	Information	(furthermore:	Infotv.).	According	to	
section	38.	§	(2)	of	Infotv.	the	role	of	the	Authority	is	to	support	and	control	the	
fulfillment	of	rights	related	to	the	protection	of	personal	data,	as	well	as	the	right	to	be	
able	to	learn	about	public	information	and	information	of	public	interest.	According	to	
section	38.	§	(4)	Article	a),	the	Authority	can	make	a	suggestion	based	on	Article	(2)	to	
make	or	amend	regulation	affecting	the	handling	of	personal	data,	and	the	publication	of	
public	information	and	information	with	a	public	interest,	as	well	as	the	comment	of	draft	
resolutions.	This	means	that	the	Authority	is	informed	early,	during	the	stage	of	
preparation,	about	the	two-	or	more	sided	agreements	related	to	transfer	of	information	
related	to	national	security,	which,	according	to	Hungarian	law,	must	be	published	in	a	
decree.	
	
Furthermore,	based	on	the	requirements	of	Hungarian	and	Community	law,	the	national	
security	services	have	no	reporting	obligation	related	to	the	details	of	their	cooperation.	

	
	
	
	
	
1125	Budapest,	 Tel.:	+36	1	391-1400	 ugyfelszolgalat@naih.hu	
Szilágyi	Erzsébet	fasor	22/C.	 Fax:	+36	1	391-1410	 www.naih.hu	
	

This document is an unofficial translation by Privacy International of the 
original text.
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K2.:	"Does	your	task	involve	the	independent	control	of	sharing	the	intelligence	information	
obtained	during	the	activities	of	the	government?"	
	 	

V.:	The	scope	of	effect	of	Infotv.	covers	all	data	handling	and	data	processing	activity,	
which	is	related	to	personal	data	or	public	data	or	data	of	public	interest	(except	the	
handling	of	personal	information	for	their	own	purpose).	The	control	and	obligation	
scope	of	effect	of	the	Authority	includes	all	data	handling	under	Infotv.,	including	
handling	of	data	by	the	national	security	services.	

	
K3.:		"Do	you	have	licenses	which	makes	it	possible	to	fully	access	all	important	information	
related	to	national	security	activities?"	
	

V.:	According	to	the	Article.	71.	§	(1)	of	Infotv.,	during	the	process	of	the	Authority	-	up	
to	the	extent	and	time	needed	for	its	fulfillment	-	it	can	handle	all	the	personal	
information	and	data	needed	to	handle	personal	information,	which	are	classified	as	
secret	by	law,	which	are	related	to	the	process,	and	which	is	necessary	to	successfully	
carry	out	the	process.	According	to	section	71.	§	(4)	of	Infotv.,	during	the	process	of	
handling	classified	information,	the	Vice	president	of	the	Authority,	its	officers	in	charge	
and	auditor	-	when	given	the	necessary	level	of	personal	security	license	-	may	learn	the	
classified	personal	data	without	having	the	license	defined	in	the	law	on	the	protection	
of	classified	data.	
	
Section	71.	§	(3)	of	Infotv.,	referring	to	law	2011/111	on	the	Committee	of	basic	rights,	
limits	the	publication	of	the	following	data	and	data	sources	during	the	processes	of	
Authority	related	to	national	security	services:	

a)	administration	of	personnel	working	with	the	national	security	services,		
b)	document	defining	the	tools	and	methods	used	for	secret	collection	of	
information,	the	technical	details	of	operation	and	workings,	and	the	
identification	of	personnel	operating	these,		
c)	document	related	to	coding	and	decoding,		
d)	security	documents	related	to	national	security	documents	and	personnel,		
e)	document	related	to	security	document	protection	and	technological	
verification,		
f)	a	document	making	the	identification	of	the	source	of	information	possible,	
g)	a	document	which	would	harmfully	effect	the	obligations	of	national	security	
services	towards	foreign	partner	organizations,		
	

From	the	above,	the	limitation	defined	in	section	g)	may	have	an	effect	on	the	transfer	
of	information	of	data	handled	by	the	national	security	services.	
	
I	would	like	to	mention	that	limitations	do	not	mean	that	the	information	handling	
mentioned	above	cannot	be	controlled	by	the	Authority,	but	that	we	need	to	use	the	
process	defined	in	Article	23.	§	(7)	on	the	Committees	of	Basic	rights,	so	when	the	
Authority	considers	it	important	to	check	any	of	the	documents	belonging	to	the	
classification	mentioned	earlier,	the	Minister	in	this	role	might	be	requested	to	verify	
these.	The	Minister	in	this	role	is	obliged	to	perform	or	have	performed	the	control	
requested	by	the	Authority,	and	to	inform	the	Authority	about	the	result	of	verification	
within	the	deadline	defined	by	him.	The	deadline	cannot	be	shorter	than	thirty	days.		
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K4.:	"Do	you	have	the	power	to	supervise	the	government	decisions	related	to	sharing	of	
information,	or	to	perform	independent	examinations	with	this	regard?”	
	

V.:	The	Authority	can	perform	a	verification	process,	data	protection	process	and	formal	
secrecy	control	process	related	to	the	data	processing	of	national	security	services.	
(During	the	secret	handling	process,	only	the	legibility	of	national	data	classification	can	
be	examined,	and	not	of	foreign	classified	information).	
	
Related	to	the	verification	of	government	decrees	associated	with	sharing		of	
information,	for	the	control	defined	in	the	first	answer	given,	the	Authority	has	a	right	
for	commenting.	
	

K5.:	"Do	you	cooperate	with	other	national	or	foreign	controlling	bodies	in	order	to	control	the	
intelligence	and	information	sharing	activity	of	the	government?”	
	

V.:	The	Authority	cooperated	with	similar	bodies	of	the	EU,	and	in	individual	cases,	with	
other	data	protection	authorities	in	the	field	of	data	protection.	Within	the	framework	
of	Privacy	Shield	mechanism,	we	take	part	in	the	control	of	national	intelligence	and	
national	sharing	activities.	

	
Budapest,	10	November	2017	
	

Sincerely 
 

[Stamp] 
[Signature] 

Dr.	Péter	Vitál	
President	

university	teacher		
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From: INFO info@justice.ie
Subject: Response

Date: 4 April 2018 at 16:00
To: scarlet@privacyinternational.org

scarlet@privacyinternational.org

4 April 2018

Our Ref: MIN/2017/470

Dear Dr Hosein, Dr McIntyre, and Mr Herrick,

I am directed by the Minister for Justice and Equality, Mr Charlie
Flanagan, T.D., to refer to your correspondence regarding oversight of
intelligence sharing between Ireland and foreign governments. The delay in
replying is regretted.

The  policing powers and duties of members of An Garda Síochána are set out
in  the  Garda  Síochána  Acts  2005-2015, including that the direction and
control  of An Garda Síochána are matters for the Garda Commissioner. Those
Acts  set out also the mechanisms for oversight of policing services by the
Policing  Authority  and  for  the  investigation of complaints about Garda
conduct  by  the  Garda  Síochána Ombudsman Commission. Members of An Garda
Síochána  are subject not just to the provisions of the Garda Síochána Acts
but  to  the  law  generally and also to the Garda codes and regulations in
carrying  out  their  duties, including the Code of Ethics published by the
Policing Authority in January 2017.

Section  28  of  the  Garda  Síochána  Acts  2005-2015 allows for the Garda
Commissioner,  with  the consent of the Government to enter into agreements
with  police  forces  or  law  enforcement agencies outside the State for a
range of purposes.

For  security  reasons,  it  is not the practice to publicly comment on the
detail  of  counter-terrorism  arrangements.  It  should  be noted that our
history  on  this  island  means  that  regrettably we have been engaged in
counter-terrorism  work for decades and the arrangements currently in place
have  served the Irish people well in countering threats to the security of
the  State.   The Gardaí and Defence Forces have a long and proud record in
protecting  and  defending the State from a sustained terrorist threat over
many years.

That  said,  given  the  dynamic  and  evolving nature of security threats,
particularly  from  international  terrorism,  these  arrangements are kept
constantly  under review, including the decision-making arrangements across
the common areas of the State's security and defence.

You will no doubt be aware that the Commission on the Future of Policing in
Ireland,  which  is  comprised  of  national  and international experts, is
currently  undertaking  a  comprehensive  examination  of  all  aspects  of
policing in the state, including the appropriate structures for governance,
oversight and accountability, and the legislative framework for policing to
ensure  that  it is adequate to meet the challenges of modern policing. The
Commission  has  undertaken  a  wide  ranging consultation and the Minister
would  encourage  you  to engage with them if you have not already done so.
The Commission is to report by September 2018 and will, on the basis of its
findings,  bring  forward  proposals  for the future of policing, including
appropriate  recommendations  for  legislative  change.  The Minister looks
forward  to  the  receipt  of  these  proposals  which  will  be given full
consideration by the Government.

Yours sincerely

Conor Cleary
Private Secretary to the
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intelligence	sharing	ac<vi<es	of	your	government?
	
Yes.	We	started	a	joint	project	on	this	topic	in	2015.	You	will	find	informaFon	about	this	in
chapter	7	of	our	annual	report	2016	(h>ps://english.cFvd.nl/latest/news/2017/07/24/index)
and	in	chapter	7	of	our	annual	report	2015
	(h>ps://english.cFvd.nl/publicaFons/documents/annual-reports/2016/06/07/annual-report-
2015	)
	
Do	not	hesitate	to	contact	me	should	you	have	any	further	quesFons.
	
Kind	regards,
	
	
Hilde	Bos-Ollermann
General	Secretary	CTIVD
	
T:	00	31	70	-	3155820	|	M:	00	31	6	-	51261539
www.cFvd.nl
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OFFICE OF THE INSPECTOR-GENERAL OF INTELLIGENCE AND SECURITY 

 

P O Box 5609, Wellington 6140 
enquiries@igis.govt.nz 

Phone: 04 471 8683 
 

18 September 2017 

Dr. Gus Hosein and David Tong 
Privacy International 
62 Britton Street 
London EC1M 5UY 
United Kingdom 
       
By Email: scarlet@privacyinternational.org  
 

Dear Dr Hosein and Mr Tong 

Thank you for your letter of 13 September 2017. 
 
Your briefing Human Rights Implications of Intelligence Sharing raises important issues which we 
grapple with in the context of my office’s oversight of the legality and propriety of the activities of 
New Zealand’s intelligence and security agencies. 
 
 I am currently conducting a (publicly announced) inquiry into whether the New Zealand agencies 
had knowledge of or involvement in the CIA detention and interrogation programme of 2001/09, as 
set out in the US Senate Intelligence Committee report of December 2014. A significant part of my 
inquiry is focused on what safeguards the agencies had at that time, and have now, to avoid the 
possibility of being implicated in unlawful activity by their foreign counterparts. This necessarily 
involves looking at current and past intelligence sharing practices. I will report publicly at the 
conclusion of my inquiry which is still some months away. 
 
In the meantime I am happy to provide answers to the questions set out in your letter, to the extent I 
can, and will endeavour to do that by 31 October 2017 as you request. 
 
  
Yours sincerely 

 
Cheryl Gwyn 
Inspector-General of Intelligence and Security 
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OFFICE OF THE INSPECTOR-GENERAL OF INTELLIGENCE AND SECURITY 

 

 
P O Box 5609, Wellington 6140 

enquiries@igis.govt.nz 
Phone: 04 817 0402 

 

27 October 2017  

Dr. Gus Hosein and David Tong  By email: scarlet@privacyinternational.org 
Privacy International 
62 Britton Street 
London EC1M 5UY 
United Kingdom 
       
 

Dear Dr Hosein and Mr Tong 

I write in response to your letter of 13 September 2017.  I value Privacy International’s focus on the 
role of oversight bodies, as one means by which the lawfulness and propriety of actions of 
intelligence and security agencies receive scrutiny and review.  Alongside the work of other official 
oversight bodies, civil society organisations such as Privacy International help ensure the 
transparency of those activities, and also of course serve to ‘watch the watchers’ which is 
enormously valuable in an open democracy.  As your briefing canvassed, information sharing is a key 
function of intelligence and security agencies, with the agencies accountable for the extent to which 
those arrangements comply with international and domestic human rights law.   
 
By way of introduction, I provide a few notes on the role of the Inspector-General of Intelligence and 
Security, and the current framework, both statutory and organisational, for intelligence and security 
agencies in New Zealand.  
 
Inspector-General of Intelligence and Security  
 
The office of the Inspector-General of Intelligence and Security (Inspector-General) in New Zealand is 
independent of the executive.  The Inspector-General has oversight of the two intelligence and 
security agencies, the Government Communications Security Bureau (GCSB) and the New Zealand 
Security Intelligence Service (NZSIS).   
 
In summary, my office has the functions, duties and powers to: 

 ensure the intelligence and security agencies conduct their activities lawfully and with 
propriety 

 ensure that complaints relating to the intelligence and security agencies are independently 
investigated, and  
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 advise the New Zealand Government and Intelligence and Security Committee on matters 
relating to the oversight of the agencies.1 
 

To fulfil these responsibilities I have jurisdiction to: 
 receive complaints 
 initiate inquiries into the legality and/or propriety of agency activities 
 review the agencies’ internal operational systems, and 
 review all intelligence warrants. 

 
My office is also able to receive and, where appropriate, investigate protected disclosures (aka 
whistleblowing) relating to classified information and/or the activities of the intelligence and security 
agencies.2  Information about my role, functions and the work undertaken by my office is available in 
our Annual Reports3 (with some further details provided below).  
 
New Zealand’s intelligence community4  

The intelligence community comprises two civilian intelligence collection agencies: 
 the GCSB5 –  primarily focuses on foreign signals intelligence (SIGINT) 
 the NZSIS6 –  primarily focuses on domestic human intelligence (HUMINT). 

In the New Zealand intelligence community there is also a civilian intelligence analysis and reporting 
agency, the National Assessments Bureau within the Department of the Prime Minister and Cabinet, 
and a range of intelligence functions within agencies including Defence, Customs, Immigration and 
Police.  None of these is subject to specialist independent oversight, although they are subject to 
more general public sector oversight by the Office of the Ombudsmen and the Office of the Privacy 
Commissioner. 
 
Review of intelligence and security: Intelligence and Security Act 2017  
 
An independent review of intelligence and security in New Zealand, in February 2016, recommended 
a complete overhaul of the statutes governing the GCSB, NZSIS and their oversight.  The 
recommendations, set out in the Report Intelligence and Security in a Free Society,7 are now largely 
implemented by the Intelligence and Security Act 2017 (IS Act), which came into effect on 28 
September 2017. 
 
Acting in compliance with human rights law 
In keeping with the review’s recommendations, the IS Act includes requirements that the GCSB and 
NZSIS “act in accordance with New Zealand law and all human rights obligations recognised by New 

                                                           

1  Intelligence and Security Act 2017 (IS Act), ss 156, 158 and 171.  All New Zealand legislation is available at 
www.legislation.govt.nz 

2  Protected Disclosures Act 2000, ss 12 and 13; IS Act, s 160. 
3  Inspector-General of Intelligence and Security Annual Reports are available at www.igis.govt.nz/publications/annual-

reports/   
4  NZIC website is available at www.nzic.govt.nz  
5  GCSB website is available at www.gcsb.govt.nz  
6  NZSIS website is available at www.nzsis.govt.nz  
7  Sir Michael Cullen and Dame Patsy Reddy Intelligence and Security in a Free Society February 2016, available via search at 

www.parliament.nz/  
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Zealand law”.8  Of particular relevance to Privacy International’s enquiry are sections 10 and 12 of 
the IS Act which require the responsible Minister to be “satisfied” of this compliance, before 
authorising the agencies to share information with overseas public authorities / foreign parties and 
undertake foreign cooperation. 
 
Ministerial Policy Statements under the new Act  
The IS Act also requires the Minister responsible for the NZSIS and GCSB to issue Ministerial Policy 
Statements (MPSs), to provide guidance for the agencies on the conduct of lawful activities in 13 
areas.9  The Office of the Inspector-General was consulted during the development of these MPSs.  
Of particular relevance to intelligence sharing is the MPS entitled Cooperation of New Zealand 
intelligence and security agencies (GCSB and NZSIS) with overseas public authorities.10  I comment 
further on this specific MPS below.  
 
Responses to Privacy International’s questions  
 
1.  Is the government and/or are the intelligence agencies required to inform you about 

intelligence sharing arrangements they have made with other governments? 
 
There is no legislative provision requiring the GCSB or NZSIS (or any other government body) to 
proactively inform the Inspector-General about current or new intelligence sharing arrangements 
with other governments or foreign agencies.  It is a matter of public record that New Zealand’s 
primary intelligence sharing relationships are with New Zealand’s Five Eyes partners of USA, UK, 
Australia and Canada.  
 
However, the IS Act requires that, where the GCSB or the NZSIS request a government of, or an entity 
in, another jurisdiction to carry out an activity that would be an unlawful activity if it were carried out 
by the GCSB or NZSIS,  they must obtain an intelligence warrant.  As my office reviews all intelligence 
warrants, any such request and associated intelligence cooperation agreements will be subject to my 
oversight.11  
 
More generally, in order to carry out the Inspector-General’s functions and duties, I have broad rights 
of access to all agency information which can, as necessary, include access to NZSIS or GCSB’s 
intelligence sharing arrangements with other countries and foreign agencies.  (These powers are 
noted below in response to your third question). 
 
2.   Does your mandate include independent oversight of the intelligence sharing activities of your 

government? 
 
Yes, to the extent that my mandate includes independent oversight of the intelligence sharing 
activities of New Zealand’s two intelligence and security agencies, the GCSB and NZSIS, both of which 
are government departments.   
 
                                                           

8  IS Act, ss 3(c), 10(3), 12(7), 17(a) and 18(b). 
9   IS Act, ss 206, 207 and 209.  
10 The MPSs are available at www.nzic.govt.nz/legislation/ 
11 IS Act, s 49(2). 
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Key points to note are: 
 My office is independent of the agencies themselves and executive government.  Key 

features of this independent status are that my office is funded by an appropriation that sits 
outside of the intelligence community; the appointments of the Inspector-General and 
Deputy Inspector-General are made without reference to the agencies; these roles are both 
independent statutory officers, not employees; I am not subject to direction from the Prime 
Minister or any Minister in terms of how I carry out my role 

 The IS Act provides for total, unmediated access to security information held by the 
intelligence and security agencies 

 I can initiate an inquiry into the lawfulness and propriety of agency activities, where that is in 
the public interest and without the need for government request or concurrence, and 

 The IS Act requires that I report publicly, annually and on specific inquiries.  This is an 
important aspect of my independence and of transparent and effective oversight and public 
accountability. 

 
My office is small (eight people in total) which requires us to carefully prioritise where we put out 
resources and our focus in terms of overseeing all of the agencies’ activities.  That said, I am satisfied 
that as a team we do manage to achieve sufficiently broad and also in-depth coverage.  My work 
programme and Annual Report are published each year, and also tabled in the House, which allows 
the public to form its own view of the effectiveness and productivity of this office.   
 
3.  Do you have the power to access in full all relevant information about the intelligence 

sharing activities of your government? 
 
Yes, as noted above, I have broad rights of access to agency information as necessary to carry out all 
my statutory functions and duties.  In addition, in the context of an inquiry the IS Act provides the 
Inspector-General with powers to: 
  

 require any person to provide any information, document or thing in that person’s 
possession or control, that I consider relevant to an inquiry12 

 receive in evidence any statement, document, information or matter that may assist me with 
an inquiry, whether or not that material would be admissible in a court of law13    

 require disclosure to the Inspector-General of any matter, despite that information, 
document, thing or evidence being subject to an obligation of secrecy under an enactment or 
otherwise14 

 summons persons I consider able to give information relevant to an inquiry,15 and 
 enter, at a reasonable time, any premises used by an intelligence and security agency.16  

 
Any person answering questions, giving evidence or providing information documents or things to 
the Inspector-General has the same privileges as witnesses have in a court of law.17 

                                                           

12  IS Act, s 179. 
13  IS Act, s 176. 
14  IS Act, s 180. 
15  IS Act, s 178. 
16  IS Act, s 184. 
17  IS Act, s 181.  
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4.   Do you have the power to review decisions to share intelligence and/or undertake 

independent investigations concerning the intelligence sharing activities of your 
government? 

 
Such a review could arise in a number of ways.   For example, it can occur in relation to my 
investigation of a specific complaint received by the Inspector-General, or with regard to regular 
review of all intelligence warrants.  Intelligence sharing activities may be considered as part of an 
own-motion inquiry.18 
 
Inquiry into possible New Zealand engagement with Central Intelligence Agency detention and 
interrogation 2001-2009  
As I mentioned in my interim reply of 18 September 2017, I am currently conducting a (publicly 
announced) inquiry into whether the New Zealand intelligence and security agencies had knowledge 
of or involvement in the CIA detention and interrogation programme of 2001- 2009, as set out in the 
US Senate Intelligence Committee report of December 2014.  I expect my inquiry will result in the 
clarification of past events; it will also include an assessment of whether relevant standards, in policy, 
procedure and practice, are currently in place.   
 
A significant part of my inquiry is focused on what safeguards the agencies had at that time, and have 
now, to avoid the possibility of being implicated in unlawful activity by their foreign counterparts (for 
example, through agency activities that might amount to complicity in acts of torture).  This 
necessarily involves looking at the agencies’ past and present intelligence sharing arrangements, 
policies and practices, alongside New Zealand’s obligations under international and domestic human 
rights law.   
 
Ministerial Policy Statement on co-operation with overseas public authorities 
The IS Act19 requires that, in conducting any inquiry or review, I must take into account any relevant 
Ministerial Policy Statement (MPS) and the extent to which the agency has had regard to that 
statement.   
 
The MPS entitled Cooperation of New Zealand intelligence and security agencies (GCSB and NZSIS) 
with overseas public authorities, has as its primary purpose the provision of “guidance on 
determining which overseas public authorities GCSB and NZSIS should engage with, and how that 
engagement should be regulated, including guidance on the types of activities that are appropriate 
to undertake with those parties”.20  The MPS also “addresses issues associated with the operational 
use of intelligence gained from a foreign partner”.21 
 
Parts of the MPS address the use of information by intelligence and security agencies when the 
information is known or suspected to have been obtained by human rights abuses, such as torture.  I 

                                                           

18   IS Act, s 158. 
19   IS Act, s 158(2). 
20   Ministerial Policy Statement Cooperation of New Zealand intelligence and security agencies (GCSB and NZSIS) with  

overseas public authorities, at [8]. 
21   Ministerial Policy Statement Cooperation of New Zealand intelligence and security agencies (GCSB and NZSIS) with 

overseas public authorities, at [8].  
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acknowledge that some aspects of the law on complicity in this context have not yet fully crystallised, 
but I have made the New Zealand agencies aware of my view that these parts of the MPS require 
further consideration and careful development.  Other jurisdictions are also considering this issue - 
see, for example, the recently redrafted Canadian Ministerial Directions on Avoiding Complicity in 
Mistreatment by Foreign Entities. The MPS itself contemplates a review within a relatively short 
time.22 
 
5.   Do you cooperate with any other oversight bodies, domestic or foreign, to oversee the 

intelligence sharing activities of your government? 
 
Yes, I greatly value the collegial relationships, and discussions on issues (to the extent that our 
respective laws allow), that my office has with oversight bodies around the world, including bodies in 
the other Five Eyes countries, and in certain European states with whom I have established 
relationships.  
 
Broader and deeper international cooperation between intelligence and security agencies represents 
a growing challenge to accountability.  I view this increasing accountability deficit as perhaps the 
most significant oversight challenge in the field of national security today.  
 
At a domestic level, I may consult with any of the Auditor-General, an Ombudsman, the Privacy 
Commissioner, Human Rights Commissioner and the Independent Police Conduct Authority, about 
matters relating to my statutory functions.  In doing so I may disclose any information that I consider 
necessary for the purpose of the consultation, despite the general restriction on the Inspector-
General and staff disclosing any security records or other official information about the activities of 
an intelligence and security agency.23  
 
As to international oversight cooperation, to date, national investigations have built on each other, 
rather than being coordinated across jurisdictions.  For example, my work on the ‘Inquiry into 
possible New Zealand engagement with Central Intelligence Agency detention and interrogation 
2001-2009’ has been assisted by inquiry reports published by oversight bodies in other jurisdictions.  
 
At a recent meeting of the newly established Five Eyes Intelligence Oversight and Review Council, the 
potential to carry out joint oversight projects was canvassed.  I am actively pursuing possibilities for 
carrying out parallel investigations with foreign oversight bodies to examine specified operational 
activities or, possibly, both or all “ends” of a particular intelligence agency activity carried out across 
national borders.  Any such investigations or joint projects should result in public reports.  
 
 
 
 
 
 

                                                           

22   Ministerial Policy Statement Cooperation of New Zealand intelligence and security agencies (GCSB and NZSIS) with 
overseas public authorities, at [67]. 

23    IS Act, s 161.  
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I hope my responses have addressed all the matters raised by your enquiries.  Please do not hesitate  
to contact my office again with further queries or for any points of clarification. I am also happy to 
meet in person with the Aotearoa New Zealand Human Rights Lawyers’ Association, if that would 
assist. 
 
 
Yours sincerely 

 
Cheryl Gwyn 
Inspector-General of Intelligence and Security 
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Concerning your request no. 4294 from 14.09.2017, registered at the committee under no. 4c-
21/62/20.09/2017, regarding the lack of transparency of the intelligence sharing agreements 
between Romania and other countries, we inform you the following: 
 
According to the current legislation, the international documents concerning cooperation in the 
field of classified information are public. For more information, you can go to the following web 
page: http://orniss.ro/ro/legislatie_3.html 
 
Referring to your questions, the The Joint Standing Committee for the exercise of parliamentary 
control over the activity of the Foreign Intelligence Service does its work according to Decision 
no. 44/1998, based on which, among others, it:  
a) analyzes and verifies the compliance with the Constitution and the laws of Romania by the 
Foreign Intelligence Service,  
b) verifies that the orders, instructions and other regulatory documents (i.e. secondary 
legislation - translation note) put forward by the leadership of the Foreign Intelligence Service 
comply with  the Constitution and the laws of Romania, the decisions of the Supreme Defense 
Council and the decisions of the Government, (…) 
e) examines the cases where infringements on the provisions of the Constitution or on other 
legal provisions have been reported during the activity of the Foreign Intelligence Service and 
decides on the measures necessary to restore compliance with the law;  
f) analyzes, verifies and solves the complaints of citizens who deem to have had their rights and 
freedoms infringed upon by way of the means of gathering intelligence regarding national 
security and the defense of Romania's interests by the Foreign Intelligence Service and solves 
any other complaints and notifications addressed to it regarding infringements of the law by the 
Foreign Intelligence Service; (…) 
 
In exercising its duties, the Committee has the right to ask the Foreign Intelligence Service, 
through its director, for documents, data and information and it can organize hearings of any 
person related to the analyzed problems. Within this context, the Foreign Intelligence Service is 
obligated to answer in due time to the inquiries of the Committee and to permit the hearing of 
the persons indicated by it, with the previous agreement of the director of the Foreign 
Intelligence Service, with the exception of the documents, data and information related to 
currently ongoing or future national security intelligence activities, considered as such by the 
Committee at the recommendation of the Supreme Defense Council, as well as the information 
which could lead to breaking of the cover of operatives, to the identification of sources, of 
concrete methods and means of work used in intelligence gathering, to the extent that these do 
not infringe on the Constitution and standing legislation. 
 
Moreover, according to article 2.(1) of Law no. 1/1998 concerning the organization and 
functioning of the Foreign Intelligence Service, “The Foreign Intelligence Service is part of the 
national defense system. Its activity is organized and coordinated by the Supreme Defense 
Council”. According to article 4.(2) of the same law, “With the approval of the Supreme Defense 
Council, the Foreign Intelligence Service can establish relationships with similar foreign 
organizations”. So, concerning the access of the Committee's members to relevant information 

This document is an unofficial translation from Romanian by the Asociatia 
pentru Tehnologie si Internet of the original text.

regarding state intelligence sharing, given its purview and the concrete situations which came to 
the attention of the Committee, these informations can be obtained upon request and with the 
accord of the involved parties. 
 
Furthermore, the Committee cooperates with other oversight bodies, both national and foreign, 
in cases brought to its attention. 
 
Respectfully, 
                  President, 
          Deputy Mihai Weber 
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Concerning your request no. 4c-20/586/14.09/2017, the The Joint Standing Committee of the 
Chamber of Deputies and of the Senate for the exercise of parliamentary control over the 
activity of the Romanian Intelligence Service (the Committee) carefully analyzed your petition 
and proceeded to investigate the mentioned issues. 
 
In the meeting from 1 November 2017, the Committee's members formulated the following 
answers: 
 
1. To your question regarding the obligation of the Government and/or of the intelligence 
agencies being required to inform the Committee about intelligence sharing 
arrangements made with other governments/states, our answer is the following: 
 
The Committee's competences are exercised only in relation to the SRI1, not in relation with the 
Government or any other intelligence services. According to article 1.(3) of Parliament Decision 
no. 30/1993 regarding the organization and functioning of the Committee, the Committee has 
competences overseeing that the Romanian Intelligence Service (SRI) fulfils its duties according 
to the current legal provisions and performs a concrete and permanent control of SRI's 
activities. Among others, the Committee monitors the way SRI comply with the legal 
requirements regarding measures which involve the limitations of the exercise of citizens' rights 
and freedoms. 
 
According to article 4.f) of Parliament Decision no. 30/1993, the Committee examines reports 
presented to the Parliament, according to the law, by the SRI director and drafts its own report 
regarding them, which it then forwards to the Standing Bureaus of both chambers of the 
Parliament. 
 
As part of parliamentary oversight, the Committee checks if, during the course of the work SRI 
does, the provisions of the Constitution and of the rest of the legislation are followed, as well as 
the way SRI upholds the rights and freedoms of the individuals during its intelligence activities. 
 
SRI is obligated – according to article 6 of Parliament Decision no. 30/1993 – to provide the 
Committee within 7 days the requested reports, briefings, explanations, documents, data and 
information and to permit the hearing of military and civilian personnel indicated by the 
Committee, if that is the case. The documents, data and information related to currently ongoing 
or future national security intelligence activities, considered as such by the Committee at the 
recommendation of the Supreme Defense Council, as well as the information which could lead 
to breaking of the cover of operatives, to the identification of sources, of concrete methods and 
means of work used in intelligence gathering. The situations when a court of law decides that 
there have been infringements upon civil rights or freedoms taking place are not covered by the 
previously described exception. 
 
Taking all of the above into consideration, we inform you that there are no explicit provisions 
mandating that the SRI needs to inform the Committee about intelligence sharing agreements it 
has established with other governments/states, but, if there are reasonable indications that 

This document is an unofficial translation from Romanian by the Asociatia 
pentru Tehnologie si Internet of the original text.
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through these agreements civil rights and freedoms have been infringed upon, the Committee 
has the right to check and to ask SRI for explanations and relevant documents, like described 
earlier. 
 
2. To your question about the existence of a mandate of the Committee for performing 
independent oversight of the intelligence sharing activities of the government/state, our 
answer is the following: 
 
We reiterate the statement from above, namely that the Committee's competences are 
exercised only in relation to the SRI, not in relation with the Government/State. As a 
consequence, there is no general mandate given to the Committee to perform an independent 
control of the intelligence sharing activities of the Government/State. 
 
3. To your question about the ability of the Committee to access in full all relevant 
information about the intelligence sharing activities of the Government/State, our answer 
is the following: 
 
The Committee can ask SRI for reports, briefings, explanations, documents, data, information 
etc. and the SRI has the obligation to provide them to the Committee, with the exception 
mentioned earlier, in the answer to question no. 1. 
 
4. To your question about the ability of the Committee to review decisions to share 
intelligence and/or undertake independent investigations concerning the intelligence 
sharing activities of the Government/State, our answer  is the following: 
 
The information sharing of the Government/State with other states is done based on bilateral 
and multilateral accords. 
 
According to Parliament Decision 30/1993, article 4.c) the Committee examines the cases 
where infringements of the constitutional or legal provisions have been reported during the 
activity of the Romanian Intelligence Service and decides on the measures necessary to restore 
observance of the law. As a consequence, if an update of the intelligence sharing framework 
would be needed, this can be done by modifying the agreements by the signatory organisations 
of the Government/State. 
 
5. To your question about the Committee's cooperation with other oversight bodies, 
domestic or foreign, to oversee the intelligence sharing activities of the 
Government/State, our answer  is the following: 
 
In Romania, Law no. 64/2013 ratified the agreement between the European Union's Member 
States, gathered at the Council of the European Union, regarding the protection of classified 
information shared in the interest of the Union, signed at Brussels on 25 May 2011. 
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In general, through the ratification of agreements between Romania and other states, a legal 
framework necessary for providing reciprocal protection of classified information shared or 
created during the cooperation process amongst partners is created. Usually, these 
agreeements establish a set of rules applicable to all cooperation activities and to all future 
contacts which will take place between partners and which will contain, or involve classified 
information. The accords regulate: 
a) the purpose and scope of the accords; 
b) the competent security authorities2; 
c) the equivalence of classification levels; 
d) the access conditions to classified information; 
e) the protection measures for classified information; 
f) the establishment and execution of classified contracts by a party or legal person from a state 
on the territory of the other party; 
g) the research and solving of security incidents. 
 
According to article 25.(5) of Law no. 182/2002 regarding the protection of classified 
information, the protection of non-public information transmitted to Romania by other states or 
international organizations, and the access to this information, is done according to rules 
established by international treaties or agreements to which our country is party. 
 
Thus, intelligence sharing between SRI and partner intelligence services from other countries 
are done according to the rules established through cooperation protocols between SRI and 
similar foreign organizations, while respecting established norms. The agreements established 
by our country, including the protocols SRI is a party of, explicitly state the obligation to respect 
the “third party” rule which says that, in any activity involving cooperation/intelligence sharing, 
the communication of a piece of classified information to a third party is done exclusively with 
the agreement of the sending party. 
 
Thank you for your trust. We assure you of our availability for examining and clarifying any 
cases involving reports of infringements upon constitutional and/or legal provision during the 
activity of the Romanian Intelligence Service. 
 
Respectfully, 
        Senator Iulian-Claudiu MANDA 
                  PRESIDENT 
 
 
 
 
 
 
 
[1] SRI – Serviciul Român de Informații – Romanian Intelligence Service 
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[2] In Romania, the competent authority is the Office of the National Registry of State Secret 
Information – Oficiul Registrului Național al Informațiilor Secrete de Stat (ORNISS), a public 
institution having legal personality, subordinated to the Romanian Government and under the 
direct coordination of the Prime-minister, with national authority on matters related to classified 
information. ORNISS provides an unitary implementation, at the national level, for the security 
measures of national classified information, as well as equivalent one which fall under the 
purview of bilateral or multilateral treaties, agreements and accords to which Romania is a 
party. ORNISS is the national liaison organization to the NATO Security Office – Oficilul de 
Securitate al NATO (NOS) on classified information issues., to similar security structures in 
NATO member states and partners, in EU Member States and other international organizations, 
as well as states with  which Romania has treaties, agreements an accords involving the 
protection of classified information. 
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2 
 

the IC in relation to the independent oversight of the intelligence sharing activities of Slovene 
government is rather limited. This is further enhanced by the fact that the main supervisory body 
legally entrusted with the supervision of the whole work of the main body entrusted by law with such 
activities, namely Slovene Intelligence and Security Agency (SOVA)7, is the Commission for the 
Supervision of Intelligence and Security Services (KNOVS8) as defined and regulated by the 
Parliamentary Supervision of the Intelligence and Security Services Act9. 
  

3. Do you have the power to access in full all relevant information about the intelligence 
sharing activities of your government? 

 
No. IC has only limited access in relation to the IC’s competences which is independent supervision of 
the processing of personal data as defined by the Personal data protection act10. This does not (as 
already mentioned) include the overall supervision of the intelligence sharing activities of the Slovene 
government. 
 

4. Do you have the power to review decisions to share intelligence and/or undertake 
independent investigations concerning the intelligence sharing activities of your government? 

 
The Slovene government is by law not required to consult us on the decisions to share intelligence. 
The IC is by law not authorised to review these decisions in full or to abolish them. The IC could 
review such decisions only if it became aware of such decisions either as mentioned in the context of 
its competences (which is independent supervision of the processing of personal data as defined by 
the Personal data protection act) or otherwise give opinion as defined by the Article 48 of the PDPA on 
the aspect of the processing of personal data. But the IC could not review such decisions with any 
legal implications. 
 

5. Do you cooperate with any other oversight bodies, domestic or foreign, to oversee the 
intelligence sharing activities of your government? 

 
We do not have the competences to officially cooperate in this context, but we do cooperate fully as 
independent supervisory body for personal data protection in the Working party 29 and all EU 
established supervisory bodies (such as supervision of Schengen - SIS II Supervision Coordination 
Group, Europol cooperation board, Eurodac Supervision Coordination Group and VIS Supervision 
Coordination Group). Our efforts to co-operate with domestic oversight bodies, namely with the above-
mentioned Commission for the Supervision of Intelligence and Security Services (KNOVS) were not 
met with appreciation. IC tried to share our findings of the SOVA investigation with KNOW, which 
however rejected to become aware of the findings. Given that this path was not successful and that 
the government did not fulfil its promise to amend the act on SOVA, the IC lodged the request with the 
Constitutional court to review the constitutionally of the Slovene Intelligence and Security Agency Act 
(ZSOVA). 
 
 
 
 
Kind regards, 
 
Mojca Prelesnik, 
Information Commissioner 
 
 

                                                
7 http://www.sova.gov.si/en/ 
8 https://www.dz-rs.si/wps/portal/en/Home/ODrzavnemZboru/KdoJeKdo/DelovnoTelo?idDT=DT009 
9 http://www.pisrs.si/Pis.web/pregledPredpisa?id=ZAKO3455 
10 https://www.ip-rs.si/en/legislation/personal-data-protection-act/ 
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PO Box 29105, London 
SW1V 1ZU 

13 October 2017  
FAO: Dr Gus Hosein, Renate Samson, Martha Spurrier & Jim Killock 
 
By email to: scarlet@privacyinternational.org 
 
 
Dear Sirs, Madams 
 
Re: Oversight of intelligence sharing between Her Majesty’s Government and foreign governments 
 
I write in response to your letter of 13 September 2017 in which you collectively highlighted your concerns 
about the transparency of intelligence sharing arrangements between the UK and overseas governments.  
You also requested information about my oversight of these intelligence sharing arrangements.  
 
Thank you for raising these important issues and also for your very useful briefing document on the issue of 
intelligence sharing.  Your letter raises a number of very significant issues that I would like to address 
directly.  
 
As you are aware, I am responsible for overseeing the use of investigatory powers by public authorities in the 
UK which include law enforcement, the intelligence agencies, prisons, local authorities and other 
government agencies.  I am supported by 15 judicial commissioners as well as a broad range of support staff, 
including experienced inspectors and technical experts. On current plans, the total staff of the Investigatory 
Powers Commissioner’s Office (IPCO) will be around 70 – twice the size of the three predecessor 
organisations.  In addition to specific technical, legal and operational expertise, I am also recruiting an 
engagement team, with a view to improving transparency and maintaining a close working relationship with 
civil society and academia. 
 
Having the powers set out in the answers below is not the same as using them, but there are two important 
ways that IPCO is different from previous organisations.  I hope these will give you reassurance that we will 
be providing fully robust oversight.  First, we will be larger and with greater expertise on technical and 
intelligence matters.  Second, my powers of review – the ‘double lock’ – place a far greater onus, indeed a 
duty, on the intelligence agencies proactively to inform me of any relevant considerations when we conduct 
our review of a Secretary of State’s decision to approve a warrant.  Any planned or permitted disclosure is 
clearly a relevant consideration and I would expect it to be included in any application and will monitor that 
that occurs through our oversight powers.   
 
Turning to your specific questions I will answer each in turn.  
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1. Is the government and/or the intelligence agencies required to inform you about intelligence 

sharing arrangements they have made with other governments? 
 
 Yes. You are aware that under the IPA 2016 All relevant persons have a statutory duty under 

s235 (ss (2), (3) & (4)) to provide my office with all information necessary to enable us to conduct 
our oversight function.  
 

 s208 IPA 2016 contains the relevant provisions for Judicial Commissioners to review and approve 
warrants for a number of powers. Any sharing of this intelligence would, we believe, be material 
to the proportionality case and so it is anticipated would form part of the warrant application 
reviewed by a Judicial Commissioner following approval by a Secretary of State.  
 

 We are also considering how any potential duty of candour upon the applicant will facilitate our 
oversight in this area. This is a matter we are currently working on.  

 
2. Does your mandate include independent oversight of the intelligence sharing activities of your 

government? 
 
 Independence is at the heart of the new organisation; IPCO is an Arms Length Body of the Home 

Office but retains the authority to perform its statutory duties. My powers of oversight are 
derived from s229 of the IPA 2016 and, noting what I have said above, are I believe sufficient to 
oversee intelligence sharing. Should my view on this issue change, I will not be slow in identifying 
any perceived deficiencies.   

 
 

3. Do you have the power to access in full all relevant information about the intelligence sharing 
activities of your government? 

 
 Yes. I have the power under s235 (2), (3) & (4) of the IPA to access any information relevant to 

my oversight. While my understanding is that the predecessor organisations have never been 
refused access to documentation that has been requested in respect of intelligence sharing, I 
intend to use these powers actively to ensure effective oversight. 
 

 The Act provides me with broad-ranging powers to request all the information I require to 
enable me to fulfil my functions effectively as Investigatory Powers Commissioner. I am exploring 
with those bodies I oversee how best to ensure a full understanding of their complete 
intelligence sharing activities. There are a number of possible approaches that could be taken to 
provide adequate oversight of sharing, including (but not limited to) - detailed analysis of sharing 
policies and any relevant undertakings set out contractually or in other agreements to assess 
whether these are adequate to protect individual rights;  direct inspection of organisations not 
apparently covered by the IPA, but who are in receipt of material collected under IPA 
authorisation; agreements with partner oversight bodies that would shadow any sharing 
agreements, and, enable oversight to be carried out by partners on our behalf.  

 
Our initial view is that each of these approaches, and probably others not listed here, may be 
appropriate on a case by case basis depending on my assessment of the risk to individual rights 
in each situation. 

 
 

4. Do you have the power to review decisions to share intelligence and/or undertake independent 
investigations concerning the intelligence sharing activities of your government?  
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 Yes. As part of my power of inspection under s229 (2) & (3a) of the IPA, I can review and 

undertake independent investigations of any sharing of intelligence. As set out above, the Act 
provides broad-ranging powers to undertake independent investigations and review decisions 
relating to intelligence-sharing arrangements.   

 
5. Do you cooperate with any other oversight bodies, domestic or foreign, to oversee the intelligence 

sharing activities of your government? 
 

 Cooperation between oversight bodies is something that I am committed to developing, 
however, it must be recognised that there are challenges due to the differing legislative regimes 
and issues around privacy and data sharing that will need to be explored. You will note that the 
Act specifically restricts me from doing anything that would undermine national security and, 
consequently, I am pursuing this work with care.  
 

 I have held extremely positive discussions with oversight bodies from the ‘Five Eyes’ countries, 
including on the oversight of intelligence sharing. Preliminary discussions have led to a proposal 
to form a review body whose objectives include exchange of views on subjects of mutual interest 
and concern, the sharing of best practice in oversight methodology, and exploring areas where 
cooperation on reviews and the sharing of results is appropriate. 

 
Finally, it is worth being aware of the Consolidated Guidance, which is designed to ensure that 
sharing of intelligence does not put someone in the position of their Article 3 rights being breached.  
This is something that I will continue to have oversight of, taking over from the Intelligence Services 
Commissioner’s role in this regard. 

 
IPCO has only existed since 1 September 2017 so I am regrettably unable at this stage to share ‘non-
confidential work products’ which reflect my answers to the above questions. I intend, however, to 
cover the issue of intelligence sharing oversight in our first annual report. I am committed to 
transparency, wherever that is sensible and possible.  
 
I trust my response answers the specific questions you have asked.  Please do not hesitate to let me 
know if you have any further questions.  
 

 
Yours  

 
 
 
 
 

 
Rt Hon. Lord Justice Fulford  

The Investigatory Powers Commissioner 
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