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l. Introduction

Intelligence sharing is one of the most pervasive, and least regulated, surveillance
practices in our modern world. It is facilitated by rapidly changing technology that
has allowed for the collection, storage and transfer of vast amounts of data within
and between countries. The privacy impacts of these developments are significant.
In this report, Privacy International offers a set of recommendations aimed at
addressing the legality and oversight gaps of intelligence sharing arrangements.

In the past few decades, methods of communication have dramatically changed.
The development of new technology, especially the birth of the internet, has
transformed the way individuals communicate with each other and increased the
amount of information that can be collected by several orders of magnitude. In
particular, communications — emails, instant messages, calls, social media posts,
web searches, requests to visit a website — may transit multiple countries before
reaching their destination. The dispersion of communications across the internet
vastly increases the opportunities for communications and data to be intercepted by
foreign governments, who may then share them with other governments.

As methods of communications have dramatically changed, so too has intelligence
gathering. Intelligence agencies have developed increasingly advanced ways of
accessing, acquiring, storing, analysing and disseminating information. In particular,
they have developed methods for acquiring communications and data traveling

the internet. The costs of storing this information have decreased dramatically and
continue to do so. At the same time, technology now permits revelatory analyses
of types and amounts of data that were previously considered meaningless or
incoherent. Finally, the internet has facilitated remote access to information,
meaning the sharing of communications and data no longer requires physical
transfer from sender to recipient.

The new scope and scale of intelligence gathering has given rise to a new scope
and scale of the sharing of that intelligence between governments, particularly

in response to threats to national security. Despite these dramatic changes, in
many countries around the world, the public remains in the dark regarding state
surveillance powers and capabilities, and whether those powers and capabilities
are subject to the necessary safeguards pursuant to domestic and international
law. One area of particular obscurity is arrangements between countries to share
intelligence. These arrangements are typically confidential and not subject to public
scrutiny.

As surveillance is conducted by different state actors, so is the sharing of such
intelligence. The most opaque, and arguably the most extensive, sharing takes place
between intelligence agencies, and this type of intelligence sharing is therefore the
focus of this report. However, other state security actors as well as law enforcement
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agencies also engage in information sharing. For example, the European Union is
moving to link law enforcement and migration control databases and considering
ways to allow member states to access these databases.! At the global level, the
United Nations Security Council recently passed Resolution 2396, demanding that
states undertake a range of measures to enhance intelligence sharing as a tool for
combatting terrorism, including by collecting and sharing passenger name records
(“PNRs"”) and developing and sharing lists or databases of known and suspected
terrorists.?

Privacy International recognises the importance and benefit of intelligence

sharing, for example, in the context of preventing acts of terrorism or identifying
other serious threats to national security. Intelligence sharing does not violate
international human rights law per se. But it does interfere with fundamental human
rights, including the right to privacy. Thus, just as government surveillance must

be transparent and subject to adequate safeguards and oversight, so too must
intelligence sharing arrangements. Non-transparent, unfettered and unaccountable
intelligence sharing, on the other hand, poses substantive risks to human rights and
the democratic rule of law.

In September 2017, Privacy International — in partnership with 40 national civil
society organisations — wrote to oversight bodies in 42 countries as part of a project
to increase transparency around intelligence sharing and to encourage oversight
bodies to scrutinise the law and practice of intelligence sharing in their respective
countries.® Over the past few months, we have received responses from oversight
bodies in 21 countries.*

This report is a follow-up to our outreach to oversight bodies in September 2017.
Part Il provides essential background, by explaining what we mean by intelligence
sharing and what both modern intelligence sharing and intelligence sharing
arrangements look like. Part lll presents the human rights concerns presented by
intelligence sharing. Part IV considers issues related to the legality of intelligence
sharing. Part V considers issues related to the oversight of intelligence sharing.
This Part also provides a summary of responses received from oversight bodies,
focusing on the regulation of intelligence sharing in national laws and the practices
of oversight bodies. The report concludes with a series of recommendations aimed
at addressing the legality and oversight gaps of intelligence sharing practices.

1 See Council of the European Union, Council conclusions on improving criminal justice in
cyberspace, 9 June 2016.

2 See UN Security Council, Resolution 2396, UN Doc. S/RES/2396, 21 Dec. 2017. This resolution
builds upon prior UN Security Council calls to increase intelligence sharing in the
counter-terrorism context. See, e.g., UN Security Council, Resolution 1373, UN Doc. S/
RES/1373, 28 Sept. 2001.

3 For the full list of organisations and oversight bodies contacted, see Annexes I and II.

For all the responses received by Privacy International, see Annex III.
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Il. Background

A. What Do We Mean by Intelligence Sharing?

Intelligence sharing is one form of intelligence cooperation between states, which
may also include operational cooperation, facilities and equipment hosting, training
and capacity building, and technical and financial support.®* Governments share
intelligence in various ways. Pursuant to an intelligence sharing arrangement, a
government might, inter alia:

o Access “raw” (i.e. unanalysed) information, such as internet traffic intercepted
in bulk from fibre optic cables by another government;

o Access information stored in databases held by another government or jointly
managed with another government;

o Receive the results of another government’s analysis of information, for
example, in the form of an intelligence report.

All forms of intelligence sharing raise concerns for privacy and other human rights.
But the risks posed to these rights is particularly acute where a government can
directly access information acquired or held by another government. Those risks

are amplified by the increasing scope and scale of surveillance conducted by
intelligence agencies, which has also given rise to a new scope and scale of sharing,
discussed below.

B. What Does Modern Intelligence Sharing Look Like?

Over the last few years, the Edward Snowden disclosures and the resulting
examination of intelligence practices have offered the public a rare glimpse into
how surveillance has evolved in the digital age and, in turn, how that evolution
has resulted in dramatic changes in the way intelligence can be shared between
governments.

5 See Hans Born et al., Making International Intelligence Cooperation Accountable, 2015, pp.
18-21.
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To begin, the Snowden disclosures revealed the wide scope of surveillance,
primarily by the governments of the United States and the United Kingdom. Some of
the earliest revelations concerned a US program called “Upstream”, which taps the
internet “backbone”, the “network of high-capacity cables, switches, and routers
that carry Americans’ domestic and international internet communications.”® The
geographic location of the US features a high concentration of cables emanating
from its east and west coasts. Moreover, the concentration of internet companies
in California means that many of the world’s communications — Gmail messages,
Whatsapp texts, Facebook posts — may travel to servers in the US in the course of
their transmission. The UK has a similar program tapping fibre-optic cables landing
in the UK.” The UK’s geographic location also makes it a natural landing hub for
many of these cables.?

The US government also conducts sweeping mass surveillance programs
beyond its borders. RAMPART-A, for example, is a National Security Agency
(“NSA") program, operated in conjunction with foreign partners, that aims to
gain “access to high capacity international fiber-optic cables that transit at major
congestion points around the world.”® A leaked NSA document indicates that
RAMPART-A can intercept “over 3 Terabits per second of data streaming
world-wide and encompasses all communication technologies such as voice,
fax, telex, modem, e-mail internet chat, Virtual Private Network (VPN), Voice over
IP (VoIP), and voice call records.”'® MUSCULAR was a program operated jointly
with the UK’s Government Communications Headquarters (“GCHQ"), which
intercepted and extracted data directly as it transited to and from Google and
Yahoo's private data centres, which are located around the world. According to a
leaked 2013 document, in one 30-day period, the NSA sent over 181 million records
- consisting of content and metadata — back to data warehouses at its
headquarters in Fort Meade, Maryland.™

6 Ashley Gorski & Patrick C. Toomey, “Unprecedented and Unlawful: The NSA’s ‘Upstream’
Surveillance”, Just Security, 19 Sept. 2016, https://www.justsecurity.org/33044/unprecedented-
unlawful-nsas-upstream-surveillance/; see also Privacy and Civil Liberties Oversight
Board, Report on the Surveillance Program Operated Pursuant to Section 702 of the Foreign
Intelligence Surveillance Act, 2 July 2014; Charlie Savage, “N.S.A. Said to Search Content
of Messages to and from U.S.”, NY Times, 8 Aug. 2013, https://www.nytimes.com/2013/08/08/us/
broader-sifting-of-data-abroad-is-seen-by-nsa.html.

7 See Ewen MacAskill et al., “GCHQ taps fibre-optic cables for secret access to world’s
communications”, The Guardian, 21 June 2013, https://www.theguardian.com/uk/2013/jun/21/gchq-
cables-secret-world-communications-nsa.

8 For a map of the world’s submarine fibre-optic cables, see TeleGeography, Submarine Cable
Map, https://www.submarinecablemap.com/.

9 For NSA slides providing an overview of RAMPART-A, see https://www.eff.org/files/2014/06/23/
rampart-a_overview.pdf

10 The document can be found at http://www.statewatch.org/news/2014/jun/usa-nsa-
foreignpartneraccessbudgetfy2013-redacted.pdf

11 See Barton Gellman & Ashkan Soltani, “NSA infiltrates links to Yahoo, Google data centers
worldwide, Snowden documents say”, Wash. Post, 30 Oct. 2013, https://www.washingtonpost.com/
world/national-security/nsa-infiltrates-links-to-yahoo-google-data-centers-worldwide-snowden-
documents-say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714casdd_story.html.
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The Snowden documents further revealed the enormous scope and scale of
sharing, particularly through foreign government access to information acquired
under the various US mass surveillance programs. XKEYSCORE, for example, is

an NSA “processing and query system”, fed by “a constant flow of Internet traffic
from fiber optic cables that make up the backbone of the world’s communication
network, among other sources.”'? As of 2008, XKEYSCORE “boasted approximately
150 field sites . . . consisting of over 700 servers”, which store “‘full-take data’

at the collection sites—meaning that they captured all of the traffic collected.”
XKEYSCORE is accessible to certain foreign governments, including the Five Eyes —
the US, UK, Australia, Canada and New Zealand — whose analysts can then “query
the system to show the activities of people based on their location, nationality and
websites visited.”

Marina, the NSA’s metadata repository, is integrated into XKEYSCORE, meaning
that it is also available to certain foreign governments, including the Five Eyes.!
According to an introductory guide for NSA field agents disclosed by Snowden,
Marina aggregates metadata intercepted from an array of sources, including bulk
interception through the NSA's fibre-optic cable tapping programs. The guide
explains that “[o]f the more distinguishing features, Marina has the ability to look
back on the last 365 days’ worth of . . . metadata seen by the [signals intelligence]
collection system, regardless whether or not it was tasked for collection.”' One of
the Snowden disclosures revealed a GCHQ legal training slideshow, which suggests
that gaining access to databases like Marina is relatively easy, requiring analysts to
undergo “‘multiple choice, open-book’ tests done at the agent’s own desk on its
‘iLearn’ system.”®

C. What Do Intelligence Sharing Arrangements Look Like?

It is impossible to provide a complete map of intelligence sharing arrangements in
place around the world. One of the best known sharing arrangements is the Five
Eyes alliance between the US, UK, Australia, Canada and New Zealand. But despite
being over 70 years old, little is known about the alliance, including the current
agreement(s) that govern it."”

12 Morgan Marquis-Boire, Glenn Greewald & Micah Lee, “XKEYSCORE: NSA’s Google for the World’s
Private Communications”, The Intercept, 1 July 2015, https://theintercept.com/2015/07/01/nsas-
google-worlds-private-communications/. For NSA slides providing an overview of XKEYSCORE,
see https://edwardsnowden.com/wp-content/uploads/2013/10/2008-xkeyscore-presentation.pdf

13 Marquis Boire et al., “XKEYSCORE”, supra.

14 See the NSA slides providing an overview of XKEYSCORE at https://edwardsnowden.com/wp-
content/uploads/2013/10/2008-xkeyscore-presentation.pdf

15 James Ball, “NSA stores metadata of millions of web users for up to a year, secret files
show”, The Guardian, 30 Sept. 2013, https://www.theguardian.com/world/2013/sep/30/nsa-
americans-metadata-year-documents (emphasis in original).

16 Ewen MacAskill & James Ball, “Portrait of the NSA: no detail too small in quest for total
surveillance”, The Guardian, 2 Nov. 2013, https://www.theguardian.com/world/2013/nov/02/nsa-
portrait-totalsurveillance.

17 For an overview of what we do know about the Five Eyes alliance, see Privacy International,
Eyes Wide Open, 26 Nov. 2013, available at https://www.privacyinternational.org/report/1126/
eyes-wide-open.
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The NSA has developed a broader web of intelligence sharing partnerships.
Among the Snowden disclosures was a 2013 NSA slide titled “Approved SIGINT
Partners”, which lists the countries with which the NSA exchanges signals
intelligence.'™ The slide lists the Five Eyes countries as “Second Parties” and
lists a further 33 countries as “Third Parties”.' Even less is known about this
latter web of arrangements, which also include many partnerships that
incorporate the Five Eyes, such as:

o SIGINT Seniors Europe (“SSEUR”, the Five Eyes plus Belgium, Denmark,
France, Germany, ltaly, the Netherlands, Norway, Spain and Sweden)

. SIGINT Seniors Pacific (“SSPAC”, the Five Eyes plus France, India,
Singapore, South Korea, Thailand)?®

o Nine Eyes (the Five Eyes plus Denmark, France, the Netherlands and Norway)

. 14-Eyes (the Nine Eyes plus Belgium, Germany, Italy, Spain and Sweden)

o 43-Eyes (the 14-Eyes plus the addition of the 2010 members of the
International Security Assistance Forces to Afghanistan)?’

18 This slide was first published in Glenn Greenwald, No Place to Hide: Edward Snowden, the
NSA, and the U.S. Surveillance State, 2014.

19 Third party partners occupy a “step below” second party partnerships and “the actual scope
of the relationship can vary from country to country and from time to time.” “NSA’s Foreign
Partnerships”, Electrospaces.net, 4 Sept. 2014, https://electrospaces.blogspot.co.uk/2014/09/
nsas-foreign-partnerships.html.

20 For recent reporting, including newly released Snowden disclosures, on SSEUR and SSPAC, see
Ryan Gallagher, “The Powerful Global Spy Alliance You Never Knew Existed”, The Intercept, 1
Mar. 2018, https://theintercept.com/2018/03/01/nsa-global-surveillance-sigint-seniors/.

21 See “Five Eyes, 9-Eyes, and Many More”, Electrospaces.net, 15 Nov. 2013, http://electrospaces.

blogspot.co.uk/2013/11/five-eyes-9-eyes-and-many-more.html. The full list of 43 Eyes states
are as follows: US, UK, Australia, Canada, New Zealand, Albania, Armenia, Austria,
Azerbaijan, Belgium, Bosnia and Herzegovina, Bulgaria, Croatia, Czech Republic, Denmark,
Estonia, Finland, France, Georgia, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia,
Lithuania, Luxembourg, Macedonia, Montenegro, the Netherlands, Norway, Poland, Portugal,
Romania, Slovakia, Slovenia, South Korea, Spain, Sweden, Switzerland, Turkey, and Ukraine.
Privacy International acknowledges that the make-up of this alliance may have shifted

over time. The general lack of clarity around intelligence sharing arrangements makes it
difficult to confirm their exact scope.
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TOP SECRET// COMINT //REL USA, AUS, CAN, GBR, NZL

Approved SIGINT Partners ¥
Second Parties Third Parties

Australia Algeria Israel Spain
Canada Austria Italy Sweden
New Zealand Belgium Japan Taiwan
United Kingdom Croatia Jordan Thailand
Czech Republic Korea Tunisia
Denmark Macedonia Turkey
Ethiopia Netherlands UAE

Coalitions/Multi-lats Finland Norway
France Pakistan
AFSC Germany Poland
NATO Greece Romania
SSEUR Hungary Saudi Arabia
SSPAC India Singapore

TOP SECRET// COMINT //REL USA, AUS, CAN, GBR, NZL

Similarly, little is known about the bilateral and multilateral intelligence sharing
arrangements spanning other geographic regions. Examples include:

o The Club de Berne is an intelligence sharing arrangement between the
intelligence services of the members of the EU.

o The Shanghai Cooperation Organization is a security, economic and political
cooperation forum in which intelligence sharing is undertaken between China,
India, Kazakhstan, Kyrgyzstan, Pakistan, Russia, Tajikistan, and Uzbekistan.??

o Russia, Iraq, Iran and Syria have formed an intelligence sharing arrangement
to facilitate cooperation in combating the Islamic State.?

22 Eleanor Albert, “The Shanghai Cooperation Organization Backgrounder”, Council on Foreign
Relations, 14 Oct. 2015, https://www.cfr.org/backgrounder/shanghai-cooperation-organization.

23 J. Dana Stuster, “Russia, Iran, Iraq, and Syria to Share Intelligence on Islamic State”,
Foreign Policy, 28 Sept. 2015, http://foreignpolicy.com/2015/09/28/russia-iran-iraq-and-syria-
to-share-intelligence-on-islamic-state/.
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lll. Human Rights Concerns

Intelligence sharing can have significant implications for human rights. Below,
Privacy International emphasises three areas of concern:

A. Intelligence Sharing and the Right to Privacy
B. Intelligence Sharing and Serious Human Rights Abuses

C. Intelligence Sharing and Accountability

Intelligence Sharing and Human Rights: A Summary

* Intelligence sharing constitutes an interference with the right to
privacy and must therefore be subject to relevant protections under
international human rights law, including the principles of legality,
proportionality and necessity. The secrecy surrounding intelligence
sharing arrangements and the absence of legal frameworks governing them
render many of these arrangements incompatible with international human
rights law.

* Intelligence sharing may permit states access to data collected through
mass surveillance programs. Today, intelligence sharing is not confined
to the handover of discrete information, but can encompass direct and
unfettered access to “raw” (i.e. unanalysed) data as it transits the
internet or held in databases.

* Intelligence sharing may permit States to circumvent constraints on
domestic surveillance by allowing them to rely on their partners to
obtain and then share information. An example of a common constraint
is domestic restrictions on the types of techniques a State may use to
conduct surveillance.

*» States may share intelligence that may be used to facilitate serious
human rights abuses, including extrajudicial killings; unlawful arrest
or detention; or torture and other cruel, inhuman or degrading treatment.
In states with authoritarian governments, weak rule of law and/or a
history of systematically violating human rights, certain groups may be
particularly vulnerable to abuse, such as dissidents, journalists and
human rights defenders.

*» States may receive intelligence from states that was derived from
violations of international law, including through torture and other
cruel, inhuman or degrading treatment. Intelligence obtained in violation
of international law may also raise concerns regarding its reliability.

e Intelligence sharing poses fundamental accountability challenges.
Agencies are constrained in their ability to influence or verify how
information will be used or to subsequently substantiate how it was used.
They are similarly constrained in their ability to verify or substantiate
the provenance and other details of information shared by another state.
These limitations may incentivise agencies to skirt accountability both
for outbound and inbound sharing. In addition, many intelligence sharing
arrangements prohibit the disclosure of shared information with third
parties, which may include oversight mechanisms.
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A. Intelligence Sharing and the Right to Privacy

As a form of surveillance, intelligence sharing constitutes an interference with the
right to privacy. There are a range of different ways that an intelligence agency

may obtain communications and other personal data, from targeted interception to
collection in bulk. That agency may then provide other intelligence agencies with
access to the material obtained. Those other intelligence agencies may then extract,
store, analyse and further share that material. But fundamentally speaking, whether
an intelligence agency initially obtains communications and data, or accesses
communications and data obtained by another intelligence agency, the nature of the
interference with the right to privacy is the same.

Because intelligence sharing constitutes an interference with the right to privacy,
international human rights law must apply to this practice. For that reason, the UN
Human Rights Committee has repeatedly stated, in reviewing the intelligence sharing
practices of certain states parties to the International Covenant on Civil and Political
Rights (“ICCPR"), that laws and polices regulating such sharing must be in full
conformity with obligations under the ICCPR. The Committee has noted in particular
the need to adhere to Article 17, which protects the right to privacy, “including the
principles of legality, proportionality and necessity”.?*

Intelligence sharing also poses the risk that states may use it to circumvent
constraints on domestic surveillance by allowing them to rely on their partners

to obtain and then share information.? This risk is all the more heightened by the
current lack of transparency, accountability and oversight of intelligence sharing
arrangements. Examples of common constraints on domestic surveillance include
restrictions on the types of techniques a state may use to conduct surveillance or on
a state’s ability to conduct surveillance on its own citizens or residents or members
of a protected profession, such as journalists, lawyers and members of parliament.

24 UN Human Rights Committee, Concluding Observations on the Seventh Periodic Report of
Sweden, UN Doc. CCPR/C/SWE/CO/7, 28 Apr. 2016, paras. 36-37; see also UN Human Rights
Committee, Concluding Observations on the Initial Report of Pakistan, UN Doc. CCPR/C/PAK/
CO/1, 23 Aug. 2017, para. 35; UN Human Rights Committee, Concluding Observations on the
Seventh Periodic Report of the United Kingdom of Great Britain and Northern Ireland, UN Doc.
CCPR/C/GBR/ CO/7, 17 Aug. 2015, para. 24; UN Human Rights Committee, Concluding Observations
on the Sixth Periodic Report of Canada, UN Doc. CCPR/C/CAN/CO/6, 13 Aug. 2015, para. 10.

25 See Born et al., Making International Intelligence Cooperation Accountable, supra, at pp.
48-50; European Commission for Democracy through Law (Venice Commission), Update of the 2007
Report on the Democratic Oversight of the Security Services and Report on the Democratic
Oversight of Signals Intelligence Agencies, Study No. 719/2013 CDL-AD(2015)006, 7 Apr. 2015,
para. 11; Commissioner for Human Rights, Council of Europe, Positions on Counter-Terrorism
and Human Rights Protection, 5 June 2015, p. 11 (noting that “the principle of making data
available to other authorities should not be used to circumvent European and national
constitutional data-protection standards”); Craig Forcese, “The Collateral Casualties of
Collaboration: The Consequences for Civil and Human Rights of Transnational Intelligence
Sharing”, in International Intelligence Cooperation and Accountability, Pre-Conference
Draft Paper, Conference on Intelligence Sharing, sponsored by the Norwegian Parliamentary
Intelligence Oversight Committee, 5 Mar. 2009, pp. 90-92, available at https://papers.ssrn.
com/so0l3/papers2.cfm?abstract_id=1354022.
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It is not clear, for instance, how these constraints might meaningfully apply where a
state accesses or receives data obtained in bulk by another state. States may also
explicitly use intelligence sharing arrangements to obtain information they could not
otherwise obtain through surveillance carried out by its own agencies.

The UN High Commissioner for Human Rights has accordingly observed:

“There is credible information to suggest that some Governments
systematically have routed data collection and analytical tasks through
jurisdictions with weaker safeguards for privacy. Reportedly, some
Governments have operated a transnational network of intelligence
agencies through interlocking legal loopholes, involving the coordination
of surveillance practice to outflank the protections providedby domestic
legal regimes. Such practice arguably fails the test of lawfulness because,
as some contributions for the present report pointed out, it makes the
operation of the surveillance regime unforeseeable for those affected by
it. It may undermine the essence of the right protected by article 17 of the
International Covenant on Civil and Political Rights, and would therefore be

prohibited by article 5 thereof.”25

B. Intelligence Sharing and Serious Human Rights Abuses

States may share intelligence with other states, who may then use that intelligence in
a manner that facilitates serious human rights abuses. In some instances, states may
knowingly share information with states that have a record of violating international
law, including international human rights and international humanitarian law. In other
instances, states may not necessarily anticipate that the intelligence they share will
be used by other states to facilitate serious human rights abuses. However, in either
set of circumstances, states that share intelligence that recipient states then use to
facilitate such abuses may also bear responsibility for those abuses.?”

26 UN High Commissioner for Human Rights, The Right to Privacy in the Digital Age, UN Doc. A/
HRC/27/37, 30 June 2014, para. 30.
27 See Born et al., Making International Intelligence Cooperation Accountable, supra, at p. 42

International Commission of Jurists Eminent Jurists Panel, Assessing Damage, Urging Action,
2009, p. 90.
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The UN Special Rapporteur for Counter-Terrorism has described the problem as
follows:

“Information sent to a foreign government or intelligence service may
contribute to legal limitations on the rights of an individual but could also
serve as the basis for human rights violations. . . . It is good practice to
maintain an absolute prohibition on the sharing of any information if there
is a reasonable belief that sharing information could lead to the violation
of the rights of the individual(s) concerned. In some circumstances, State
responsibility may be triggered through the sharing of intelligence that

contributes to the commission of grave human rights violations. "%

Intelligence shared by one state with another can contribute to a variety of serious
human rights abuses. This risk is particularly acute where intelligence is shared

with states with authoritarian governments, weak rule of law and/or a history of
systematically violating human rights. In these contexts, such intelligence may form
the basis for extrajudicial killings or contribute to unlawful arrest or detention or to
torture and other cruel, inhuman or degrading treatment.?® Moreover, certain groups
may be particularly vulnerable to these abuses, such as dissidents, journalists and
human rights defenders.*°

In addition, intelligence received by one state from another may have been obtained
in violation of international law, including through torture and other cruel, inhuman
or degrading treatment. As the UN Special Rapporteur for Counter-Terrorism

has stated: “Both the sending and receipt of intelligence can have important
implications for human rights and fundamental freedoms. . . . [l]ntelligence received
from a foreign entity may have been obtained in violation of international human
rights law.”3" Furthermore, intelligence obtained in violation of international law may
raise concerns regarding its reliability.

28 Martin Scheinin, Report of the Special Rapporteur on the promotion and protection of human
rights and fundamental freedoms while countering terrorism, Compilation of good practices
on legal and institutional frameworks and measures that ensure respect for human rights by
intelligence agencies while countering terrorism, including on their oversight, UN Doc. A/
HRC/14/46, 5 May 2010, para. 41.

29 See Born et al., Making International Intelligence Cooperation Accountable, supra, at pp.

43-45; International Commission of Jurists, Assessing Damage, supra, at pp. 81-85.

30 See Born et al., Making International Intelligence Cooperation Accountable, supra, at pp.
40-41, 45.
31 Report of the Special Rapporteur on counter-terrorism, Compilation of good practices,

supra, at para. 47.
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C. Intelligence Sharing and Accountability

Intelligence sharing inherently poses a number of accountability challenges.
Generally speaking, intelligence agencies lack control over the actions of their
foreign partners. Moreover, they cede control over information once shared,
despite whatever limitations (“caveats”) may be attached to the sharing of that
information. Their ability to influence or verify how that information will be used or to
subsequently substantiate how it was used will be subject to significant limitations.
Their ability to verify or substantiate the provenance and other details regarding
information shared by another state will be similarly constrained.*?

These inherent limitations can further facilitate the shirking of accountability over
intelligence sharing. Because it can be so difficult to influence, verify or substantiate
the use of information — or the means by which information was obtained - it can

be easy for states sharing intelligence to assert “plausible deniability”. Indeed,
intelligence agencies have strong incentives not to make robust inquiries, for fear of
damaging partnerships with foreign agencies.** And national oversight mechanisms
typically have remit only over the activities of their national intelligence agencies.?*

In addition to inherent limitations on accountability over intelligence sharing,

there are common constraints imposed by states themselves. In particular, many
intelligence sharing arrangements prohibit the disclosure of information shared
between agencies to third parties, which may include oversight mechanisms, without
the prior consent of the state from which the information originated. This prohibition
is typically referred to as the “third party rule” or the “originator control principle”.
A requirement that oversight bodies seek the consent of a foreign intelligence
agency to access information is fundamentally detrimental to oversight. As a matter
of principle, requiring oversight bodies to seek such permission can cripple their
independence. And as a matter of practice, foreign partners are unlikely to consent
to such a request.*®

32 See Born et al., Making International Intelligence Cooperation Accountable, supra, at pp.
38-39.
33 See European Commission for Democracy through Law (Venice Commission), Report on the

Democratic Oversight of the Security Services, Study No. 388/2006 CDL-AD(2007)016, 11 June
2007, paras. 120-21.

34 See Hans Born & Aidan Wills, Overseeing Intelligence Services: A Toolkit, 2012, p.132.
35 See Born et al., Making International Intelligence Cooperation Accountable, supra, at p.
152.
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The

Council of Europe Commissioner for Human Rights has expressed concerns

regarding the third party rule:

The

“Given the amount of information that is received from foreign bodies,

it is essential that oversight bodies’ access is not limited to information
generated by the security services they oversee — meaning that they cannot
view information of foreign provenance. Given that services collaborate more
than ever with foreign partners and hold in their files an increasing amount

of information supplied by foreign services, this would have the effect of

shielding operations or areas of activity from independent scrutiny.”

Commissioner has accordingly recommended that states parties:

“ensure that access to information by oversight bodies is not restricted by
or subject to the third party rule or the principle of originator control. This is
essential for ensuring that democratic oversight is not subject to an effective
veto by foreign bodies that have shared information with security services.
Access to information by oversight bodies should extend to all relevant
information held by security services including information provided by

foreign bodies."” 3¢

36

Council of Europe Commissioner for Human Rights, Democratic and effective oversight of

national security services, 2015, recommendation 16.
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IV. Legality and Intelligence Sharing

A. The Principle of Legality

International human rights law provides that any interference with the right to
privacy must be in accordance with the law.3” At the heart of the principle of legality
is the important premise that placing “intrusive surveillance regimes on a statutory
footing” subjects them to “public and parliamentary debate” .%® Legality is also
closely tied to the concept of “arbitrary interference”, the idea being that the
exercise of a secret power carries the inherent risk of its arbitrary application.3®

The meaning of “law” implies certain minimum qualitative requirements of
accessibility and foreseeability. The UN Human Rights Committee has elaborated on
the meaning of “law” for the purposes of Article 19 of the International Covenant on
Civil and Political Rights (“ICCPR"), which protects the right to freedom of opinion
and expression, as follows:

37 See Article 17(1), International Covenant on Civil and Political Rights (“ICCPR”) (“No one
shall be subjected to arbitrary or unlawful interference with his privacy, family, home
or correspondence . . . .”); Article 11, American Convention on Human Rights (“ACHR”) (“2.
No one may be the object of arbitrary or abusive interference with his private life, his
family, his home, or his correspondence . . . . 3. Everyone has the right to the protection
of the law against such interference . . . .”); Article 8(2), European Convention of Human
Rights (“ECHR”) (“There shall be no interference by a public authority with the exercise
of [the right to respect for private and family life] except such as is in accordance with
the law . . . .”); see also UN Human Rights Committee, General Comment No. 16 (Article 17
ICCPR), 8 Apr. 1988, para. 3 (noting that “[t]lhe term ‘unlawful’ means that no interference
can take place except in cases envisaged by the law” and that “[ilnterference authorized
by States can only take place on the basis of law, which itself must comply with the
provisions, aims and objectives of the Covenant”.)

38 Report of the UN Special Rapporteur on Counter-Terrorism, UN Doc. A/HRC/34/61, 21 Feb. 2017,
para. 36.
39 Malone v. United Kingdom, European Court of Human Rights, App. No. 8691/79, 2 Aug. 1984,

para. 67 (“Especially where a power of the executive is exercised in secret, the risks of
arbitrariness are evident.”); see also UN Human Rights Committee, General Comment No. 16,
supra, at para. 4 (noting that “the expression ‘arbitrary interference’ can also extend to
interference provided for under the law” and that “[tlhe introduction of the concept of
arbitrariness is intended to guarantee that even interference provided for by law should be
in accordance with the provisions, aims, and objectives of the Covenant and should be, in

any event, reasonable in the particular circumstances?”).
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“[A] norm, to be characterized as a ‘law,” must be formulated with
sufficient precision to enable an individual to regulate his or her conduct
accordingly and it must be made accessible to the public . ... Laws must
provide sufficient guidance to those charged with their execution to enable
them to ascertain what sorts of expression are properly restricted and what

sorts are not.”40

The requirements of accessibility and foreseeability are also reflected in the
jurisprudence of the European Court of Human Rights (“ECtHR”):

“Firstly, the law must be adequately accessible: the citizen must be able

to have an indication that is adequate in the circumstances of the legal
rules applicable to a given case. Secondly, a norm cannot be regarded as
a law unless it is formulated with sufficient precision to enable the citizen to
regulate his conduct; he must be able — if need be with appropriate advice
— to foresee, to a degree that is reasonable in the circumstances,

the consequences which a given action may entail.”#

The UN General Assembly has recognized the application of the principle of
legality to the surveillance context, resolving that the “surveillance of digital
communications must be consistent with international human rights obligations
and must be conducted on the basis of a legal framework, which must be publicly
accessible, clear, precise, comprehensive and nondiscriminatory.”#?

Both the ECtHR and the Inter-American Court of Human Rights (“IACtHR") have
also applied the principle of legality to the surveillance context. In Weber & Saravia
v. Germany, the ECtHR elaborated on the “minimum safeguards that should be set
out in statute law in order to avoid abuses of power” where the state conducts
surveillance:

40 UN Human Rights Committee, General Comment No. 34 (Article 19 ICCPR), 12 Sept. 2011, para.
25.

41 Sunday Times v. United Kingdom, European Court of Human Rights, App. No. 6538/74, 26 Apr.
1979, para. 49.

42 UN General Assembly Resolution on the Right to Privacy in the Digital Age, UN Doc. A/

RES/71/199, 19 Dec. 2016.
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“[1] the nature of the offences which may give rise to a [ ] [surveillance]
order; [2] a definition of the categories of people liable to [be subject to
surveillance]; [3] a limit on the duration of [surveillance]; [4] the procedure
to be followed for examining, using and storing the data obtained; [5] the
precautions to be taken when communicating the data to other parties; and
[6] the circumstances in which recordings may or must be erased or the

tapes destroyed.”*?

Similarly, in Escher et al. v. Brazil, the IACtHR held that surveillance measures
“must be based on a law that must be precise.” The Court further observed that
the law must “indicate the corresponding clear and detailed rules, such as the
circumstances in which this [surveillance] measure can be adopted, the persons
authorized to request it, to order it and to carry it out, and the procedure to be
followed.”44

B. Intelligence Sharing and the Principle of Legality
Most intelligence sharing arrangements — both because the arrangements

themselves are secret and the domestic laws that should govern them are non-
existent — violate the principle of legality.

43 Weber & Saravia v. Germany, European Court of Human Rights, App. No. 54934/00, 29 June 2006,
para. 95; see also Malone, supra, at para. 67 (noting that “the law must be sufficiently
clear in its terms to give citizens an adequate indication as to the circumstances in which
and the conditions on which public authorities are empowered to resort to this secret
and potentially dangerous interference with the right to respect for private life and
correspondence”).

44 Escher et al. v. Brazil, Inter-American Court of Human Rights, Case 12.353, 2 Mar. 2006,
para. 131.
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1. Secret Intelligence Sharing Arrangements

Intelligence sharing arrangements are typically confidential and not subject to
parliamentary scrutiny, often taking the form of secret memoranda of understanding
directly between the relevant ministries or agencies. Such agreements may expressly
state that they are not to be construed as legally binding instruments according to
international law.*® By doing so, the agreements can circumvent the requirement

of ratification under the constitutional procedures and/or domestic laws of each
member State as well as that of registration with the UN Secretariat in accordance
with Article 102 of the UN Charter.

Case Study: The Five Eyes Alliance

As discussed above, one of the best known sharing arrangements is the
Five Eyes alliance. The origins of the Five Eyes alliance stretch back

to World War II, but the relationships between the five countries are
formalized in the United Kingdom-United States Communication Intelligence
Agreement (“UKUSA Agreement”), first signed in 1946 and amended numerous
times thereafter. In 2010, the NSA declassified the 1946 agreement, along
with other documents relating to its formation, implementation, and
alteration.“® As part of the 2010 series of declassifications, the NSA also
declassified a 1956 revision of the UKUSA Agreement.” The UK, Australia
and New Zealand have officially acknowledged that some version of the
UKUSA Agreement remains in effect and continues to serve as the framework
for intelligence sharing between the five countries.*

In July 2017, Privacy International, together with Yale Law School’s
Media Freedom & Information Access Clinic, filed a lawsuit against the
NSA, the Office of the Director of National Intelligence, the Department
of State, and the National Archives and Records Administration seeking
access to the current and all prior versions of the UKUSA Agreement.“®

45 See, e.g., Memorandum of Understanding Between the National Security Agency/Central
Security Service (NSA/CSS) and the Israeli SIGINT National Unit (ISNU) Pertaining to the
Protection of U.S. Persons, available at www.statewatch.org/news/2013/sep/nsa-israel-spy-
share.pdf (noting that “this agreement is not intended to create any legally enforceable
rights and shall not be construed to be either an international agreement or a legally
binding instrument according to international law”). This agreement was first published by
The Guardian on 11 September 2013. Glenn Greenwald et al., “NSA Shares Raw Intelligence
Including Americans’ Data with Israel”, The Guardian, 11 Sept. 2013, https://www.theguardian.
com/world/2013/sep/11l/nsa-americans-personal-data-israel-documents.

46 See UKUSA Agreement Release 1940-1956, NSA, 3 May 2016, https://www.nsa.gov/news-features/
declassified-documents/ukusa/.
47 See UKUSA Agreement, para. 11. 1@ Oct. 1956, https://www.nsa.gov/news-features/

declassifieddocuments/ukusa/assets/files/new_ukusa_agree_10may55.pdf (indicating that the
Agreement “supersedes all previous Agreements between U.K. and U.S. authorities in the
[communications intelligence] COMINT field”).

48 See “International Partners: How Sharing Knowledge and Expertise with Other Countries Helps
Us Keep the UK Safe”, GCHQ, 29 Sept. 2016, https://www.gchqg.gov.uk/features/%20international-
partners; “UKUSA Allies”, Australian Signals Directorate, https://www.asd.gov.au/partners/
allies.htm; “UKUSA Allies”, Government Communications Security Bureau, 6. Dec. 2016, https://
www.gcsb.govt.nz/about-us/ukusa-allies/.

49 See “MFIA Clinic Files Lawsuit in Five Eyes Alliance Case”, Yale Law School, 6 July 2017,
https://law.yale.edu/yls-today/news/mfia-clinic-files-lawsuit-five-eyes-alliance-case.
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In response to our lawsuit, the NSA released new appendices to the UKUSA
Agreement dating from 1959-61.%° The 1956 version of the UKUSA Agreement,
together with the 1959-61 appendices, is the most recent version of the
agreement to have been made public.®

It is difficult to believe that this version of the UKUSA Agreement is the
current agreement governing the Five Eyes alliance, particularly given
how both communications methods and the nature of signals intelligence
have changed dramatically since the late 195@0s. In fact, the 1956 version
of the UKUSA Agreement itself acknowledged that a reappraisal of the
1946 version of the agreement was necessary, in part, due to “the passage
of time which has made out of date much of the detail contained in the
Agreement.” Indeed, in response to our lawsuit, the State Department has
disclosed records suggesting that implementation of the UKUSA Agreement
underwent amendments in the 2000s.%

Although we know little about the current UKUSA Agreement governing the
Five Eyes alliance, the declassified versions of the agreement reveal a
highly integrated vision of sharing between the five countries. Pursuant
to the 1956 version of the UKUSA Agreement, the countries agree to the
presumption of unrestricted exchange of signals intelligence as well as
the methods and techniques related to signals intelligence operations.
Paragraph 4 of the Agreement states that the “parties agree to the
exchange of the products” of certain “operations relating to foreign
communications,” including “(1) Collection of traffic. (2) Acquisition

of communications documents and equipment. (3) Traffic analysis. (4)
Cryptanalysis. (5) Decryption and translation.”®® Paragraph 5 of the
Agreement further provides for the parties to “exchange . . . information
regarding methods and techniques involved in the operations” relating to
foreign communications.%

L. Extent of the Agreemsnt - Products

(a) The parties agree to the exchsnge of the products of the following

operationa relating to foreign commmicationa:-

(1) Collsction of traffic.

(2) hoquisition of commmications documents and equdpment.

(3) Traffic onalysie.

(4). Cryptanalysis.

(5) Deecryption and translation.

(6) Acquisition of information regarding communications
organizations, procedures, practices and equipment.

Screenshot of a provision of the 1956 version of the UKUSA Agreement

50
51

52
53
54

The appendices can be found in Annex IV

It is unclear whether other elements of the UKUSA Agreement, beyond the released appendices
were also revised between 1956 and 1961.

These records can be found in Annex IV.

UKUSA Agreement para. 4(a), 10 Oct. 1956.

Id. at para. 5(a).
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For the exchange of foreign communications products,” paragraph 4 of
the Agreement provides that “[s]Juch exchange will be unrestricted on

all work undertaken except when specifically excluded from the agreement
at the request of either party and with the agreement of the other”

and that “[i]t is the intention of each party to limit such exceptions
to the absolute minimum.” The Agreement also provides, in an appendix
articulating “General Principles of Collaboration on COMINT Production
and Collection”, that “[iln accordance with these arrangements, each party
will continue to make available to the other, continuously, currently,
and without request, all raw traffic, COMINT end-product and technical
material acquired or produced, and all pertinent information concerning
its activities, priorities and facilities, both present and planned,
subject only to” provisos contained in the Agreement.®® In a separate
appendix titled “Communications”, the parties indicate their intent to
maintain “[e]xclusive and readily extensible telecommunications . . . in
order to make possible; (a) the rapid flow of COMINT material from points
of interception to the Agencies; (b) the rapid exchange of all types

of raw traffic, technical material, end-products, and related material
between the agencies; (c) the efficient control of COMINT collection

and production.”%®

3« In sccordance with these sirengementa, each party will coirtinue to make
avallable to the other, continuously, currently, and without requsst, all raw
traffies, COMINT end-produst and techmical material soquired or produced, end
all pertinent information concerning its activities, priorities and facilities,
both present and planned, subject only to the proviso contpined in paragrephs
4(b) and 5(b) of the ﬂgrﬁemuntu.

Screenshot of a provision of Appendix C to the 1956 version of the UKUSA Agreement

= IITBENDIX H
COMMUNICATIONS

1. Telecommmications Required

Exaclusive and readily extensible telecommmicaticone between Agencies, and
between Agencies and their outlying statlons, will be msintained in ordsr to
make poszible; (a) the rapid flow of OOMINT material from points of interception

 to the Agencies; (b) the rapid exchange of all types of raw traffic, technical
material, end-products, and related material between the Agencies; (c) the
effirient control of COMINT collection and produstion. In addition lateral
commmications between atations of one perty and the Agency ar stations of the
other may be provided for the sams purposes.as necesgary and mtually agread.

Screenshot of a provision of Appendix H to the 1956 version of the UKUSA Agreement

55 Id. at ap. C para. 3.
56 Id. at ap. H para. 1.
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Case Study: Joint Defence Facility Pine Gap

In response to Privacy International’s lawsuit seeking access to the
UKUSA Agreement, in December 2017, the State Department disclosed records
relating to Joint Defence Facility Pine Gap. Pine Gap is a base located
in Alice Springs, Australia and jointly operated by the US and Australia.
From Pine Gap, the US controls satellites across several continents,
which can conduct surveillance of wireless communications, like those
transmitted via mobile phones, radios and satellite uplinks. The
intelligence gathered supports both intelligence activities and military
operations, including drone strikes.®’

The disclosure includes what appears to be a 1985 State Department

cable, which summarises public reporting and discussion of Pine Gap.®®

The cable includes a summary of remarks made by then-Australian defence
minister Kim Beazley, including that the government “is fully aware of
everything that takes place at the joint facilities and that [government]
approval is required for any specific activity.” The summary further quotes
Beazley as saying: “Nothing happens at these facilities about which the
government is unaware. Nothing can be done at these facilities without
the acquiescence of the Australian government.”

The cable then summarises remarks made by the defence expert, Desmond
Ball, in response to Beazley:

“Ball claimed that he has spoken to individuals working at Pine

Gap and that there were at least two areas of the facility where
Australian nationals are not permitted entry - the U.S. ‘national
communication and cypher room’ and the ‘key room where they
(Americans) do the final analysis of all incoming intelligence.’ Ball
charged that this situation is unsatisfactory and that Australian
nationals should have full access to all parts of the facility.’

A handwritten comment in the margin of this text notes with respect to
the “national communication and cypher room”, “CORRECT, but Hayden when
shadow PM, did enter area once.” The handwritten comment then notes with
respect to the “key room”, “NO SUCH AREA”.

AFRIL 1 PRIMTED

BRETION EY anY

N NATIORALS &
NaTIONAL COb

O

L.g.A
¥ - LORWECT, Loa H'Zn\idttf_ [} -
Gloo fow B\, dod-ewder ortts
—_—e Ssuwet AREASC

AND CY:

Screenshot from 1985 State Department cable on Pine Gap

57 See “Pine Gap - An Introduction”, Nautilus Institute, 21 Feb. 2016, https://nautilus.org/
publications/books/australian-forces-abroad/defence-facilities/pine-gap/pine-gap-intro/;
Jackie Dent, “An American Spy Base Hidden in Australia’s Outback”, NY Times, 23 Nov. 2017,
https://www.nytimes.com/2017/11/23/world/australia/pine-gap-spy-base-protests.html.

58 This cable can be found in Annex IV.
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2. Lack of Domestic Legislation

Our research suggests that most countries around the world lack domestic
legislation governing intelligence sharing. In 2015, the UN Special Rapporteur on
Counter-Terrorism stated in this regard that:

“The absence of laws to regulate information-sharing agreements between

States has left the way open for intelligence agencies to enter into classified

bilateral and multilateral arrangements that are beyond the supervision

of any independent authority. Information concerning an individual’s

communications may be shared with foreign intelligence agencies without

the protection of any publicly accessible legal framework and without

adequate (or any) safeguards . . . . Such practices make the operation of the

surveillance regime unforeseeable for those affected by it and are therefore

incompatible with article 17 of the [International] Covenant [on Civil and

Political Rights].”%°
The 2017 report by the EU Agency for Fundamental Rights supports this conclusion
in relation to most EU member states. The report notes that “[a]lmost all Member
States (27 out of 28) have established international intelligence cooperation in their
national legal frameworks”, but that “[v]ery few . . . have explicitly articulated the
modalities for both establishing and implementing international cooperation within
the enabling laws.” %% Thus, at least in much of the EU, domestic laws governing

international intelligence cooperation give intelligence agencies broad and vague
powers to establish and implement such cooperation.

In several EU states, internal rules do govern intelligence sharing. However, these
rules are drafted by the executive or by the agencies themselves and they are not
publicly available. For example:

59 Report of the UN Special Rapporteur on Counter-Terrorism, UN Doc. A/69/397, 23 Sept. 2014,
para. 44.
60 EU Agency for Fundamental Rights, Surveillance by intelligence services: fundamental rights

safeguards and remedies in the EU, Volume II: field perspectives and legal update, Oct. 2017,
p. 50.

023/173



Secret Global Surveillance Networks: Intelligence Sharing Between Governments and the Need for Safeguards

In Belgium, the guidelines for intelligence cooperation are classified and
according to the Belgian Standing Intelligence Agencies Review Committee,
the most important aspect of cooperation, i.e. the types of intelligence

that can be shared with foreign services, is addressed only briefly in the
guidance.®

In the Netherlands, the internal guidelines are similarly classified although in
2016 the Dutch Review Committee on the Intelligence and Security Services
published assessments of the procedures identifying significant shortcomings,
which are discussed in Part V below.

Case Study: United Kingdom

In July 2013, Privacy International brought a lawsuit before the UK’s
Investigatory Powers Tribunal, challenging two aspects of the UK’s
surveillance regime revealed by the Snowden disclosures: (1) UK bulk
interception of internet traffic transiting undersea fibre-optic cables
landing in the UK and (2) UK access to the information gathered by the
US through its various mass surveillance programs.®? The Tribunal is a
specialised court that hears complaints of unlawful surveillance by UK
public bodies, including the security and intelligence services.

During the proceedings, the UK government referred to secret internal
guidance governing its intelligence sharing with the US, which it
presented to the Tribunal in a secret hearing. It later produced a 2-page
“note” summarizing this guidance.®® That note contained no heading and
just a few paragraphs of text. It was unclear who drafted or adopted the
note (and under what legal authority) or who had the power to amend it.
It was unclear whether the note represented an actual policy, part of a
policy, a summary of a policy, or a summary of submissions made by the
UK government to the Tribunal in the closed hearing. It was also unclear
whether it was binding in any way or simply a description of desirable
practices.

In February 2015, the Tribunal determined that the UK government’s access
to information gathered via US bulk surveillance was unlawful prior to
the legal proceedings before the Tribunal because the legal framework
governing such access was secret. However, it found that the note
described above was sufficient to render intelligence sharing lawful from
the point of its disclosure.®

61

62

63

64

See EU Agency for Fundamental Rights, Country studies for the project on National
intelligence authorities and surveillance in the EU: Fundamental rights safeguards and
remedies - Legal update, Oct. 2017, Belgium, http://fra.europa.eu/en/country-data/2017/
country-studies-project-national-intelligence-authorities-and-surveillance-eu.

Nine other NGOs submitted similar complaints and the Tribunal subsequently joined the
cases. The other nine NGOs are the American Civil Liberties Union, Amnesty International,
Bytes for All, the Canadian Civil Liberties Association, the Egyptian Initiative for
Personal Rights, the Hungarian Civil Liberties Union, the Irish Council for Civil Liberties,
the Legal Resources Centre and Liberty.

The text of this note is available in the Tribunal’s 6 February 2015 judgment, available at
https://privacyinternational.org/sites/default/files/2018-02/Liberty_Ors_Judgment_6Febl5.pdf
Id.
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In November 2016, the Investigatory Powers Act, which governs the
surveillance powers of the UK’s law enforcement agencies and security

and intelligence services, was adopted. The Act only touches upon
intelligence sharing in a few respects. First, section 9 provides that
the UK may not request foreign authorities to “carry out the interception
of communications sent by, or intended for” a person in the UK unless

an appropriate warrant has been issued. Notably, this provision focuses
on “requests” by the UK to foreign authorities to intercept particular
communications; it does not appear to address other forms of intelligence
sharing, including data the UK may not have explicitly “requested,” such
as the UK’s direct and unfettered access to raw data intercepted in bulk
or databases of material collected in bulk by foreign authorities.

Second, section 52 of the Act authorises interception “in response

to a request made in accordance with a relevant international
agreement” pursuant to several conditions, including where it is to
obtain “information about the communications of an individual” outside
or believed to be outside the United Kingdom. As above, this provision
similarly focuses on “requests” by foreign authorities to the UK to
intercept particular communications. Furthermore, the Act contains no
provisions addressing “relevant international agreements” to

share intelligence.

Third, several sections of the Act establish safeguards pertaining to the
disclosure of material overseas obtained through interception or hacking
(including as exercised in bulk). However, these “safeguards” appear to
leave enormous discretion to the executive, by permitting it to apply
certain rules pertaining to minimisation and destruction “to such extent
(if any) as the issuing authority considers appropriate.”®

In addition, the “note” described above has been substantially
reproduced in the Interception of Communications Draft Code of Practice,
a yet to be finalised policy document governing implementation of the
Investigatory Powers Act. Both the note and the language in the Draft
Code of Practice are obscurely drafted. For example, the Draft Code of
Practice speaks of the UK intelligence agencies making a “request” for
“unanalysed intercepted communications content (and secondary data).”®®
Again, it is unclear whether “request” covers all the scenarios where
the intelligence agencies may access information obtained by foreign
intelligence agencies, such as raw data intercepted in bulk or databases
of material collected in bulk.

65 Sections 54, 130, 151, 192, Investigatory Powers Act 2016.
66 Interception of Communications Draft Code of Practice, Dec. 2017, paras. 9.33-9.40.
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Case Study: Germany

In November 2016, Germany adopted the Act for Foreign-Foreign Signals
Intelligence Gathering of the Federal Intelligence Service (Gesetzes zur
Ausland-Ausland-Fernmeldeaufklarung des Bundesnachrichtendienstes).®” The
Act authorises the Federal Intelligence Service (“BND”) to gather and
process the communications of foreign nationals abroad. Sections 13-15 of
the Act set out the general parameters for BND’s intelligence cooperation
with foreign agencies, including via intelligence sharing. Based on our
research, the Act is the first and only attempt to date by a state to
regulate in any detail, via primary legislation, intelligence cooperation
through intelligence sharing.

The Act establishes several general principles that must guide
intelligence sharing, including:

* Justifications for Cooperation: The BND may cooperate with foreign
agencies only if it serves one of the following purposes: (a) to permit
early identification of threats to Germany’s internal or external
security; (b) to preserve Germany’s capacity to act; or (c) to obtain
other information of relevance for Germany’s foreign and security policy
as defined by various relevant ministries. Within these broad purposes,
the cooperation must only serve one or more of the following objectives:
(1) to identify and tackle threats posed by international terrorism; (2)
to identify and tackle threats posed by the proliferation of weapons of
mass destruction and the illicit distribution of other types of arms;
(3) to protect German armed forces and those of the states party to the
cooperation; (4) to handle crises abroad; (5) to ensure the security of
German nationals and the nationals of states party to the cooperation
when they are abroad; (6) to obtain information relating to political,
economic, or military operations abroad which are of foreign and
security policy importance;
or (7) to meet comparable cases.

e Exhaustion of Alternative Means: Cooperation will only be authorised
to the extent that achieving the above stated purposes and objectives
without such cooperation would be considerably more difficult or
impossible.

* Written Requirement: BND cooperation with a foreign agency must be set
out in a prior written agreement between the two agencies addressing
(a) the cooperation objectives; (b) the content of the cooperation; and
(c) the duration of the cooperation. The agreement must further include
an agreement that: (a) data collected pursuant to cooperation may only
be used for the purposes for which it was collected, and any use of the
data must be compatible with fundamental rule of law principles; (b)
the foreign agency will provide all information relating to its use of
collected data upon request by the BND; and (c) the foreign agency will
comply with a data deletion request by the BND.®® The agreements are
subject to the approval of the Federal Chancellery if the cooperation
is with EU, European Economic Area or NATO member states. If cooperation

67

68

The Act is in German and there is currently no official English translation. Privacy
International notes that its analysis is based on an unofficial translation of the Act.
See Thorsten Wetzling, Stiftung Neue Verantwortung, Germany’s Intelligence Reform: More
Surveillance, Modest Restraints and Inefficient Controls, June 2017, p. 16, https://www.

stiftung-nv.de/sites/default/files/snv_thorsten_wetzling_germanys_foreign_intelligence_reform.

pdf.
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is with an agency of a country not party to these organisations, they
require the direct approval of the Chancellor. The Parliamentary
Control Committee shall be informed of all agreements.

e Automated Data Transmission, Storage, and Examination: Information,
including personal data, may be shared with a foreign agency in an
automated manner only to the extent that immediate transmission is
necessary to reach the cooperation objectives and the automation
process has been tested to ensure that certain data can be
automatically deleted and not shared. That data includes data (1)
improperly obtained; (2) concerning an EU institution, a public body of
a member state, or citizens of the EU; and (3) which, if shared, would
conflict with the national interests of Germany. Moreover, automatic
sharing of data is to be recorded, and the log reviewed routinely to
ensure compliance with the Act (all logs must be kept for two years and
then deleted). These routine compliance checks must be conducted by a
BND member who has the competence to become a judge.

While the principles noted above offer a number of safeguards, the Act
also suffers from several shortcomings, including:

* International Human Rights Law as a Guiding Framework: Pursuant to the
Act, cooperation agreements bind the parties to fundamental rule of
law principles but not to international human rights law. Intelligence
sharing (and other forms of intelligence cooperation) interfere with
fundamental human rights. The Act should therefore clearly state that
such cooperative activities shall be governed by international human
rights law.

* Categories Justifying Intelligence Sharing: Pursuant to international
human rights law, the principle of legality requires that relevant laws
must meet certain minimum qualitative requirements of accessibility
and foreseeability. Some of the justifications for cooperation under the
Act are so vague (e.g. to handle crises abroad) or open-ended (e.g. in
comparable cases) as to arguably violate the principle of legality.

* Circumventing Constraints on Surveillance: Intelligence sharing
may lead to circumstances where states circumvent international
or domestic constraints on direct surveillance by relying on their
partners to obtain and then share information. The Act does not appear
to explicitly prohibit the BND from using sharing arrangements to
circumvent such constraints.

* Facilitating Serious Human Rights Abuses: The Act does not appear to
articulate procedures for assessing whether information shared by the
BND with other agencies may be used to facilitate serious human rights
abuses. Similarly, the Act does not appear to articulate procedures for
assessing information the BND accesses or receives through sharing,
including whether it was obtained in violation of international law or
raises reliability concerns.
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V. Oversight and Intelligence Sharing

A. Oversight

International human rights law requires that any interference with the right to privacy
“be attended by adequate procedural safeguards to protect against abuse.” These
safeguards “generally include independent prior authorization and/or subsequent
independent review.”® The UN General Assembly has therefore called on states
“[t]o establish or maintain existing independent, effective, adequately resourced
and impartial judicial, administrative and/or parliamentary domestic oversight
mechanisms capable of ensuring transparency, as appropriate, and accountability
for State surveillance of communications, their interception and the collection of
personal data.”’®

Independent oversight can take many forms. However, the UN Special Rapporteur
on Counter-Terrorism has recommended, in the intelligence context, that “[a]

n effective system of . . . oversight includes at least one civilian institution that is
independent of both the intelligence services and the executive.” In terms of the
coverage of the oversight mechanisms, the Special Rapporteur observed that
they should consider “all aspects of the work of intelligence services, including
their compliance with the law; the effectiveness and efficiency of their activities;
their finances; and their administrative practices.” The Special Rapporteur further
recommended that oversight mechanisms should “have the power, resources
and expertise to initiate and conduct their own investigations, as well as full and
unhindered access to the information, officials and installations necessary to fulfil
their mandates,” and should “receive the full cooperation of intelligence services
and law enforcement authorities in hearing witnesses, as well as obtaining

69 2014 Report of the UN Special Rapporteur on Counter-Terrorism, supra, at para. 45; see also
UN Human Rights Committee, Seventh Periodic Report of the United Kingdom, supra, at para.
24 (recommending the State Party “[elnsure that robust oversight systems over surveillance,
interception and intelligence-sharing of personal communications activities are in place,
including by . . . considering the establishment of strong and independent oversight
mandates with a view to preventing abuses”); UN Human Rights Committee, Sixth Periodic
Report of Canada, supra, at para. 10 (expressing concern “about the lack of adequate and
effective oversight mechanisms to review activities of security and intelligence agencies
and the lack of resources and power of existing mechanisms to monitor such activities”
and recommending the State Party “[e]stablish oversight mechanisms over security and
intelligence agencies that are effective and adequate and provide them appropriate powers
as well as sufficient resources to carry out their mandate”).

70 2016 UN General Assembly Resolution on the Right to Privacy in the Digital Age, supra,
at para. 5(d); see also UN General Assembly Resolution on the Right to Privacy in the
Digital Age, U.N. Doc. A/RES/69/166, 18 Dec. 2014, para. 4; Report of the UN Special
Rapporteur on Freedom of Expression, U.N. Doc. A/HRC/23/40, 17 Apr. 2013, para. 93 (“States
should establish independent oversight mechanisms capable to ensure transparency and
accountability of State surveillance mechanisms.”).
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documentation and other evidence.” In addition, the Special Rapporteur further

indicated that oversight mechanisms should “publish (annual) reports describing
[their] activities and findings” and “as appropriate, incidental reports describing
specific investigations.” "

International human rights bodies have also emphasised prior independent
authorisation — preferably judicial — as a key mechanism for “ensur[ing] the
effectiveness and independence of a monitoring system for surveillance activities”.”?
The UN Human Rights Committee has further recognised the importance of prior
independent authorisation in the context of intelligence sharing, indicating that
“robust oversight systems over surveillance, interception and intelligence-sharing

of personal communications activities” should include “providing for judicial
involvement in the authorisation of such measures in all cases”.”

The ECtHR has similarly indicated that prior independent authorisation is a minimum
safeguard to protect the right to privacy, particularly in the surveillance context. It
has noted that “[i]n a field where abuse is potentially so easy in individual cases and
could have such harmful consequences for democratic society as a whole, it is in
principle desirable to entrust supervisory control to a judge, judicial control offering
the best guarantees of independence, impartiality and a proper procedure.”’

The Inter-American Commission of Human Rights Special Rapporteur for Freedom
of Expression has also observed that “decisions to undertake surveillance activities
that invade the privacy of individuals must be authorized by independent judicial
authorities, who must state why the measure is appropriate for the accomplishment
of the objectives pursued in the specific case; whether it is sufficiently restricted so
as not to infringe upon the right in question more than necessary; and whether it is
proportionate in relation to the interests pursued.”’®

71 Report of the Special Rapporteur on counter-terrorism, Compilation of good practices,

supra, at Practices 6-7.

72 UN Human Rights Committee, Concluding Observations on the Fifth Periodic Report of France,
UN Doc. CCPR/C/FRA/CO/5, 17 Aug. 2015, para. 12.

73 UN Human Rights Committee, Seventh Periodic Report of the United Kingdom, supra, at para.
24,

74 Zakharov, supra, at para. 233 (citing Klass and Others v. Germany, European Court of Human

Rights, App. No. 5029/71, 6 Sept. 1978, paras. 55-56); see also Szabé, supra, at para. 77

(“[IIn this field, control by an independent body, normally a judge with special expertise,

should be the rule and substitute solutions the exception, warranting close scrutiny.”).
75 Office of the Special Rapporteur for Freedom of Expression, Inter-American Commission on

Human Rights, Freedom of Expression and the Internet, 31 Dec. 2013, para. 165.
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B. Intelligence Sharing and Oversight

As a general matter, there is an alarming lack of effective oversight of secret
surveillance in a range of countries around the world. As noted by the UN High
Commissioner for Human Rights:

“[A] lack of effective oversight has contributed to a lack of accountability
for arbitrary or unlawful intrusions on the right to privacy in the digital
environment. Internal safeguards without independent, external monitoring
in particular have proven ineffective against unlawful or arbitrary surveillance
methods. While these safeguards may take a variety of forms, the
involvement of all branches of government in the oversight of surveillance
programmes, as well as of an independent civilian oversight agency,

is essential to ensure the effective protection of the law.”7®

In particular, there is a significant oversight gap when it comes to intelligence
sharing practices. This gap has also been observed by a range of international
human rights bodies. For example, in a 2017 report, the EU Agency for Fundamental
Rights noted how “[v]ery few Member States allow expert bodies to assess
international agreements and/or cooperation criteria” establishing intelligence
sharing either ex ante or ex post.”’

As a result, human rights bodies have repeatedly emphasised the importance of and
called for effective oversight of intelligence sharing arrangements. In Szabé and
Vissy v. Hungary, the ECtHR noted:

“The governments’ more and more widespread practice of transferring

and sharing amongst themselves intelligence retrieved by virtue of secret
surveillance — a practice, whose usefulness in combating international
terrorism is, once again, not open to question and which concerns both
exchanges between Member States of the Council of Europe and with other
jurisdictions — is yet another factor in requiring particular attention when it

comes to external supervision and remedial measures.””®

76

77
78

UN High Commissioner for Human Rights, The Right to Privacy in the Digital Age, supra, at
para. 37.

EU Agency for Fundamental Rights, Surveillance by intelligence services, supra, at p. 51.
Szab6é and Vissy v. Hungary, European Court of Human Rights, App. No. 37138/14, 12 Jan. 2016,
para. 78.
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The UN Human Rights Committee has accordingly recommended a number of states

putin

place “effective and independent oversight mechanisms over intelligence-

sharing of personal data”.”® And the Council of Europe Commissioner for Human
Rights has recommended that intelligence oversight bodies be mandated to
scrutinise the human rights compliance of security service co-operation with foreign
bodies, including co-operation through the exchange of information.8°

Privacy International Campaign on Intelligence Sharing Oversight

In September 2017, Privacy International (in partnership with 4@ national
civil society organisations) wrote to oversight bodies in 42 countries as
part of a project to increase transparency around intelligence sharing

and

to encourage oversight bodies to scrutinise the law and practice

of intelligence sharing in their respective countries. The full list of
oversight bodies we contacted is contained in Annex I and the full list
of our organisational partners is contained in Annex II.®!

In our letter to oversight bodies, we asked the following questions:

* Is the government and/or are the intelligence agencies required to
inform you about intelligence sharing arrangements they have made with
other governments?

* Does your mandate include independent oversight of the intelligence
sharing activities of your government?

* Do you have the power to access in full all relevant information about
the intelligence sharing activities of your government?

* Do you have the power to review decisions to share intelligence and/
or undertake independent investigations concerning the intelligence
sharing activities of your government?

* Do you cooperate with any other oversight bodies, domestic or foreign,
to oversee the intelligence sharing activities of your government?®2

79

80

81

82

UN Human Rights Committee, Seventh Periodic Report of Sweden, supra, at paras. 36-37; see
also UN Human Rights Committee, Concluding Observations on the Initial Report of Pakistan
supra, at para. 35; UN Human Rights Committee, Seventh Periodic Report of the United
Kingdom, supra, at para. 24; UN Human Rights Committee, Sixth Periodic Report of Canada,
supra, at para. 10.

Council of Europe Commissioner for Human Rights, Democratic and effective oversight of
national security services, 2015, recommendation 5, https://rm.coe.int/1680487770.

For a map, which illustrates the countries included in the campaign, go to https://
privacyinternational.carto.com/builder/28fccac2-3349-46e5-91bd-fd676d0efelf/embed.

Our letter to the Canadian oversight bodies included two additional questions: (1) What, if
anything, do you see as the primary current impediment to your capacity to substantively
review intelligence-sharing activities of the agencies you oversee? and (2) To what

extent is the Minister of National Defence involved in the negotiation, approval or
internalization of intelligence-sharing agreements with foreign agencies or governments.
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To date, we have received responses from oversight bodies in 21 countries:
Australia, Austria, Belgium, Canada, Denmark, Estonia, Finland, France,
Germany, Hungary, New Zealand, the Netherlands, Norway, Romania, Slovenia,
Spain, Sweden, Switzerland, the UK and the US. All of the responses can be
found in Annex III.

We have not received responses from oversight bodies in the following
countries: Albania, Armenia, Azerbaijan, Bosnia and Herzegovina, Bulgaria,
Croatia, Czech Republic, Georgia, Greece, Iceland, Ireland, Italy, Latvia,
Lithuania, Luxembourg, Macedonia, Montenegro, Poland, Portugal, Slovakia,
Spain, and Ukraine.

C. Trends and Concerns in the Oversight of Intelligence Sharing

Below, Privacy International outlines some key trends and concerns related to the
oversight of intelligence sharing based on the responses we received to our letters
to oversight bodies. All of the responses can be found in Annex lIl.

1. Access to Intelligence Sharing Arrangements

In some countries, intelligence agencies have no legal obligation to inform oversight
bodies of the intelligence sharing arrangements into which they enter. For example:

o In Estonia, the Chancellor of Justice noted that “neither the government
nor the intelligence agencies are required to inform the Chancellor of
Justice about intelligence sharing arrangements they have made with other
governments.”

o In Finland, the Office of the Parliamentary Ombudsman responded: “The
government or the public authorities concerned are not obliged spontaneously
to inform the Parliamentary Ombudsman about intelligence sharing
arrangements they have made with other governments.”

o In France, the Commission nationale de contréle des techniques de
renseignement (National Commission for Oversight of Intelligence Gathering)
indicated that the law places no explicit obligation on the government to
inform the Commission of intelligence sharing (“[s] agissant en particulier
des échanges de renseignements entre le gouvernement francais et des
gouvernements étrangers, la loi n‘a pas . . . fait explicitement obligation au
gouvernement francais d’informer la commission en cas d'échanges”).
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In other countries, while there are no explicit legal provisions requiring intelligence
agencies to inform oversight bodies about intelligence sharing arrangements,
oversight bodies have expressed the view that they can obtain such information

under

more general provisions requiring that the agencies furnish information or

providing the bodies with powers to access information. For example:

In Australia, the Inspector-General of Intelligence and Security responded
that the agencies provide “all relevant policies and guidelines for the
exchange of information with foreign authorities” and deemed that the
“agencies have sound frameworks for the approval and conduct of
intelligence sharing activities.”

In Belgium, the agencies have the legal obligation to send to the Belgian
Standing Intelligence Agencies Review Committee all documents, directives
and guidelines that regulate the actions of the members of the agencies.
Arrangements between domestic agencies, such as a Memorandum of
Understanding, are considered to be such directives. However, it is not clear
from the response whether this includes arrangements between agencies in
different countries.

In the Netherlands, the Review Committee on the Intelligence and Security
Services (“CTIVD”) indicated: “The intelligence agencies are by law
(article 73, Intelligence and Security Services Act 2002) obliged to furnish
all information the [CTIVD] deems necessary for a proper performance

of its duties. The CTIVD is also given the right to immediate access to all
information. In practice, our investigators can access any processed data
directly, including intelligence sharing arrangements.”

In New Zealand, the Inspector-General of Intelligence and Security noted
that “there is no legislative provision requiring the GCSB [the Government
Communications Security Bureau] or NZSIS [the New Zealand Security
Intelligence Service] (or any other government body) to proactively inform

the Inspector-General about current or new intelligence sharing arrangements
with other governments or foreign agencies.” However, the Inspector-General
noted that she has “broad rights of access to all agency information which
can, as necessary, include access to NZSIS or GCSB's intelligence sharing
arrangements with other countries and foreign agencies.”

In Norway, the agencies “are not required by law to inform the [Parliamentary
Intelligence Oversight] Committee about new intelligence sharing
arrangements”, but “the Committee may however demand access to the
services’ archives and registers, including information about arrangements the
services have made with other governments/agencies.”

In the United Kingdom, the Investigatory Powers Commissioner indicated
that he interprets the provisions of the Investigatory Powers Act (sections
208 and 235) as requiring the agencies provide his office “with all information
necessary to enable us to conduct our oversight function.”
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Only the oversight body of one country — Canada - indicated that the intelligence
agencies are required by law to provide them access to intelligence sharing
arrangements.

. In Canada, the Security Intelligence Review Committee (“SIRC") stated:
“According to section 17 of the [Canadian Security Intelligence Service] CSIS
Act, SIRC must be provided with a copy of any written arrangement that CSIS
enters ‘with the government of a foreign state or an institution thereof or an
international organization of states or an institution thereof.””

In Sweden, intelligence agencies must inform the oversight bodies of the principles
underpinning forms of cooperation with foreign agencies, although the law does not
explicitly require they disclose the written arrangements of such cooperation.

o In Sweden, the State Inspection for Defence Intelligence Activity (“SIUN")
noted that the ordinance on defence intelligence services (2000:131) requires
that the defence intelligence authorities inform SIUN of the principles
applicable to cooperation in intelligence issues with other countries and
international organisations, as well as indicating with which countries and
organizations such cooperation is taking place. Moreover, the ordinance
further requires that the authorities, after the cooperation has been
established, inform SIUN about the scope of the cooperation. The authorities
may further inform SIUN, about the results, experience and continued
direction of such cooperation.

2. Independent Oversight

As discussed above, international human rights law requires that any interference
with the right to privacy “be attended by adequate procedural safeguards to
protect against abuse.” These safeguards “generally include independent prior
authorization and/or subsequent independent review. "8

83 2014 Report of the UN Special Rapporteur on Counter-Terrorism, supra, at para. 45; see also
UN Human Rights Committee, Seventh Periodic Report of the United Kingdom, supra, at para.
24 (recommending the State Party “[elnsure that robust oversight systems over surveillance,
interception and intelligence-sharing of personal communications activities are in place,
including by . . . considering the establishment of strong and independent oversight
mandates with a view to preventing abuses”); UN Human Rights Committee, Sixth Periodic
Report of Canada, supra, at para. 10 (expressing concern “about the lack of adequate and
effective oversight mechanisms to review activities of security and intelligence agencies
and the lack of resources and power of existing mechanisms to monitor such activities”
and recommending the State Party “[e]stablish oversight mechanisms over security and
intelligence agencies that are effective and adequate and provide them appropriate powers

as well as sufficient resources to carry out their mandate”).
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The oversight body in one country — France - indicated that the law does not
expressly provide the Commission with powers of oversight with respect to
intelligence sharing.

o In France, the Commission nationale de contréle des techniques de
renseignement (“CNCTR") (National Commission for Oversight of
Intelligence Gathering) indicated that it exercises oversight of surveillance
techniques undertaken by the agencies, but that the law does not explicitly
give them the mandate to oversee intelligence sharing (“[s]’agissant en
particular des échanges de renseignements entre le government francais
et des gouvernements étrangers . . . la loi n'a pas expressément confié a la
CNCTR de pouvoirs de contréle”).

a. Ex Ante Authorisation

None of the oversight bodies that replied to Privacy International indicated that they
have powers to authorise decisions to share intelligence, either at a general level,

or in specific circumstances. In fact, the process to authorise intelligence sharing
appears often to bypass any independent authority. For example:

o In Australia, the Inspector-General of Intelligence and Security “does
not review decisions to share intelligence prior to an agency sharing the
intelligence, however the IGIS may be consulted by the relevant agency
before it makes the decision to share.”

o In Finland, “the Ombudsman does not have power to review decisions to
share intelligence”.

. In the Netherlands, the Intelligence and Security Services Act 2002 allows
Dutch intelligence agencies to share information with foreign agencies but the
relevant minister must give permission. A request must provide an accurate
description of the required information and the reasons for providing it.
Further a record must be kept of the intelligence cooperation provided.®

b. Ex Post Monitoring

Many of the oversight bodies that responded to Privacy International’s letter
discussed various powers they have to conduct ex post monitoring of the
intelligence sharing activities of their agencies. In particular, they noted their
powers to access information and to conduct inquiries and publish their results.

84 See EU Agency for Fundamental Rights, Country studies, supra, the Netherlands.
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(i) Access to Information

Oversight bodies in a number of countries indicated that they have the power to
access in full all relevant information about the intelligence sharing activities of the
agencies. For example:

In Australia, the Inspector-General of Intelligence and Security noted that she
“has the power to access in full all relevant information about the intelligence
sharing activities of the [Australian intelligence community] AIC.”

In Belgium, the Standing Intelligence Agencies Review Committee noted that
it “ha[s] full access to all premises, documents and computer systems.”

In Canada, the Security Intelligence Review Committee (“SIRC") stated: “As
set out in the CSIS Act, SIRC has full access to any information under the
control of CSIS. As a result, SIRC may examine all of CSIS’s files and all of
its activities—no matter how highly classified that information may be. The sole
exception is Cabinet confidences (i.e., written and oral communications that
contribute to the collective decision-making of Ministers).”

In Finland, the Ombudsman indicated: “According to the Finnish Constitution
(Section 111) the Ombudsman ha[s] the right to receive from public
authorities or others performing public duties the information needed for their
supervision of legality. This means that if the Ombudsman focuses his or her
supervision on the co-operation of public authorities with foreign authorities,
he or she has access in full [to] all relevant information about the intelligence
sharing activities.”

In the Netherlands, the Review Committee on the Intelligence and Security
Services is “given the right to immediate access to all information.”

In New Zealand, the Inspector-General of Intelligence and Security noted: “I
have broad rights of access to agency information as necessary to carry out
all my statutory functions and duties.”

In Norway, the Parliamentary Intelligence Oversight Committee can “demand
access to the services’ archives and registers”.

However, in most cases, the replies do not clarify whether the powers of the
oversight body include accessing information provided by foreign agencies. This
issue is likely to be sensitive, particularly in light of the third party rule / originator
control principle.
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One oversight body in one country — France - did indicate that it was prohibited
from requesting this information.

In France, the Commission nationale de controle des techniques de
renseignement (“CNCTR") (National Commission for Oversight of Intelligence
Gathering) indicated that it is prohibited by law from requesting access to
information shared by foreign partners with the agencies (“le 4° de l'article L.
833-2 du [code de la sécurité intérieure] ne permet pas, a ce jour, a la CNCTR
de demander un acces aux informations que les services de renseignement
francais pourraient obtenir de leurs homologues”), although the government
could, on its own initiative, grant the Commission access to such information
(“la loi n'interdit pas au gouvernement frangais de donner, de sa propre
initiative, a la commission accés des informations obtenues de services de
renseignement étrangers”).

(i) Powers to Conduct Inquiries

Some responses made reference to the powers entrusted to oversight bodies to
conduct inquiries, which would be applicable also to monitor intelligence sharing.
For example:

In Australia, the Inspector-General of Intelligence and Security (“1GIS")
stated: “Under the IGIS Act, the IGIS can conduct an inquiry into a matter
based on a complaint, of the IGIS’s own motion, or in response to a ministerial
request. The IGIS Act establishes certain immunities and protections and
provides for the use of strong coercive powers to compel the production

of information and documents, to enter premises occupied or used by a
Commonwealth agency, to issue notices to persons to attend before the IGIS
to answer questions relevant to the matter under inquiry, and for the IGIS to
administer an oath or affirmation when taking evidence.”

In New Zealand, the Inspector-General of Intelligence and Security can
conduct an investigation upon a specific complaint, or as part of an own-
motion inquiry. Furthermore, the Intelligence and Security Act 2017 gives the
Inspector-General the following powers, in the context of an inquiry:

o To require any person to provide any information, document or thing
in that person’s possession or control, that the Inspector-General
considers relevant to an inquiry;

. To receive in evidence any statement, document, information or matter
that may assist the Inspector-General with an inquiry, whether or not
that material would be admissible in a court of law;

o To require disclosure to the Inspector-General of any matter, despite
that information, document, thing or evidence being subject to an
obligation of secrecy under an enactment or otherwise;
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o To summon persons the Inspector-General considers able to give
information relevant to an inquiry, and;

o To enter, at a reasonable time, any premises used by an intelligence and
security agency.

In the UK, the Investigatory Powers Commissioner, whose office was recently
established pursuant to the Investigatory Powers Act 2016, provided an initial
analysis of the kind of oversight activities his office is considering. He noted:
“There are a number of possible approaches that could be taken to provide
adequate oversight of sharing, including (but not limited to) — detailed analysis
of sharing policies and any relevant undertakings set out contractually or in
other agreements to assess whether these are adequate to protect individual
rights; direct inspection of organisations not apparently covered by the

IPA, but who are in receipt of material collected under IPA authorisation;
agreements with partner oversight bodies that would shadow any sharing
agreements, and, enable oversight to be carried out by partners on our
behalf.”

Some oversight bodies have published reports on their investigations, several of
which address or touch upon intelligence sharing:

In Australia, the Inspector-General on Intelligence and Security conducted
an inquiry into the actions of Australian government agencies in relation to
the rendition of Mr Mamdouh Habib, a dual Egyptian-Australian citizen, from
2001 to 2005. The report contains a number of relevant recommendations,
including to review guidelines and policies of intelligence sharing with foreign
agencies.?®

In Canada, the Security Intelligence Review Committee’s 2011 review of
“CSIS’s Relationship with a Foreign Partner” contains recommendations
to address the fact that “enhanced information-sharing presents a number
of challenges, not the least of which is the need for agencies like CSIS

to reconcile Canadian democratic values with international intelligence
practices.”® According to the summary of the review contained in the
Committee’s 2011-12 annual report, the Committee recommended that
CSIS (1) “develop policy and direction on . . . practical assurances, such
as when and how they should be sought, under whose authority, and how

85

86

Inspector-General of Intelligence and Security, Inquiry into the actions of Australian
government agencies in relation to the arrest and detention overseas of Mr Mamdouh Habib
from 2001 to 2005, 2011, http://www.igis.gov.au/sites/default/files/files/Inquiries/docs/habib-
inquiry.pdf

A summary of this report is available in Security Intelligence Review Committee, SIRC
Annual Report 2011-2012: Meeting the Challenge, 30 Sept. 2012, http://www.sirc-csars.gc.ca/
anrran/2011-2012/index-eng.html?wbdisable=true#sc2a-h. For a review of a specific case of
information sharing, see Security Intelligence Review Committee, CSIS’s Role in Interviewing
Afghan Detainees (SIRC Study 2010-01), 4 July 2011, http://www.sirc-csars.gc.ca/pdfs/
criad_20110704-eng.pdf.
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this process should be documented in operational reporting”; (2) update its
policy on caveats; and (3) “seek legal advice to assist in developing specific
parameters” on sharing information about “minors and young people with
foreign partners.”®

In the Netherlands, following a Parliamentary motion for an investigation
into the cooperation of Dutch intelligence agencies with the NSA, the
Review Committee on the Intelligence and Security Services investigated the
agencies’ implementation of cooperation policies and published a report.88
The report includes an assessment of intelligence sharing practices and
notes areas of concern including, inter alia, the lack of clarity around the
authorisation process for cooperation and the lack of assessment of foreign
agencies’ systems of data protection. A subsequent report, also stemming
from a Parliamentary motion calling for an investigation into cooperation
between the Dutch intelligence agencies and the NSA, assesses the policies
and practices of sharing “unevaluated data” (defined as “data that has

not (yet) been assessed for relevance to the performance of the tasks of
the” Dutch intelligence agencies”, also referred to as “bulk”).®® The report
concludes, inter alia, that the “present law does not include firm rules for the
provision of unevaluated data to foreign services” and that the intelligence
agencies lack “a written policy concerning what must be understood by
unevaluated data and under what circumstances, how and when authorisation
must be obtained”.%°

In New Zealand, the Inspector-General of Intelligence and Security indicated
in a response that she was “currently conducting a (publicly announced)
inquiry into whether the New Zealand intelligence agencies had knowledge
of or involvement in the CIA detention and interrogation program between
2001/09”, which “necessarily involves looking at current and past intelligence
sharing practices.” She further noted that she would “report publicly at the
conclusion of [her] inquiry.” In her 2017 annual report, the Inspector-General
also noted that she has been conducting “an examination of what policies
and guidance have been developed and implemented by the NZSIS and
GCSB, and are in place now, to ensure that their staff comply with New
Zealand’s domestic law and international obligations when cooperating with
other nations.”®' She anticipated “reporting publicly on this inquiry in 2018.”

87
88

89

90
91

SIRC Annual Report 2011-2012, supra.

Review Committee on the Intelligence and Security Services, Review Report on the
Implementation of Cooperation Criteria by AIVD and MIVD, 2016 https://english.ctivd.nl/
investigations/r/review-report-48/documents/review-reports/2016/12/22/index48.

Review Committee on Intelligence and Security Services, Review Report on the Exchange of
Unevaluated Data by the AIVD and the MIVD, 2016, https://english.ctivd.nl/investigations/r/
review-report-49/documents/review-reports/2016/12/22/index49.

Id. at III-IV.

Office of the Inspector-General of Intelligence and Security, Annual Report, For the year
ended 30 June 2017, 1 Dec. 2017, 15, http://www.igis.govt.nz/assets/Annual-Reports/Annual-
Report-2017.pdf.
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In Norway, the Parliamentary Intelligence Oversight Committee, in its 2016
annual report, criticised the Police Security Service for sharing personal data
with a foreign agency, pointing out that “considerations of protection of
[the person’s] privacy must take precedence over the desire for satisfactory
cooperation with the [country in question’s] services”.%?

3. Collaboration Among Oversight Bodies

As intelligence agencies increasingly cooperate and share information, it would

seem

logical that oversight bodies also collaborate with each other to ensure

effective oversight of intelligence sharing. However, there are clear sensitivities
about such collaboration, as noted in the reply by the UK’s Investigatory Powers
Commissioner:

“Cooperation between oversight bodies is something that | am

committed to developing, however, it must be recognised that there are

challenges due to the differing legislative regimes and issues around privacy

and data sharing that will need to be explored. You will note that the Act

specifically restricts me from doing anything that would undermine national

security and, consequently, | am pursuing this work with care.”

Less problematic is cooperation in the form of exchanging views, such as sharing
best practices, including through gatherings of intelligence oversight mechanisms at
international or regional levels. For example:

According to the replies by the oversight bodies of Canada, New Zealand
and the UK, a Five Eyes Intelligence Oversight and Review Council has
been established, to discuss “issues of mutual relevance and share best
practices” (from the response of the Office of the Communications Security
Establishment Commissioner, Canada) with the potential of exploring areas
of further cooperation (including possibly on joint investigation, see below). In
this respect, the UK Investigatory Powers Commissioner stated, for example:
“| have held extremely positive discussions with oversight bodies from the
‘Five Eyes’ countries, including on the oversight of intelligence sharing.
Preliminary discussions have led to a proposal to form a review body whose
objectives include exchange of views on subjects of mutual interest and
concern, the sharing of best practice in oversight methodology, and exploring
areas where cooperation on reviews and the sharing of results is appropriate.”

’

92

Norwegian Parliamentary Oversight Committee, Annual Report 2016, https://eos-utvalget.no/
english_1/annual_reports/content_3/text_1401199189882/1491375729127/annual2@16en.pdf.
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In Belgium, the Belgian Standing Intelligence Agencies Review Committee
also noted that it has “frequent contacts with intelligence oversight bodies of
other, mainly European countries”.

Beyond this general level of cooperation, there also appears to be some scope for
conducting joint investigations.

Belgium, Denmark, Netherlands, Norway and Switzerland. The 2016
annual report of the Dutch Review Committee on the Intelligence and Security
Services (“CTIVD"”) noted a joint project, which began in 2015, “involving, in
addition to the CTIVD, the Belgian, Danish, Norwegian and Swiss oversight
bodies, [which] was developed further in the past year. All of the participating
oversight bodies are conducting an investigation into the exchange of data
on (alleged) jihadists, each from their own national context and within the
framework of its own mandate.”%

The New Zealand Inspector-General of Intelligence and Security noted: “At
a recent meeting of the newly established Five Eyes Intelligence Oversight
and Review Council, the potential to carry out joint oversight projects was
canvassed. | am actively pursuing possibilities for carrying out parallel
investigations with foreign oversight bodies to examine specified operational
activities or, possibly, both or all ‘ends’ of a particular intelligence agency
activity carried out across national borders. Any such investigations or joint
projects should result in public reports.”

93

Review Committee on the Intelligence and Security Services, Annual Report 2016, https://
english.ctivd.nl/documents/annual-reports/2017/07/24/index.
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VI. Recommendations

To address the concerns outlined in this report, Privacy International makes the
following recommendations:®*
To Legislative Bodies:

o Establish, through primary legislation, publicly accessible legal frameworks
governing intelligence sharing, which require:

o Intelligence sharing agreements to be subject to approval by both
executive and legislative bodies, and to be presumptively public;

o Intelligence sharing agreements to permit information shared by foreign
partners to be accessed by oversight bodies, notwithstanding the third
party rule;

o That international and domestic legal constraints that apply to direct

surveillance by intelligence agencies apply equally to information
obtained through intelligence sharing agreements;

o Prior independent authorisation for sharing intelligence with a foreign
partner;
o Transparency as to the circumstances in which intelligence agencies will

share information and the procedures governing such sharing, including
limiting sharing to where it is in accordance with law, necessary, and
proportionate, and articulating the process for authorising sharing;

o Regular audits by oversight bodies of the manner in which foreign
partners store, manage and use information that has been shared.

94 Many of these recommendations were adapted from Born et al., Making International
Intelligence Cooperation Accountable, supra; Hans Born & Aidan Wills, Overseeing
Intelligence Services: A Toolkit, supra.
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o Establish, through primary legislation, publicly accessible legal frameworks
governing intelligence sharing, which require:

o Intelligence agencies to:

o Conduct due diligence and risk assessments when sharing
information. These obligations should encompass the following:

o} Determining whether there exists a credible risk that sharing
information with a foreign partner will contribute to or
facilitate the violation of human rights;

o} Determining whether there exists a credible risk that
information shared by a foreign partner was obtained in
violation of human rights.

] Establish and maintain audit trails documenting, inter alia,
authorisations to share information, the information shared, and
the manner in which it was shared;

o Establish internal mechanisms by which staff may disclose
concerns regarding intelligence sharing, either by the intelligence
agency where he or she works or by a foreign partner.

o Independent oversight bodies that oversee the intelligence agencies to
exercise their powers with respect to intelligence sharing and to have
the mandate, inter alia, to:

. Fully access information held by the intelligence services,
including information related to intelligence sharing;

. Undertake investigations on their own initiative;

o Examine the allocation and use of financial resources for
intelligence sharing, including for providing equipment and
training to foreign partners;

o Hire technological and other experts to assist them in
understanding and assessing, inter alia, the systems used for
sharing intelligence.

o The executive to inform oversight bodies of all agreements to govern
intelligence sharing when they are concluded or revised.
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To the Executive:

Before entering into agreements to share intelligence, conduct a review of the
compatibility of such agreements with international and domestic law.

Develop written agreements to govern intelligence sharing with foreign
partners, which:

o Mandate that any sharing of information be in compliance with
international law, including international human rights and international
humanitarian law;

L Indicate that intelligence sharing shall be subject to scrutiny by
oversight bodies;

o Permit information shared by foreign partners to be accessed by
oversight bodies, notwithstanding the third party rule;

o Articulate procedures for reporting breaches of limitations (“caveats”)
placed on shared information (e.g. how the information may be stored,
managed or used) and the resolution of disputes arising from such
breaches - by both its intelligence agencies as well as foreign partners;

o Are negotiated in consultation with specialist legal advisors with
expertise in international and domestic law relevant to intelligence
sharing.

Share all agreements to govern intelligence sharing with oversight bodies
when they are concluded or revised.

Require heads of intelligence agencies to regularly report on intelligence
sharing activities with foreign partners.

Develop written and publicly available guidelines governing intelligence
sharing, which address, inter alia, decisions relating to intelligence sharing that
require authorisation and the procedures for authorisation.

Maintain databases that track the human rights records of countries with
which intelligence agencies share information and which, inter alia:

o Contain information regarding, inter alia, reports by governments;
regional and international organizations; national, regional and
international human rights bodies; and civil society organisations
regarding human rights violations;

o Are developed in consultation with and made available to relevant
government agencies and oversight bodies;

o Are made available to the public consistent with national security.

044/173



Secret Global Surveillance Networks: Intelligence Sharing Between Governments and the Need for Safeguards

To Intelligence Agencies:

o Develop written and publicly available internal policies on intelligence sharing
that:

International and Domestic Legal Obligations

o Mandate compliance with domestic and international law, including
international human rights and international humanitarian law;

Outbound Sharing

o Prohibit information sharing with foreign partners where there exists a
credible risk that such sharing will contribute to or facilitate the violation
of human rights;

o Require and establish due diligence and risk assessment procedures for
determining whether there exists a credible risk that sharing information
with a foreign partner will contribute to or facilitate the violation of
human rights;

o Require the attachment of limitations (“caveats”) when sharing
information to ensure such information is not used in violation of
domestic or international law or for improper purposes;

o Establish procedures for monitoring adherence to and addressing
breaches of limitations (“caveats”), including, inter alia, reporting
breaches to oversight bodies;

o Require the attachment of an assessment of the reliability of information
when sharing such information with partner agencies;

o Establish a continuing obligation to correct or update information

shared with foreign partners as soon as practicable upon discovering
errors or concerns regarding its reliability;

Inbound Sharing

. Prohibit the use of information where there exists a credible risk that a
foreign agency obtained it in violation of international law;

o Require analysing the provenance, accuracy and verifiability of
information shared by another agency;
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Mandate respect for limitations (“caveats”) placed by partner agencies
on shared information, which may ensure such information is not used in
violation of domestic or international law or for improper purposes;

Require notification to partner agencies of any breach of limitations
(“caveats”) placed by those agencies;

Record-Keeping

Training

Establish audit trails documenting, inter alia, authorisations to share
information, the information shared, and the manner in which it was
shared;

Require all staff, whose responsibilities relate to information sharing, to
receive training on, inter alia:

o Relevant domestic and international law, including international
human rights and humanitarian law;

o Identifying, reporting and mitigating risks to human rights;
o Seeking authorisation for sharing information, establishing and

maintaining relevant audit trails, and reporting obligations to
oversight bodies;

Reporting to Oversight Bodies

Require regular reporting to oversight bodies on, inter alia,
authorisations to share information, the information shared, and the
manner in which it was shared;

Require reporting to oversight bodies where a foreign partner has
breached a limitation (“caveat”) as well as when it has breached a
limitation placed by a foreign partner, including a report on any remedial
actions the agency has taken or proposes to take;

Require reporting to oversight bodies where the agency suspects
or becomes aware that information shared with a foreign partner
contributed to or facilitated the violation of human rights;
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Require reporting to oversight bodies where the agency suspects
or becomes aware that information shared by a foreign partner was
obtained in violation of international law, including a report on any
remedial actions the agency has taken or proposes to take;

Whistleblowing

Establish internal mechanisms by which staff may disclose concerns
regarding intelligence sharing, either by the intelligence agency where
he or she works or by a foreign partner;

Permit staff to make protected disclosures concerning wrongdoing to
oversight bodies;

Provide ready access to specialist legal advisors with expertise in international
and domestic law relevant to intelligence sharing.

To Oversight Bodies:

Undertake regular investigations into intelligence agencies’ policies and
practices relating to intelligence sharing.

Regularly review and evaluate, inter alia:

Intelligence agencies’ compliance with relevant international and
domestic law when sharing intelligence, agreements to share
intelligence, and the agencies’ own internal policies;

Intelligence agencies’ due diligence and risk assessment procedures
and practices related to intelligence sharing;

The limitations attached to information (“caveats”) shared with foreign
partners as well as intelligence agencies’ procedures for monitoring
adherence to and addressing breaches of limitations;

The limitations attached to information (“caveats”) shared by foreign
partners as well as intelligence agencies’ procedures for monitoring
adherence to and addressing breaches of limitations;

Intelligence agencies’ training programs for staff whose responsibilities
relate to intelligence sharing;

Executive involvement in intelligence sharing and the processes used to
keep the executive apprised of intelligence sharing;

The executive’s guidelines governing intelligence sharing and
compliance with those guidelines.
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Review breaches of limitations (“caveats”) by foreign partners and any
remedial actions taken by the agencies and address whether further remedial
action is necessary, including a potential review of the intelligence sharing
agreement with such partners.

Review breaches of limitations (“caveats”) by its intelligence agencies and
any remedial actions taken by the agencies and address whether further
remedial action is necessary.

Review reports by intelligence agencies where they suspect or become aware
that information shared with a foreign partner contributed to or facilitated the
violation of human rights and any remedial actions taken by the agencies and
address whether further remedial action is necessary, including a potential
review of the intelligence sharing agreement with such partners.

Review reports by intelligence agencies where they suspect or become aware
that information shared by a foreign partner was obtained in violation of
international law and any remedial actions taken by the agencies and address
whether further remedial action is necessary, including a potential review of
the intelligence sharing agreement with such partners.

Investigate protected disclosures concerning wrongdoing made by staff of an
intelligence agency.

Regularly publish reports on investigations and reviews into intelligence
sharing.

Cooperate with foreign oversight bodies in states with whom intelligence is
shared, including, inter alia, establishing procedures for:

o Informing each other of mutual areas of concern regarding intelligence
sharing;
o Requesting that a foreign oversight body investigate and share

unclassified reports on specific issues of mutual concern relating to
intelligence sharing.
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Annex | - List of Oversight Bodies Contacted

Country Oversight Body Response?
Albania Legal Issues, Public Administration and Human N
Rights Committee, Parliament of Albania
National Security Committee, Parliament of N
Albania
Armenia National Security Council of the Republic of N
Armenia
Australia Independent National Security Legislation N
Monitor
Inspector-General of Intelligence and Security Y
Parliamentary Joint Committee on Intelligence Y
and Security
Austria Committee on Human Rights, Austrian Parliament
Standing Subcommittee of the Interior Affairs
Committee, Austrian Parliament
Rechtsschutzbeauftragter, Federal Ministry for Y
National Defence and Support
Rechtsschutzbeauftragter, Federal Ministry of N
the Interior
Azerbaijan Commissioner for Human Rights N
Belgium Belgian Standing Intelligence Agencies Review
Committee
Bosnia & Joint Security and Intelligence Committee N
Herzegovina for Oversight of the Intelligence - Security
Agency of BiH
Bulgaria Committee for Control of the Security N
Services, the Application and Use of the
Special Intelligence Means and Data Access
under the Electronic Communications Act
Canada Communications Security Establishment Y
Commissioner
Security Intelligence Review Committee
Croatia Republic of Croatia Ombudsman
Council for Civilian Oversight of Security and
Intelligence Agencies
Czech Permanent Commission on Oversight over the N
Republic Work of the Security Information Service
Denmark Intelligence Services Committee Y
Danish Intelligence Oversight Board
Estonia Security Authorities Surveillance Select N
Committee
Chancellor of Justice Y
Estonian Data Protection Inspectorate Y
Finland Parliamentary Ombudsman Y
France Commission nationale de contréle des Y
techniques de renseignement
Délégation parlementaire au renseignement N
Georgia Defence Security Committee, Parliament of N

Georgia
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Germany Federal Court of Justice Y

G 10 Commission

Greece Standing Committee on National Defence and N
Foreign Affairs
Hungary Committee on National Security N
National Authority Data Protection and Freedom Y
of Information
Iceland National Security Council N
Ireland The Hon. Ms. Justice Marie Baker N
The Hon. Mr. Justice Brian McGovern N
His Honour Judge John Hannan Office of the N
Complaints Referee
Minister for Justice and Equality Y
Italy Parliamentary Committee for the Security of N
the Republic
Republic Intelligence Committee, National Assembly N
of Korea
Latvia National Security Committee
Lithuania Committee on National Security and Defence
Luxembourg Parliamentary Control Commission for the
Luxembourg Secret Service
Macedonia Ombudsman of the Republic of Macedonia N
Committee for Supervising the Work of the N
Security and Counter Intelligence Directorate
and the Intelligence Agency
Montenegro Security and Defense Committee
The Dutch Review Committee on the Intelligence and Y
Netherlands Security Services
Standing Committee on the Interior, House of N
Representatives
Committee on the Intelligence and Security N
Services, House of Representatives
New Inspector-General of Intelligence and Security, Y (2)
Zealand Parliament
Intelligence and Security Committee Y
Norway Norwegian Parliamentary Intelligence Oversight Y
Committee (EOS Committee)
Poland Komisja do Spraw Sluzb Specjalnych (KSS) SEJM
Portugal Council for the Oversight of the Intelligence
System of the Portuguese Republic
Romania The Joint Standing Committee for the exercise Y
of parliamentary control over the activity of
the Serviciul Roman de Informatii (SRI)
The Joint Standing Committee for the exercise Y
of parliamentary control over the activity of
the Foreign Intelligence Service
Slovakia Special Oversight Committee for the Slovak N

Information Service, National Council
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Commission for the Supervision of Intelligence N

Slovenia and Security Services, National Assembly

Court of Audit

Human Rights Ombudsman

Information Commissioner

Spain Comision de Interior, Congress of Deputies

Comision de Interior, Senate

Spanish Ombudsman

Sweden Foreign Intelligence Court

< | <|<|Z|[Z2|<|2|2

Statens Inspektion For
Férsvarsunderrittelseverksamheten (SIUN)

Swedish Commission on Security and N
Integrity Protection (Sdkerhets- och
integritetsskyddsnédmnden)

Switzerland Federal Data Protection Commissioner

Ukraine National Security and Defense Council of N
Ukraine

United Intelligence and Security Committee of N
Kingdom Parliament

Investigatory Powers Commissioner Y

United Select Committee on Intelligence, House of N
States Representatives

Select Committee on Intelligence, Senate

Committee on the Judiciary, House of
Representatives

Committee on the Judiciary, Senate N

Privacy and Civil Liberties Oversight Board Y
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Annex Il - List of Partner Organisations

Country Organisation/Individual

Australia Australian Lawyers for Human Rights
CryptoAUSTRALIA
Digital Rights Watch
Electronic Frontiers Australia
Human Rights Law Centre
NSW Council for Civil Liberties

Austria epicenter.works

Belgium La Ligue des droits de 1’Homme

Canada British Columbia Civil Liberties Association
Samuelson-Glushko Canadian Internet Policy & Public
Interest Clinic
Christopher Parsons, Research Associate, Citizen Lab
at the Munk School of Global Affairs, University of
Toronto

Croatia Centre for Peace Studies

Denmark IT-Politisk Forening

Estonia Estonian Human Rights Centre

France La Quadrature du Net
Ligue de droits de 1’Homme
Fédération internationale des ligues des droits de
1’Homme (FIDH)

Germany Reporters without Borders, Germany

Republic of Korea

Korean Progressive Network Jinbonet

Open Net Korea

PSPD Public Interest Law Center

Hungary E6tvos Karoly Institute
Ireland Digital Rights Ireland
Irish Council for Civil Liberties
Italy Italian Coalition for Civil Liberties and Rights (CILD)

HERMES - Centro Studi per la trasparenza e i diritti
umani in rete

New Zealand

Aotearoa New Zealand Human Rights Lawyers Association

Macedonia Metamorphosis

Portugal Associacdo D3 - Defesa dos Direitos Digitais
Romania Asociatia pentru Tehnologie si Internet
Slovakia European Information Society Institute
Slovenia Citizen D

Spain Xnet

Sweden Civil Rights Defenders

United Kingdom

Big Brother Watch

Liberty

Open Rights Group

United States

Center for Democracy and Technology

Electronic Frontier Foundation

Electronic Privacy Information Center

New America’s Open Technology Institute
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Annex lll - Responses Received from Oversight Bodies

IGIS

INSPECTOR-GENERAL oF
INTELLIGENCE AND SECURITY

Ms Scarlet Kim

Legal Officer

Privacy International
62 Britton Street.
LONDON EC1M 5UY
UNITED KINGDOM

Dear Ms Kim

I refer to your letter expressing concerns about lack of transparency in intelligence sharing
arrangements between the Australian government and foreign governments, and seeking
information about my office’s oversight of intelligence sharing arrangements.

The Office of the Inspector-General of Intelligence and Security commenced in 1987 as a
means of providing effective oversight of the Australian intelligence agencies. In the thirty
years since then, the office has developed a systematic and wide-ranging oversight regime,
giving assurance to the Australian government as to the legality and propriety of the
activities of the Australian intelligence agencies.

The attached information addresses your specific questions.
Yours sincerely
/‘%}( e i (,zd_—«_
//

Margaret Stone
Inspector-General

/ November 2017

FOI and Archives Act warning:
This is an exempt document under the Freedom of Information Act 1982 and may be an exempt record under the
Archives Act 1983. Consult the Inspector-General of Intelligence and Security on any FOI or Archives Act request.
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IGIS

INSPECTOR-GENERAL oF
INTELLIGENCE AND SECURITY

Response to questions raised by Privacy International - October 2017

1. Is the government and/or the intelligence agencies required to inform the IGIS about intelligence
sharing arrangements they have made with other governments?

The IGIS has oversight of the agencies which comprise the Australian intelligence community (AIC).
The IGIS does not have oversight of the government itself, or of government agencies outside the
Australian intelligence community other than in particular circumstances (see below).

The AIC agencies have provided the IGIS with all relevant policies and guidelines for the exchange of
information with foreign authorities. The IGIS is satisfied that AIC policies and guidelines comply
with relevant Australian government legislation, the United Nations Convention against Torture and
Other Cruel, Inhuman or Degrading Treatment or Punishment, of which Australia is a signhatory, and
have the approval of relevant Australian government ministers.

Examples of guidelines governing the activities of the Australian intelligence community include:

e Attorney-General’s Guidelines®

e Rules to protect the privacy of Australians’.

The IGIS is satisfied that AIC agencies have sound frameworks for the approval and conduct of
intelligence sharing activities. Regular inspections of intelligence agency activities, promoting a
compliance culture within the agencies, and encouraging agencies to report problems proactively
has proved to be an effective way of providing independent assurance to the Prime Minister, senior
ministers and Parliament as to whether Australia’s intelligence and security agencies act legally and
with propriety.

2. Does the 1GIS mandate include independent oversight of the intelligence sharing activities of the
Australian government?

The 1GIS mandate is limited to oversight of the AIC, but, at the request of the Prime Minister, the
IGIS can also inquire into intelligence or security matters relating to other Australian government
agencies.

lAttomey—Genera\'s Guidelines are online at https://www.asio.gov.au/sites/default/files/Attorney-
General's%20Guidelines. pdf
* The Privacy Rules are online at https://www.asd.gov.au/publications/broadcast/20121002-privacy-rules.htm
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The role of the IGIS is established under the Inspector-General of Intelligence and Security Act 1986
(IGIS Act). Under the IGIS Act, the role of the IGIS is to assist Ministers in overseeing and reviewing
the activities of the Australian intelligence agencies for legality and propriety and for consistency
with human rights.

Section 15 of the Intelligence Services Act 2001 (ISA) provides that the ministers responsible for
ASIS, ASD and AGO must make written rules to regulate the communication and retention of
intelligence information concerning Australian persons (privacy rules). The term ‘Australian
persons’ includes citizens and certain permanent residents and companies. The rules regulate the
agencies’ communication of intelligence information concerning Australian persons to other
Australian agencies and to foreign authorities, including Australia’s closest intelligence partners.
Communication to foreign authorities is also subject to additional requirements. The privacy rules
are unclassified and listed on the agencies’ websites.

Privacy rules require that agencies may only retain or communicate information about an
Australian person where it is necessary to do so for the proper performance of each agency’s
functions, or where retention or communication is required under another Act.

The IGIS routinely inspects agencies’ application of the privacy rules for compliance with
requirements. Separately, if a breach of an agency’s privacy rules is identified by the agency, the
agency in question must advise the IGIS of the incident and the measures taken by the agency to
protect the privacy of the Australian person, or Australian persons more generally. Adherence to
this reporting requirement provides us with sufficient information upon which to decide whether
appropriate remedial action has been taken, or further investigation and reporting back to the IGIS
is required.

3. Does the IGIS have the power to access in full all relevant information about the intelligence
sharing activities of the Australian government?

The IGIS has the power to access in full all relevant information about the intelligence sharing
activities of the AIC. The IGIS carries out regular inspections of the intelligence agencies that are
designed to identify issues of concern, including in the agencies’ governance and control
frameworks. Early identification of such issues may avoid the need for major remedial action.
These inspections include our staff directly accessing electronic records and reviewing hardcopy
documentation. Under the IGIS’s inquiry powers, the IGIS can require a person to produce
documents, but this is not routinely necessary.

4. Does the IGIS have the power to review decisions to share intelligence and/or.undertake
independent investigations concerning the intelligence sharing activities of the Australian
government?

The 1GIS does not review decisions to share intelligence prior to an agency sharing the intelligence,
however the IGIS may be consulted by the relevant agency before it makes the decision to share.
The IGIS cannot overturn any decision made by an Australian intelligence agency, but where
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concerns are identified, such as a breach of the privacy rules, the IGIS will ask the relevant agency
to examine their handling of the matter, bearing in mind the particular concerns, and provide the
1GIS with the outcome of their review. If not satisfied with this the IGIS could launch an inquiry into
the matter.

Under the IGIS Act, the IGIS can conduct an inquiry into a matter based on a complaint, of the I1GIS’s
own motion, or in response to a ministerial request. The IGIS Act establishes certain immunities and
protections and provides for the use of strong coercive powers to compel the production of
information and documents, to enter premises occupied or used by a Commonwealth agency, to
issue notices to persons to attend before the IGIS to answer questions relevant to the matter under
inquiry, and for the 1GIS to administer an oath or affirmation when taking evidence.

The Prime Minister may request the IGIS to inquire into intelligence or security matters relating to
other Australian Government agencies, and the IGIS must comply with such request.?

5. Does the IGIS cooperate with any other oversight bodies, domestic or fareign, to oversee the
intelligence sharing activities of the Australian government?

We frequently liaise with other accountability and integrity agencies, both in Australia and
overseas. This liaison provides opportunities for us to discuss matters of mutual interest, learn from
each other’s practices and keep abreast of significant developments in other jurisdictions.

A separate Australian entity, the Independent National Security Legislation Monitor (INSLM),
complements the IGIS role, by reviewing the operation, effectiveness and implications of Australia’s
counter-terrorism and national security legislation on an ongoing basis. This includes considering
whether legislation contains appropriate safeguards for protecting the rights of individuals, remains
proportionate to any threat of terrorism or threat to national security or both, and remains
necessary.*

6. Please share any non-confidential work products reflecting answers above.

An example of the IGIS’s examination of the exchange of intelligence information by Australian
government agencies can be found in the 2011 Inquiry into the actions of Australian government
agencies in relation to the arrest and detention overseas of Mr Mamdouh Habib from 2001 to 2005.
Of particular relevance are the IGIS recommendations 3, 4, 5 and 6. The inquiry is online at the
following link:

http://www.igis.gov.au/sites/defauIt/ﬁles/files/lnquiries/dDcs/habib-inquiry.pdf

Further examples of IGIS focus on the Australian intelligence agencies’ compliance with the privacy
rules can be found in the IGIS annual reports located online at the following link:

http://www.igis.gov.au/publications-reports/annual-reports

% gaction 9(3) and 9(4) 1GIS Act
* https://www.inslm.gov.au/about
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PARLIAMENTARY JOINT COMMITTEE ON INTELLIGENCE AND SECURITY
Parliament House, Canberra ACT 2600 | Phone: (02) 6277 2360 | Fax: (02) 6277 8594 | Email: pjcis@aph.gov.au

19 October 2017

Dr Gus Hosein
Executive Director
Privacy International

Dear Dr Hosein

Thank you for your letter dated 13 September 2017 in relation to intelligence sharing
arrangements between governments.

The Committee has considered your letter and asked me to respond on its behalf. | have
attached to this letter responses to your questions.

| appreciate your interest in this matter and | trust this information will be of assistance to
your project.

If you require any further information about the role and functions of the Committee please
contact the Committee Secretariat on +61 2 6277 2360 or by email to picis@aph.gov.au.

Yours sincerely

Andrew Hastie MP
Chair

057/173



Secret Global Surveillance Networks: Intelligence Sharing Between Governments and the Need for Safeguards

Attachment — response to questions

Is the government and/or are the intelligence agencies required to inform you about
intelligence sharing arrangements they have made with other governments?

Does your mandate include independent oversight of the intelligence sharing activities of
your government?

The functions of the Committee are outlined under section 29 of the Intelligence Services
Act 2001 (the ISA) and include reviewing the administration and expenditure of the six
Australian intelligence agencies and inquiring into other matters referred to the Committee
by a responsible Minister or either House of the Parliament. There is no requirement for the
government or the intelligence agencies to inform the Committee of intelligence sharing
arrangements, or for the Committee to oversee intelligence sharing activities.

Additionally, subsection 29(3) of the Intelligence Services Act 2001 contains a number of
limitations on the functions of the Committee. Among others, the subsection states that the
functions of the Committee do not include:
e reviewing the intelligence gathering and assessment priorities of the agencies;
e reviewing sources of information, other operational assistance or operational
methods available to agencies;
e reviewing particular operations that have been, are being or are proposed to be
undertaken by the agencies;
e reviewing information provided by, or by an agency of, a foreign government where
that government does not consent to the disclosure of the information;
e reviewing an aspect of the activities of an agency that does not affect an Australian
person;
e reviewing rules made by responsible Ministers regulating the communication and
retention by agencies of intelligence information concerning Australian persons;
e conducting inquiries into individual complaints about the activities of agencies,
e reviewing the content of, or conclusions reached in, assessments or reports made by
the Defence Intelligence Organisation or the Office of National Assessments, or
reviewing the sources of information on which they are based.

However, the activities of the Australian intelligence agencies are subject to review by the
Inspector-General of Intelligence and Security (IGIS), an independent statutory office holder
appointed by the Governor-General under the Inspector-General of Intelligence and Security
Act 1986. The purpose of the IGIS’s review is to ensure that the agencies act legally and with
propriety, comply with ministerial guidelines and directives and respect human rights. The
IGIS’s inquiries are conducted in private, but may be reported on in IGIS annual reports.
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Do you have the power to access in full all relevant information about the intelligence
sharing activities of your government?

The Committee is empowered under Schedule 1 to the Intelligence Services Act 2001 to
require persons, including agency heads, to appear before the Committee to give evidence
or to produce documents to the Committee. However, the Committee must not require a
person or body to disclose to the Committee operationally sensitive information or
information that would or might prejudice Australia’s national security or the conduct of
Australia’s foreign relations.

Do you have the power to review decisions to share intelligence and/or undertake
independent investigations concerning the intelligence sharing activities of your
government?

As noted above, the functions of the Committee under the Intelligence Services Act 2001 do
not include oversight of the intelligence sharing activities of the Australian government.

Do you cooperate with any other oversight bodies, domestic or foreign, to oversee the
intelligence sharing activities of your government?

The Committee meets privately with the IGIS on an annual basis as part of its review of the
administration and expenditure of intelligence agencies, and on other occasions as required.
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From: BMLV.ZentrLtg.GrpRev.DiszBW.AbtLtg.BiirRSB rechischutzbeauftragter@bmivs.gv.at
Subject: Antwort: Letter/Briefing on Intelligence Sharing Oversight
Date: 17 October 2017 at 15:36
To: scarlet@privacyinternational.org

Information - Rechtsschutzbeauftragter

Gemal § 57 Abs. 1 des Militarbefugnisgesetzes (MBG) ist zur Prifung der RechtmaRigkeit
von MalRnahmen der nachrichtendienstlichen Aufklarung und Abwehr beim Bundesminister
fur Landesverteidigung und Sport ein Rechtsschutzbeauftragter mit zwei Stellvertretern
eingerichtet. Diese Organe sind bei der Besorgung der ihnen nach dem MBG
zukommenden Aufgaben unabhangig und weisungsfrei. Sie unterliegen der
Amtsverschwiegenheit.

Das Mandat des Rechtsschutzbeauftragten umfasst die unabhangige Kontrolle der
Aktivitdten der Organe der militdrischen Aufklarung und Abwehr auf ihre GesetzmaRigkeit
sowie die Befugnis, Zugang zu allen relevanten Informationen und Entscheidungen zu
haben und diese zu Uberpriifen. Dieses Mandat umfasst auch die Prifung der in § 25 MBG
geregelten Ubermittiung von Daten (im weitesten Sinn) an auslandische 6ffentlich
Dienststellen, internationale Organisationen und zwischenstaatliche Einrichtungen. Der
Bundesminister fir Landesverteidigung und Sport hat die gesetzliche Verpflichtung (§ 25
Abs. 6 MBG) alle Ubermittlungen von Daten 6sterreichischer Staatsbiirger an die
angefiihrten auslandischen Institutionen dem Rechtsschutzbeauftragten zu melden. Der
Rechtsschutzbeauftragte hat dem Bundesminister fur Landesverteidigung und Sport jahrlich
einen Bericht lber seine (Prifungs)Tatigkeit zu erstatten. Dieser hat den Bericht iber
Verlangen dem zustandigen standigen Unterausschuss des Nationalrats zur Einsicht und
Auskunftserteilung vorzulegen. Die Voraussetzungen fiir eine Genehmigung der
Datenermittlung durch Organe der militérischen Aufklarung und Abwehr sind in den §§ 20
bis 22 MBG eingehend geregelt.

Die Unabhangigkeit und Weisungsfreiheit des Rechtsschutzbeauftragten und seiner
Stellvertreter ist durch die Verfassungsbestimmung des § 57 Abs. 7 MBG garantiert. Eine
Beschrankung der Befugnisse, Rechte und Pflichten des Rechtsschutzbeauftragten kann
vom Nationalrat nur in Anwesenheit von mindestens der Halfte der Mitglieder mit einer
Mehrheit von zwei Drittel der abgegebenen Stimmen beschlossen werden
(Verfassungsbestimmung des § 57 Abs. 7 MBG). Damit wird auch den einfachgesetzlichen
Bestimmungen der Abs. 2 bis 6 des § 57 MBG und § 25 Abs. 6 MBG eine erhdhte
Bestandskraft verliehen. Diese Institution ist somit in ihrer Unabhangigkeit und
Weisungsfreiheit verfassungsrechtlich abgesichert.
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’/’ “‘/ Belgian Standing Intelligence Agencies Review Committee
‘ FORUM - Leuvenseweg 48 B4 - B-1000 BRUSSELS, BELGIUM, EUROPE
T+32(0)2 286 29 11 F+32(0) 2 286 2999 www.comiteri.be - e-mail : info@comiteri.be

Q&A - PRIVACY INTERNATIONAL

1. Is the government and/or are the intelligence agencies required to inform you
about intelligence sharing arrangements they have made with their governments?

The agencies have the legal obligation to send to the Committee all documents,
directives and guidelines that regulate the actions of the members of the agencies
(Article 33, Review Act, 18 July 1991). Formal arrangements between the
agencies, such as MOU?, are considered to be such directives. However, if these
MOU are concluded by other authorities (e.g. Ministers, ...), the Committee has to
direct its request to those authorities involved.

2. Does your mandate include independent oversight of the intelligence sharing
activities of your government?

The powers of the Review Committee make no exception for the sharing activities
of the Belgian agencies. It oversees the legality, efficiency and coordination of all
the actions of the agencies. Only for the seizure of documents related to an
ongoing judicial investigation, a specific procedure is developed in the Review Act
(Article 51). Of course the review itself is restricted to the Belgian agencies only.
The independency of the Committee is defined in a structural way by law.

3. Do you have the power to access in full all relevant information about the
intelligence sharing activities of your government?

The Committee and its investigation staff have important powers defined by law
(Article 48 et seq.). They also have full access to all premises, documents and
computer systems. Furthermore they can hear all staff members and even former
staff members.

4. Do you have the power to review decisions to share intelligence and/or undertake
independent investigations concerning the intelligence sharing activities of your
government?

We do. Sharing intelligence is a sensitive matter but the review on it knows no
specific regime or procedure. The Belgian law on the Intelligence agencies
(Intelligence and Security Services Act of 30 November 1998) holds the obligation
for the Intelligence agencies to sustain a collaboration with foreign services and
this obligation can also be overseen by the Committee.

! Memorandum/-a of Understanding (MOU)
Page | 1
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’/ 3N/ Belgian Standing Intelligence Agencies Review Committee

v FORUM - Leuvenseweg 48 B4 - B-1000 BRUSSELS, BELGIUM, EUROPE
T +32(0)2 286 29 11 F+32(0) 2 286 2999 www.comiteri.be - e-mail : info@comiteri.be

5. Do you cooperate with any other oversight bodies, domestic or foreign, to oversee
the intelligence sharing activities of your government?

We do. On the whole we have very frequent formal and informal contacts with
other oversight bodies in Belgium such as the ‘Data Protection Authority’, the
‘Police Oversight Committee’, the ‘Ombudsman’ and so forth ...

We also have frequent contacts with intelligence oversight bodies of other,
mainly European countries and with international instances like the FRA, DCAF,...

For the Committee,
Wouter DE RIDDER
Secretary

For more information and our public annual reports, please visit our website at www.comiteri.be

Page | 2

062/173



Secret Global Surveillance Networks: Intelligence Sharing Between Governments and the Need for Safeguards

Commissaire du Centre de la

Communications Security
securite des telecommunications

Establishment Commissioner

The Honourable Jean-Pierre Plouffe,cp L'honorableJean-Pierre Plouffe, cb

November 7, 2017

Dr. Gus Hosein
Executive Director
Privacy International

Micheal Vonn
Policy Director
BC Civil Liberties Association

Tamir Israel

Staff Lawyer

Samuelson-Glushko Canadian Internet
Policy & Public Interest Clinic (CIPPIC)

Christopher Parson

Research Associate

Citizen Lab at the Munk School of Global Affairs,
University of Toronto

Re: Oversight of intelligence sharing between your government and foreign governments
Dear Sirs and Madam:

Thank you for your letter of September 13,2017 and for the opportunity to address some very
important issues that you have inquired about.

I would like to preface my answers to your questions by clarifying my role and by providing a
brief overview of some recent legislative developments that have the potential to significantly
alter the security and intelligence review landscape that is the subject of your letter.

My role is to provide independent, external review of Communications Security Establishment
(CSE) activities to determine whether they complied with the laws of Canada, including the
National Defence Act, the Charter of Rights and Freedoms and the Privacy Act. 1 provide an
annual report for Parliament-which is tabled by the Minister of National Defence, who is
responsible to Parliament for CSE-about the activities of my office, including unclassified
summaries of my reviews of CSE activities. My annual reports and other information about my
office are provided on my web site: https://www.ocsec-beest.ge.ca/en.

P.O. Box/C.P. 1474, Station "B" | Succursale «B»
Ottawa, Ontario K1P 5P6
Tel: 613-992-3044, Fax: 613-992-4096
info@ocsec-bcest.gc.ca
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Canada currently has a number of review bodies that examine the activities of government
organizations and agencies involved in national security operations, namely the Security
Intelligence Review Committee (SIRC), the CSE Commissioner, and the Civilian Review and
Complaints Commission for the Royal Canadian Mounted Police (RCMP). These bodies are
organization-specific and do not directly engage parliamentarians in their reviews. To address
identified gaps in this structure, the Government of Canada recently passed legislation to
establish a National Security and Intelligence Committee of Parliamentarians (NSICOP). The
NSICOP will have a broad government-wide mandate to scrutinize any national security matter
and will be empowered to.perform reviews of national security and intelligence activities,
including ongoing operations, and strategic and systemic reviews of the legislative, regulatory,
policy, expenditure and administrative frameworks under which these activities are conducted.

It will also conduct reviews of matters referred by a Cabinet minister, or discontinue a review ifa
minister deems its conduct to be injurious to national security. The Committee will be authorized
to coordinate and collaborate with the individual review bodies within their respective mandates
to minimize duplication and ensure effectiveness and efficiency in the broader review
framework.

Mostrecently, the Government introduced a Bill (C-59) thataims to create anew review body-
the National Security and Intelligence Review A gency-that would not only replace the current
review bodies responsible for CSEand the Canadian Security Intelligence Service (CSIS), i.e.,
the CSE Commissionerand SIRC, respectively, butthat would beresponsibletoreview the
security and intelligence activities of all federal Government departments and agencies. This
Bill also proposes, inter alia, to establish an Intelligence Commissioner, who would fulfil a
quasi-judicial oversight role in approving authorizations of certain CSE and CSIS activities prior
totheirconduct. The precise nature and modalities of the interactions among the various review
andoversightbodies will depend onthe forminwhich, andif, BillC-59 passesintolaw. You
may wish to consultthe Bill asitcurrently is at first reading in Parliament.

Having provided these prefacing remarks, my answers to your questions follow. It is important to
note that where your questions pertain to "your government," I have necessarily limited my
answers to CSE, as that is the scope of my mandate.

Ql:  Istheintelligence agency required to proactively inform you about intelligence sharing
arrangements they are intending, or would prefer to make with other intelligence
agencies orgovernments?

No. The CSE Commissioner is mandated to review CSE's operational activities to verify their
compliance with the law and that appropriate measures were taken to protect privacy. The
very nature of review in this context implies after-the-fact examination of activities that have
occurred. Consequently, while I appreciate receiving pertinent information at the earliest
possible time, and while my office's review work aims to be forward-looking, and preventive
in approach, in addition to retrospective, CSE has no obligation to inform the Commissioner's
office in advance of activities or arrangements that are being contemplated or planned.

However, my approach to review is proactive and purposive, whereby I examine not only
CSE's activities to verify whether they were conducted lawfully, but also CSE's policies,

2.
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procedures and practices to identify weaknesses or gaps that could increase the risk of non-
compliance, and thereby seek to mitigate risk and strengthen the agency's culture of
compliance. In fact, a number of my reports have included recommendations aimed
specifically at taking preventive measures to help reduce the risk of non-compliance and to
enhance privacyprotection.

Q2: Do you have the power to access in full all relevant information about the intelligence
sharing activities of your government?

As set out in the National Defence Act, 1 have all the powers of a Commissioner under Part II
of the Inquiries Act, including the power of subpoena, which gives me and my staff unfettered
access to all CSE facilities, documents and personnel. As such, I can access all relevant
information about the intelligence sharing activities of CSE.

Q3: Do you have sufficient power and resources to review decisions to share intelligence
and/or undertake independent investigations concerning the intelligence sharing
activities of your government, including with respect to the substantive scope and
proportionality of such sharing?

I have sufficient resources to monitor and review CSE's intelligence-sharing decisions,
arrangements and activities, and to undertake any investigations in relation to such sharing
and to satisfy any concerns I may have. My office has conducted reviews specifically of
CSE's information sharing with foreign entities and I continue to monitor these and related
activities.

Q4. Do you cooperate with any other oversight bodies, domestic or foreign, to oversee the
intelligence sharing activities of your government? Are you able to share sufficient
information with these other oversight bodies to provide adequate oversight and
review?

T have no explicit authority to collaborate with other review or oversight bodies. However, in
the domestic realm, when reviewing CSE activities that involve another Government of
Canada security and intelligence (S&I) or law enforcement agency, such as CSIS or the
RCMP, I have taken the same approach as my predecessors in sharing pertinent information
with the review body of the respective agency. As an example, within a five-year period my
immediate predecessor and I have sent ten letters to the Chair of SIRC with information
related to CSIS, for SIRC to follow up on as it deems appropriate.

In the international realm, I have participated in meaningful discussions with other review and
oversight bodies within the "Five Eyes" community on a number of issues, including the
sharing of information by intelligence agencies and the protection of privacy. These
discussions have yielded a proposal to establish a forum through which review and oversight
bodies of Five Eyes S&I organizations can discuss issues of mutual relevance and share best
practices. This, in turn, should lead to an enhanced mutual awareness of key issues and
challenges, such as privacy protection, and to more informed and consistent approaches being
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taken across the Five Eyes S&I review community. This forum would also explore possible
areas of cooperation on reviews and sharing of results, where and as appropriate.

Q5. What, if anything, do you see as the primary current impediment to your capacity to
substantively review intelligence-sharing activities of the agencies you oversee?

I'have not identified any impediment to my substantively reviewing the intelligence sharing
activities of CSE; however, as noted immediately above, formal authority to cooperate and
share review-specific operational information with other review bodies would strengthen
review capacity and effectiveness. Should Bill C-59 pass, the creation of a single agency to
review national security activities across Government departments and agencies should
resolve thisissue.

Q6.  To what extent is the Minister of National Defence involved in the negotiation,
approval or internalization of intelligence-sharing agreements with foreign agencies or
governments?

This is a question that the Minister's office would be best situated to answer.
I trust my answers are clear and comprehensive. Please do not hesitate to contact me or my office
if you have any further questions.

Sincerely,

The Honourable Jean-Pierre Plouffe, CD

c.c. The Honourable Pierre Blais, PC
Chairperson, SIRC
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Comité de surveillance des aclivités
de renseignement de sacurité

Security Intelligence
Review Committee

Office of the Chairman Bureau du president
November 2%, 2017

Dr. Gus Hosein
Executive Director
Privacy International

Micheal Vonn
Policy Director
BC Civil Liberties Association

Tamir Israel

Staff Lawyer

Samuelson-Giushko Canadian Internet
Policy & Public Interest Clinic (CIPPIC)

Christopher Parsons

Research Associate

Citizen Lab at the Munk School of Global Affairs,
University of Toronto

Re: Oversight of intelligence sharing between your government and foreign governments
Dear Sirs and Madam:

Thank you for your letter of September 13" and for the opportunity to respond to your questions
which had also been addressed to my colleague, the Hon. Jean-Picrre Plouffe, C.D., Commissioner
of the Communications Security Establishment (CSE),

I will begin by laying out my role as the Chair of the Security Intelligence Review Committee
(SIRC). SIRC is an independent, external review body which reports to the Parliament of Canada
on the operations of the Canadian Security Intelligence Service (CSIS). CSIS is Canada’s security
intelligence agency, responsible for investigating activities suspected of constituting threats to the
security of Canada, and to reporting on these to the Government of Canada.

SIRC works to ensure that CSIS uses its powers legally and appropriately, in order to protect
Canadians’ rights and freedoms. SIRC provides an annual report for Parliament—which is tabled
by the Minister of Public Safety, who is responsible to Parliament for CSIS. These are available
on SIRC’s website: http://www.sirc-csars.ge.ca.

However, as you are no doubt aware, the system of accountability for national security in Canada
is in the midst of substantial change. In particular, there is a draft Bill before Parliament that, if

PO, Box/ C.P. 2430, Station / Suceursale "D”
Otlawa. Canada K1P W5
613 990-8441
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passed unchanged, will create a new review body—the National Security and Intelligence Review
Agency (NSIRA)—that would replace SIRC and the Office of the CSE Commissioner (OCSEC),
and would be responsible for reviewing the security and intelligence activities of all Government
departments and agencies.

Below you will find answers to your specific questions.

Ql:  Is the intelligence agency required to proactively inform you about intelligence sharing
arrangements they are intending, or would prefer to make with other intelligence agencies
or governments?

According to scetion 17 of the CSiS Aer, SIRC must be provided with a copy of any written
arrangement that CSIS enters “with the government of 4 foreign state or an institution thereof
or an international organization of states or an institution thereof.”

Q2. Do you have the power to access in full all relevant information about the intelligence
sharing activities of your government?

As set out in the CSIS Aet, SIRC has full access to any information under the control of CSIS.
As aresult, SIRC may examine all of CSIS’s files and all of its activities—no matter how highly
classified that information may be. The sole exception is Cabinet confidences

(i.., written and oral communications that contribute to the collective decision-making

of Ministers).

Q3: Do you have sufficient power and resources to review decisions to share intelligence
and/or undertuke independent investigations concerning the intelligence sharing activities of
your government, including with respect to the substantive scope and proportionality of such
sharing?

SIRC has adequate resources to review CSIS's intelligence sharing practices and does so on an
ongoing basis. STIRC’s reviews of information sharing assess whether CSIS’s information
sharing practices are compliant with the laws of Canada, including the CSIS Act, the Privacy
Act, as well as the Security of Canada Information Sharing Act (SCISA). SIRC also assesses
those practices for compliance with the full range of applicable Ministerial Directions.

For your information, in addition to the review, “Ministerial Direction and CSIS’s Directives
on Intelligence Sharing,” noted in your correspondence, SIRC recently conducted its first
review of SCISA. T would also point you to SIRC’s “Review of CSIS’s Relationship with a
Foreign Parmer” in SIRC’s 2011-2012 Annual Report. Summaries of these reviews are
available in the annual reports on SIRC’s website. You may also wish to consult SIRC’s 2010
review, “C8I8’s Role in Interviewing Afghan Detainees,” the redacted version of which is on
the website.
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Q4. Do you cooperate with any other oversight bodies, domestic or foreign, to oversee the
intelligence sharing activities of your government? Are you able to share sufficient
information with these other oversight bodies to provide adeguate oversight and review?

The CSIS Act does not provide SIRC the cxplicit authority to cooperate with other review or
oversight bodies, either domestically or internationally. As indicated in the tetter by the CSE
Commissioner, internationally, SIRC has participated in discussions with OCSEC and other
review and oversight bodies from the “Five Eyes” community, SIRC is optimistic that these
discussions will contribute to greater awareness among the “Five Eyes” review and oversight
community on issues of commeon concern, and may lead to forms of cooperation, as appropriate,
in the future.

Q5. Wha, if anything, do you see as the primary current impediment to your capacity to
substantively review intelligence-sharing activities of the agencies you oversee?

SIRC has identified the lack of authority to share specific information with its domestic
counterparts as an impediment to its capacity to review the activities of CSIS. This promises to
be resolved with the creation of NSIRA as proposed in Bill C-59.

Q6. To what extent is the Minister of National Defence invelved in the negotiation, approval
or internalization of intelligence-sharing agreements with foreign agencies or
governments?

This is a question better suited for the Minister of National Defence’s office.

Please do not hesitate to contact me or my office should you wish further clarification.
Sincerely,
-2
PIERRE BLAIS, P.C.
Chair

c¢.c.: Hon. Jean-Pierre Plouffe, C.I>.,
Commissioner of CSE
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FOLKETINGET

Dr. Gus Hosein, Privacy International, og Jesper Lund, IT-Palitisk Farening Udvalget vedrarende
Efiemetningsljenesterne

Chrisliansborg
DK-1240 Kebenhavn K

T, +4533 3755 00

www.itdk
ft@fl.dk

28, september 2017

Kzere Dr. Gus Hosein og Jesper Lund Ref, 13-000488-7
Udvalget vedrerende Efterretningstjenesterne har modtaget Privacy Interna-

tienals og IT-Politisk Forenings brev af 13, september 2017, hvor man bl.a.

sperger, om udvalgets opgaver indbefatter konirol med informationsudveks-

lingsaktiviteter, og om udvalget samarbejder med andre kontrolinstanser i

denne sammenhang.

Udvalget vedrerende Efterretningstjenesternes formal og opgaver felger af lov
om elablering af et udvalg om forsvarets og politiets efterretningstjenester, jf.

lovbekendigarelse nr. 937 af 26. august 2014, link indsat herunder.

https://www.retsinformation.dk/Forms/R0710.a5px?id=164541

Udvalget kan ikke ga nsermere ind i en beskrivelse af udvalgets arbejde, end
hvad der fremgar af lovgrundiaget.

Opmerksomheden henledes pa, at der den 1. januar 2014 blev oprettet et
Tilsyn med Efterretningstjenesterne, TET, som har lil opgave: at fere kontrol
med, at PET og FE behandler oplysninger om fysiske og juridiske personer i
overensstemmelse med de nzermere bestemmelser herom ilov om Politiets
Efterretningstjeneste (PET) og lov om Forsvarets Efterretningstieneste (FE)
samt regler udstedt i medfer heraf. Tilsynets hjemmeside indeholder en nzer-
mere beskrivelse af tilsynets formal og opgaver, jf. www.lel.dk.

Med venlig hilsen
pa udvalgets vegne

n

070/173



Secret Global Surveillance Networks: Intelligence Sharing Between Governments and the Need for Safeguards

Privacy International
62 Britton Street
London

United Kingdom

Dato: 29-08-201/
Sagsnr.. 2017-152-33
Dok.: 11910

Dear Dr. Gus Hosein
In reply to your letter from the 13" of September 2017.

| can inform you that the answers to all of your questions, and much more infor-
mation about us, is available in our annual reports and our website.

The website is available in English and can be found here: http.//www.tet.dk/en/

Our annual reports from 2016 will become available in English in the coming
months.

In regards to your questions about intelligence sharing | can refer you to page 21 of
our annual report from 2016 about the Danish Defence Intelligence Service and
page 24 in our annual report from 2016 about the Danish Security and Intelligence
Service.

Sincerely,

On behalf of The Danish Intelligence Oversight board

Secretariat

Side 1/1 Horgergade 28,1
DK-1300 Kpbenhavn K
t25 5010 34
www . tet.dk
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Chancellor of Justice

Dr Gus Hosein Your ref. 14.09.2017 No
Privacy International
Mr Kari Késper Our ref. 30.10.2017 No 5-2/1704010

Eesti Inimdiguste Keskus
edin@privacyinternational.org

RE: Oversight of intelligence sharing between your government and foreign governments
Dear Sirs,

The mandate of the Chancellor of Justice guaranteeing fundamental rights and freedoms by
agencies responsible for covert processing of personal data and supervision of that process is
enacted in the Chancellor of Justice Act. The Act s. 1 (6) states that the Chancellor of Justice
exercises supervision over observance of fundamental rights and freedoms in organisation of
covert collection of personal data and information related thereto, processing, use and
supervision thereof by all authorities of executive power in Estonia. The Act s. 11' says that the
Chancellor of Justice has the right by virtue of office to access state secrets and classified
information of foreign states in order to perform duties which have been assigned to him or her
by the Constitution or Acts of the Republic of Estonia and by legislation issued on the basis
thereof. However, the Act s. 11! (6) sets some restrictions on the performance of these tasks
(please see below).

The Estonian law makes a clear distinction between the information exchanged by security
authorities (e.g. for the prevention of terrorism, counter-intelligence operations, etc under the
Security Authorities Act) and the information gathered by surveillance agencies under the Code
of Criminal Procedure. The Chancellor of Justice Act s. 11' (6) states explicit limits to the
mandate of the Chancellor of Justice in verifying the intelligence sharing activities — he or she
has access to the joint international operations of security authorities or information forwarded
by foreign states or international organisations only if the person who forwarded the information
has granted consent for access. As receiving the consent requires a number of complicated
procedures, the Chancellor of Justice has so far not carried out any checks in this field. Also,
considering this restriction, neither the government nor the intelligence agencies are required to
inform the Chancellor of Justice about intelligence sharing arrangements they have made with
other governments.

Furthermore, the law empowers the Chancellor of Justice to check activities of the executive
authorities of Estonia, and not of foreign authorities. Still, the Chancellor of Justice has access to
such information if an Estonian security authority (e.g. Estonian Internal Security Service or
Estonian Foreign Intelligence Service) has collected the information and transferred it to a
foreign state, and if restrictions stated in the Chancellor of Justice Act s. 11' (6) are not

Office of the Chancellor of Justice
Kohtu 8,15193 Tallinn, ESTONIA. Phone: +372 693 8404. Fax: +372 693 8401. info@oiguskantsler.ee www.oiguskantsler.ee
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applicable. The Security Authorities Surveillance Select Committee of the Riigikogu does not
have such restrictions and have therefore broader monitoring options in this regard.

As a rule, the Chancellor of Justice has access to information gathered by surveillance agencies
under the Code of Criminal Procedure, including when operations are carried out in cooperation
with foreign countries. Even if the Estonian agencies carry out covert operations at the request of
a foreign service and in the context of their criminal case (and later transfer the information to
the foreign state), the surveillance files are preserved and can be checked by the Chancellor of
Justice.

Please also see the annual reports 2016 and 2017 of the Chancellor of Justice in Estonian and in
English for additional information.

Sincerely yours,

T

Ulle Madise

Heili Sepp +372 693 8419
heili.sepp@oiguskantsler.ee

Odyn Vosman +372 693 8422
odyn.vosman@oiguskantsler.ee

Kertti Pilvik +372 693 8434
kertti.pilvik@oiguskantsler.ce
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éﬁ% REPUBLIC OF ESTONIA
<%> DATA PROTECTION INSPECTORATE

——

Mr Kari Kisper
Executive Director
Estonian Human Rights Centre

Dr. Gus Hosein
Executive Director

Privacy International Your: 14.09.2017
edin@privacyinternational.org

scarlet(@privacyinternational.org Our:  27.10.2017, no  2.1.-
5/17/1888

Answer to request

As areply to your letter concerning oversight of intelligence sharing.

Estonian DPA has competence in areas of national security and defence — except the
intelligence sharing activities, since according to the Estonian law intelligence information are
treated as state secret/ classified information.

However, this exception cannot applied in supervisory activities concerning Schengen and

Europol  information  (see  Personal Data  Protection Act § 2 (3) -
https://www.riigiteataja.ee/en/eli/507032016001/consolide).

Respectfully

authorised by Director General
Estonian DPA

Viiike-Ameerika 19/ 10129 Tallinn / 627 4135 / info(@aki.ee / www.aki.ee
Registrikood 70004235
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“Ic“ OFFICE OF THE PARLIAMENTARY REPLY 171

OMBUDSMAN OF FINLAND

27.10.2017 EOAK/5559/2017

Privacy International
Gus Hosein

Reference: 18.9.2017 arrived letter

With regard to you questionnaire, on behalf of the Parliamentary Om-
budsman Petri Ja&skel&inen, | kindly inform you the following.

1. The government or the public authorities concerned are not
ohliged spontaneously to inform the Parliamentary Ombudsman
about intelligence sharing arrangements they have made with
other governments.

2. According to the Finnish Constitution (Section 111) the Ombuds-
man have the right to receive from public authorities or others per-
forming public duties the information needed for their supervision
of legality. This means that if the Ombudsman focuses his or her
supervision on the co-operation of public authorities with foreign
authorities, he or she has access in full all relevant information
about the intelligence sharing activities.

3. As mentioned above, yes.

4. The Ombudsman does not have power to review decisions to
share intelligence but can undertake independent investigations
concerning the intelligence sharing activities of government.

5. No.

FI-00102 Eduskunta, Finland TEL. +358 9 4321 ombudsman@parliament.fi www.ombudsman.fifenglish
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E 3
=4 .

Liberté = Egalité = Fraternité
REPUBLIQUE FRANCAISE

COMMISSION NATIONALE DE CONTROLE
DES TECHNIQUES DE RENSEIGNEMENT

LE PRESIDENT ; Paris, le 13 novembre 2017
n°j33/CNCTR/2017

Objet: Contréle du partage de renseignements entre le gouvernement francais et des
gouvernements étrangers

Référence : Votre courrier du 14 septembre 2017

Messieurs,

Par le courrier mentionné en référence, vous avez adressé 4 la Commission nationale

‘ de contrdle des techniques de renseignement (CNCTR) une note relative aux conséquences

sur 'exercice des droits de ’homme du partage de renseignements entre gouvernements.

Vous avez en oulre saisi la commission de questions portant sur le contrdle exercé par la

CNCTR sur I’échange de renscignements entre le gouvernement francais et des
gouvernements étrangers.

En réponse, je souhaiterais tout d’abord vous présenter le cadre juridique qui régit le
contrdle des activités des services de renseignement frangais par la CNCTR.

La loi du 24 juillet 2015 relative au renseignement, dont les dispositions ont été
codifiées au livre VIII du code de la sécurité intérieure, a fixé les conditions de mise en ceuvre
des techniques de renseignement sur le territoire national avec le souci de renforcer la
protection des libertés individuelles. La loi du 30 novembre 2015 relative aux mesures de
surveillance des communications électroniques internationales, également codifiée, prévoit
également une procédure de contrdle par la CNCTR.

La CNCTR a pour mission de s’assurer que les éventuelles atteintes portées a la vie
privée par la mise en ceuvre de techniques de renseignement soient proportionnées 4 la gravité
des menaces ou au caractére fondamental des enjeux invoqués par les services de
renseignement.

. cus ose |
s/c Privacy International

62 Britton street

London

ECIM5UY
United Kingdom

35 rue Saint-Dominique 75700 Paris - Tél. : 01 42 75 69 31 — secretariat@cnctr.fr
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Cette mission s’exerce notamment sous la forme d’un contrdle a priori, qui consiste a
examiner la légalité, ce qui inclut la proportionnalité, de toutes les demandes tendant  la mise
en ceuvre de techniques de renseignement, notamment au regard des critéres énoncés 2
Particle L. 801-1 du code de la sécurité intérieure. Les demandes sont ensuite soumises,

accompagnées de cet avis, au Premier ministre, qui statue.

Le contréle de la CNCTR porte également, a posteriori, sur I’exécution des techniques
autorisées par le Premier ministre. La commission veille ainsi & ce qu’aucune technique ne
soit mise en ceuvre sans autorisation et a ce que les autorisations accordées soient exécutées
conformément aux dispositions de la loi. A cette fin, la CNCTR, dont les membres et agents
sont habilités au secret de la défense nationale, dispose d’un accés permanent, complet, direct
et, pour certaines techniques, immédiat aux relevés de mise en ceuvre, aux registres prévus par
la loi, aux renseignements collectés ainsi qu’aux transcriptions et extractions effectuées par
les services de renscignement. Elle accéde également aux dispositifs de tragabilité des
renseignements collectés ainsi qu’aux locaux dans lesquels ceux-ci sont conservés.

Les prérogatives de la CNCTR sont renforcées par la faculté d’adresser des
recommandations aux services de renseignement, a4 leur ministre de tutelle ainsi qu’au
Premier ministre, lorsque la mise en ceuvre d’une technique de renseignement lui parait
entachée d’illégalité ou ne lui parait plus justifiée au regard des prescriptions légales qui I’ont
fondée. Dans ce cas, la commission peut recommander I’interruption de la technique et la
destruction des informations collectées.

Si le Premier ministre ne donne pas suite aux avis ou aux recommandations de la
CNCTR ou si les suites données sont estimées insuffisantes, la commission peut former un
recours devant une formation juridictionnelle spécialisée du Conseil d’Etat, juge administratif
supréme auquel ne peut, en la matiére, étre opposé le secret de la défense nationale.

S’agissant en particulier des échanges de renseignements entre le gouvernement
francais et des gouvernements étrangers, je vous indique que la loi n’a pas expressément
confié a la CNCTR de pouvoirs de contrdle dans ce domaine ni fait explicitement obligation
au gouvernement frangais d’informer la commission en cas d’échanges.

L’article L. 833-1 du code de la sécurité intérieure définit la mission de la CNCTR en
prévoyant qu’elle « veille a ce que les techniques de recueil de renseignement soient mises en
ceuvre sur le territoire national » conformément au cadre 1égal.

Par ailleurs, le 4° de I’article L. 833-2 du méme code ne permet pas, a ce jour, 2 la
CNCTR de demander un accés aux informations que les services de renseignement frangais
pourraient obtenir de leurs homologues. Aux termes de ces dispositions, la commission « peut
solliciter du Premier ministre tous les éléments nécessaires a l'accomplissement de sa
mission (...) a l'exclusion des éléments communiqués par des services étrangers ou par des
organismes internationaux ou qui pourraient donner connaissance a la commission,
directement ou indirectement, de I'identité des sources des services spécialisés de
renseignement ».

35 rue Saint-Dominique 75700 Paris — Tél. : 01 42 75 69 31 - secretariat@cnetr.fr
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En revanche, la loi n’interdit pas au gouvernement frangais de donner, de sa propre
initiative, a la commission accés a des informations obtenues de services de renseignement
étrangers.

Je vous prie, messieurs, de bien vouloir agréer I’expression de ma considération

distinguée.
"/,//’,///’i::/”f, 5

Francis DELON

35 rue Saint-Dominique 75700 Paris — Tél. : 01 42 75 69 31 - secretariat@cnctr.fr
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From: BGH-Pressestelle <Pressestelle@bgh.bund.de>

Subject: WG: Privacy International and Reporters without Borders Germany
letter and briefing on oversight of intelligence sharing

Date: 15 September 2017 at 09:04:03 BST

To: "'tomasof@privacyinternational.org'" <tomasof@privacyinternational.org>

Sehr geehrter Herr Dr. Hosein, sehr geehrter Herr Mihr,

vielen Dank fir lhre freundliche Anfrage vom 13. September 2017.

Die Aufgaben, Befugnisse und Zusténdigkeiten des Unabhangigen Gremiums (§
16 BNDG) sind gesetzlich geregelt. Sie kdnnen diese dem Gesetz liber den
Bundesnachrichtendienst (BNDG) entnehmen.

https://www.gesetze-im-internet.de/bndg/BNDG.pdf

Mit freundlichen GriBen

Dietlind Weinland
Richterin am Bundesgerichtshof
Pressesprecherin

Bundesgerichtshof
-Pressestelle-
pressestelle@bgh.bund.de
Angela Haasters
HerrenstraBe 45a

76133 Karlsruhe

Tel.Nr. 0721-159-5013
Fax.Nr. 0721-159-5501
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Reporter ohne Grenzen
FriedrichstraBe 231
10969 Berlin

Berlin, 4. Oktober 20174. Oktober
2017

Geschiftszeichen:

PK 4-5/2017

Bezug: Ihr Schreiben vom

13. September 2017

Anlagen: 2

Leiter

Referat PK 4

Strukturelle und Ad-hoc-Kontrollen
technische Fihigkeiten der Dienste,
G10-Angelegenheiten

Platz der Republik 1

11011 Berlin

Telefon: +49 30 227-31300
Fax: +49 30 227-30252
vorzimmer.pk4@bundestag.de

Deutscher Bundestag

G 10-Kommission

S\
W

Ihre Zuschrift an den Vorsitzenden der G 10-Kommission
Sehr geehrte Damen und Herren,

Sie haben sich mit Fragen zur internationalen Zusammenarbeit
der deutschen mit ausldndischen Nachrichtendiensten an den
Vorsitzenden der G 10-Kommission, Herrn Andreas Schmidt, ge-
wandt. Der Vorsitzende hat mich gebeten, Thnen als Leiter der
Geschiftsstelle der G 10-Kommission zu antworten.

Lassen Sie mich zundchst darauf hinweisen, dass die Bundesre-
gierung hinsichtlich der Tétigkeit der deutschen Nachrichten-
dienste grundsitzlich der Kontrolle durch das Parlamentarische
Kontrollgremium des Deutschen Bundestages (PKGr) unterliegt.
Das Gesetz iiber das Parlamentarische Kontrollgremium (PKGrG)
regelt dessen weitgehende Aufgaben und Befugnisse. Sollten Sie
hierzu weitere Fragen haben, rege ich an, dass Sie sich gesondert
an den Vorsitzenden des PKGr wenden.

Die G 10-Kommission ist allein fiir den speziellen Bereich der
nachrichtendienstlichen Titigkeit zustédndig, bei dem es um die
Uberwachung und Aufzeichnung von Telekommunikation unter
Beteiligung deutscher Grundrechtstréger oder in Deutschland
aufhiltiger natiirlicher oder juristischer Personen sowie um die
Offnung und Einsicht in Sendungen, die dem Brief- oder Postge-
heimnis unterliegen, geht.

Derartige MaBnahmen der Nachrichtendienste, die in Artikel 10
des Grundgesetzes (Brief-, Post- und Fernmeldegeheimnis) ein-
greifen, bediirfen der Zustimmung der G 10-Kommission (§ 15
Gesetz zur Beschriinkung des Brief-, Post- und Fernmeldegeheim-
nisses — Artikel 10-Gesetz - G 10). Die Mitglieder der G 10-Kom-
mission werden vom PKGr gewihlt. Sie sind ehrenamtlich tétig,
in ihrer Amtsfithrung unabhéngig und Weisungen nicht unter-
worfen.
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Seite 2

Die Kontrollbefugnis der G 10-Kommission erstreckt sich auf die
Erhebung, Verarbeitung und Nutzung der durch die o.g. Malnah-
men erlangten personenbezogenen Daten (§ 15 Abs. 5 8.2 G 10).
Der Kommission und ihren Mitarbeiterinnen und Mitarbeitern ist
dabei von den Nachrichtendiensten insbesondere (1.) Auskunft
zu ihren Fragen zu erteilen, (2.) Einsicht in alle Unterlagen, ins-
besondere in die gespeicherten Daten und in die Datenverarbei-
tungsprogramme, zu gewéhren, die im Zusammenhang mit der
BeschrinkungsmaBnahme stehen, und (3.) jederzeit Zulritt in
alle Dienstrdume zu gewédhren (§ 15 Abs. 5 5.2 G 10).

Von der Kontrollbefugnis der Kommission umfasst ist somit auch
die Ubermittlung von Daten an auslindische Nachrichtendienste,
soweit diese durch MaBnahmen gewonnen wurden, die der Zu-
stimmung der G 10-Kommission bediirfen.

7u Threr Information iibermittle ich Thnen in der Anlage die
Texte des PKGrG und des G10.

Ich hoffe, ihnen mit diesen Hinweisen und Unterlagen weiterge-
holfen zu haben und verbleibe

mit freundlichen Griiflen
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h Nermzeti Adatvédelmi és ; i
Informaaidszabadsag Haldsdg i

Ugyszam: NAIH/2017/4694/2/T.

Majtényi LaszIé DSc. és Br. Gus Hosein
E6tvds Karoly [ntézet Privacy International
elndk

részére

tomasof@privacyintemational.or

Tisztelt Dr. Gus Hosein Ur és fisztelt Majtényi LaszI6 Ur!

A Nemzeti Adatvédelmi és Informacidszabadsag Hatésaghoz (tovabbiakban: Hatosag) 2017.
szeplember 14-én érkezett beadvanyukban tajékoztatast kérték a magyar korményzat, illetve a
nemzetbiztonsag! szolgdlatok és a kulfdldi kormanyok kozétt [étrejott informacidcserével
kapesolatos megallapodasok atlathatosaga targyaban.

A levelikben feltett kérdésekre a kévetkezd valaszokat adom.

K1. ,A kormany ésivagy a hirszerzé Ugynokségek kételesek-e tajékoztatni Ont olyan
informaciécserére vonatkozé megallapodasokrol, amelyeket mas kormanyokkal kétotiek?"

V.. A Hatésag feladatail és hataskorét az informacios onrendelkezési jogrél és az
informacidszabadsagrol sz0l0 2011, évi CXII. tdrvény (a tovabbiakban: Infotv.) hatdrozza
meg. Az Infotv. 38. § (2} bekezdése szerint a Hatésag feladata a személyes adatok
védelméhez, valamint a kbzérdek(i és a kbzérdekb&l nyilvanos adatok megismeréséhez
vald jog érvényesiilésének ellendrzése és eldsegitése. Az Infoiv. 38. § {(4) bekezdés a}
pontja értelméhen a Hatdsag a (2} bekezdés szerinti feladatkérében javaslatot tehet a
személyes adatok kezel@sét, valamint a kézérdek( adatok és a kozérdekbdl nyilvanos
adatok megismerését érintd jogszabdlyok megalkotasdra, illetve maédositasara,
véleményezi a feladatkdrét érintd jogszabalyok tervezetét. Ennek értelmében a Hatosag
elézetesen, a jogszabdly-clékészités folyamataban értes(l azokrdl a két- és tdbboldald,
nemzetbiztonsagi céll adatatadast érintd egyezményekrdl és megdliapodasokrél,
amelyeket a magyar jog szerint jogszabalyban kell kihirdetni.

Ezen tulmenden a hazai és uniés jogszabdlyok eldirdsai alapjan a nemzetbiztonsagi
szolgalatoknak nincs tajékoztatasi vagy bejelentési kbztelezettségik az egytittmiikddéseik
konkrét részleteit illetéen.

1125 Budapest, Tel: #3611 3011400 ugytelszolnalm@inails hy
Szilagy Erzsebet fasor 22/C, Fax #3611 391-1410 wvaw.naih hu
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K2 Az On feladata magaban feglalia a kormany dltal végzett hirszerzesi informaciok
megosztasanak fliggetlen felligyeletét?”

V.: Az Infotv. hatdlya a Magyarorszég terilletén folytatott minden clyan adatkezelésre és
adatfeldolgozasra kiterjed, amely természetes személy adataira, valamint kbzerdekd adatra
vagy kézérdekbd! nyilvénos adatra vonatkozik (a természetes személyek kizardlag sajat
személyes céljait szolgdld adatkezeléseit kivéve.). A Hatdsag ellendrzési feladat- és
hataskére vatamennyi, az Infotv, hatélya ala tartozod adatkezelésre kiterjed, beleértve a
nemzetbiztonasgi szolgalatok altal végzett adatkezelést is.

K3.: .Rendelkezik-e olyan jogositvanyokkal, hogy teljes mértékben hozzaférhessen a hirszerzéssel
kapcsolatos kormanyzati tevékenységet érintd dsszes lényeges infermécidhoz?"

V.. Az infotv, 71. § (1) bekezdése szerint a Hatdésag eljardsa sordn - az annak
lefolytatdsahoz szikséges mértékben és ideig - kezelheti mindazon személyes adatokat,
valamint tdrvény altal védett titoknak és hivatas gyakorlasahoz kotott titoknak mindsild
adatokat, amelyek az eliarassal oOsszefuggnek, illetve amelyek kezelése az eljaras
eredményes lefolytatasa érdekében szikséges. Az Infotv. 71. § (4) bekezdése szerint a
mindsitett adatot érntdé adatkezeléssel kapcsolatos eljardasa sordn a Hatdsag
elndkhelyetiese, vezetdi munkakort betdité koztisztviseldje és vizsgaldja - ha megfeleld
szinti személyi biztonsagi tandsitvannyal rendelkezik - a mindsitett adatot a mindsitett adat
védelmerdl sz616 térvényben meghatarozott felhasznaldi engedély nélkdl is megismerheti.

Az Infotv. 71. § (3) bekezdése az alapvetd jogok biztosarol sz6lé 2011. évi CXI. t8rvényre
utalva a kdvetkezd adatok és adafforrasck megismerését koridtozza a Hatdsag
nemzetbiztonsagi szolgalatokat érintd eljarasai soran:
a) a nemzetbiztonsagi szolgdlatokkal egylitmi{ikddd maganszemélyek
azonositasara szolgdld nyilvantartas,
b} a nemzetbiztonsagi szolgdlatok altal titkas informaciogyijtésre hasznalt eszkdzek
es modszerek mikodésének és milkddtetésének miiszaki-technikai adatait
tartalmazé vagy az azokat alkalmazo személyek azonositasat lehetdve tevd irat,
c) a rejtieltevékenységgel és kodolassal kapesolatos irat,
d) a nemzetbiztonsagi szolgalatok objektumaival és Allomanyaval kapcsolatos
biztonsagi dokumentumok,
e} a biztonsagi okmanyvédelemmel és technolégiai ellendrzésse! kapesolatos irat,
f) olyan iratba, amelynek megismerése az informacioforras azonositdsat lehetbvé
tenné, valamint
g} olyan irat, amelynek megismerése a nemzetbiztonsagi szolgalatok kiifoidi
partnerszalgalatok iranyaban vallalt kitelezettségeit sértene.

A fentiek kézll a g) pontban irt kerlatozas érintheti a nemzetbiztonsagi szolgalatck altal
kezelt adatok kiifdldre tovabbitdsanak ellendrzését,

Megemlitem, hogy a fenti korldtozdsok nem azt jelentik, hogy a fenti adatkezelések
egyéltalan nem ellendrizheték a Hatésag dltal, hanem azt, hogy ezekben az esetekben az
alapvetd jogok biztosdrdl széld torvény 23. § (7) bekezdése szerinti efjarasrendet kell
alkalmaznunk, vagyis ha a Hatésag az gy teljes kori feltarasa érdekében a fentebb
felsoroltak korébe tartozé iratok meguizsgdlasat is szikségesnek tartja, a feladatkorrel
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rendelkezé minisztertdl kérheti azok megvizsgalasat. A feladatkérrel rendelkezd miniszter
kételes a Hatosag altal megkivant vizsgalatot elvégezni vagy elvégeztetni, és a vizsgélat
eredmeényérdl a Hatosagot az altala megallapitott hataridén belll tajékoztatni. A hataridd
nem lehet révidebb harminc napnal.

K4.: JMegvan az a hataskére, hogy felllvizsgélja az informacié-megosztassal kapcsolatos
kormanyzati déntéseket, vagy Onallé vizsgalatokat folytasson e tekintetben?"

V.. A Hatésag az Infotv.-ben meghatarozottak szerint vizsgdlati eljarast, adatvédelmi
eljgrast és titokfelligyeleti hatoségi eljarast folytathat a nemzetbiztonsagi szolgalatok
adatkezelésével kapcsolatban, (A titokfeligyeleti hatdsagi eljaras soran csak a nemzeti
mindsitett adatok mindsitésének jogszerlisége vizsgalhatd, a kulféldi mindsitett adatoké
nem).

Ami az informacié-megosztassal kapcsolatos kormanyzati déntések ellenérzését lleti az 1.
kérdésre adott valaszban emlitett egyeztetés soran a Hatosag véleményezési jogkorrel
rendelkezik.

K5.: Egyuttmikodik mas, hazai vagy kulfoldi fellgyeleti testlletekkel annak értekében, hogy
ellenérizze a kormanyzat hirszerz, informéaciot megoszté tevékenységét?”

V.. A Hatdsag egyuttmikodik az unids tarshatésagokkal, illetve egyedi Ugyekben mas
union kivlli adatvédelmi hatosagokkal is az adatvédelem teriletén. A Privacy Shield
mechanizmus keretében vesziink részt kormanyzati hirszerzd, informacié megosztd
tevékenységek ellendrzésében.

Budapest, 2017. november , 47 .

Udvézlettel:

Dr. Pé Vi Attila
& elndk
c. egyetemi tanar
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This document is an unofficial translation by Privacy International of the
original text.

National Data Protection and
Information Freedom Authority

Document Number: NAIH/2017/4694/2/T.

DSc. Majtenyi Laszlo And Dr. Gus Hosein
EGtvos Karoly Institute Privacy International
President

for

tomasof@privacyintemational.org
Dear Dr. Gus Hosein and Dear Majtényi Laszld!

In the document sent to National Data Protection and Information Freedom Nationality
(furthermore: Authority) on 14 September 2017, you asked for information about the
transparency of agreements made between the government of Hungary, the national security
services and foreign governments on the exchange of information.

| give the following answer the questions raised in your letter.

K1. "Are the Government and the intelligence agency obliged to inform you about information
exchange agreements made with other governments?”

V.: The roles and scope of the power of the Authority are defined in law 2011/112 on
Right of Self-declaration and Freedom of Information (furthermore: Infotv.). According to
section 38. § (2) of Infotv. the role of the Authority is to support and control the
fulfillment of rights related to the protection of personal data, as well as the right to be
able to learn about public information and information of public interest. According to
section 38. § (4) Article a), the Authority can make a suggestion based on Article (2) to
make or amend regulation affecting the handling of personal data, and the publication of
public information and information with a public interest, as well as the comment of draft
resolutions. This means that the Authority is informed early, during the stage of
preparation, about the two- or more sided agreements related to transfer of information
related to national security, which, according to Hungarian law, must be published in a
decree.

Furthermore, based on the requirements of Hungarian and Community law, the national
security services have no reporting obligation related to the details of their cooperation.

1125 Budapest, Tel.: +36 1 391-1400 ugyfelszolgalat@naih.hu
Szildgyi Erzsébet fasor 22/C. Fax: +36 1 391-1410 www.naih.hu
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K2.: "Does your task involve the independent control of sharing the intelligence information
obtained during the activities of the government?"

V.: The scope of effect of Infotv. covers all data handling and data processing activity,
which is related to personal data or public data or data of public interest (except the
handling of personal information for their own purpose). The control and obligation
scope of effect of the Authority includes all data handling under Infotv., including
handling of data by the national security services.

K3.: "Do you have licenses which makes it possible to fully access all important information
related to national security activities?"

V.: According to the Article. 71. § (1) of Infotv., during the process of the Authority - up
to the extent and time needed for its fulfillment - it can handle all the personal
information and data needed to handle personal information, which are classified as
secret by law, which are related to the process, and which is necessary to successfully
carry out the process. According to section 71. § (4) of Infotv., during the process of
handling classified information, the Vice president of the Authority, its officers in charge
and auditor - when given the necessary level of personal security license - may learn the
classified personal data without having the license defined in the law on the protection
of classified data.

Section 71. § (3) of Infotv., referring to law 2011/111 on the Committee of basic rights,
limits the publication of the following data and data sources during the processes of
Authority related to national security services:
a) administration of personnel working with the national security services,
b) document defining the tools and methods used for secret collection of
information, the technical details of operation and workings, and the
identification of personnel operating these,
c) document related to coding and decoding,
d) security documents related to national security documents and personnel,
e) document related to security document protection and technological
verification,
f) a document making the identification of the source of information possible,
g) a document which would harmfully effect the obligations of national security
services towards foreign partner organizations,

From the above, the limitation defined in section g) may have an effect on the transfer
of information of data handled by the national security services.

I would like to mention that limitations do not mean that the information handling
mentioned above cannot be controlled by the Authority, but that we need to use the
process defined in Article 23. § (7) on the Committees of Basic rights, so when the
Authority considers it important to check any of the documents belonging to the
classification mentioned earlier, the Minister in this role might be requested to verify
these. The Minister in this role is obliged to perform or have performed the control
requested by the Authority, and to inform the Authority about the result of verification
within the deadline defined by him. The deadline cannot be shorter than thirty days.
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K4.: "Do you have the power to supervise the government decisions related to sharing of
information, or to perform independent examinations with this regard?”

V.: The Authority can perform a verification process, data protection process and formal
secrecy control process related to the data processing of national security services.
(During the secret handling process, only the legibility of national data classification can
be examined, and not of foreign classified information).

Related to the verification of government decrees associated with sharing of
information, for the control defined in the first answer given, the Authority has a right
for commenting.

K5.: "Do you cooperate with other national or foreign controlling bodies in order to control the
intelligence and information sharing activity of the government?”

V.: The Authority cooperated with similar bodies of the EU, and in individual cases, with
other data protection authorities in the field of data protection. Within the framework
of Privacy Shield mechanism, we take part in the control of national intelligence and
national sharing activities.

Budapest, 10 November 2017
Sincerely

[Stamp]
[Signature]

Dr. Péter Vital
President
university teacher
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From: INFO info@justice.ie
Subject: Response
Date: 4 April 2018 at 16:00
To: scarlet@privacyinternational.org

scarlet@privacyinternational.org

4 April 2018

Our Ref: MIN/2017/470
Dear Dr Hosein, Dr Mclintyre, and Mr Herrick,

| am directed by the Minister for Justice and Equality, Mr Charlie

Flanagan, T.D., to refer to your correspondence regarding oversight of
intelligence sharing between Ireland and foreign governments. The delay in
replying is regretted.

The policing powers and duties of members of An Garda Siochéna are set out

in the Garda Siochana Acts 2005-2015, including that the direction and

control of An Garda Siochana are matters for the Garda Commissioner. Those

Acts set out also the mechanisms for oversight of policing services by the

Policing Authority and for the investigation of complaints about Garda

conduct by the Garda Siochana Ombudsman Commission. Members of An Garda
Siochana are subject not just to the provisions of the Garda Siochana Acts

but to the law generally and also to the Garda codes and regulations in

carrying out their duties, including the Code of Ethics published by the

Policing Authority in January 2017.

Section 28 of the Garda Siochana Acts 2005-2015 allows for the Garda
Commissioner, with the consent of the Government to enter into agreements
with police forces or law enforcement agencies outside the State for a
range of purposes.

For security reasons, it is not the practice to publicly comment on the
detail of counter-terrorism arrangements. It should be noted that our
history on this island means that regrettably we have been engaged in
counter-terrorism work for decades and the arrangements currently in place
have served the Irish people well in countering threats to the security of

the State. The Gardai and Defence Forces have a long and proud record in
protecting and defending the State from a sustained terrorist threat over
many years.

That said, given the dynamic and evolving nature of security threats,
particularly from international terrorism, these arrangements are kept
constantly under review, including the decision-making arrangements across
the common areas of the State's security and defence.

You will no doubt be aware that the Commission on the Future of Policing in
Ireland, which is comprised of national and international experts, is
currently undertaking a comprehensive examination of all aspects of
policing in the state, including the appropriate structures for governance,
oversight and accountability, and the legislative framework for policing to
ensure that it is adequate to meet the challenges of modern policing. The
Commission has undertaken a wide ranging consultation and the Minister
would encourage you to engage with them if you have not already done so.
The Commission is to report by September 2018 and will, on the basis of its
findings, bring forward proposals for the future of policing, including
appropriate recommendations for legislative change. The Minister looks
forward to the receipt of these proposals which will be given full
consideration by the Government.

Yours sincerely
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From: Bos-Ollermann, H.T. H Bos-Ollermann@CTIVD nl
Subject: Questions regarding oversight of intelligence sharing
Date: 19 September 2017 at 06:33
To: scarlet@privacyinternational.org
Cc:

Dear mr Hosein, dear ms Kim,

Last weekm forwarded your letter to Harm
Brouwer about oversight of intelligence sharing.

Of course we are willing to respond to your questions, you will find our answers below.

Is the government and/or are the intelligence agencies required to inform you about
intelligence sharing arrangements they have made with other governments?

Yes. The intelligence agencies are by law (article 73, Intelligence and Security Services Act
2002) obliged to furnish all information the Review Committee on the Intelligence and
Security Services (abbreviated in Dutch: CTIVD) deems necessary for a proper performance of
its duties. The CTIVD is also given the right to immediate access to all information. In practice,
our investigators can access any processed data directly, including intelligence sharing
arrangements.

Does your mandate include independent oversight of the intelligence sharing activities
of your government?

Yes. The CTIVD has the task to oversee the legitimacy of the activities of the Dutch intelligence
and security services. This includes the intelligence sharing with services of other countries.

Do you have the power to access in full all relevant information about the intelligence
sharing activities of your government?

Yes, see above.

Do you have the power to review decisions to share intelligence and/or undertake
independent investigations concerning the intelligence sharing activities of your
government?

Yes, see above.

To give some examples, | would like to refer you a few recent public Review Reports that are
translated into English. These reports deal with different aspects of international cooperation
between intelligence and security services, with a strong focus on intelligence sharing:

o Review Report 48 on the implementation of cooperation criteria by the AIVD
and the MIVD (https://english.ctivd.nl/investigations/r/review-report-48 )

o Review Report 49 on the exchange of unevaluated data by the AIVD and the
MIVD (https://english.ctivd.nl/investigations/r/review-report-49 )

o Review Report 50 on contributions of the MIVD to targeting
(https://english.ctivd.nl/investigations/r/review-report-50 )

Do you cooperate with any other oversight bodies, domestic or foreign, to oversee the
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intelligence sharing activities of your government?

Yes. We started a joint project on this topic in 2015. You will find information about this in
chapter 7 of our annual report 2016 (https://english.ctivd.nl/latest/news/2017/07/24/index)
and in chapter 7 of our annual report 2015
(https://english.ctivd.nl/publications/documents/annual-reports/2016/06/07 /annual-report-
2015)

Do not hesitate to contact me should you have any further questions.

Kind regards,

Hilde Bos-Ollermann
General Secretary CTIVD

T: 0031 70-3155820 | M: 0031 6-51261539
www.ctivd.nl
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OFFICE OF THE INSPECTOR-GENERAL OF INTELLIGENCE AND SECURITY

18 September 2017

Dr. Gus Hosein and David Tong
Privacy International

62 Britton Street

London EC1M 5UY

United Kingdom

By Email: scarlet@privacyinternational.org

Dear Dr Hosein and Mr Tong

Thank you for your letter of 13 September 2017.

Your briefing Human Rights Implications of Intelligence Sharing raises important issues which we
grapple with in the context of my office’s oversight of the legality and propriety of the activities of
New Zealand’s intelligence and security agencies.

| am currently conducting a (publicly announced) inquiry into whether the New Zealand agencies
had knowledge of or involvement in the CIA detention and interrogation programme of 2001/09, as
set out in the US Senate Intelligence Committee report of December 2014. A significant part of my
inquiry is focused on what safeguards the agencies had at that time, and have now, to avoid the
possibility of being implicated in unlawful activity by their foreign counterparts. This necessarily
involves looking at current and past intelligence sharing practices. | will report publicly at the
conclusion of my inquiry which is still some months away.

In the meantime | am happy to provide answers to the questions set out in your letter, to the extent |
can, and will endeavour to do that by 31 October 2017 as you request.

Yours sincerely

1G -

Cheryl Gwyn
Inspector-General of Intelligence and Security

P O Box 5609, Wellington 6140
enquiries@igis.govt.nz
Phone: 04 471 8683
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A
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OFFICE OF THE INSPECTOR-GENERAL OF INTELLIGENCE AND SECURITY

27 October 2017

Dr. Gus Hosein and David Tong By email: scarlet@privacyinternational.org
Privacy International

62 Britton Street

London EC1IM 5UY

United Kingdom

Dear Dr Hosein and Mr Tong

| write in response to your letter of 13 September 2017. | value Privacy International’s focus on the
role of oversight bodies, as one means by which the lawfulness and propriety of actions of
intelligence and security agencies receive scrutiny and review. Alongside the work of other official
oversight bodies, civil society organisations such as Privacy International help ensure the
transparency of those activities, and also of course serve to ‘watch the watchers’ which is
enormously valuable in an open democracy. As your briefing canvassed, information sharing is a key
function of intelligence and security agencies, with the agencies accountable for the extent to which
those arrangements comply with international and domestic human rights law.

By way of introduction, | provide a few notes on the role of the Inspector-General of Intelligence and
Security, and the current framework, both statutory and organisational, for intelligence and security
agencies in New Zealand.

Inspector-General of Intelligence and Security

The office of the Inspector-General of Intelligence and Security (Inspector-General) in New Zealand is
independent of the executive. The Inspector-General has oversight of the two intelligence and
security agencies, the Government Communications Security Bureau (GCSB) and the New Zealand
Security Intelligence Service (NZSIS).

In summary, my office has the functions, duties and powers to:
= ensure the intelligence and security agencies conduct their activities lawfully and with
propriety
= ensure that complaints relating to the intelligence and security agencies are independently
investigated, and

P O Box 5609, Wellington 6140
enquiries@igis.govt.nz
Phone: 04 817 0402
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= advise the New Zealand Government and Intelligence and Security Committee on matters
relating to the oversight of the agencies."

To fulfil these responsibilities | have jurisdiction to:
= receive complaints
= initiate inquiries into the legality and/or propriety of agency activities
= review the agencies’ internal operational systems, and
= review all intelligence warrants.

My office is also able to receive and, where appropriate, investigate protected disclosures (aka
whistleblowing) relating to classified information and/or the activities of the intelligence and security
agencies.” Information about my role, functions and the work undertaken by my office is available in
our Annual Reports® (with some further details provided below).

New Zealand’s intelligence community’

The intelligence community comprises two civilian intelligence collection agencies:
= the GCSB® — primarily focuses on foreign signals intelligence (SIGINT)
= the NZSIS® - primarily focuses on domestic human intelligence (HUMINT).

In the New Zealand intelligence community there is also a civilian intelligence analysis and reporting
agency, the National Assessments Bureau within the Department of the Prime Minister and Cabinet,
and a range of intelligence functions within agencies including Defence, Customs, Immigration and
Police. None of these is subject to specialist independent oversight, although they are subject to
more general public sector oversight by the Office of the Ombudsmen and the Office of the Privacy
Commissioner.

Review of intelligence and security: Intelligence and Security Act 2017

An independent review of intelligence and security in New Zealand, in February 2016, recommended
a complete overhaul of the statutes governing the GCSB, NZSIS and their oversight. The
recommendations, set out in the Report Intelligence and Security in a Free Society,” are now largely
implemented by the Intelligence and Security Act 2017 (IS Act), which came into effect on 28
September 2017.

Acting in compliance with human rights law
In keeping with the review’s recommendations, the IS Act includes requirements that the GCSB and
NZSIS “act in accordance with New Zealand law and all human rights obligations recognised by New

Intelligence and Security Act 2017 (IS Act), ss 156, 158 and 171. All New Zealand legislation is available at
www.legislation.govt.nz

% Protected Disclosures Act 2000, ss 12 and 13; IS Act, s 160.

3 Inspector-General of Intelligence and Security Annual Reports are available at www.igis.govt.nz/publications/annual-
reports/

NZIC website is available at www.nzic.govt.nz

GCSB website is available at www.gcsb.govt.nz

NZSIS website is available at www.nzsis.govt.nz

Sir Michael Cullen and Dame Patsy Reddy Intelligence and Security in a Free Society February 2016, available via search at

www.parliament.nz/

N o o s
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Zealand law”.® Of particular relevance to Privacy International’s enquiry are sections 10 and 12 of

the IS Act which require the responsible Minister to be “satisfied” of this compliance, before
authorising the agencies to share information with overseas public authorities / foreign parties and
undertake foreign cooperation.

Ministerial Policy Statements under the new Act

The IS Act also requires the Minister responsible for the NZSIS and GCSB to issue Ministerial Policy
Statements (MPSs), to provide guidance for the agencies on the conduct of lawful activities in 13
areas.” The Office of the Inspector-General was consulted during the development of these MPSs.
Of particular relevance to intelligence sharing is the MPS entitled Cooperation of New Zealand
intelligence and security agencies (GCSB and NZSIS) with overseas public authorities.*®
further on this specific MPS below.

| comment

Responses to Privacy International’s questions

1. Is the government and/or are the intelligence agencies required to inform you about
intelligence sharing arrangements they have made with other governments?

There is no legislative provision requiring the GCSB or NZSIS (or any other government body) to
proactively inform the Inspector-General about current or new intelligence sharing arrangements
with other governments or foreign agencies. It is a matter of public record that New Zealand’s
primary intelligence sharing relationships are with New Zealand’s Five Eyes partners of USA, UK,
Australia and Canada.

However, the IS Act requires that, where the GCSB or the NZSIS request a government of, or an entity
in, another jurisdiction to carry out an activity that would be an unlawful activity if it were carried out
by the GCSB or NZSIS, they must obtain an intelligence warrant. As my office reviews all intelligence
warrants, any such request and associated intelligence cooperation agreements will be subject to my
oversight.

More generally, in order to carry out the Inspector-General’s functions and duties, | have broad rights
of access to all agency information which can, as necessary, include access to NZSIS or GCSB’s
intelligence sharing arrangements with other countries and foreign agencies. (These powers are
noted below in response to your third question).

2. Does your mandate include independent oversight of the intelligence sharing activities of your
government?

Yes, to the extent that my mandate includes independent oversight of the intelligence sharing
activities of New Zealand’s two intelligence and security agencies, the GCSB and NZSIS, both of which
are government departments.

8 1S Act, ss 3(c), 10(3), 12(7), 17(a) and 18(b).

1S Act, ss 206, 207 and 209.

'° The MPSs are available at www.nzic.govt.nz/legislation/
IS Act, 5 49(2).
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Key points to note are:

= My office is independent of the agencies themselves and executive government. Key
features of this independent status are that my office is funded by an appropriation that sits
outside of the intelligence community; the appointments of the Inspector-General and
Deputy Inspector-General are made without reference to the agencies; these roles are both
independent statutory officers, not employees; | am not subject to direction from the Prime
Minister or any Minister in terms of how I carry out my role

= The IS Act provides for total, unmediated access to security information held by the
intelligence and security agencies

= | can initiate an inquiry into the lawfulness and propriety of agency activities, where that is in
the public interest and without the need for government request or concurrence, and

= The IS Act requires that | report publicly, annually and on specific inquiries. This is an
important aspect of my independence and of transparent and effective oversight and public
accountability.

My office is small (eight people in total) which requires us to carefully prioritise where we put out
resources and our focus in terms of overseeing all of the agencies’ activities. That said, | am satisfied
that as a team we do manage to achieve sufficiently broad and also in-depth coverage. My work
programme and Annual Report are published each year, and also tabled in the House, which allows
the public to form its own view of the effectiveness and productivity of this office.

3. Do you have the power to access in full all relevant information about the intelligence
sharing activities of your government?

Yes, as noted above, | have broad rights of access to agency information as necessary to carry out all
my statutory functions and duties. In addition, in the context of an inquiry the IS Act provides the
Inspector-General with powers to:

= require any person to provide any information, document or thing in that person’s
possession or control, that | consider relevant to an inquiry™

= receive in evidence any statement, document, information or matter that may assist me with
an inquiry, whether or not that material would be admissible in a court of law*®

= require disclosure to the Inspector-General of any matter, despite that information,
document, thing or evidence being subject to an obligation of secrecy under an enactment or
otherwise™

= summons persons | consider able to give information relevant to an inquiry,* and

= enter, at a reasonable time, any premises used by an intelligence and security agency.'®

Any person answering questions, giving evidence or providing information documents or things to
the Inspector-General has the same privileges as witnesses have in a court of law."’

215 Act, 5 179.

IS Act, s 176.
IS Act, s 180.
IS Act, s 178.
IS Act, s 184.
IS Act, s 181.
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4, Do you have the power to review decisions to share intelligence and/or undertake
independent investigations concerning the intelligence sharing activities of your
government?

Such a review could arise in a number of ways. For example, it can occur in relation to my
investigation of a specific complaint received by the Inspector-General, or with regard to regular
review of all intelligence warrants. Intelligence sharing activities may be considered as part of an
own-motion inquiry.*®

Inquiry into possible New Zealand engagement with Central Intelligence Agency detention and
interrogation 2001-2009

As | mentioned in my interim reply of 18 September 2017, | am currently conducting a (publicly
announced) inquiry into whether the New Zealand intelligence and security agencies had knowledge
of or involvement in the CIA detention and interrogation programme of 2001- 2009, as set out in the
US Senate Intelligence Committee report of December 2014. | expect my inquiry will result in the
clarification of past events; it will also include an assessment of whether relevant standards, in policy,
procedure and practice, are currently in place.

A significant part of my inquiry is focused on what safeguards the agencies had at that time, and have
now, to avoid the possibility of being implicated in unlawful activity by their foreign counterparts (for
example, through agency activities that might amount to complicity in acts of torture). This
necessarily involves looking at the agencies’ past and present intelligence sharing arrangements,
policies and practices, alongside New Zealand’s obligations under international and domestic human
rights law.

Ministerial Policy Statement on co-operation with overseas public authorities

The IS Act™ requires that, in conducting any inquiry or review, | must take into account any relevant
Ministerial Policy Statement (MPS) and the extent to which the agency has had regard to that
statement.

The MPS entitled Cooperation of New Zealand intelligence and security agencies (GCSB and NZSIS)
with overseas public authorities, has as its primary purpose the provision of “guidance on
determining which overseas public authorities GCSB and NZSIS should engage with, and how that
engagement should be regulated, including guidance on the types of activities that are appropriate

to undertake with those parties”.”> The MPS also “addresses issues associated with the operational

use of intelligence gained from a foreign partner”.”

Parts of the MPS address the use of information by intelligence and security agencies when the
information is known or suspected to have been obtained by human rights abuses, such as torture. |

®

IS Act, s 158.

IS Act, s 158(2).

Ministerial Policy Statement Cooperation of New Zealand intelligence and security agencies (GCSB and NZSIS) with
overseas public authorities, at [8].

Ministerial Policy Statement Cooperation of New Zealand intelligence and security agencies (GCSB and NZSIS) with
overseas public authorities, at [8].

8 &
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acknowledge that some aspects of the law on complicity in this context have not yet fully crystallised,
but | have made the New Zealand agencies aware of my view that these parts of the MPS require
further consideration and careful development. Other jurisdictions are also considering this issue -
see, for example, the recently redrafted Canadian Ministerial Directions on Avoiding Complicity in
Mistreatment by Foreign Entities. The MPS itself contemplates a review within a relatively short
time.”

5. Do you cooperate with any other oversight bodies, domestic or foreign, to oversee the
intelligence sharing activities of your government?

Yes, | greatly value the collegial relationships, and discussions on issues (to the extent that our
respective laws allow), that my office has with oversight bodies around the world, including bodies in
the other Five Eyes countries, and in certain European states with whom | have established
relationships.

Broader and deeper international cooperation between intelligence and security agencies represents
a growing challenge to accountability. | view this increasing accountability deficit as perhaps the
most significant oversight challenge in the field of national security today.

At a domestic level, | may consult with any of the Auditor-General, an Ombudsman, the Privacy
Commissioner, Human Rights Commissioner and the Independent Police Conduct Authority, about
matters relating to my statutory functions. In doing so | may disclose any information that I consider
necessary for the purpose of the consultation, despite the general restriction on the Inspector-
General and staff disclosing any security records or other official information about the activities of
an intelligence and security agency.”

As to international oversight cooperation, to date, national investigations have built on each other,
rather than being coordinated across jurisdictions. For example, my work on the ‘Inquiry into
possible New Zealand engagement with Central Intelligence Agency detention and interrogation
2001-2009’ has been assisted by inquiry reports published by oversight bodies in other jurisdictions.

At a recent meeting of the newly established Five Eyes Intelligence Oversight and Review Council, the
potential to carry out joint oversight projects was canvassed. | am actively pursuing possibilities for
carrying out parallel investigations with foreign oversight bodies to examine specified operational
activities or, possibly, both or all “ends” of a particular intelligence agency activity carried out across
national borders. Any such investigations or joint projects should result in public reports.

2 Ministerial Policy Statement Cooperation of New Zealand intelligence and security agencies (GCSB and NZSIS) with
overseas public authorities, at [67].

2 IS Act, s 161.
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I hope my responses have addressed all the matters raised by your enquiries. Please do not hesitate
to contact my office again with further queries or for any points of clarification. | am also happy to
meet in person with the Aotearoa New Zealand Human Rights Lawyers’ Association, if that would
assist.

Yours sincerely

G -

Cheryl Gwyn
Inspector-General of Intelligence and Security
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DEPARTMENT
of the PRIME MINISTER
and CABINET

16 November 2017

Dr Gus Hosein
Privacy International

David Tong
Aotearoa New Zealand Human Rights Lawyers Association

c/o Scarlet Kim (scarlet@privacyinternational.org)

Dear Dr Hosein and Mr Tong

Oversight of intelligence sharing between your government and foreign
governments

| write in response to your letter to the Prime Minister and members of the Intelligence and
Security Committee of Parliament (the ISC) dated 13 September 2017, about oversight of
intelligence sharing between the New Zealand Government and foreign governments. In
that letter you asked the ISC a number of questions about oversight of intelligence sharing
arrangements in New Zealand.

The ISC is comprised of government and opposition members of the New Zealand House
of Representatives. At the time of writing, the ISC does not have any endorsed members
following the 2017 General Election and the opening of a new Parliament. This means
that the ISC cannot currently conduct any business. In the meantime, the Department of
the Prime Minister and Cabinet (DPMC) is able to offer answers to your questions.

DPMC administers the Intelligence and Security Act 2017 (the Act). The Act sets out the
functions and powers of the intelligence and security agencies, as well as those relating
to the agencies’ oversight bodies. In New Zealand, the intelligence and security agencies
are the Government Communications Security Bureau (GCSB) and the New Zealand
Security Intelligence Service (NZSIS).

The Act expressly requires the intelligence and security agencies to act in accordance
with New Zealand law and all human rights obligations recognised by New Zealand law
when performing their statutory functions. The Act places a duty on the Directors-General
of the GCSB and NZSIS to take all reasonable steps to ensure that any cooperation with
foreign jurisdictions and international organisations in the performance of any of the
agencies' functions is in accordance with New Zealand law and all human rights
obligations recognised by New Zealand law.

Further, when authorising the sharing of intelligence with any party, foreign or otherwise,
the Minister responsible for the intelligence and security agencies must be satisfied that
such sharing will be in accordance with those same obligations. The Act also specifies the

Executive Wing, Parliament Buildings, Wellington, New Zealand 6011
® 6448179700 Facsimile 64 4 472 3181 www.dpmc.govt.nz
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powers and responsibilities of the Inspector-General of Intelligence and Security (the
Inspector-General) as an independent oversight body and the ISC, which exercises
oversight on behalf of Parliament.

1. Is the government and/or are the intelligence agencies required to inform you
about intelligence sharing arrangements they have made with other
governments?

You may be interested to know that the Ministerial Policy Statement on the Cooperation
of New Zealand intelligence and security agencies (GCSB and NZSIS) with overseas
public authorities requires the intelligence and security agencies to refer all new bilateral
or multilateral arrangements relating to cooperation and intelligence sharing with a foreign
jurisdiction or overseas public authority to the ISC for noting. This ministerial policy
statement was issued by the agencies’ responsible Minister pursuant to the Act, and must
be provided by the Minister to the ISC once it is constituted.

There is no legislative requirement for the intelligence and security agencies to inform the
ISC about existing intelligence sharing arrangements.

2. Does your mandate include independent oversight of the intelligence sharing
activities of your government?

The ISC, as a Parliamentary oversight body, provides democratic oversight of the
intelligence and security agencies. Its role is mainly around issues of efficacy and
efficiency, budgetary matters, and policy settings.

Independent oversight of the intelligence and security agencies is provided by the
Inspector-General. The Inspector-General’s oversight function relates to all activities
carried out by the intelligence and security agencies in the performance of their statutory
functions, including intelligence sharing.

The ISC may request the Inspector-General to undertake an inquiry into an intelligence
and security agency's compliance with the law (including human rights law) and the
propriety of particular agency activities (conducting such inquiries are functions of the
Inspector-General). Where she undertakes an inquiry at the ISC’s request, the IGIS must
report the results of that inquiry to the ISC. This function gives the ISC a mechanism for
ensuring issues of concern to it are independently investigated.

As set out in the Act, the ISC's functions are:

s to examine the policy, administration, and expenditure of each intelligence and
security agency;

¢ to receive and consider the annual report of each intelligence and security agency;

¢ to conduct each year, following receipt of the annual report of an intelligence and
security agency, an annual review of the agency for the immediately preceding
financial year;

¢ to consider any Bill, petition, or other matter in relation to an intelligence and
security agency referred to the Committee by the House of Representatives,

' Available at https:/fwww.nzic.govt.nz/assets/MPSs/Ministerial-Policy-Statement-Cooperation-with-
overseas-public-authorities. pdf.
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* to request the Inspector-General to conduct an inquiry into-

o any matter relating to an intelligence and security agency’'s compliance with
New Zealand law, including human rights law;

o the propriety of particular activities of an intelligence and security agency;

+ to consider any matter (not being a matter relating directly to the activities of an
intelligence and security agency) referred to the Committee by the Prime Minister
because of that matter's intelligence or security implications;

¢ to consider and discuss with the Inspector-General his or her annual report.

The ISC's functions do not include inquiring into any matter within the jurisdiction of the
Inspector-General, nor the examination of any operational matters.

3. Do you have the power to access in full all relevant information about the
intelligence sharing activities of your government?

The ISC has the ability to request the Director-General of an intelligence and security
agency, or any other person, to disclose any document or other information relevant to
the matters being considered by the ISC. That information must be provided unless the
circumstances set out in sections 202 and 203 of the Act apply.

The Inspector-General has a very broad right of access to any information held by an
intelligence and security agency. The Act also contains provisions applying to the
Inspector-General's access to information when conducting an inquiry under the Act (for
example, see sections 178 and 180).

4. Do you have the power to review decisions to share intelligence and/or
undertake independent investigations concerning intelligence sharing activities
of your government?

This is not a function of the ISC. However, agency decisions relating to intelligence sharing
may be something the IGIS examines in the course of investigating a specific complaint
or in the course of an own-mation inquiry, for example.

5. Do you cooperate with any oversight bodies, domestic or foreign, to oversee the
intelligence sharing activities of your government?

No, the ISC does not have this statutory function. The ISC's functions are set out above
in response to your second question.

| trust this information is helpful.

Yours smcerely

Lm)

Andrew Kibblewhite
Chief Executive
Department of the Prime Minister and Cabinet
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STORTINGETS
KONTROLLUTVALG

FOR ETTERRETNINGS-, OVERVAKINGS-
OG SIKKERHETSTJENESTE

Privacy International

Executive Director Dr. Gus Hosein Attached documents: 1
62 Britton Street, London
EC1M 5UY

United Kingdom 25" October 2017
Our ref.: 2017/103 Your ref.:

Oversight of intelligence sharing between governments

The EOS Committee refers to your letter 13" September 2017, where you share your concerns
about the lack of transparency of intelligence sharing arrangements between our government
and foreign governments, and request information from the EOS Committee about its oversight
of these intelligence sharing arrangements.

With regards to the requested information, the Committee will make you aware that its oversight
is limited to the practice of intelligence, surveillance and security services carried out by, under
the control of or on the authority of the Norwegian public administration. Both the senior
members of the Public Prosecution Authority, and the ministries, are exempt from the area of the
Committee’s oversight.

1. Is the government and/or are the intelligence agencies required to inform you about
intelligence sharing arrangements they have made with other governments?

The services are not required by law to inform the Committee about new intelligence sharing
arrangements. In pursuing its duties, the Committee may however demand access to the
services’ archives and registers, including information about arrangements the services have
made with other governments/agencies. The Committee shall not seek more extensive access to
classified information than warranted by its oversight purposes. Insofar as possible, the concern
for safeguarding of information received from abroad shall be observed.

The services do on occasion inform the Committee about new arrangements, on their own
initiative or upon the Committee’s request.

2. Does your mandate include independent oversight of the intelligence sharing activities
of your government?

The purpose of the Committee’s oversight is to ascertain and prevent any infringement of any
person’s rights, to ensure that the means of intervention employed do not exceed those required
under the circumstances, that the services respect human rights, and to ensure that the activities
are kept within the framework of statute law, administrative or military directives and non-
statutory law. The Committee shall show consideration for national security and relations with
foreign powers.

POST: Postboks 84 Sentrum, 0101 OSLO
BESOK: Akersgata 8

TELEFON: 23 31 09 30

E-POST: post@eos-utvalget.no
INTERNETT: www.eos-utvalget.no
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Within this framework, the Committee oversees the intelligence sharing activities of the services.
This includes assessments of whether or not the services have complied with relevant
regulations and policies when disclosing information to other services, domestic or foreign.

3. Do you have the power to access in full all relevant information about the intelligence
sharing activities of your government?

See question 1 above.

4. Do you have the power to review decisions to share intelligence and/or undertake
independent investigations concerning the intelligence sharing activities of your
government?

The Committee is not authorized to order the services to take specific action on a matter, nor to
make decisions to which the services are obligated to conform. The Committee may express its
opinion on matters or situations it investigates as part of its oversight duties and make
recommendations to the services, such as recommending that a practice or measure ought to be
discontinued. The Committee will report its findings to the Parliament, which can then decide if
changes in legislation or practices are necessary. The Committee shall, as a rule, conform to the
principle of subsequent oversight. However, the Committee may demand access to, and
comment on, current issues.

These procedures apply to the oversight of the services’ intelligence sharing activities as well. In
the Committee’s annual report for 2016 to the Parliament, the Committee criticized the Police
Security Service for matters concerning international sharing of intelligence information.’

5. Do you cooperate with any other oversight bodies, domestic or foreign, to oversee the
intelligence sharing activities of your government?

The Committee has found that having contact with similar oversight bodies in other countries has
been fruitful in the sense of getting new ideas and methods for performing oversight.

In the Committee’s view there should be considered whether (and if so, how) it is possible to
have more systematic collaboration between oversight bodies, without infringing on the rules of
secrecy that the oversight bodies are bound by.

The Committee has contributed to the book “Making International Intelligence Cooperation
Accountable”, written by Hans Born, lan Leigh and Aidan Wills, published in 2015. A copy of the

book is enclosed. For more information on the EOS Committee’s oversight of international
intelligence cooperation, see especially chapter 7.

Yours sincerely,

é/l%é?/fW
EldBjerg Lower
Cophmittée Chair

' See chapter 4.9 in the Committee’s “Annual report 2016”. The report can be downloaded from our website: eos-utvalget.no.
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PARLAMENTUL ROMANTET
Comisia speciald comund a Camerei Deputatilor si Senatului pentru exercitarea controlului asupra
actwitdtii Serviciulut de Informatii Externe

Nr.4c21 ¥4 | 3/ /0. 2o/ ¥

in atentia: Privacy International

Urmare solicitarii dumneavoastrd nr.: 4294 din data de 14.09.2017, inregistrati in cadrul
Comisiei sub nr. 4¢-21/62/20.09.2017, cu privire la lipsa de transparenta a intelegerilor privind
schimburile de informatii dintre Romaénia si alte state, v informam urmatoarele:

Conform prevederilor legale in vigoare, actele internationale privind cooperarea in domeniul
protectiei informatiilor clasificate sunt publice. Pentru informatii suplimentare. puteti consulta si

pagina: http://orniss.ro/ro/legislatie_3.html

Ficénd referire la intrebarile dumneavoastra, Comisia speciald comund a Camerei Deputatilor si
Senatului pentru exercitarea controlului parlamentar asupra Serviciului de Informatii Externe
functioneaza in baza Hotérdrii nr. 44/1998, in temeiul céreia, printre altele: a) analizeazd si verifica
respectarea Constitufici si a legilor Romdniei de cdtre Serviciul de Informatii Externe, b) verifica daca
ordinele, instructiunile si alte acte cu caracter normativ, emise de conducerea Serviciului de Informatii
Externe, sunt in conformitate cu Constitutia si cu legile Romdniei, cu hotardrile Consiliului Suprem de
Apdrare a Jarii si cu hotdrdrile Guvernului, (...) .e) examineazd cazurile in care in activitatea
Serviciului de Informatii Externe s-au semnalat incalcari ale prevederilor constitutionale si ale altor
dispozifii legale §i se pronunid asupra mdsurilor ce se impun pentru restabilirea legalitatii; f)
analizeaza, verificd si solufioneazd sesizarile cetdfenilor care se considerd lezati in drepturile si
libertdrile lor, prin mijloacele de obfinere a informatiilor privind siguranta nationald si apdrarea
intereselor Romdniei, de cdtre Serviciul de Informatii Externe. Examineaza si solutioneazd celelalte
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pldngeri si sesizdri care ii sunt adresate in legdturd cu incdlcarea legii de catre Serviciul de Informatii
Externe; (...)

in exercitarea atributiilor de i revin, Comisia este indreptatita si solicite Serviciului de
Informatii Externe, prin intermediul directorului acestuia, documente, date si informatii si poate audia
orice persoand in legiturd cu problemele analizate. in acest context, Serviciul de Informatii Externe
este obligat s raspunda n timp util solicitdrilor Comisiei si sa permitd audierca persoanelor indicate de
aceasta, cu acordul prealabil al directorului Serviciului de Informatii Externe, exceptind documentele,
datele si informatiile in legdturd cu actiunile informative privind siguranta nationala, aflate in curs sau
carc urmeazd a fi executate, apreciate ca atare de citre Comisie, la recomandarea Consiliului Suprem
de Apirare a Tarii, precum si informatiile care pot conduce la deconspirarea calitiii reale a cadrelor
operative, la identificarea surselor de informare, a metodelor si mijloacelor de munci concrete folosite
in munca de informatii, in misura in care acestea nu contravin Constitutiei si legislatiei in vigore.

In plus, conform articolului 2 alin. (1) din Legea nr. 1/1998 privind organizarea si functionarea
Serviciului de Informatii Externe, “Serviciul de Informatii Externe face parte din sistemul national de
apdrare. Activitatea sa este organizatd i coordonaid de Consiliul Suprem de Aparare a Tarii”.
Conform articolului 4 alin. (2) din aceeasi lege, ”Cu aprobarea Consiliului Suprem de Apdrare a Tarii
Serviciul de Informatii Externe poate stabili relaii cu organisme similare din strdindtate”. Astfel, in
ceea ce priveste accesul membrilor Comisiei la informatiile relevante legate de schimburile de
informatii alte statului, Tn sfera atributiilor ce-i revin si prin prisma cazurilor concrete supuse atentiei
Comisiei, aceste informatii pot fi obtinute la cerere 5i cu acordul partilor implicate,

Totodatd, Comisia coopereazd cu alte organisme de control, nationale si striine, in spete
concrete supuse atentiei acesteia.

Cu deosebiti stima,

PRESEDINTE,
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This document is an unofficial translation from Romanian by the Asociatia
pentru Tehnologie si Internet of the original text.

Concerning your request no. 4294 from 14.09.2017, registered at the committee under no. 4c-
21/62/20.09/2017, regarding the lack of transparency of the intelligence sharing agreements
between Romania and other countries, we inform you the following:

According to the current legislation, the international documents concerning cooperation in the
field of classified information are public. For more information, you can go to the following web
page: http://orniss.ro/ro/legislatie_3.html

Referring to your questions, the The Joint Standing Committee for the exercise of parliamentary
control over the activity of the Foreign Intelligence Service does its work according to Decision
no. 44/1998, based on which, among others, it:

a) analyzes and verifies the compliance with the Constitution and the laws of Romania by the
Foreign Intelligence Service,

b) verifies that the orders, instructions and other regulatory documents (i.e. secondary
legislation - translation note) put forward by the leadership of the Foreign Intelligence Service
comply with the Constitution and the laws of Romania, the decisions of the Supreme Defense
Council and the decisions of the Government, (...)

e) examines the cases where infringements on the provisions of the Constitution or on other
legal provisions have been reported during the activity of the Foreign Intelligence Service and
decides on the measures necessary to restore compliance with the law;

f) analyzes, verifies and solves the complaints of citizens who deem to have had their rights and
freedoms infringed upon by way of the means of gathering intelligence regarding national
security and the defense of Romania's interests by the Foreign Intelligence Service and solves
any other complaints and notifications addressed to it regarding infringements of the law by the
Foreign Intelligence Service; (...)

In exercising its duties, the Committee has the right to ask the Foreign Intelligence Service,
through its director, for documents, data and information and it can organize hearings of any
person related to the analyzed problems. Within this context, the Foreign Intelligence Service is
obligated to answer in due time to the inquiries of the Committee and to permit the hearing of
the persons indicated by it, with the previous agreement of the director of the Foreign
Intelligence Service, with the exception of the documents, data and information related to
currently ongoing or future national security intelligence activities, considered as such by the
Committee at the recommendation of the Supreme Defense Council, as well as the information
which could lead to breaking of the cover of operatives, to the identification of sources, of
concrete methods and means of work used in intelligence gathering, to the extent that these do
not infringe on the Constitution and standing legislation.

Moreover, according to article 2.(1) of Law no. 1/1998 concerning the organization and
functioning of the Foreign Intelligence Service, “The Foreign Intelligence Service is part of the
national defense system. Its activity is organized and coordinated by the Supreme Defense
Council”. According to article 4.(2) of the same law, “With the approval of the Supreme Defense
Council, the Foreign Intelligence Service can establish relationships with similar foreign
organizations”. So, concerning the access of the Committee's members to relevant information
regarding state intelligence sharing, given its purview and the concrete situations which came to
the attention of the Committee, these informations can be obtained upon request and with the
accord of the involved parties.

Furthermore, the Committee cooperates with other oversight bodies, both national and foreign,
in cases brought to its attention.

Respectfully,
President,
Deputy Mihai Weber
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Nr.4c-20&8 /o0& M. 20 F
Citre: PRIVACY INTERNATIONAL
ApTI {Asociatia pentru Tehnologie si Internet)

Urmare a adresei dvs. Nr. 4¢-20/586/14.09.2017, Comisia comuni
permanenti a Camerel Deputatilor §i Senatului pentru exercitarea controlului
parlamentar asupra activititii Serviciului Romén de Informatii (Comisia) a
analizat cu atentie petitia dvs. si a procedat la cercetarea aspectelor semnalate,

In sedintz din data de 1 noiembrie 2017 membrii Comisiei au formulat
urmétoarele rispunsuri;

1. La intrebarea dvs. privind obligatia Guvernului si/sau a serviciilor de
informatii de a informa Comisia in legituri cu intelegerile privind schimbul
de informatii pe care le-an incheiat cu alte puverne/state, vi comunicim
urmitoarele:

Atribufiile Comisiel sunt exercitate doar in raport cu SRI si nut cu Guversul
sau cu alte servicii de informagii. In conformitate cu Art. 1. alin. (3) din HP nr.
3041993 privind organizarea si funcfionarea Comisiei, Comisia are atributii
privind supravegherea indeplinirii de cdtre Serviciul Romdn de Informatii (SRI)
a misiunilor ce @i revin in conformitate cu prevederile legale in vigoare si
efeciueazd un control concret §i permanent asupra activititilor SRI. Pe lingd
alte atributii, Comisia monitorizeazd modul de indeplinire de céitre SRI a
cerintelor legale in ceea ce priveste mdsurile care presupun restrdngerea
exercifiului drepturilor §i libertdfilor cetdrenesti.
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Conform Art. 4. lit. [) din HP nr. 30/1993, Comisia examineazd rapoartele
prezentate Parlamentului, potrivit legii, de cdtre directorul SRI si intocmeste un
raport propriu asupra acestora, pe care if Inainteazd bivourilor permanente ale
celor doud Camere ale Parlamentului,

In cadrul controlului parlamentar, Comisia verificd dacd, in exercitarea
atributiilor ce revin SRI sunt respectate prevederile Constitutiel si ale celorlalte
acte normative, respectiv modul in care SRI asigurd respectarea, in cadrul
activitdtii de informatii, a drepturilor si libertdtilor persoanelor.

SRI este obligat — conform Art, 6 din HP nr, 30/1993 - sd pund la dispozitia
Comisiei in sapte zile rapoartele, informarile, explicatiile, documeniele, datele si
informatiile solicitate si sd permitd audierea personalului militar si civil indicat
de Comisie, dacd este cazul. Sunt exceptate documentele, datele si informatiile in
legdturd cu actiunile informative privind securitatea nationald, aflate in curs sau
care wrmeazd a fl executate, precum si informatiile care pot conduce la
deconspirarea calitdfii reale a cadrelor operative, la identificarea surselor de
informare, a metodelor si mijloacelor de muncd concrete folosite in activitaica de
informatii. Nu fac obiectul exceptiei acele situafii in care un organ judiciar a
constatat incdlearea unor drepturt sau liberidti cetitenest.

Avdnd in vedere cele de mar sus, vd informédm cd nu existd prevederi exprese
prin care SRI sd fie obligat sd informeze Comisia in legdturd cu infelegerile
privind schimbul de informatii pe care SRI le-a fncheiat cu alte guverne/state,
dar, dacd existd indicii rezonabile cd prin respectivele intelegeri au fost
restrdnse drepturile si libertdtile cetdfenesti, Comisia are dreptul 54 efectueze
verificdri §i sd solicite SRI explicatii si documente relevante, asa cum se
mentioneaza mai Sus.

2, La intrebarea dvs. in legiituri cu existenta unui mandat al Comisiei pentru
efectuarea wnui control independent al activititilor de schimb de informatii
ale Guvernului/Statului, vA comunicim urméitoarele:

Reiterdm gfirmatia de mai sus §i anume cd atributiile Comisiei sunit exercitate
doar in vaport cu SRI 5i nu cu Guvernul/Statul. Pe cale de consecingd, nu exisiG
un mandar general incredintat Comisiei pentru a efectua un control independent
al activitdtilor de schimb de informatii ale Guvernului/Statului.

3. Laintrebarea dvs. in legiturd cu abilitarea Comisiei de a avea acces la toate
informatiile relevante legate de schimburile de informatii ale
Guvernului/Statului, v comuniciim urmitoarele:

Comisia poate solicita SRI rapoarte, informdri, explicatil, documente, date,
tnformatii, etc. iar SRI are obligatia de a le pune la dispozitia Comisiei, cu
excepfia mentionatd mai sus, la rdspunsul la intrebarea nr. 1.
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4. La fotrebarea dvs. in legiiturd cn abilitarea Comisiei de a revizui deciziile
privind schimbul de informatii si/sau de a desfisura investigatii
independente fn legdturd cu activititile de schimb de informatii ale
Guvernulai/Statului, vi comanicim urmiitoarele:

Schimbul de informatii ale Guvernului/Statului cu alte state se realizeazd in
baza unor acorduri bilaterale sau muliilaterale.

In conformitate cu HP 30/1993, Avt. 4 lil. ¢) Comisia examineazd cazurile in
care s-au semnalat inedlcdri ale prevederilor constitufionale §i ale altor
dispozitii legale in activitaiea Serviciului Romdn de Informatii si se pronuntd
asupra mdsurilor ce se impun pentru restabilirea legalitdtii. Pe cale de
consecintd, dacd s-ar Impune revizuivea deciziilor privind schimbul de
informatii, acest lucru se poate face prin modificarea acordurilor de cdive partile
semnatare din cadrul Guveraului/Statilui,

5. La intrebarea dvs. in legiturd cu cooperarea Comisiei cu alte organisme de
control nationale sau striine, pentru controlul activitatilor de schimb de
informatii ale Guvernului/Statului, vi comunicim urmitoarele:

In Roménia, prin Legea nr. 64/2013 a fost ratificat acordul dintre statele
membre ale Uniunii Europene, reunite in cadrul Constliului, privind protectia
informatiilor clasificate schimbate tn interesul Uniunii, semnat la Bruxelles, la
data de 25 mai 201 1.

In general, prin ratificarea acordurilor incheiate intre Romdnia si alie siate,
se creeazd cadrul novmativ  necesar asigurdrii  protectiel reciproce a
informatiifor clasificate schimbate sau produse tn procesul de cooperare intre
parii. De reguld, aceste acorduri creeazd un ser de reguli aplicabil tuturor
activitatilor de cooperare i contracielor viitoure care vor fi implementate intre
parti si care vor comline, sau vor implica informaiii clasificate. Acordurile
reglementeqzd:

a) scopul si domeniul de aplicare,

b) autoritdtile competente de securitate’;

¢} echivalenta gradelor de secretizare;

d) conditiile de acces la informatiile clasificate;

* In Roménia, autoritatea competentd este Oficiul Registriiul Netional of Informatiitor Secrete de Stat (ORNISS), institutie publicd
avind persondlitate juridicd, in subordinea Guvernului Remdniel st fn coordonarea directn o Prim-ministrulul, cu outeritete fo nivel
national in domeniul securitdtii informatiilor clasificate. ORNISS asigurd implementarea unitord, lo mivel nagional, o masurilor de
securitate o informatifior nationale closificote, precum si o celor echivalente cure fac obiectul tratatelor, intelegerilor si acordurilor
bilaterofe sou multilaterale fo core Romdnio este parte. ORNISS este organismud notional de legdturd pentru informatiile clasificate
cu Oficivl de Securitate al NATC (NOS), cu structurile de securitate similare din stotele membre 37 partenere ale NATG, ule UE i ale
altor organizatii internationole precum si cu cele ale stotetor cu core Romdnia o incheiat trotote, intelegeri sau aeorduri care
previdd protectia informatiilor closificate.
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e} mdsurile de protectie a informatiilor clasificate;

f) incheierea si derularea contractelor clasificate de cdtre o parte sau o persoand
Juridicd dintr-un stat pe teritoriul celeilalte parti;

g) cercetarea gi solutionarea incidentelor de securitate.

Potrivit art. 25 alin. 5 din Legea nr. 182/2002 privind protectia informatiilor
clasificate, protectia informatiilor nedestinate publicitdtii transmise Romdniei de
alte state sau organizatii internationale, respectiv accesul la aceste informatii, se
realizeazd in conditiile statuate prin tratatele internationale sau prin acordurile
la care tara noustrd este parte.

Astfel, schimbul de informatii intre SRI si servicii de informatii partenere din
alte state se realizeazd cownform regulilor instituite prin protocoalele de
cooperare incheiate de cdatre SRI cu organisme similave din strdindtate, cu
respectarea normelor fn vigoare. Acordurile incheiate de fara noastrd, respectiv
protocoalele la care SRI este parte, statueazd expres obligatia respectdrii regulii
“lertei  pdarfi”  potrivit  cdreia, m o orice  qefivitate  care  presupune
cooperare/schimb de informatli, transmiterea unei informatii clasificate cdtre o
tertdd entitate se realizeazd exclusiv cu acordul pdrfil emitente.,

Vi multumim pentru Increderca acordati, asigurdndu-vE de intreaga noastrd
disponibilitate pentru examinarea si clarificarea oricdror cazuri in care sunt

semnalate Tnedlcdn ale prevederilor constitutionale si/sau ale altor dispozitii
legale in activitatea Serviciului Romén de Informatii.

Cu stimi,

Senator Iulian-Claudiu MANDA
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This document is an unofficial translation from Romanian by the Asociatia
pentru Tehnologie si Internet of the original text.

Concerning your request no. 4c-20/586/14.09/2017, the The Joint Standing Committee of the
Chamber of Deputies and of the Senate for the exercise of parliamentary control over the
activity of the Romanian Intelligence Service (the Committee) carefully analyzed your petition
and proceeded to investigate the mentioned issues.

In the meeting from 1 November 2017, the Committee's members formulated the following
answers:

1. To your question regarding the obligation of the Government and/or of the intelligence
agencies being required to inform the Committee about intelligence sharing
arrangements made with other governments/states, our answer is the following:

The Committee's competences are exercised only in relation to the SRI', not in relation with the
Government or any other intelligence services. According to article 1.(3) of Parliament Decision
no. 30/1993 regarding the organization and functioning of the Committee, the Committee has
competences overseeing that the Romanian Intelligence Service (SRI) fulfils its duties according
to the current legal provisions and performs a concrete and permanent control of SRI's
activities. Among others, the Committee monitors the way SRI comply with the legal
requirements regarding measures which involve the limitations of the exercise of citizens' rights
and freedoms.

According to article 4.f) of Parliament Decision no. 30/1993, the Committee examines reports
presented to the Parliament, according to the law, by the SRI director and drafts its own report
regarding them, which it then forwards to the Standing Bureaus of both chambers of the
Parliament.

As part of parliamentary oversight, the Committee checks if, during the course of the work SRI
does, the provisions of the Constitution and of the rest of the legislation are followed, as well as
the way SRI upholds the rights and freedoms of the individuals during its intelligence activities.

SRl is obligated — according to article 6 of Parliament Decision no. 30/1993 — to provide the
Committee within 7 days the requested reports, briefings, explanations, documents, data and
information and to permit the hearing of military and civilian personnel indicated by the
Committee, if that is the case. The documents, data and information related to currently ongoing
or future national security intelligence activities, considered as such by the Committee at the
recommendation of the Supreme Defense Council, as well as the information which could lead
to breaking of the cover of operatives, to the identification of sources, of concrete methods and
means of work used in intelligence gathering. The situations when a court of law decides that
there have been infringements upon civil rights or freedoms taking place are not covered by the
previously described exception.

Taking all of the above into consideration, we inform you that there are no explicit provisions
mandating that the SRI needs to inform the Committee about intelligence sharing agreements it
has established with other governments/states, but, if there are reasonable indications that

111/173



Secret Global Surveillance Networks: Intelligence Sharing Between Governments and the Need for Safeguards

through these agreements civil rights and freedoms have been infringed upon, the Committee
has the right to check and to ask SRI for explanations and relevant documents, like described
earlier.

2. To your question about the existence of a mandate of the Committee for performing
independent oversight of the intelligence sharing activities of the government/state, our
answer is the following:

We reiterate the statement from above, namely that the Committee's competences are
exercised only in relation to the SRI, not in relation with the Government/State. As a
consequence, there is no general mandate given to the Committee to perform an independent
control of the intelligence sharing activities of the Government/State.

3. To your question about the ability of the Committee to access in full all relevant
information about the intelligence sharing activities of the Government/State, our answer
is the following:

The Committee can ask SRI for reports, briefings, explanations, documents, data, information
etc. and the SRI has the obligation to provide them to the Committee, with the exception
mentioned earlier, in the answer to question no. 1.

4. To your question about the ability of the Committee to review decisions to share
intelligence and/or undertake independent investigations concerning the intelligence
sharing activities of the Government/State, our answer is the following:

The information sharing of the Government/State with other states is done based on bilateral
and multilateral accords.

According to Parliament Decision 30/1993, article 4.c) the Committee examines the cases
where infringements of the constitutional or legal provisions have been reported during the
activity of the Romanian Intelligence Service and decides on the measures necessary to restore
observance of the law. As a consequence, if an update of the intelligence sharing framework
would be needed, this can be done by modifying the agreements by the signatory organisations
of the Government/State.

5. To your question about the Committee's cooperation with other oversight bodies,
domestic or foreign, to oversee the intelligence sharing activities of the
Government/State, our answer is the following:

In Romania, Law no. 64/2013 ratified the agreement between the European Union's Member
States, gathered at the Council of the European Union, regarding the protection of classified
information shared in the interest of the Union, signed at Brussels on 25 May 2011.
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In general, through the ratification of agreements between Romania and other states, a legal
framework necessary for providing reciprocal protection of classified information shared or
created during the cooperation process amongst partners is created. Usually, these
agreeements establish a set of rules applicable to all cooperation activities and to all future
contacts which will take place between partners and which will contain, or involve classified
information. The accords regulate:

a) the purpose and scope of the accords;

b) the competent security authorities?;

¢) the equivalence of classification levels;

d) the access conditions to classified information;

e) the protection measures for classified information;

f) the establishment and execution of classified contracts by a party or legal person from a state
on the territory of the other party;

g) the research and solving of security incidents.

According to article 25.(5) of Law no. 182/2002 regarding the protection of classified
information, the protection of non-public information transmitted to Romania by other states or
international organizations, and the access to this information, is done according to rules
established by international treaties or agreements to which our country is party.

Thus, intelligence sharing between SRI and partner intelligence services from other countries
are done according to the rules established through cooperation protocols between SRI and
similar foreign organizations, while respecting established norms. The agreements established
by our country, including the protocols SRI is a party of, explicitly state the obligation to respect
the “third party” rule which says that, in any activity involving cooperation/intelligence sharing,
the communication of a piece of classified information to a third party is done exclusively with
the agreement of the sending party.

Thank you for your trust. We assure you of our availability for examining and clarifying any
cases involving reports of infringements upon constitutional and/or legal provision during the
activity of the Romanian Intelligence Service.

Respectfully,

Senator lulian-Claudiu MANDA
PRESIDENT

[1] SRI - Serviciul Roman de Informatii — Romanian Intelligence Service
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[2] In Romania, the competent authority is the Office of the National Registry of State Secret
Information — Oficiul Registrului National al Informatiilor Secrete de Stat (ORNISS), a public
institution having legal personality, subordinated to the Romanian Government and under the
direct coordination of the Prime-minister, with national authority on matters related to classified
information. ORNISS provides an unitary implementation, at the national level, for the security
measures of national classified information, as well as equivalent one which fall under the
purview of bilateral or multilateral treaties, agreements and accords to which Romania is a
party. ORNISS is the national liaison organization to the NATO Security Office — Oficilul de
Securitate al NATO (NOS) on classified information issues., to similar security structures in
NATO member states and partners, in EU Member States and other international organizations,
as well as states with which Romania has treaties, agreements an accords involving the
protection of classified information.
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INFORMATION
COMMISSIONER
Zalokka 59, 1000 Ljubljana, Slovenia
T (+386) | 230 9730

REPUBLIC OF SLOVENIA F: (+386) | 230 9778

£p.ip@ip-rs.si

WWWLIp-TS.5i

Number: 542-1/2017/160
Date: 4.10.2017

Digitalna padpisal Informacijski pooblascenec
DN: c=si, a=state-institutions, ou=web-
centificates, ou=Government,

Privacy International serialNumber=1237034018018,
en=Infarmacijski pooblascenec

Scarlet Kim Datum: 2017.1004 14:15:26 +02/00°
scarlet@privacyinternational.org

Drzavljan D
Domen Savic

Subject: Oversight of intelligence sharing between Slovene government and foreign
governments - Slovenia

Dear Dr. Hosein and Mr. Savig,

the Information Commissioner (IC) has received your Briefing to National Intelligence Oversight
Bodies and related questions with request for non-confidential work products of the Information
Commissioner reflecting the answers on the supervision of the intelligence agencies in the Republic of
Slovenia. Please find the answers of the Information Commissioner below.

1. Is the government and/or are the intelligence agencies required to inform you about
intelligence sharing arrangements they have made with other governments?

No.

2. Does your mandate include independent oversight of the intelligence sharing activities of your
government?

In a very limited scope but in no way fully. The competences of the IC are strictly limited to the
supervision of the processing of personal data as defined by the Personal datagproteciion act (PDPA)W.
The competences of the IC are defined by the Information Commissioner Act”. In that context all the
data controllers are covered in this supervision since the PDPA does not discriminate between
different controllers or exclude any of them. The Constitutional court of the Republic of Slovenia has
however strictly defined the limit of these inspection supervisory activities and instructed the IC not to
interfere with any official procedures in the context of this supervision (Decision of the Constitutional
Court of the Republic of Slovenia N. U-1-92/12-13, 10. 10. 20133). In that context please see the
request to initiate the procedure for the review of the constitutionality and legality of regulations or
general acts, which the IC has submitted to the Constitutional Court of RS with relation to the
constitutionality of the Slovene Intelligence and Security Agency Act (ZSOVA").

Since by nature of such activities the main scope of the activities of the Slovene Intelligence and
Security Agency (SOVA)” as well as any other activities of the Slovene government related to
intelligence sharing is mostly related to the constitutionally guaranteed right to the Protection of the
Privacy of Correspondence and Other Means of Communication (Article 37 of the Constitution of the
Republic of Slovenia” and in a very limited scope to the constitutionally guaranteed right to the
Protection of personal data (Article 38 of the Constitution of the Republic of Slovenia) the mandate of

! https://www.ip-rs.si/en/legislation/personal-data-protection-act/

2 https://www.ip-rs.si/en/legislation/information-commissioner-act/

3 http://odlocitve.us-rs.si/sl/odlocitev/US30234?q=U-1-92%2F12-13

4 https:/fwww.ip-rs.si/fileadmin/user_upload/Pdf/mnenja/Zahteva_za_oceno_ustavnosti.pdf
5 http://www.sova.gov.silen/

8 http://www.us-rs.si/fen/about-the-court/legal-basis/
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the IC in relation to the independent oversight of the intelligence sharing activities of Slovene
government is rather limited. This is further enhanced by the fact that the main supervisory body
legally entrusted with the supervision of the whole work of the main body entrusted by law with such
activities, namely Slovene Intelligence and Security Agency (SOVA)', is the Commission for the
Supervision of Intelligence and Security Services (KNOVSS) as defined and regulated by the
Parliamentary Supervision of the Intelligence and Security Services Act®.

3. Do you have the power to access in full all relevant information about the intelligence
sharing activities of your government?

No. IC has only limited access in relation to the IC’s competences which is independent supervision of
the processing of personal data as defined by the Personal data protection act’. This does not (as
already mentioned) include the overall supervision of the intelligence sharing activities of the Slovene
government.

4. Do you have the power to review decisions to share intelligence and/or undertake
independent investigations concerning the intelligence sharing activities of your government?

The Slovene government is by law not required to consult us on the decisions to share intelligence.
The IC is by law not authorised to review these decisions in full or to abolish them. The IC could
review such decisions only if it became aware of such decisions either as mentioned in the context of
its competences (which is independent supervision of the processing of personal data as defined by
the Personal data protection act) or otherwise give opinion as defined by the Article 48 of the PDPA on
the aspect of the processing of personal data. But the IC could not review such decisions with any
legal implications.

5. Do you cooperate with any other oversight bodies, domestic or foreign, to oversee the
intelligence sharing activities of your government?

We do not have the competences to officially cooperate in this context, but we do cooperate fully as
independent supervisory body for personal data protection in the Working party 29 and all EU
established supervisory bodies (such as supervision of Schengen - SIS Il Supervision Coordination
Group, Europol cooperation board, Eurodac Supervision Coordination Group and VIS Supervision
Coordination Group). Our efforts to co-operate with domestic oversight bodies, namely with the above-
mentioned Commission for the Supervision of Intelligence and Security Services (KNOVS) were not
met with appreciation. IC tried to share our findings of the SOVA investigation with KNOW, which
however rejected to become aware of the findings. Given that this path was not successful and that
the government did not fulfil its promise to amend the act on SOVA, the IC lodged the request with the
Constitutional court to review the constitutionally of the Slovene Intelligence and Security Agency Act
(ZSOVA).

Kind regards,

Mojca Prelesnik,
Information Commissioner

" http://www.sova.gov.silen/

8 https://www.dz-rs.si/wps/portal/en/Home/ODrzavnemZboru/KdoJeKdo/DelovnoTelo?idDT=DT009
o http://www.pisrs.si/Pis.web/pregledPredpisa?id=ZAKO3455

10 https://www.ip-rs.si/en/legislation/personal-data-protection-act/
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DEFENSOR

DEL PUEBLO

EL SECRETARIO GENERAL Defensor del Pueblo
REGISTRO

recna ey Ul 261 F

Sra. D.? SCARLET KIM
Asesora Juridica de Privacy International
scarlet@privacyinternational.org

17057344
Estimada senora:

Se ha recibido su escrito, en el que plantea la falta de transparencia de los
acuerdos de intercambio de inteligencia entre gobiernos y solicita informacién sobre
la supervision de dichos acuerdos.

El Defensor del Pueblo tiene encomendada por el articulo 54 de la
Constitucion y por la Ley Organica 3/1981, de 6 de abril, del Defensor del Pueblo, la
defensa de los derechos comprendidos en el Titulo | de la Constitucion y, a tal
efecto, supervisa la actuacion de las Administraciones publicas y el esclarecimiento
de sus actos y resoluciones, asi como de sus agentes, a la luz de lo dispuesto en el
articulo 103.1 de la Constitucion.

Para que el Defensor del Pueblo realizase la supervision planteada en su
escrito tendria que darse la circunstancia de alguna irregularidad administrativa
concreta, ya que de forma genérica no podemos presumir que se hayan vulnerado los
derechos y libertades fundamentales.

Si ustedes consideran que existen situaciones especificas que legitimen la
intervencion de esta institucion pueden ponerlo en nuestro conocimiento para su
valoracion y, en su caso, posterior tramitacion.

Le saluda atentamente,

24

José Manuel Sanchez Saudinos

Paseo de Eduardo Date, 31 - 28010 Madrid (Espafia) www.defensordelpueblo.es
Tel.:( +34) - 91432 79 00 Fax: (+34) - 91 308 11 58 registro@defensordelpueblo.es
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Begin forwarded message:

From:

Subject: Regarding questions on intelligence oversight

Date: 13 September 2017 at 15:31:44 BST

To: "tomasof@privacyinternational.org" <tomasof@privacyinternational.org>

Dear Mr. Falchetta,

We have received a letter from you regarding oversight of certain intelligence sharing
arrangements.

The task for the Foreign Intelligence Court is to decide if collection of signals intelligence
over airways and by cable for a specific task should be permitted or not. Hence the Court
does not have any mandate to oversee intelligence sharing arrangements.

Since the Swedish Foreign Intelligence Inspectorate and the Swedish Commission on
Security and Integrity Protection have certain supervisory tasks, they might be better suited
to respond to your questions.

Yours sincerely,
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STATENS INSPEETION FOR 2017-11-13 Diarienummer

FORSVARSUNDERRATTELSE- 71-20170:3
VERKSAMHETEN

Dr Gus Hosein, Privacy International
John Stauffer, Civil Rights Defenders

Angaende tillsyn av svenskt samarbete med andra lander i
underrattelsefragor

Vi har mottagit ert brev av den 13 september 2017 avseende tillsyn av svenska

forsvarsmyndigheters samarbete med andra linder i underrittelsefrigor.

Statens inspektion for forsvarsunderrittelseverksamheten (Siun) 4r den
myndighet som har till uppgift att kontrollera att den férsvarsunderrittelseverk-
samhet som bedrivs av Forsvarsmakten, Forsvarets radioanstalt, Forsvarets
materielverk och Totalforsvarets forskningsinstitut sker i enlighet med det av
riksdagen och regeringen faststéillda regelverket. Siuns granskning omfattar
behandling av uppgifter som behandlas enligt lagen (2007:258) om behandling av
personuppgifter i Férsvarsmaktens forsvarsunderrittelseverksamhet och militira
sikerhetstjéinst (PUL UNDSAK), samt enligt lagen (2007:259) om behandling av
personuppgilter i Forsvarets radioanstalts forsvarsunderriittelse- och
utvecklingsverksamhet (FRA PUL). Siun ir dven kontrollmyndighet enligt lagen
(2008:717) om signalspaning i férsvarsunderrittelseverksamhet
(signalspaningslagen).

Siuns arbetsuppgifter och mandat regleras huvudsakligen i forordningen
(2009:969) med instruktion for Statens inspektion for
forsvarsunderrittelseverksamheten (Siuns instruktion) samt i
signalspaningslagen. Svaren nedan utgar dirfor frin den konstitutionella situation

som réder i Sverige.

Box 1140 Telefon: E-post: registrator@siun.se

164 22 Kista 08-555 045 50 Webbplats: www.siun.se
Besoksadress: Fax Org. nr: 202100-6214
Gullfossgatan 6 08-555 045 60
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Sida2 av3

e 13 §lagen (2000:130) om forsvarsunderrittelseverksamhet anges att
forsvarsunderrittelsemyndigheterna, enligt regeringens niirmare
bestimmande, fir etablera och uppriitthalla samarbete i
underrittelsefrdgor med andra ldnder och internationella organisationer. I
3 § forordningen (2000:131) om forsvarsunderrittelseverksamhet anges
att samarbetet endast far ske under forutséttning att syftet med samarbetet
dr att tjina den svenska statsledningen och det svenska totalforsvaret. De
uppgifter som myndigheterna lamnar till andra linder och internationella
organisationer fir inte vara till skada for svenska intressen. 1 6 § samma
forordning anges att forsvarsunderrittelsemyndigheterna ska informera
Siun om de principer som tillimpas for samarbete 1 underréttelsefragor
med andra linder och internationella organisationer samt limna uppgift
om med vilka linder och organisationer sddant samarbete sker.
Myndigheterna ska sedan samarbetet etablerats informera Siun om
omfattningen av samarbetet och, nér det bedéms vara motiverat, om
resultatet, erfarenheterna och den fortsatta inrikiningen av samarbetet.
Utdver detta anges i 9 § lagen (2008:717) om signalspaning i
forsvarsunderritielseverksamhet att signalspaningsmyndigheten dven far,
enligt regeringens ndrmare bestimmande, etablera och uppritthilla sddant
internationellt samarbete pa forsvarsunderrittelscomridet - som avses i
3 § lagen om forsvarsunderrittelseverksamhet (se ovan) - i sin
utvecklingsverksamhet.

Vidare finns regler i sivil PUL UNDSAK som i FRA PUL som anger att
personuppgifter som behandlas med stod av lagarna fir foras éver till
andra lidnder eller mellanfolkliga organisationer endast om sekretess inte
hindrar det och det &r nodvéndigt for att Férsvarsmakten respektive
Férsvarets radioanstalt ska kunna fullgdra sina uppgifter inom ramen for
det internationella férsvarsunderrittelse- och sikerhetssamarbetet, om inte
regeringen meddelat foreskrifter eller i ett enskilt fall beslutat om att
dverforing fir ske dven i andra fall dd det dr nddvindigt for verksamheten
vid respektive myndighet (1 kap. 17 § i bida lagarna). I forordningen
(2007:260) om behandling av personuppgifter i Férsvarsmaktens
forsvarsunderrittelseverksamhet och militéra sikerhetstjénst, respektive
forordningen (forordningen (2007:261) om behandling av personuppgifter
i Forsvarets radioanstalts forsvarsunderrittelse- och utvecklings-
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Sida 3 av3

verksamhet anges att uppgifter far limnas ut till en utldndsk myndighet
eller en internationell organisation, om utlimnandet tjanar den svenska
statsledningen eller det svenska totalforsvaret. De uppgifter som
Forsvarsmakten respektive Forsvarets radioanstalt limnar till andra linder
och internationella organisationer fir inte vara till skada for svenska
intressen (6 § respektive 7 § i forordningarna).

e Siuns mandat omfattar réitten att granska forsvarsunderrittelsemyndig-
heternas samarbete i underrittelsefrigor.

e 16 § Siuns instruktion anges att Siun har rétt att av myndigheter fa de
upplysningar och det bitride som behdvs for dess verksamhet.

e Seovan.

¢ Siun kan inom ramen for sin personuppgiftsgranskning anmila drenden
till Datainspektion om det finns omstindigheter som Datainspektion bor
uppmiérksammas pd. Om Siun uppmirksammar felaktigheter som kan
medfora skadestindsansvar for staten gentemot en fysisk eller juridisk
person, ska Siun anméla det till Justitickanslern. Om Siun i sin
verksamhet uppmérksammar forhdllanden som kan utgora brott, ska Siun

anmiila det till Aklagarmyndigheten (15 § Siuns instruktion).

121/173



Secret Global Surveillance Networks: Intelligence Sharing Between Governments and the Need for Safeguards

Schweizerische Eidgenossenschaft Federal Data Protection and Information Commissioner FDPIC
LConfédération suisse
Confederazione Svizzera
Cenfederaziun svizra

The Deputy Commissianer

CH-3003 Berne, FDPIC, GL

Privacy International

Dr. Gus Hosein
Executive Director

62 Britton Street

GB - London, EC1M 5UY

E-mail: tomasof@privacyinternational.org
E-mail cc: scarlet@privacyinternational.org

Your references:

Our references: A2017.10.18-0007 f GL
Responsible: Caroline Gloor Scheidegger
Berne, 31.16,2017

Privacy International’s letter and briefing on intelligence oversight
Dear Dr Hosein,
Thank you for your letter of 13 September 2017. We can answer your questions as follows:

Preliminary remarks:

Cn 1 September 2017, the new Intelligence Service Act (1SA) entered into force. Our authority was
also consulied about 1he drafts and gave its opinion. You will find the Act 1SA as well as its executing
Crdinance on the intemnet in German, French and Italian.

In addition 1o the data protection supervision of our authority, the Federal Intelligence Service FIS) is
supervised by parliament, Federal Council, federal administration and the Federal Department of De-
fense Civil Protection and Sport (DDFPS). The art. 76 — 78 ISA list in detail all competences of the in-
dependent supervision authority specially created to supervise the FIS. You will also find information
in English conceming the Parkamentary Control Delegation in the internst, including a PDF conceming
the Intelligence Oversight in Switzerland. In addition, the FIS has to guaraniee a self-monitering (art.
75 18A). The FIS alse has its own Data pretection officer {DPO).

+ Is the government and/or are the intelligence agencies required to inform you about intelli-
gence sharing arrangements they have made with other governments?
No. Art. 12 ISA regulates the cooperation with foreign govemments/authorities. The federal Coungil
can independently concluds international reaties about the idternational cooperation of the FIS con-
cerning protection of information or the participation in international automated information systems
{cf. art. 70 11l I1SA). Long-term intergovernmental administrative agreements concluded by the FIS
with substantial financial consequences or due to legal or political reasons need an authorization by
the Federal Council {cf. art. 80 (Il ISA}. The FIS may conclude independently international agree-
ments conceming minor lechnical issues (cf. art. 10 befere mentioned Ordinance).

Faldeggweg 1, 3003 Bem
Tel. 058 463 74 84. Fax 058 465 99 96
www.edoeb.admin.ch
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On the other hand, we have the opportunity to make a written statement during the office consulting
- procedure concerning the draft agreement.

We would also like to peint out art. 61 ISA (communication of personal data to foreign authorities).

The FIS has to take special guaranties before communicating personal data where the foreign legis-

lation does not guaranty an adequate daia protection level. Our authority has ic be informed about

such guaranties (cf. art. 8 lll Federal Act on Data Proiection FADP}

Finally, the above-mentioned Parliamentary Centrol Delegation has access to all documents con-

ceraing the FIS without restrictions, including intelligence sharing arrangements.

.

Dees your mandate include independent oversight of the intelligence sharing activities of
your government?

Cur supervision compatencies indude the F1S5. Only the Faderal Council itself is excluded from our
supervision (cf. art. 27 | FADP; concerning our independency, ¢f. art. 26 FADP; cf. aisc our prelimi-
nary remarks as well as our remarks to your first question).

Do you have the power to access in full all relevant information about the intelligence sharing
activities of your government? ‘

Mot directly, but within our legal scepe (i.e. in relation with data protection resp. with the processing
of personal data), we have the power to access all the information we need (cf. art. 27 FADF}. As
mentioned before, the Parliamentary Contrgl Delegation has full access.

»

Do you have the power to review decisions to share intelligence and/or undertake independ-
ent investigations concerning the intelligence sharing activities of your government?

Within our legal scope, we may recommend to end or madify the processing of personal data or fo
delete personal data. If a recommendation is not complied with or is rejected we may refer the matter
to the depariment for a decision and finally we may appeal againsi this decision {cf. art. 27 V + Vi
FALDP}. Our Federal Data Protection law is currently being revised and the government bill foresees
to give to our authority in general more power (among others that our authority will have the right to
directly make decisions instead of recommendations}.

+ Do you cooperate with any other oversight bodies, domestic or foreign, to oversee the intelli-
gence sharing activities of your government? )
Up to now, no. However, we are in regular contact with the Parilamentary Control Delegation, the
cantonal data protection authorities and the DPO of the FIS, We also know the other (foreign) data
protection authorities and would cocperate, if needed.

We hope, having assisted you with this informaticn. If you have any question, please do not hesitate to
contact Ms Caroline Gloor Scheidegger {Caroiine.gloorscheidegger@edoeb.admin.ch), legal advisor
and head of the team 2 data protection. ;

Yours sincerely.

4eaniPhilippe Walter
e

CC: Data protection officer {DPC) of the FIS
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IPCO

Investigatory Powers
Commissioner's Office

PO Box 29105, London
SW1v 1zU

13 October 2017
FAO: Dr Gus Hosein, Renate Samson, Martha Spurrier & Jim Killock

By email to: scarlet@privacyinternational.org

Dear Sirs, Madams
Re: Oversight of intelligence sharing between Her Majesty’s Government and foreign governments

| write in response to your letter of 13 September 2017 in which you collectively highlighted your concerns
about the transparency of intelligence sharing arrangements between the UK and overseas governments.
You also requested information about my oversight of these intelligence sharing arrangements.

Thank you for raising these important issues and also for your very useful briefing document on the issue of
intelligence sharing. Your letter raises a number of very significant issues that | would like to address
directly.

As you are aware, | am responsible for overseeing the use of investigatory powers by public authorities in the
UK which include law enforcement, the intelligence agencies, prisons, local authorities and other
government agencies. | am supported by 15 judicial commissioners as well as a broad range of support staff,
including experienced inspectors and technical experts. On current plans, the total staff of the Investigatory
Powers Commissioner’s Office (IPCO) will be around 70 — twice the size of the three predecessor
organisations. In addition to specific technical, legal and operational expertise, | am also recruiting an
engagement team, with a view to improving transparency and maintaining a close working relationship with
civil society and academia.

Having the powers set out in the answers below is not the same as using them, but there are two important
ways that IPCO is different from previous organisations. | hope these will give you reassurance that we will
be providing fully robust oversight. First, we will be larger and with greater expertise on technical and
intelligence matters. Second, my powers of review — the ‘double lock’ — place a far greater onus, indeed a
duty, on the intelligence agencies proactively to inform me of any relevant considerations when we conduct
our review of a Secretary of State’s decision to approve a warrant. Any planned or permitted disclosure is
clearly a relevant consideration and | would expect it to be included in any application and will monitor that
that occurs through our oversight powers.

Turning to your specific questions | will answer each in turn.
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1. Is the government and/or the intelligence agencies required to inform you about intelligence
sharing arrangements they have made with other governments?

> Yes. You are aware that under the IPA 2016 All relevant persons have a statutory duty under
5235 (ss (2), (3) & (4)) to provide my office with all information necessary to enable us to conduct
our oversight function.

» 208 IPA 2016 contains the relevant provisions for Judicial Commissioners to review and approve
warrants for a number of powers. Any sharing of this intelligence would, we believe, be material
to the proportionality case and so it is anticipated would form part of the warrant application
reviewed by a Judicial Commissioner following approval by a Secretary of State.

» We are also considering how any potential duty of candour upon the applicant will facilitate our
oversight in this area. This is a matter we are currently working on.

2. Does your mandate include independent oversight of the intelligence sharing activities of your
government?

» Independence is at the heart of the new organisation; IPCO is an Arms Length Body of the Home
Office but retains the authority to perform its statutory duties. My powers of oversight are
derived from s229 of the IPA 2016 and, noting what | have said above, are | believe sufficient to
oversee intelligence sharing. Should my view on this issue change, | will not be slow in identifying
any perceived deficiencies.

3. Do you have the power to access in full all relevant information about the intelligence sharing
activities of your government?

» Yes. | have the power under s235 (2), (3) & (4) of the IPA to access any information relevant to
my oversight. While my understanding is that the predecessor organisations have never been
refused access to documentation that has been requested in respect of intelligence sharing, |
intend to use these powers actively to ensure effective oversight.

» The Act provides me with broad-ranging powers to request all the information | require to
enable me to fulfil my functions effectively as Investigatory Powers Commissioner. | am exploring
with those bodies | oversee how best to ensure a full understanding of their complete
intelligence sharing activities. There are a number of possible approaches that could be taken to
provide adequate oversight of sharing, including (but not limited to) - detailed analysis of sharing
policies and any relevant undertakings set out contractually or in other agreements to assess
whether these are adequate to protect individual rights; direct inspection of organisations not
apparently covered by the IPA, but who are in receipt of material collected under IPA
authorisation; agreements with partner oversight bodies that would shadow any sharing
agreements, and, enable oversight to be carried out by partners on our behalf.

Our initial view is that each of these approaches, and probably others not listed here, may be
appropriate on a case by case basis depending on my assessment of the risk to individual rights
in each situation.

4. Do you have the power to review decisions to share intelligence and/or undertake independent
investigations concerning the intelligence sharing activities of your government?
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» Yes. As part of my power of inspection under s229 (2) & (3a) of the IPA, | can review and
undertake independent investigations of any sharing of intelligence. As set out above, the Act
provides broad-ranging powers to undertake independent investigations and review decisions
relating to intelligence-sharing arrangements.

5. Do you cooperate with any other oversight bodies, domestic or foreign, to oversee the intelligence
sharing activities of your government?

» Cooperation between oversight bodies is something that | am committed to developing,
however, it must be recognised that there are challenges due to the differing legislative regimes
and issues around privacy and data sharing that will need to be explored. You will note that the
Act specifically restricts me from doing anything that would undermine national security and,
consequently, | am pursuing this work with care.

» | have held extremely positive discussions with oversight bodies from the ‘Five Eyes’ countries,
including on the oversight of intelligence sharing. Preliminary discussions have led to a proposal
to form a review body whose objectives include exchange of views on subjects of mutual interest
and concern, the sharing of best practice in oversight methodology, and exploring areas where
cooperation on reviews and the sharing of results is appropriate.

Finally, it is worth being aware of the Consolidated Guidance, which is designed to ensure that
sharing of intelligence does not put someone in the position of their Article 3 rights being breached.
This is something that | will continue to have oversight of, taking over from the Intelligence Services
Commissioner’s role in this regard.

IPCO has only existed since 1 September 2017 so | am regrettably unable at this stage to share ‘non-
confidential work products’ which reflect my answers to the above questions. | intend, however, to
cover the issue of intelligence sharing oversight in our first annual report. | am committed to
transparency, wherever that is sensible and possible.

| trust my response answers the specific questions you have asked. Please do not hesitate to let me

know if you have any further questions.

Yours

fohsan ﬁlﬂw\

Rt Hon. Lord Justice Fulford
The Investigatory Powers Commissioner
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PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD
WASHINGTON, D.C. 20427

December 22, 2017

Ms. Scarlet Kim
Legal Officer
Privacy Inlernational
62 Britton Street
London ECIM 3UY
United Kingdom

Dear Ms. Kim:

Thank you for your recent letter to the Privacy and Civil Liberties Oversight Board (PCILOB),
which was sent on behalf of Privacy [nternational, the Electronie Privacy Information Center
(FEPIC), the Center for Democracy & Technology (CDT). the Electronic Frontier Foundation
(EFF), and the New America’s Open Technology Institute (OTI). 1 also appreciate your sending
a copy of the Brieting to National Intciligence Oversight Bodics titled, “Human Rights
Implications of Intelligence Sharing.”

[nput from the privacy advocacy community has been crucial to the PCLOB’s important work.
Historically, the Board and individual Board Members have had numerous meetings with
representatives of the advocacy community, which has provided valuable perspective or the
PCLOB’s work and projects that the Board undertakes.

As to your specific questions, PCLOB’s authorizing statutc vests the agency with robust
authorilies related 10 oversight of counterterrorism programs. The agency’s authorities also
include an advice function, whereby executive branch agencies are encouraged to consult with
the PCLOB at an curly stage of the development of a new policy, rule, or regulation, Mcre
information about the PCILOR’s statutory authorities can be found on the agency’s website:

www.pclob.gov.

In performing its oversight and advice functions, the PCLOB has access (0 executive branch

information within its mandale to review exccutive branch actions related to terrorism. We are

committed to getting all the information we need to exercise our oversight and advice functions,
B and routinely work with other executive agencies to do so.

As an individual Board Member, [ am comnitled 1o the critical mission of this agency: to ensure
that the efforts by the Executive Branch to protect the nation from terrorism are balanced with
the need to protect privacy and civil libertics. At the same time, [ am committed 10 transparency
in our work, consistent with the protection of our national security.
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Ms. Scarlet Kim
Privacy International
Page 2

As you may be aware, the Board is currently in a sub-quorum status. While it is able to continue
its ongoing projects, the Board is unable to initiate new oversight projects. Nevertheless. I
appreciate hearing from you abowt your concerns regarding international intelligence sharing.
‘Thank you again for contacting me.

Sincerely,

@;z:(f%% Z%D%

Llisebeth Collins
Member, Privacy and Civil Liberties Oversight Board
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Annex IV - Selected Disclosure from Privacy International Five Eyes Litigation

[ S R mrrRcTIvE. 1 uly 1959
AFPEMGIY B
PRINCIFIES OF SECORITY AND DISSEEINATION

INRORICTION

1. Thess prineiples shell be the basis of all regulations for toe
ssqurdty and disseninetion of Commnicaticns Fntellligence lesued by av
undar the sutnority of USIB or LSIRE and other appropriate suthorlties
of the Covermments of the two parlies. The scepe and phresing of such
regulations may vary in aceordance with requiremsnta of the partles,
agencies, departwente, snd winistries to whom they are designed to apply,
but a1l ehall be in accord with these basic principles in every raspect
and shall cbaerve the stendards hercin me & mindmm. As an aid to unifora
interpretation, sach party shall forward all pertiment Board vegvletlons
and directives Lo the cthey for information.

2. Conservation of CNINI seurcon 35 of supreme importancs and
there is no time limit for tneir safeguarding. It is essential Lhat Lthe

production, exploitation, and divsenization of COMINE, 1 ivtalli-

gence, and relobed technizal anformalion and paterizl be apeaially con-
trolled a8 specificd herein.
DEINITION
3. Commnications Intelligence
a. Commupicatlons Intellipence (GMINI) shall be conatived to

mean techrieal and intelligence infortation derived from foreign comuni-
-cations and compnicationa systems by other than the intended racipients,

b. COMINT mebivibies shall be camotiued to mean those acbivitles

which produce CIMINT by the intercspticn and processing of foreign commund-
cationa passed by radic, wire, or ethar electronagnotic meane, with specific
axcopbions steted belew, by the study of forslgn capmmications aytlemes and

ty the progessing of Toreimn encrypted communiceticne, however bransmitted.

o For B
Taye 41303

I NSA T5 CONTL,
COPY NUwBzR
THlS DO

NSa FOLA Case 100386 Fage (0001 (reissued from 12 January 2018 Redease A)
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PO i
Interception ccmprises sesrch, imtercept, snd dirsction finding. Proceseing
couprises range estimation, transmitterfopsrator identification, eignal
apalpais, traffic amalysls, cryptanslysis, decryptien, study of plain text,
the fusion of thess processes, and the raporting of resulta.
3. ¢, PForeign camunications ars defined as all eommmdcations excepk:
(1} Those of the Govermments of the U.8. and the British
Comucnwealth. -
(2) Tnose axohanged among private organdzationm and
netiomals, acting in a priwete capacity, of the U.§. oxd the Pritish
Commonwenlth,
(3} Those of naticpals of the U.5. and British Gommon-
wealth appeinted or seconded by their Covermente to serve in inter-
national orgamizations. .
d. OIMINT eongevning weather is me!-ao:-ologle_a}.' informatlon
(hysrometeeroiogical data and all information :mumi:i,-g matsorologcal
crgsnizations and activitias)} which is derived from forelgn commumications,
eiept toformation and dats which is used for recognized weather purposes
ang which 1s derived from those portioms of hroedcasts (tha achedules of
whieh have been published by the World Meteorologlcal Orgamizetion (WHO)
¢r made internationally evailable by a recegnized civil weather organization)
which contain:
(1) wunoncipheradt WHO codea op
{2) no code or cipher or dlsgulsed indicetives or
(3) weather codes which have been mzds intarnationally
available by recognized civil weather organtzations,
€. Spegis) weather intel)Sgence ia thet KMINT concerning weather
which 1s asaigned t0 the weather #sub-category of Category II. The purpose of
thig swb-catogory lo t¢ hendle separately that CCHINI conceTning weather which

may be dismeninated to usare who do not Tequire mocess to other codeword COMINT,

-2-
HEA T

COPY 5

THES LG

bl
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b sccmmn
3. £, 'Y 4 tacticsl COMINT prodused by units which are designated
to provida elase suppert for the commanders of combat forpes. (See
Appendix P.)
g. CCHINT end COMINT activitiesz a3 defined herein shall not
include:

{1} Intercepl and processing of wnancrypied writhen
communications, exsept written plain text versions of compunicabions which -
have besn emcrypted or are L-\:gnded for subseguent encryoticn.

(2) Intercept znd processing of press, propaganda and other
public broadeasta, except for encrypted or "hldden meaning" passeges in such
broadcasts.

{2} Certein opsrations comducted by U.5., 0.K., or Common-
wealth segurity autheritdes.

(L) Censorship.

{5) The reacetime exarcise of '¥' resourcss In NATO comrands,
which involves the interception , Analysis and exploitetion only of radie trans-
wigsions (albeit “loreign®) on networks established or acd for exerclses within
or betwean those cozmande, provided that:

iag

{8) ‘'I-type' informalion rroduced during the exer
or revealed in post-exercise anglyeis, and infompation aboub the “¥' resturces
involved, is adequately sstc‘g\‘ardcd. Yy NATO sscurity regulstions raraileling
these for wartime 'I' cperstions, and the UW.5. and LK. retain the right to
express thelr views to the Command convernsd as to tha adequacy ¢f the securlty
classilication applied.

{b) Techniguas usad in the production of exercise 'I'
during the exercise do not excaed in complexisy the COMINT teonniques imvolved
s in producing Category LI(X) CCMINT 23 defined in Annaxura Bl
{6) The interception 2ad siwdy of non-comsunications trans—

missions {BLINT}.

NSA FOIA Caye 100386 Paye 00003 (reissued from 12 Januury 2018 Refease A}
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e e i

ke Pfpes of COMINT
Thers are two Lypes of COMINE: Crypt Intelligence and Traffis

Intelligence. They are defined as followa:

&. Crypt Inteiligence is that CUMINT which results from crypt-
smlysis or decryption including the solution of spesch and Pacsimils
zacurity eyshems.

b. Traffic Inteiligence is tnat QOHINT wroduced by ell means
&xcept cryptanalysis or decryption of intorcepted commtnications.

%, Cntegories

For purposes of sicurity handiing and control COMINT is divided
into categories mad sub-cktegories. (See Annexure E1)

3. OCOMINT is susigned to one of the following threa categories
&3 agreed betweon USIB and L3IR.

(1) Gatesory JIT COMINT is bhab COMINT the wrauthorited
disclosure of which would risk extramely grave damage to national interssts
a1 specifically to OCHINT activitiss and which, tharefore, raquires hand—
ling under special Tules sffording the highest degree of ascurity probsction.
It is clasaified TOP SECRET, and is designated by a distinctive codeword.

{2) Category I1I CWMINT is that COMINT the unauthorized
diaclosure of which would risk serious demags v¢ nztional interosts -and
apscifically to COMINT activities, but for which a Less rigld stendsrd of
security is adequate. It is classified SECHET and is designeted by &
distinetive codewcrd.

‘ (3) Cabegory T CXMINT ie thet GOMINT the unauthorized

; disclosure of which would risk 1ittle or no demsga spmcifically to CIMINT

activities end for which, therafore, nommal security clasaification pro—

. ceduras may ba used. It will be classified at lesat CONFIDENTTAL gnd will
' , not be deaigrated by a codeword.
b. s mutuslly agresd by USIE and LSIB, separats mub-categorisa

of CIMINT may be established within Catogories IEI and IT in oxder t¢ permit

-4 -
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A
differentiation in the crocessing, diaseminetion, exchange or wse of materdal,

6. Tachnical Material
Technioal materdal is understood io mean data concerning:
&. Cryptographlc syatexs.
b, Comunication systems, procedires and methods. ©
©. Methods and squipment designed for COMINT activities and
infornation relatsd to sy of the dbove. | -

7. Information relsted to COMINT or COMINT Aebivities - That informa-

tien, other thap COMIIT iteelf, which reveals, directly or by ixplication,
the axistence or nature of any U.5. or U.K. GRINT acblvity.
B. C{MINT Channals - A method or means expressly sutherized for
herdling or transwission of COMINT and information welated to COMINT activitiss
whereby the informetion is provided axclusively te these persona who are appro—
priately cleeTed and indoctrimated for sccess o GOMINT.
9. Codewords
Codowords, a3 used hersin, ava designitors sssigned ho idontify
ihe source as COMINT; to diatinguish between the CONINP categories and
sut—ostegories; and to facilitate the appiication of regulatioms for the
disseninabicn and use of COMINT,
0. Buitable Cover
Suitable cover is the concealment of any relationship batween an
action and the COMINT which motivetes or influsnses the declsion to take Lhe
action. It is ackisved:
a. By eseribing bhe action to:
{1) exieting intelligence from & nop-COMINT source, op
{2} exlsbing non—COMINT sources which could, beyond reason-
able doubt, heve roduced the inforestion lesding to the action, or
b. By the exlstence of non-GUEINT sources Lo which the action cowld

: be expected bEyond redsorable doubt to oo abbribubed.

NEA FOIA Case 100386 Page 00005 (reissued Irom 12 Fanuary 2HE Release A)
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&. By the exlstence of a sitmation in which the getion could de
expested boyond reasenable doubt to be attributed o non-CAONT acurces, or
of & situstion in which the aciion beken 1s so pleusible that it would oot
be sttridbuted to its COMINT so.urce.

11. EBroper Authority R

The term "proper authority”, as used hereln, shall be the level
of aubhority pacmitted to mutherize usage of the several categories of
COFINT during hosbilitics and in special and eworgency situstions. The
Setsrmination bo make thess exteptions and the authority Lo grast these
excepticna shall 1is coly with senior officers and officiala at lavels to
b establisnes by USIB or LSIB.

12, Indogtripation

Indoctrination 13 instructloa as to the nature of COMINT ond the
socurity regulations and practices which govern the handling of COMENT
material and COMNT activities.

13, Dabriefing

Debriefing is bthe procass of reminding persens oo longer sutherized
+0 nave acress to COMINT o» CCLINT activities bnat they continue to be bound
by all security regulations pertaining thereto, The debriefing shell include
cautions that thers is no time 1imit on the requirement ie maintaln security
and that public disclosure doss ot free the individval from his obligatien.

1i. Hazardous Actiwities

Razardons activitlies are thosa ahich place a perss in a position
where he rune a substantizl risk of being csptured or otherwiss subjected to
interrogation.

15. Exposed Aseax

Zxposad areas are those which are sugveptinle of being quickly
ovarmun or bhose whersin the local politicel ov military situaticn i3 such
as to pose 2 distinet threat to the security of COMINT activitles emducted

thepals.

NS4 FOA Case (10386 Page 0006 {reissued from 12 January 2018 Release Ay
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ASSIGHNMENT OF COMINT TU CATEGORIES
16, In asoigning COWINT to Categories (see paregreph 5), the follow-
ing considerstions will apply:

a. The diffienloy of solution or intercept to include:

(1) Senaitiwvity of techniques plo_yed_in solution and

explodtation,
(2) Sensitivity of source of inbercept. -
(3) Relationships to other CGHINT.

b. The edvanfages 40 be¢ gained versus the risk of disclosure and
sonaequent damage through utilzstion under e glvan category taking into
conaideration the following factors:

(1) The potential Joss of imtelligence,

{2) The extent bo which the target country is cepabla of
improving the seeurity of Lhe camuaicatlens in question.

(3) The security grading glven to costents by the eowbry
criginating the traffic involved.

{4) How wide the disseminaticn of certein OQKIMT ahould bs to
permit esaential use of the intelligence eontained therein,

(5) The cepability of certein Third Perty COMINT groups to
explolt the CRINT in question with the eltendant security risks beyomd
ihe direct control of U.S. and U.K. awthorities.

(&) The value of providing technical guldance or COMINT
information 4o Third Party COMINT activities to insurs receipt from them

" of migue interceph snd criticzl COKIME information not otherwlse avallsble.

7. ardt IS1E shall have prepéred and seicteined in eurrent status

tubnally agracd 1ists to indicate COMINT plecsd in the several cabegories
andl in such sub-categories =3 may bs estsblizhed.
CLASSIFI

ON AN GODEWORDS

18. Separate and diatinctive codewords mnall be mploysd bo designat

Category ITT and Cebogory 1Y COMINT and cach Tub-category thereof.

-7
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{ategory I Gur_llh_ﬂ'_ah_nll‘nat_be deslgnated by & codeword. Codewords akell
be repleced when in the opinien of either USIB or LSIB & requirament acists
for & change.

19. and. Technical materisl which reveal acbual or proge

nosticated success, progrems, scale and direction of efferl, or other

aensltive detaila about the producticn of ORMINT ahall beer the clasgi-

ficatlon or the classiflcetion aod codeword appropriate Lo the highest -
category or sub-catagory of GOMINT to which thsy relate and shall be

tandled accordingly, even though such documents and technical material

mey not conbadr COTINT as sach,

20. Raw treffic (i.e., intarcepted traffic showing no evidence of
procesaing for COMINT purpeses beyond sorting by clear sddreas: elaments,
elimination of ummnted messagna and the inelusicn of & chee rumber end/or
en arbitrary traffic deeiguator) shall be clzseified not lower than
CONFIDENTIAL, and is understoed mot to be any spacific category of COMINE
and need not be designated by 2 codeword.

21, Codewords, The fact thet codewnrds sre used to designate COMINT
categories shall not e made known ko nen-indosctrineted persons nor shell

these codewords be used in the prezence of non-indociTinated paracna.

SECURITY
22. A1 persons, including intereept operators, to be tseigned to
dutles involving categories of CRUINT other than Category I shall be in-
‘! doctrinated. Reciplents of Cetegory I COMINT cnly will not be indoctrinated.
Producers of Categovy I GIMINT only pesd not be indoctrinated.
23, Every effort shali be made to ratr‘icb the nunber of persons
indgctrinated For COMINT to the esssntial minimum.
' 2. It shall be permissible for persons who have access only to &
lowaor category nr‘ avb-category of COMINT to work within Agencies or
Contera in which there are located other persona engaged in the production

or axploitation of a higher category or sub-category of COHINT, oniy a¢

.
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long as due precantlon shell be taken (by providing segregated, Securs aress

or ctherwiss) to ensure that the activities and knowledze of Buch persoms

ara confingd to the COEINT material and activitica to which they are authorized
to have sccosa.

2%, Excapt as determined by USIE or LSIB, ell persone to be aselgred 4o
duties involving GOMNT small be the subject of secumty investigation .
and clearance. 45 en ald to premobing wniforr minizmum standords of
eligivility, each perby shall iocform the other of the standards prescribsd
by it for this purpsss.

26. Under extraordinary conditlons, as deternined by USIZ o» L31B, it
way bs essentiel for an indiwideal to talte up dubies involving GBITHT be-
fore the requisite investigaticn can be cempleted. In auch cases, the
persen concernsd may be suitably indoctrinated on the authority only of
senlor officers or officials as desigeated by tho regpeebive parties. In
all sues casea, stepa &hall b taden to eneurs thab sccurity investigations
amd clesrances are completed as s0on as possibld after indoctrinatien.

27. 411 persons who have bean indoctrinated for COUINT shall be de—
briafad when they ne longer have bhe requisite necd-te-imow.

28. Fach party shall ensure that complete lists of indoctrinated
persona are maintained.

2%. USIB and 1SIB skall keep each other fully informsd of the
approxdmate number of indectrinated persens in each of the depsrimenbs,
ministiies, agenciss, and officos recelving CQEINT, by categery or mub—
category whers applicable.

30. ¥o national of cne party ahall bs permitted access to the CQUINT
organizations or to the Jategorles II and JI COHINT of the other party,
unless he has been epproved by iis parent organization or Beard and has
been properly indoctrinated. Such access shall be limited to the cabe- l\
gories or sub-cstepories of CININT agreed by his parant m;g,anizatim oy

Board,
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e ® . 31. Every effort shall be made te snewre that ne peraon who has &
knowledge of current value sbout, COMINT, except reeipiente of Category I
only, such that his capure or imterrogetion could be a subotantisl risk
to the seenpity of CIMINT, shall ba sasigned to or sngage in haverdous
attivities, A1l pessible actien enall be takeh to discourage or prevent
any individual with a knowledge of curront value abont CCMINT, eaxcept
ﬂ“ntt‘#, Categgzq T endy, froz engaging In hezardons acti_vi.t.i.e-s i.n A
any \moftiuial—mp&city &% eny time. Sceurity principles governing
participation ln hezardous mstivitles sre set forth ln Annexure B2,

32. Collaction, processing, and dissamination of CCHINT in expossd
apeas shall be underisken only after = careful evaluation of the edvantegas
to be gained and the risk Lo the sweurity of COMINT, Secarity principles
agoverning the conduct of COMINT activities in oxposed areas aye set forth
in Amneare B2,

33. Except s implicitly involved in the operaticn of paragraphs
3437, and 39 telow, codeword meterial shall rem=in exclusively in he
custady of indoctrinated parsons, samre frou scarination by nen-dndogtri-

nated persons,

e DISSENINATICN AWD USE CF CONINT
34, Cenmeral
4. Tae basic principle governing the dissemination of COMINT
ia the "aeed-to-imow". Each item of GRIINT shall, there[m)be rads known
enly to those individuals who Tequire it in the performmnes of their dubies,
. Exeept 88 spechiicsliy provided in paragraprs 3hd and 35-37
below each item of COMINT shall be wade known only to perstns who esre
indoctrinated and awthorlzed te have access to the partlcular category or
. sub-cetegory of COMINT o which such item appartains, Such pevsons mey
include natienals of collaberating British Comronwealth countries {Cansds,
Australia and Mew Zealand).

T
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4. ¢. Except so provided hersafter, no acticn which oculd compromise
the COMINT sourge oy be taken on the basls of Gategory TIT or Category IT
lincluding sub-cabegories thersof} COMINT.

d. In accordance with bhe normel. practices as regerds intelli-

gence inforzation of sirilar clapeificatios, Category I GOMINT may be

dlsserinated to hon-i trinated persens, 1 foreign nationsld,
and sotion may be taken thereon. Howaver, whenever [easibls, it ie
desirable to koep Untegory 1 COMINT in GOMINT channelr and to devise suibw
able cover before action ia taken. When removed frop such channels, this
material should not oontaln refsrences io, or otherwise disclese the
existence of higher categorico of COMINT.

&. The need may arisa, in individual ¢ases of spacial senei-
tivity, or more gmierally, for sither purty io handle COMINT items, or
informstion related to COMINT or COMINT setivitiss, in & more rostricted
panneyr than raquired by bhe provisions of this Appendix 4nd its Annexures.

In such cases the other party will, o request, provide similar handling
for the specific items concerned.
35. Special Usage

. is secifiet by elther Board, siitably indctrinebed persons
may use {ategory II or Category I1L COMENT in the preparetion of intellipance
appreelations, studiws and eatimates, and such additional documenta e 24y be

. specitied by either Board, issued 4t TCP SECRET classification {Dategory II

. COMINT af SEORET clasaification) but v thows GOUINT codawords, providad that
the sbatamntﬁ. conbained in bLiem are so generalized that they catnot be traced
to thelr COMIT origin. These docwiests may Do relsased Lo or discussed wikh
Third Party naticeala according t¢ normal national security regelations.
Specilic CCMINT datail must be restricted to supporting papera carcying big
aprropriate COMINT codeWord and cireulated and handied mocordingly {i.e. not

valeased to or discussed with Third Party nationale}.
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45, b, As specifind by either Board, information derived from
Cabegory II or Category ILI CQUINT, for waich there ia guitable cover, may
be entered Withont the GOUNT codeword in the following types of Elﬂﬂ&iﬁ..eﬂ
documenta:  departeental md theater plans, maps, and target folders, bub
ml.y in such form as does not indleate or reveal the COMIET origin. -,

¢. Upon determination by prop ih_n_mjpg that subtable cover

axlots and that the advanbage bto be galned cleariy outmeighs the potalble
risk of loss of the COMINT source and consenuently of valusdle intelligsace,
action may be baken on the basis of Category II or Category IIE COMENT. In
debepaining the "proper authority® for thia paragraph {ses paragraph m
perticular attention will be paid to the need fov the authority o be such

that the consaquences of ths possible loss of the COUTHT source will bs baken

d. A= spacif‘.i.gd by either Poard, tehnicel insbruetions based
upon Gabegory I or Cutegiry TTT COUINT a3 be'.issusd to ron-indostringted
intercept oparstors (includisis D/F, R oporatobs, and the like) sdbhout

“use of the sppropriate cudeword, il in sueh form'erd of anch nature as to
give no indicakion of the $pooific TUAINT origin, aml providud they ara

essential to the tasks of those censerned.

o. Catogory II or Catoegory TIL-COMN? matérisl, exclucive uf

aid produst, may be handled by indocerinabed parsens within COUINT collsc-
Len or processing agencien without tha use of the appropriate codmword.

I. As specified by sither Board, reatibr roreé.,_:stn or comcluaions '
tased in whola or in park mm analyels of mape, otc., eq Wilch Spestal

Veathur Tntelligence material has bosn ploshed, zay be Lysuid bo non-indsctri-

nated persans who vagwire such information in the parformahcs of their duties,

-1z -
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provided the Porm of issue glvee no indlcation whatever of the CGIINT oripin,
35. g. Certain lesa sensitive Catgory II COMINT desiziated by USIZ and
1518 may be assigrad to a Ath-catsgory Lo permit move effective ubillzation
{sea paragraph 5b of sonexure Bl). Upon determination by propsr authovity that
it is in the nationsl intcrsst, or necassary for the protection of armed forces,
action, without cover, may be taken on this matorial and it may be included fn
"noti~codeword doczments, and 3t may be dissandnabed without codeword to non-
indoctrinated pepsons, fncluding foreign nalicmals, provided: (i) that the
material is classifled at least SECRET; {2) that direct svidencs of the spscific
COMINT source — tommanication data such zs frequenciss, callsigns, network
identifications, ste., -— is oxiited excopt in crues where Lhat data ie pre-
requisite to its use by the non-indoctrinated persens iavelved and {3) thal &z
much other detetl 1s omiited &2 is consistent with effectiva use. Weenavap
action i3 laken or disssmination made under the provisions of this paragraph,
HSA and GOHQ, through technicsl channels, ¥ill undertake to kesp the otber
party laformed, at least in gencral terms, of the saterisl involved.

h. fimen raquired for 'T" plaoning purposes the ULS. and O.K,
naticnal 'I' authoritlies may furnish techaical material to the level of the
sub-category meationsd in paragraph g above to SACEUR and SACLANT for provi—
sion on a nasd-bo-know basis to Third Party nationals in 3ACEUR and SACLART
commands. Such materisl will not carry a COMBNT codeword.

i. Sub-parsgraph 34d above applies wibh respect bo special usage
of Gategory 1 COMTNT.

36. B:;arge.‘l&y__ P

2. In an extrems swargency Category IIT CONINT may e dissemi-

. asted Lo non-indectrinated persons, including Locelgn natioeals, and
; sction mithout cover sy be taken, based sololy oa tnat CONIE, provided j -
that prger anthority has detecmined thet such utilization'fs necessary to
comnter an lartnent threst to vital naticdal inberssts,
b. In an emsvgency Category I COMIIT, including Specisl Weabher
Intelligense, may be dicsemlnates to non-indoctrinabed perscas, including
foreign notionals, and sct{on without cover may be taken based solely on that

— 13 -
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COMINT, provided that proper suthority hes dstermined that suck utilizatien is
nacessary to the mational mecurity or, in the case of a military comsander, to
the security of forces wder his cammam,

36,  e. Tha decision to execute the provisions of peragrapss a and b above
shall bo made only after a detemminetion that tis advantages 16 be geinad clearly )
Justily the risk of cempromise of the soarce. Due regard shall slse bs ziven to:

(1} The relative value of the particolar SOMINT source involved ~
and the pogsibility thet its comprowiss nay lesd to Lhe loss of other CONINT
stvrces.

(2} The poseible repercussions on curpent and future operstiona
and 2lsc on other commands and areas.

d. In order to mininige the risic of compromisa the following pre—
cautions shell be Sbserved:

(1) 4 otudied sffort shall be made bo insurs, insofar 4o
Tossible, that the action taken canmob be attribwied to infommabion obtained
from a CRLMT source. Buibable cover, if not available, shall be srrangsd
{e.2, air rocomnaissance)} if Lime permits.

(2} & miningn mmber of non-indostyinated persomnel shail
be glven the informasien, and

(a) when practicable the informalion shall be go
presented Lhai it cannot bs traced o COMINY as a source, op

(b} if it s netessary to cite COMHT as Lhe sourse in
order to velidate the information, the specific COMINT source shall be rovealed
“only when absclutely necessary.

(3} Te ninimm msounl of information necessary to justify
the contemplated sction shall ba revealed.

e, LI commupications by electrical mesns are involved thay wust be
encipherad in the most sacure cryptographic system avsilable.
f. I tige permits the commander or offieial maling this decision

showld consult with his supporbing GQHINT suthority for technical advice.

-1 -
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36, g VWhenever any of the provisions of aub-paragraphs 362 or 36%,

above, are exacuted, YSIE end 1SIE will koep each other informsd. This
inforzatien shall centain & descriptien of the COMINT material invelved, and, /
in general terms, the axtent and maturs of the actlon taken, If Third
Farties are involved USIB and ST will consult boforehand Af tizs allows.

h.  Sub-parsgragh 35g #bove, applies with raspect to emergency
asage of tho material in the sub-cetegory of Categary IT descrived therein.

1. Sub-varagraph iid, 8bovs, appltss with respect to emergeney
wsege of Category I COEINT.

37, Hostilivies

& It is recognized that in the event of nostilities certain
moteriel wiil be domgradsd. In gonnection with the muteally agyred lisis
raforred o in paragraph 17, USIB and LSIB wil) agree upon tynas of mabsrials
suitable for dowigrading curing hostilitics. Wnen bostilitlen appeny
lmminent or opeur the two Boards will iomediatoly consu't upon domngrading
Ressures Lo be taken.

b. Category ITE COMINT designated by USIB end 1218 as Pecnditionally
releasabls COUEBITH nay be disseminated o non-indectrinated peraons ir NATQ
sonmands, lncluding foreign natienals. The conditions specified in Apperdix P
huot be observed.

¢. Gategory IT COMINT may be 4isseminated to 'T? —Ardoctrinated
palrsons in MATO coamands in sccordance wibh spacial swcurdty regulatiens in
fppendlx P provided 3% is not exprosely axcluded by USIB and 1SIB.

d T an extrese exergency Oategory ILI GOMINT may he dfsseninatod

N o ren-Indactrinoted persons, incluading foraign nationala, and action mthout
eover may ba taken, based salely o that COUTNT, provided that propar authu;-i:y
has daterained that puch utilization is vital 1o the ouccmssful prosecution of
tho War. Prior Lo invoidng thia provision, due cansideration sball be Biven to

the conditions described 1n sub-paragraphe e—36f.

- 15 -
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37. e. In an erergency Categary IT SCSINT may be disseminabed So nene
indoctrinated persems, including foreign nabionels, and actloa withond eower
may be takan, based solely on that GOMINT, provided the proper anthority hes
determined that such utilizetion it necesdary to the national decurity ar,
in the caze of a military commsndor, to the security of fortes under his
ponmand.  Prior to inveking this provieien, dus conslderation shall be given
t0 tite oenditions deserdbed in sub-paragraphs 3be-341.

Whengver any of the provisions of seb-paragraphs 37d and 37e,
zbove, are executsd, USIE and LSIR will keep each cther informed, This /
afornakion shall eentain a deseeiption of the CMINT material involved, and, /
in general terms, Lhe extent and nature of the actien taken.

g In the event of hostililies bha proper authority may direct the
appropriate COUINT organization responsicle for providing his support to domin
grase to Gategory 1 thet material in the sub-category of Catagory TI describad
in paragraph 35g mhich is relevant bo the situstion. Such inforasticn may
then bo dissaminahed or astion be takes thereon in aceordance with the pro-
cedurey est.abliﬂ;cd for Category ItCOMINT, The eognizant COMINT orpenization
wlll iredistely, without prior consultation with higher anthority, make avall-
able as Catsgory I such materdal of this sub-category 2s is requirsd. USIB
and 1518 will keep eash other Lnformed of domngrading ectious taken.

h. Sub-paragraph 34d, abowe, epplies with respsct to martime usaze
of Gatagory I GOMINT, Whenever siitasle 'T' channsls ere svailabls, they

will be csed for this oissemination.

PROCEDURES
38. The aporopriste clzssificatien and codeword shall:
a, Appear on every sheek of peper which eontaing or discloses
Gategory IIT or II COMINT or a sub-category thereof, and be applied to
docunents and technical material am defined in paragraph 19. Bxcept as pro-
vided in paragraphs 35-37, above, this rule applies to maps and charts oo which

are plotted date and inforaaticn derived Irom tnese categories of COMINT.
- 14 -
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38. b, Ba eneryphed in the bext of every sncrypted commnication con-
veying Category ILI or II COMINT and appesr in plaln language st the head of
the decrypted verston. This rule shall apply in all instances sxoeph as
providad in paragraphs 35-37, above, and under the follewing conditions:

{1} COMINT organizations may, without eacrypilng the
approprizte codeword in the encryptsd text, transzit TOP SECRET and SECRED
technical ratter over eryptographle channsls or siphars exprossly aud exclv-
sively provided for such techuical mattera.

(2} COMINT orgenlistions end dntercept or D/F etatlcns may,
at the discretion of the officer in charge and after full comsideration of
the risks involved to the source, ozit the classification apd the appro-
priate codaword from 5t& Work-sheets and similar decuments used esciusively
Within each agency or station. Ths classification msy bs omitied from raw
traffic passed betwsesn agencies or From intevnapt and D/F alations to
agencies.

39. Category TLI COMINT and relatcd technical material ohall not be
tranemitbad in plain langwago except as Lolloma:

a. Sealed, by safshand channele, aver routes specifically
approvad by USIB or LSIB.

b. Cver completely protectad iocal comtvmication systems
exclusively intarnal £o agencies or offices producing or utilizing COMINT.
. ¢. ©Over lendlines speeifiesily approved in each instance by
USIB or LSIB.

A0, Gaterory LI GQUINT and related technisal material shall not be
transaitted in plain language mxoept as provided ia pavegresh 39 sbeve, or

. by protecisd postal channele intemmal $o, or wader exclusive canbrel of, the

. 8., the U, E. or other coll ting British ¢ alth countriss.

41, Cakegory I COMINT and related technical material shouid be trang—
miited by GOMIIT or 'Y' channsls whavever possible, bub zay be transmitted
by conventional channals used for inkeiligence materials of sintlar classi-
fieation.

- 17 -
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-\ Tt pay be tranenitted in plain language by & maans exposed Lo intergeption
i only when thers in no suitsble nmeans of securs communications available

j and whan there is an urgent operatiomal meed t0 <o 80, Whensver pezsitle

{ suoh piain lankuage Lrensmissions should be In the form of eperatiomal

i ordars 80 worded that the wubjech matter cannobt be trased specifieally te

i GOMINT as its origin.

L2. Haw traffic may be transmitted inm plain lasguage as provided in
paragraph 39, above, Raw traffic classified CONFIDENTIAL may also be Lrans-
misted in accordance with the nommal procedure for this classifiecation, except
that when transported across ibe Lewritery of the country ¢riginsting the
traffic, it shall be with the express sanetion of USLB or LSIB. This sanétlon
will ba grented only in cases of compelling need.

43. Except as provided inm paragraphs 35-37, above:

8. Catspory 1IL GUMIND and related technical material tremsmitted
in snorypled Porm shall be encryphed in apecinl cryptographic channels
apressly provided for thess subjecta.

b. Catepery 1T COMINT and Telated tschnical materiel transmitied
in encrypbed form shall ba encrypted in apecial eryphograchic chamnels
expressly provided for these subjects, these listed ln paragraph z., above,
or in the most secure crypbographic ohannel svailable,

¢. Howewer, in the tase of eryptographic sysbems matually approved
for the purpose, the Lransaission of DIMINY, related technical material end

* waw traffic over the same chamnel is authorized, provided thet auch chasnals
are reserved Tor these subjests exclusively.

A4, In ovder to facilitate a concerted effort directed toward the

/ determindtion and assssament of the causes and effocts of kuiown o presumed
L COMINT Smprwdacn or Ltases, it iz apresd thai:

a. Whemever any breach of ite GRMINT security regulations or any
other circunstancs whdeh in fact has, or can be prasmsd to have, compromised

COMINT or OOMINT codeworda, or to have reveaied CUMINT successes ko unzuthorized

- 18 -
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parsons, bacomes known to either party, it ahall inform the other by msana of
4 repurt mbodying the pertinent facte and cenclusions in sach case, axcept
that when the party concorned concluden that thers is a good reason to believe
that such eoxpremise or revelation hos nob roached and will not, in fact, Teach
foreign natlensls, no report nesd ce made to the other party.

b, Whenever a significant change Oodirs in foreign eryptographic
or cammunications security, the perty dlscovering such chsnge shall notify
ths cther. Each party chall then analyze and assess the mown cnd suspooted
eireurstanees haviig & bearing upon the change; thsse analyeee cnd asaszsmenta
shall be exchangsd by the parties; and each party shail thereafter keep the

other fully informed of amy additicpa) informatien besring upon the cese.

- 19 -
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APPENDIX B
ANETURS Bi

THE ASSIGMMENT OF COMINT
IC CATEGORIZS AD SUB-CATICORIRS

1. This innexara delinsates the basis Tor (a) the establishment of
aut-catagories, (b} the assignment of COMINT to cabegories and sub—
categariss, (c) the classificerion of GOMINT assigned Lo categories and
sub-oategories, and (@) the apylication of codemoros to categories and
gub-categorica. Thie Anncxure is not inteaded o actomplich the detailed
catogerization of all GOMINT. Howewer, along with the criteria describasd
in Mprendiz B, it governs the preparation and malntenance of current,
matnally sgreed lists to Ladicete the precise ascigmwent of 3ll COMINT
to categorias and sub-categories.

2. Cabegury I COMINT shall be classified CONFIDENTIAL, SECRST, op
TOP SECRET as approprists in accordance with netional security classi-
fication srocedures amd shali rob te desipnated by & codeword. It shall
sontain tre following, provider that interpretaticns of material of
Wigher categories are not included:

a. Sircchion finding repilts, regardless of the category of
tochnical guidance involved. This materisl shall nermally be clasalfied
as CONFIDENTIAL.

b, COMINT toscayaing weather derived from Category I sources.

€. Sugh CGUINT fron the Jess sensibive sus-category of Category
Tt as may be 5o assigned in accordance with Appendix B, (Sea paragraph
35e)

4. Buch additional GOMINT as bas been or may e specified and

mutually sgrecd by USTE and LSIE. .

- 30 -
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3. Catagory II GORINT shall be clavaified SECRET and shali be desig-

nated by & distinetive codewerd, It shull contain all COMTNT not otherwiae
asslgned to Categories I ang ILL, or sub-categories within Category II,

4. Categery IIL GUMINT shall be clagnified TP SESRET, and shall e
desipnated by a distinctive codeword. It shall contain-

2. Crypt Intelligence derived £rom high-grade systems,
involving the application of sopidsticated cryptenslybic bechmiquea, as
specified 2nd malually sgreesd by USIE apd L5I8.

b. Traffic Inteliigence derived from callaigns or message
reacings encrypted in vodes and ciphers of nigh sepurity or complaity,
as spastfizd and mitvally agreed by USTH and LSIS.

¢. Traffic ar Grypt Intelligencs which revsals success agafnet
unuansl, ssnaitive, or ¢omplex tranamizeion proceduras or devlces.

4. Msterial cbiained From spscial scurces or ageinst tarpets
consldared by the proturing crgenization o be 5o seasitive as to warrat
the protection afforded this catagory.

9. Crypt Intelligeats from ciplematic and atbaché ecatmunics~
tions.

£, Gther Crypt or Traffic Intelligenec which 318 and LSIB
agres shou'd be given tirae highest degrea of seourity protection becsuse of
the potential loss of intalligencs which would result from compromise.

3. Sub-categories of Category 1T whall be estabiished as follews:

. Sub-Catepary TI(#)} GOMINT shall contain al) COMINT goncern~

ing wasther, waich 15 not specifizally assighed to obher categories by

) USIB and iISIB. It io lassified SEORET, designated by a disblnctive code-
word, and refarred to as "Spesisl Wecther Intelligence®. . Ths purpose of
this sb-cabegory is to hordls seporately that GOMINT conerning weather
which may be disssminaled to users who do not require access bo other

codeord CQMTHT,
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b. Bub-lategory II(X) GOMINT is that Category IL GOMINT whick is
considered less sensitive than gther Category IT COMTHT and may, thevefora,
be given zore extensive dissemingtion in order to provlde for effective
utiligatien, It is classified S3CHST and is designated by a dlshinctive
codeword. It is this sub-category which is described in paragraph 352 of
Appendix B. Frovided that no information chtained froo Cstegories II and =
IIT COHINT, such a& cofplex chenging colleign and frequeacy oystoma or
unigugl, sensitive or complex transmiselon procedures or devices, ig
included, Shis suk-category shall contain the following:

(1) Informaticn curived frem bhe following elemants of
foreipn military, naval, air, pollece, border guerd and guerilla comunics- -
tions or comronieations systems:

{4) Commumieations tate

{b) Plain Taxh

(¢} 4y grid or zene referscees

{4) Cover tords

(e) Procedural codss used for orevity purposes
(£} Jacgon codes

(2} Plain Text and assoclated gormunivations data obtained
from intemationa cotwercial and foreign internal or extemnal pen-militery
circuita extept that specifically asmignsd Lo other catsgeriss 2z mutually
agreed by USID and L3IE.

{3) Such additional CONTWT as way be specified and mubuglly

agresd by USIB and LSTE.
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[ 1 March 1960
APPEDLY B
AMSEXURE B2

SECURTTY PAINCIPLES GOVERMING THE GOWDVCT

CF CQUONT CPERATTICNS TN EXPOSED ARTAS

THTREDUCTTCH ~
1. Tt s recogniged thav effective inderception of foreign commw.len—
+ions and effectdve support of field commsndors may roquirs the establish-
ment of COMRIT sctivitico in loontions Which may suddenly fall wnder hoatile
zontrol with consequent loss of COMINT personnel and/or asyoeiatod classi-
fiod soberisis. Tk 1o gmosd that, in additicn to the pactirest, general
croviclona of Azpendix 8, the spscﬂic srovisions whien follow shail govern
tne sonduct of CCMINT activaties in such locations.
DEPTNITICHS
2. Fxposed aress ne defined in paragraph 15, Appendix R cormpriss
Lie Sino-Sovist Bles, other countries under hloc dominstien, sreas
oeyontd delenss lines a@ctm to be tanadle, and areas wheredn tha local
politicel or milibery situstion iv ewth a3 b pose & distinet theeat zo
the accurity of COINT operations conducted thereln. Tra dograe of risk
ie dspendent upen the capability of suppart and securlty forees o pro-
tect the COMDIT wait through sufficlent deleying action to allow bime for
the deatiuetion of plassified material and pronpt evscustion of COMINT
‘per'acnnel. The following situabions may exist in axposed areas:

a. Risky situstions, i.e., thoss in which it is considercd
possitis that timely and complste svacuation of JCUINT perscnmel and
removat or effecsive destrustion of elassificd matcrial will be accor-
plisted pefore a4 undt cn b overrun,

b, Dengercus gituatioss, i.c., bhose in which i% is usliksly

that timsly and complets svacuaticn of OOMINT personzel and removal or

54~ 00 Y
NBA £a GE-04-2610, | NSA TS €O L = )
COFY ND. — mcf
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effective destruction of tlaselfied matorlal will be accoxplished before
a wdt can be overrun.

£
N
Igalude:

3. "Mazerdeus activities as defined in pacagraph Ik, Appencixz 3

a. Duties behind enemy lines, or in-shore opsraticns off an

enemy or onfriendly country. ' -
b, Flights over tnemy or uafrisndly territory unless o

resognined carrider routesn.

¢. Roids, minor forration attacks, widermater demoliticn

oporations, and servica with a unit or formatisn forward of Divisios HQ. ! /

. d. Doty in or visits to unfriendly céuntriss and alse other "‘ /
i Tt
; areas whare [rom tire o time legad conditions are eesidered to involve '

‘ an unaceeptable risk.
®. Tranyit through the Sowiet Zone of Germany vnlees in
authorized military or diplematic transport on regular rouiss.

4. For the purposes of paragraph 3, urfriendly combries are under~
Steod to be the Sinc-Soview Bloc snd dther countriss where ui:r_ular riskcs
to U. §. or U. K. nationals afe likoly. Lista of the latter cownbrics
*11L ¥e exghanged setween USIS and LSTS.

SAFEZLARDS FOR ASSIQUIT CF PERSGIEMET IO HAZARDOUS ACTIVITIES

5. As an aid 1o controlling assignaent of psraonnskt to hazardous
activities, persons who ara or have been indoctrinated will be dividsd
into three prasps:

a. Group U ~ (Unrestricted)

Individusls who ara prefusera of Gategory I COUINT and have
no movledge of othes Categories, or persons who, zithough inceetrinated
for othor Categories of COLINT, have so little access that they do not
Iogsess kmowleige of current valus, znd ere not subject %o resirictiona

against hazardous activities.

-2 -
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SR i
B, Group ¥ - (Minioum Restrlctien - one year)

Indivldualz whe have knowledra of r,un-enb\vu.lua chout
Categeries JL or YIT COUINT or their subca_t.s;orioe, who shail not be
azsigned to hazardous activitdes for a minimun period of eng yoar
following debrief nz.

£, Group P ~ {Permanent Restricvion)

Individuals with presise knowledgs of COUINT processing
tachniques, comnotonee or potential regarding the more sensitive
Catezory TIT COQUTAT who shall not be Asstzned Lo hazardous activities
at any time.

6. Bxeoplions o tho above oafeguards may be aubhorined by sarior
officers and officials ot a laevel preseribed by USTB er [.S‘I’B.. In con-
sidericg sueh exceptions the proteston effercd by diplomtic status
should not aubopaticaly be considersd mufficiont, but should bs assssssd
in the light of the particular circunstsnces involved. In the case of -
Mlied Gomands to w-dch UKESA SUNT Ls provided throwgh an S50 or 607,
tre senior GOUINT irdoctrinated U, B. and U, ¥. cfficers shall Se
aithorized o meke such axesptions.

EQALUATT N OF STRUATIONS TN KXPCSED ARTAS

7. Tie decision vhethor a given situabion ia risky or dasgeroes
ahall b2 made by USIB or LSIB or by asch other aotharities as sre
respensillie for the security of the COINT metivitizs ceacerned, and
shall b nzde in the light of the political, militery, and other fachors

affesking the safely of the SOMINT parsonncl and materials inwolved.

FAGICAS AFFICTING CECTSIONS TO CONDUCT CGHINT CRERATIONS IN RATCSED AREAS

B. GWRINT operations =uall be condusted in exposzd Broas oniy
after due consideration of the JMMINT losses rhich may result if the
araa soncemed L3 suddenly attacked, aid of the prebadie sofect of such

lotses upon the fonduct of SLINT zctivities elsewiors.

- 85 -
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SAPECUARIS FOR RTISKY STPUATICHS

9. In the caze of GOUINT activitica astablisned in riscy situstions,
the fellewing zafesnards zhall bs anplied save as excoptions thareto are
autnorized by sonlor offfcers and officials at & level established by USTR
or LSIiB:

a. nly intsrcept, analytie and reporbing tasks which cannct &s
performed gatisiactorily in sale or protected situations shall be asaigned.

b, Wo Cabegery ILI COUIHT or related documents and technical
caterial shall be neld exeept those essential to the assigned task end of
current applicazicn thercte, and the latter shall te maintained In such
condition as bo inseve imuediate destrustion, if nevessary, upon swides
threat of sefzura.

¢, fo parson in Croup P, 22 dofined in paragraph 5: abovs, ahall
bo assigned, unlese required by technical conaiderations.

d. Sufficient means of destrustion saall be provided in order
that complete dastruction of classified COUINT materials may bo sartied
out in the shortest bimm rossihie by the minlmun runber of personnel,

&.  Appropriabe sieps shall bo taken to Insure that adequate

arrangements are wade for safe svacuaticn of all personnel whose loss

would be dama;

ng and that the unib in juesbion iv keps fafermed of
evacustion plans on a current basis,

SATEGUARDS FOR_DANGESOUS STTUATICHS

10, In the cage of COUINT units established in dangarous sibuations

the foliowiag oafeguerds shall be asplied save as excepbicns sherebo ave

acthorized by senlor cfficers and officials gf_)a lavel established by
USIB or LSIB:

2. Only unlque intercept tasks which sasnet be accomplished
¢laewhers shali be assimed, and only cueh analysis as is Socally required
to support these taska and peruil esseatial technieal raporting shall be
performec.

b, Coly GORINT docurents or tschnieal aids assantial and of
current application to thsse tasks shall be held.

- 2% -
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i e

&. Ho Category ILI CRIINI or relatsd ifocumonts and bachnical
material shal® te hzld.

d. Personnel technically informed in OCUTNT of a higher level
or breader scope than iz recquived for ti? iimitod miasior of tha unid
shoutd not ba aseigned if avoidable.

e. Mo person in Grous k as definod th sub-pavagragh $b above
shall be assigned wnless his presence is wital for the effective funstion-
ing of the onit.

{. Mo persen in Group P as defined in sub-parzgraph 5S¢ above
enall bo assigned in any circumstencas,

g+ Sufficient meang of destruction shall be npowided in erder
that maximum dastruction of clacsified COMTNT materinl may be r.ar:isfgn)'
in the shortest tima possible by the minimum number of persoaned.

k. Agproprizte steps shall be taken to insure that the it

in cuestior is kept lzformed of evacustlen slass on & currend basis.

27 -
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TOP SEC. T LkbleR

AFPRMDIYX_J
CF, 154 TON WITH GOMMS TRIES
DR THAK THe 8%

Jneroduction

1. This Appandix recerds the general principlas governing UHUSA
SCMENT collaboration with Commonusalth countriss (other than tha UL).
Conazral

2. Comonwselth countries othar than the UX are pot parties teo
4w UHUSA COMINT Agreement but they will not be regorded os Third
Parties, GCarada, Australia &nd Now Zoaland with whon there are spacisl
agresments on GOMINT policy are referred 10 as collaboruting countriss,

3., LSTE will keep USIE informsd of any arrangsmsnis or propossd

Brrang with © th tries and will obtaln she views of

USIZ prior to inltistlng or pursuing with eny ron-collaborating country
COMINT srrangemsnts involviog the relsase of materisl or the provislon

of guidance in accor with peragraph 2 of aix P, Prior to the

relense Lo & non-collmborsting sountry of dats as described in sub-
parageaph E{a) of Mppendix F, (OHQ will obtain the wisw of H3i regard-
ing tha sultability of the date for releass.
4. Arrargezents for colleboration between the U.5. and the joint
Australlian/UK/Hew Zealsnd agancy, Defence Sigmals Branch Melbourre, and
for U.S. lisison in hustralle und Few Zealand are seb out in kmmxure J1.
Any Tajor shanges in or 4dditlons ko these arrangemants for U.S.
¢ollaboratlon with instraliz mnd Hew Zeeland will be the subjaet of prior
consultation betwsen U373 and LSIB,
5, USIB will obtaln the views of L313 prior to completisg au arrange-
mant Witk Canade.
&, U8B will eonduct its a.vrmlgnm:;ubﬂ with a1l other Commomwsalth
- countries in mccordance with the principles seb out in Appendix P ic the
UKUSA COMINT dgrooment.
7, Tt ie poted thet LSIH hss obiained from the GGEINT evtioritlea of
codlavorating Gommonwealth countries formal assurancez that thay will asbide
by the terms of paragrsphs 5, 8, and 9 of the UFUSA COMINT Agresment, end

of ippendix B and paragraph 7 of dppesdix E thereto.

lepzeved fer M
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8, USIB and ISIB agrsa:

{a} mot to pass to any Gomrorwealth cowrtry OCMINT end-product
itoms originated by sgoncles of the other party without
tho consent of that party, uxcept as may be agresd fyom
time to time;

(b

to puss to collaboratlng Commomsalth countriss, Yia
agread GOMINT chunwels, only such techricsl COMIRT nateriale
es sre decied to be relavant to the taske of the Comuon—
wealth counbry comcarnsd or &s may be othorwise agreed
Totwaen the two parties frem timy 1o time; the relevasce
of technical COMIRT materdele to the tasks of those
Cownorwoslth countries shall be delermined by the Directar,
GOHQ or tue Direcsor, NSi; relavast materlels siall then
bo roloasable subject tu whatever vestriciions may be
spocifisd by the agency whlch produced the material {i.s,
GCHG or WSA).

Sa- 5q-
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i usFy TS AND {

1. Tt 48 noted that Defence Signsls Dranch Melbaurne (DSE) s, in
coutrast to Commndcations Branch Ottawa, net & puraly naticpal centre,

# 1o mnd will continus to be a Jolt Uk-iustrallan-New Zealand orgini-
zatlon, mannaé by an integreted staff, Tt ls n clvilisn orginization
';r.ndnr the fustraiian Depsrtzent of Defence eud undsptakes GOMINT tasks

a3 agrosd batieen the GOMINT govorndag authorition of dustralls aud Hew
Zzelard ou the ons hand and LGIB on ths other. oOn technien) matters only,
cantrol Is gxeroised by Government Gommmercations Resdquariers an behaif
of LSIB,

2. COHQ will keep NS4 informed of the taska that have been sgreed |
for DSB and will notify ¥SA in sdvencs bafore amy naw or altersd task is
agread for DSE,

3. NSi and DSB will collsborate diractly on thoso D3B tasks whioh, {

&8 datermined by NS4, fall witnin the £161d of gollaboration and il
exchange raw material, tochrical matorisl and end-product of thsse tasks,
Ic additien ¥S& will provide DSB with raw msterial, tanhx\imi‘.m.al’.orhl ant
erd-prodiuct &s appropriate on other tasko devermined by BSA Lo be rulevast
to tze tasks of DSB. 4 1isi of taske under both these hesds will be
malntained currently ty NS2 acd COHY.

4+ HSA grd DSE will alsc exchangs techniesl dnterception dats re—
lating to the General Search effort of esch in ths Par East.

5. Exchanges batwsen NSk and DSB undar the above paragrephs will be
corplate in scope tmt in spacial circmstances each egancy will have the
right to withiold waterinl et its discretion.

- &, The dlrect colleboration and consaquant exchangey beiween RS2
esd D3R w11 be regulated by tho provisions of the follavwing sppendices to
the UKUSL dgreszents G, D, E, F, G, H, T, L, K.

7. It 18 noted that, 1n Lmterpratation of ippomdix I to the UKIS4
Agreenent, LSB ent HSi bave mntually sccredited llaiscn officers, Ly N © %5\

€. It 13 further noted that, in interpretation of dppendix I to tma

282 By BEA £0 Li-l1-l6, 1 E(}I:ﬁ:ﬁ E!E—
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UKISA dgreoment, OSTA msy accredit a seator U.5. ropresentative for
conducting liaison on matters perteiming to SCMINT with fustralia and
New Zsoland and, ad may be agresd by LSIB, with UK officiuls io those
- pourtpios. Similerly, the terms of reference for ihe D3P liaison
officer aoeredited to WSL may e modified abt some future late to parmit
the conduck of Llajson wita U3, suthoritles on matters parteining te

COHINT.

ol
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5 October 1959

APFRIDIY, B
AMNEIRE E3
CLASSIFICATICH AND_HANDLING CF INFORMATION

RELATED 0 COMINT OR CQUINT ACTIVITIES

LETRODUOTION
1. This Annexurs sstoblishes minimm stendarde with reapoct to the handling N

and clageification of information which is meither CCHINT nor thet comtained

in the "docwments and technical maverialt as deacribsd in paragraph 19 of
Apremdix B, yat reveale, directly or by implication, the existases or nabure

of GUMINT op of COMINT activities.

2, The miure of COMINT and CQMINT activities and thelr suscaptibility ko F
loss require thab certain infomation regerding tacso activitiss amd thesy 5
product be restricted to persons whe have been cleared and indoctrinated for i
&ceesa to CBHINT, Certels other infemation concerning bheso sctivitiea and i
their preduct may be handled within comventional chamnnele for information of
einilar elaseifleation. It is sspential, howsver, that referamce to the
existence or maturs of COINT or any COMINT activity, either dirset or

indirect, be avoided excoph anang those ho whom the kmowledge io ngcaseary for
the proper performance of their dutiss.

3.  Infoxmation relabed to COMINT or CRIINT mctivities which indicates &
degree of guccess or prograss in tha pradnction of COMENT, o sophisticated
COMINT technique or the scale and direction of COMINT effort to & degres

wiith may stimiste comtermeasures, as specified in Annex A horeta, mush be
vafaguirded precissly as thongh it vere COMINI. Except as provided for
hereinafter, dcomments conbaining such information, inelwling messages trans-
nitted elschrieally, shall be bransmitted only via GGMINT channels, ard ahail
bear the glassification and CONINT ¢odeword appropriate to the most sensitive
¢category or sab-category of COMINT to wiilch they relats.

4. Information velabed to COHMINT or CKMINT eetivities, spacified in Annex B
hereto, shall be kepl exclusively within OCHINT sharnels, except as prowided
for herelnafter and in that Amnex. Documente which contain such information,

-1
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including messeges trarsmittod electrioally, shell bear tha appropriats
classification but no COMINT codewors, and shall bs clearly identified by

the caveal HAADLE VIA COMINT CHANWELS OMLI”, stamped, typowritten, or

priated on eack page. In the coso of bomd documents, the identification
will show on the cover ant title page, if any.

5. Information pertaining to CONINT or GOMENT activities, specified in Amex
C hereto, may be harndled in aieordance with normal prastive for other informa-
tion of similar classification. However, nothing herein shouwid be construsd.
a8 prenibiting an awthority from passing such informatien in GEMINT channals.
(In such cases, the caveat MEAMDIE VIA COMINT CIANMELS ONLYTY will not be usad, )}
SPEGIAL VSAGE

6, Should it bacome necessary to furnish informetion of the types ilsted 4n
Aonex & to non-indectyinated perpens, suek ection will ba baken only after
specific authorigation in cach case by proper authority deeignated by USID oy
L3I2. When & doeuent containing ¢uch informabion is released fyom OGMINT
chamnels, the codeword must be remcved. NSA amd GGHG, throvgh techwical
channels, will undertake to keap the other party informed, at 1sast in general
terma, of the meterial invelwed.

7. Information related to GOXINT or COMIMT activities of the types listed in
Annex 8 ey be furnished to non-indoclrinated persons, only with the prior

appreval of the ardginstor or proper aubhority amd im zccordenoe with

Re
procedures esteblished by USIE or LSLE. Whan 2 docwent cembaining such
irnformation is reisased fron COMINT chanrels, the bandling caves® must Se
removed or rentdered illeginle.,

B.  Every rexcomible precawtion must be taken to cnsure thet dosumente
releaged frem CQMLNT channels are given minimue distribution and receive

. ‘the sacurity probection their contents warrant,.

9. Working papers and similar dooments cohitaining information of the
typea lighed in Annexea A and B reed not, ab the disoretlem of the officer in
¢hsrge and after full eorsideration of the risks involved, bear the clasai-
fication, codoword or hendling cawveat when hapdied axclusively within a

CQMINT gecure arcs by indoctrirated persons.

— i
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CLASSIRIGATION

10. The classification of each

OINT or COMINT sctivities must be determined irdividually,

related to

after dus

considepation of the Gamzge which unauthorized disclosure of its contents

could cause to mationzl security, national interssts, and the capability ef

either party to continue to produce communicstivre imtelligenca.

PUILID STATRMENTS

13, Heximm feasible adninistrative sction will be taken o require that all

public atatements which may cantain information related io OMINT or CGUINT ‘/

activities are sutmitted, for preliminary review and aivice, to the appropriate

CCHINT authority, es specified by either Board. In the event that such

information already publicly revsaaled is inclwded in A document sutmitted by &

privete sowrce for reviow, 4n atteapt by persuasion shall be made to eliminate

such irfornation or 10 axpress it in euch general terms as o concesl, to the

maximn degres possible, specifie assocdations with COMINT nctivities. In the

svant auch a docwment ia submitted by am officiel source, that docunent will be

classified in accopdance with paragreph 1C abowve.
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AMMEX A

TYPES OF INFORMATION 10 BE GIVEN THE SAME PROTECTION AS ODKINT
1, ¥hen information which ia neither (OMIKT nor that contained in the "documente
and tacanical Teberial” refsrred to in pavagraph 3 of Apperdix B, indicabesi-

(2) & degree of success cr prograss belng made in the production of

sepmurd satiors intelligsnce, or -
{b) a sophisticated COMINT techniqus, or
(¢) the scalm and direction of the COMINT effort to a degree which mey
\\___‘ stinulate countermeasures,

it awat b‘e aecorded the protection of the claseification and COMINT codeword
eppropriate o the nighest sategory of GRIINT to which it relatess, and will be
kept within COMIRT chamels unlega relensed therefroam by proper authority
designated by USIB or L3IB. If the category of CORINT to wbich Bhe inforaation
relates is nob known, it will be accorded the protection of the highest sabegory.
2.  Exanplea of the kind of informetion whieh mey reveal {a), {b) or {e) sbove
arei—

{a) Conatmer vequirements for information frem & specific sourcs.

(b} Informetion regardéing the nabure &nd extent of COMTRY gollavoryation

with forelgn goverrmenta.
{c) Detailed characteristice and capabilities of equipment ss applisd in

the exploitaticn of COHINT.

{4} Details of COMINT-Zeveloped techaiques used in COMINT research or

- .produgtion,
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ANNEX B

TYPES OF INFORMATTON TO BB HANDLED Wit COMINT CHAMNEIS OiLY

1. Informaztion which does nct reguire codaword protectlon but which relates to

CiMINT or GOMINT activities will vear the classificaticn indicated (but mo

ocdeword), will eapry the caveat HANDLE YTA COMINT CHANNELS OMLY' ard be

cedures estiblished by USI3 or LSIB.

TP SECRET

retaired in COMINT ghacnels usless exempted or released in accordance wibh pro-

2. Informetion pelating to CCHINT or CCMINT actiwisies will be closcified TCF

SECRET il the wrauthorized disclosure of it could result in execeptiunally grave

damnge to natiopal geeurity, raticnal interests or the conbinued conduct of

CIMINT cperations, Examples of the kind of information which may warrect this

clagsification ares~

(a) A plan, doctyine oy palicy ¢r infermation on tasking or control wnich

reveals specific COUINT operations of major importance.

{b} Information revealing ihe extent or nelure of COMINT eullabsration withn

specific foreign governments, including written agresments establishing

such eolleboration.

(e} Details of COMINT arpsngemerts with Third Farties.

(4) Coretruction &nd budgetary information of rajor importarce releting to

COMINT colloction and processing orgenizations and installssions,

(e} Safs ccmbinations pemitiing zesses to GOMINT or information regarding

COHINT activizies.

SZCHET

N 3. Information relating to CCMINT or COWINT activities wil) ba classified

SECHET if the uwranthorized dis¢iosure of it could result in sericus damege to

national security, pational nterests or the continued conduct of GOMGHT

operakisns,. Esmmples of the Xind of infarmatiecsn which may warrant thig

clasaificntion are:-

NSA F(HA Case 100286 Page 00035
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Sl
A

{a) & plan, doobrine, or rolicy or information on tasking >r conbrol
which pevsais important specific COMINT ezeratioms.

{b) Base rignts pegotiations for GOMINT sites, which involve disclosure
of the spocific purposas for which the sites are intended.

(e} Important construstion and budgetars informabtion relating to CONIST
wellection and processing orpanizations and installations.

() Individual irtercept zssigmponts.

(e) Detailsd DF plans and overall operational effcctivomess of D/F
organirations.

{£) A1) perscunsl reporta and docments, civilian snd/or military which
indicate authorized and/or actual agency OOMINT sbremgth in totzd, by
Jeb designation or by crparizational element title whers such
deoipmation or organizabicnal element title would indicate details of
tite GOMINT mission.

{g) Information which veveals tha exisbence, bub not the sctent or natuve,
of collaboration or lisison en COAINT matlers with specific foveimn
goyerments unleas a higher classifioatdon is warranted by specisl
ciromstances.

(h) References to the sxistence of Third Party COMINT arrangeaenta, with-
oub sperific details unless a higher classification is warranted T
apeciel circursistoes.

CONFIDENTIAL

L. Infermation relsting to COMINT or COMINT aotiviiies will be clessified
CCHFIDENTIAL 1f the urawtrorized disclesure of it could be prejuilelal to
maticnal securdty, nitional interests or ihe continued comduct of COMINT
oparabions. Examples of the xind of information wiich may warrant bhis

<lagaifieation a

() A £lan, doctrime, or policy or infommtion on tesking or control
which reveals specific COMINT oporations of a minor matura,
{B) CIMINT indoctrination and debriefing stztemenbs, -
{e} Lists of COVIND indcetrinzted and debriefed personnel.
{4) Infermmtion which reveals exbent of effort or spesial purpose
featurss of elsetronic compubers as wtilised for CORUINT processing,
without revealing COMINT techniques,
-6 -

T b

NEA FOIA Case 10386 Page 10037
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APPENDIX B

ARNEKTRE B3
ARNEX G

TYPES OF INFORMATION WAICH HAY EE HANDLED JN ACCORDANCE

WITH NORMAL SECURLTY REGULATIONS
1, Information pertaining to GOMINT which nelthor roguires codeword protection
nor the caveat "HAMDLE VIA COMIND CHAMNELS ONLT will be classificd and handled
in accordance with U.S. or U.K. goverrmentel meourity rogulstiens in sffuet for
inforpation wneonmected with COMINT or COMINT agvivitiaa,
SECRET

2. Inforoation, the unsuthorized disclesure of which could resulh in serious
dapage Lo national securlty or mational interests, will be viasslfied SECRET.
Examples of the kind of inforuation whiich may whrrant this ciassifiestion are:~
(r) Construction and budgetary matbers pertaining to COMINT collection
or processing organizations amd installatiens, provided no reference
is made o their spesific functions,
{b) Base righta negotiations for COMINT sites, provided no mention is made
of actuzl purposes for which The sites are intended,
GORFIDENTLAL
3. Informatiaon, the unauthorized disclosure of which cowld be prajedicial to
national gecurity or natiepal interests, w11 bo clxagified CONFIDERTIAL,
Eﬁmpl‘ea ¢f the kind of inforeatior whlch may warrant this clasaifieatdon are:-
{a) Yersomnel reports and documents, civilian or military, which indicate
amthorized or actual COMINT mgency strength in totel, by organizational
elememt, short itls or symhol, by primary element, or by fonction.
' {b) Regulations etating ths genera) misaion and functions of CLMINT
astivities thab do not reveal specific CMINT techriques or procedures.
{e} Corresponderce on nasardous duby restricticra pertaining to individusls
released from COLINT assiprmonts.

UNZLASSIFIFD

4. Examples of tho kind of infommaticn which is URCLASSIFIED ere as follows:—

NSA FOTA Case 100386 Page 10038
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{2} Oover names assigned to "Rapid Anciytic Machinery" (RAY) when used

tut of oonbexh.
(b) The terms "Commmicetions Inbelligence® snd MCQMINTY, “Signals

Intelligence” and “SICIWI when used out of conbext,

{2) Relerencsa in broad, gemeral, ific torma to inbtercept
direction finding, morse cperator anzlyals and redic finger printing
as sources of intelligenca.

{d) Blementary principles of traffic apalysls, military cryphamlysis :
and cryptography. -

{e) Muntion of Dberust iu compuber type clrowits, if no indication is -
rade to type of systems in which they &re to be used.

(£} Individual job fitles and descriptiona that do not contain
inforsation otherwise listed sbove 25 requiring clacgification,

{g} Project nunbere and titles used in justifiestion of purchase of
meterials when ne technical wrege iy apocified.

(o} The fect of assosiablon between ang U.§. or UK, COMINT zgency

providing it is not shown o bo in tha CCMINT Iield.

NEA FOIA Case 10IBS Page JUU3Y
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/255 ¥

INFU SRCDE EIC

AMEMEASSY ¥HLLIKGTOR

EMEMTASSY

JSIA wa31Do 38

AMCUNSTL SYNHEY

AMCONSYL MELBOTENE

AMCONSUL ERISEANE

AMCONSYL PRRTH

UKCLAS CANTERZA #3113

£.0. 12358: N/&

TAGS: PaARM, MARAR, 45, I3 .

SUBJECT: DRFHIY BRAZLEY DRFENDS PINY 547

E¥F: CAHEEERR 3075 (NOTAL)

L. OR FAKGH 31, DEFENSE MINISTER ZIM BEAZLTY wad

IHTERY] 3 ON PHE TSUNDAY  TELEVISICH PROGRAR.

3B WAS A3KED & KUMERY OF CURSTIONS RELATING TO

IEFORTS (R¥FFELY THAT PINE GAF WAL BLING USRL T

SOLLECT INTSLLIGENCE AGAINST CHEECE AMU MIGHT

BE ALSO USED 70 INTRRCEPT AUSTAALIA’S OWh

SOMMINICATIONS .

2. RMAZLEY STATWD THAT HE #OJLD CONTINYE TO

ADHERE TO THE SUA POLICY OF nOT COMMENMTING ON

JNCLASSIFIED

JNCLASSIFIED

PEGE 22 CANBER Q3113 166297

SPLCIFIC ALLEGATIONS &BOUT Tok UETAILRL UPERATIONS

OF THE JOIXKT FACILITIES. HEL SAID, BOWEVE THAT

IT %CULD B¥ A MISTAXE T0 ASSUME THAT & LY OF

MO COMMENT ™ IMPLICIYLY CONFIRMED WHATEVER
4LLEGATIONS ABQIT THE JOINT FaCILLITIES WEKE

BEING MADE.

3. EZAZLEY ALSC STATEL THAT Td% 604 IS5 ¥ULLY

AWAKE OF EVERYTHING TEAT TAsES PLACE AT THE

JOINT FACILITTES ANT THAT 504 sPPROVAL IS XECYIRED

FOR ANY 3FWCIFIC ACTIVITY. PRBAZLEY SAID THAT

INDECIDING wHETHER OR MBOT TO GIVE AGPEEMENT FOR

8 PARTICULAR ASPECT GF TRBE JOINT FACILITIES,

THE GOA NSDE IT3 DECISION HA3ED ON AR FULLIST

UNCLASSIFIED / BAGE

Need for Safeguards

1
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¢’ . SECRET WITH ? 5071
SECRET/NOFORN ATTACHMENT oo
THE WHITE HOUSE
WASHINGTON
MEMORANDUM FOR THE SECRETARY OF DEFENSE
THE ACTING DIRECTOR OF CENTRAL INTELLIGENCE
SUBJECT: Instructions for Sharing Clagsified Defense and

Intelligcence Information with the United Xingdom and
Australia (C)
4

I have reviewed and approve the attached instructions for sharing
classified defense irformation and intelligence information with
the United Kingdom and Australia. I direct that you begin
implementing this guidance immediately and that you complete
implementation by June 1, 200S. . Although these instructions
shall remain internal to the United States Government, you are
authorized upon issvance of these instructions to initiate
appropriate discussions with your United Xingdom and Australian
counterparte regarding necessary implementation actions. (S)

. L*,‘.& pwevg

No modifications or amendments should be made to the joint
instructions without prior coordination with me through the
National Security Advisor. (U}

=N

Please provide me through the National Security Advisor with a
report of your implementatjon actions by September 30, 2004. In
addition, please provide the National Security Advisor a report
concerning the positive impact of these instructions on shaxing -
with the United Kingdom and Australia by October 1, 2004, ({(S)

Attachment
Draft Instructions

cc: The Secretary o

1 SECRET WITH

| SECRET/NOFORN ATTACHMENT
Reason: 1.5(e)
Declessify on: 7/15/14

NO CLASSIFICATION MARKED
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THE WHITE HOUSE

WASHINGTON
July 19, 2004
IN FULL
The Right Honorable
Tony Blasir, MP.
Prime Minister
London

‘Dear Prime Minister:

"We both agree that the clase relationship between our govermments requires the utmost -
‘cooperation in all areas. To further this cooperation, I have approved changes that wil} enhance
the sharing of informalion between our defense and intelligence communitics.

1 have directed Secretary of Defense Rumsfeld and Acting Director of Central Intelligence
MeLaughlin to implement these changes immediately, and to coordipate with their respective
British counterparts to ensure that the changes are making 2 difference in the field. My primary
objective is to ensure the broadest possible sharing of rek defense and intellig

information in the areas of planning ané executing mititary and countertertorism opezations.
Toward that end, Secretary Rumsfeld and Acting Director McLaughlin will be providing a
status report to me by September 30, 2004, about their progress loward achieving this goal.

1 am confident this effort will be of mutual benefit to the United States and the United Kingdom
as we coafrort the very serious national security challenges facing our countrics today and in
the future. . N

As glways,  appreciate yow insights and the many conuibutions that the United Kingdom is
making in our joint endeavors. -

Sincerely,

NO CLASSIFICATION MARKED
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THE WHITE HOUSE

WASHINGTON

July 19, 2004.

RELEASE IN FUL

The Honorable

John Howard

Prime Minister of Australia
Canberra

Dear Prime Minister: : . |
’ .

We both agree that the close relstionship b cen our governments requires the utmost

coaperation in all areas. To furtherthisc.  :ration, I have approved changes that will enhance

the sharing of information between our d¢ -.ise and intelligence communities.

{ have directed Secretary of Defense Rumsfeld and Acting Director of Central Intelligerice
McLaughlin to irsplement these changes immediately, and to coordinate with their respective
Australian counterparts to ensure that the changes are making & differcuice in the ficld. My
primary objective is 1o ensurc the brozdest possible sharing of rel defense and intelligence
information in the areas of planning and executing military and countetterrorism operations.
Toward that end, Secretary Rumsfeld and Acting Director McLaughlin will be providing a status
report to me by September 30, 2004, about their progress toward achieving this goal.

I am confident this effort will be of muti:al benefit to the United States and Australia as we
confront the very serious national security chalenges facing our countries today and in the
future, .

As always, I appreciate your insights and the many contributions that Australia is making in our
joint endeavors.

Sincerely,

NO CLASSIFICATION MARKED
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ASSHHED

22 Bhals

S/ES 200813997
Xr 200913568

ki { R ; THE SECRETARY OF STATE

S WASHINGTON ;
OrigtoWH. !
S"““‘” ‘ July 28, 2009
o)
p(L)
4
¢  —SEERET/NOFORN-
T DECL: MR
M
G
) 2 MEMORANDUM FOR NATIONAL SECURITY ADVISOR JONES
p

S/e
PA FROM: Hillary Rodham Clinton W

S/Es

T;“:S SUBIECT Paper PC on Lsﬁmg New Zealand Intelligence Shanng
AP Restrictions

ad

The Department of State concurs in the proposal to lift the remaining
restrictions on intelligence sharing with the Government of New Zealand.

Dopartment of Btate, A/QISARS/SAP
Changeto _. Wa il sss1br <

(A Pa! slease | ) Excise ( ) Deny { } Declassify
Exerptiors b ( ) { } EO. 18526 25x ( ) X }
Declasuity after
With concurrence of: )

i _obtained notobt. - . N

IPS by f_ Date_3/14/Lol&

Classified by Hillary Rodham Clinton
E.O. 12958, Reasons: 1.6 (b} and (c)
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