United States Department of State

Washington, D.C. 20520

October 10, 2018

 Case No.: F-2016-17168

Ms. Scarlet Kim
Privacy International
62 Britton Street
London, Great Britain

Dear Ms. Kim: .
- Irefer to our letter, dated September 21, 2018, regarding the release of certain Department of .
State material under the Freedom of Information Act (the “F OIA”), 5 U.S.C.'§ 552. The
Department has processed 21 additional responsive documents to your request. We have
determined that 7 documents may be released in part and 14 documents must be withheld in full.

An enclosure explains the FOIA exemptions and other grounds' for withholding material. Where
we have made excisions, the applicable exemptions are marked on each document. In some
cases, two or more exemptions may apply to the same document. All non-exempt material that
is reasonably segregable from the exempt material has been released. The 14 documents
withheld in full were withheld pursuant to FOIA Exemptions 1, 3, 5, and 6 U.S.C. §§ 552 (b)(1),
(b)(3), (b)(5), and (b)(6). All released material is enclosed. : -

This completes the processing of your request. If you have any questions, you may contact Trial
Attorney Marcia Sowles at marcia.sowles@usdoj.gov or (202) 514-4960, Please refer to the
case number, F-2016-17168, and the civil action number, 17-cv-01324, in all correspondence
about this case. ' '

Sincerely,

(g G

Susan & Weetman, :

Chief, Programs and Policies Division

Office of Information Programs and Services
Enclosures: As stated
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The Freedotn of Information A¢t (S USC §52)
FOIA Excmptions

Informauer spccxf ca!lv authorized by an exceutive order to be kept seeret in the interest of
_national defease or foreign policy. L\ccutwc Order 13526 includes dic:-féllowing 4
classification categorics:
\
1.4(a) Military plans, systems, er opcraﬁons
‘1.4(b) Forcign government information
-1.4(c) Intelligence activities; sources or methods,.or m'ptolegy
1.4(d) Forcign relations or forcign activitics-of thic US, including confidential sources
1.4(e) Smcnuf' ic, technological, or cconomic matiers relating to national security,
including defensc against transnational tetrorism
14(D U.S. Government programs for safeguarding nucledr materials:or facilities
1 4(g) Vulniegabilitics ormpab’lmcs of systems; installations; infrastructuses, projects,
plans; or protection servicestelating toUS national sccun‘y, moludmg defense.
. against transhational {crorism : .
1.4:'(h) Weapons. of mass:destruction

‘Refated solely 10 the intemna] personne} rules and practicss of-anageacy

Specifically exempted from disclosure by smlulc-(eﬁijcr than 5 USC 552), for-éxample:

ARMSEXP Arms Export Con(rol Act, S0a USC 2411(c) .

CIA PERS/ORG Central Intelligenee Agency Act of 1949; S0 USC 403(g)

EXPORT CONTROL v : ctof ; 50 - SC App. Sec. 2411(c)
FSACT Forcign Servics Act of 1986, 22US(

INA Immxgrauon and Nationality Act, USC 1202({’) Sec. 222(H)

RAN ¥ran Claims Scttlemert Act, Pubhc Law 99:99,'Sec. 505

Trade secrets and confidential commercialor financial infortaation -

Intcragoney or»in,ua-#gcr_my comimunications forming patt-of the deliberative
atlorney-client privilege, orattorncy work product . -

Pcrsbna‘l prvacy infénnaﬁon

Tew exforcement information whose dxsc!osurc would.

"(A) interfere with enfordement: pmcccdmgs
.(B) dcpnvc & petson «of afair trial
(C). constitute an-unwarranted invasion of personat pnvacy
@) d sTose: eonﬁdcntral sourees
(E) diselose: investigation: techniques
(F) endanger lifeor physical safety of an- mdlvtdual

Prepared by or for a government agesicy regulatingior supcmsmgﬁnmxcml msuhmons
Gcologxca! and gcophysxcal information and date, including maps, coueermng wells

Other Gmunds for Withhiolding

.-Material not responsive to a FOIA request.exciscd with: e agrecment ofthic tequester
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National Security Agency/Central 29 July 2013
Security Service .

Information Paper

(U) Subject: NSA Intelligence Relationship with the United Kingdom
(U) Introduction:

~SHREEFOHSAEGBR) The US/UK cryptologic relationship is the oldest and most productwc
of NSA’s foreign partnerships. It is based on a formal agreement (known as UKUSA) signed in
1946 by the predecessors to NSA and the Government Communications Headquarters (GCHQ),

the UK’s National SIGINT and Information Assurance Authoruy Mr, lam Lobban Is lhc .
- Director of G(,HQ and he leads a workforce g '

i “" PR -..f:'%‘ el
; s =L ) ] Aul]- S P o
NS Apn—l ..r()‘] ] ~3.1- March 200270 .A.‘. R

. (b) (1) .
{b) (3)~P.L. 86-36

(-S#RE-E#O—U-SA-,-&M GCHQ continues to strengthen its ties and improve coordination with
other intelligence partners within the UK: the Secret Intelligence Service (SIS), an approximate
counterpart to the CIA; the British Security Service (BSS), an approximate counterpart to the
FBI; and the Defence Intelligence Staff (DIS) of the UK Ministry of Defence (MODUK), which
directs and coordinates the activities of the intelligencc units of the British military services.

[0

AN - byovga Puz

(UM The Special United States Liaison Officer, London (SUSLOL), a s«.mor NSA ‘

civilian, guides jlhs_cnmmmd success nfthc UKUSA relationship in the UK |
is the SUSL.OL - :

Headquarters in Cheltenham. """ ----

l(b)('s)—P.'L. 86—36—|" ,

" (U) Key Issues:
(UHFEHQ) The UK Parliameént recently passed legislation (known as the JuSthC and Security
Act (JSA)) that is intended to better protect sensitive intelligence material (including that of the
US IC) from public disclosure in civil lawsuits. The legislation was largely driven by the 2008
UK court-ordered release of classified CIA information in the Binyam Mohamed case. The JSA
allows for closed proceedings in civil cases that implicate sensitive, national security material
and exempts the UK IC (and by extension, the US IC) from cases in which litigants allege the

L(b) (3)-P.L. 86-36|

CClassiled By

Derived From: NSAZCSSM 1-52
Dated: 20070108

Declassify On:2638676+
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UK Government was “mixed up” in a case the litigant is bringing in another country (e.g.
allegations of rendition, drone strikes, etc.). . S
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(FEHEHAHE) NSA has continued to work closely with GCHQ to examine one another’s
disseniination practices and study how an already robust information sharing environment can be

improved. NSA has encouraged GCHQ to make miore of‘its published end product reporting
available to U.S. customers, just as NSA has made.a large percentage of its reports available to
UK recipients. NSA's efforts have resulted in some improvements which will likely lead to
increased sharing of published intelligence in the future.
N : ' 2 -y
.g ;
|
| '
il
‘ )
(b) (1)
(b) (1) (b)Y (3)-P.T.. 86-36
{b) (3)-50 0SC 3024 (i)
) {b) (3)-P.L. 86-35
(U) Success Stories:
[ ]
L J
L
. . . . ,-’l

Classified Byl =
Derived From: NSA/CSSM 1:52
Dated: 20070108
Declassify On: 2638676+
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(U) Problems/Challenges with the Partner

(U) None at this time

(U) Prepared by:

. 963-5837 R .__M.‘.":

Classified By.|| = N

Derived From: NSA/CSSM 1-52
Dated: 20070108

Declassify On: 2388264
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE, MARYLAND 20785 -

6 July 1992

MEMORANDUM FOR THE ASSISTANT SECRETARY FOR

INTELLIGENCE AND
RESEARCH, DEPARTMENT OF STATE

<

SUBJECT: Allegations of UK COMINT Collection Against General
Motors (U) - INFORMATION MEMORANDUM ST
' , ' {(b) {3) - 18 USC 798(a)
! . {b) (3)-P.L. 86-36
~6—€€0) We have been in contact with GCHQ:réggfding the

15 June Financial Times o

A Re
e

f London Artic

le ‘on-Robert: Maxwell.
= . .
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'operations’ either GCHQ or NSA were to encounter information in
violation of the UKUSA agreement, specific steps would be taken
to remove the data from the database, thus precluding any
violation of the agreement. : '

t
. i

- QMM (e lf

J. M. MCCONNELL
Vice Admiral, U.S. Na
Director, NSA/Chief,

Copy Furnished:
SA/DCI/FIR - Ambassador Hugh Montgomery

Classiflzd By NSA/CSSM 1232 "
Baclassify Oa: Originating Agency's Determination Regalre
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By Jimmy Burns :
and -Robert Peston in London

THE UK GOVERNMENT had
intelligence information years
before the collapse of Robert
Maxwell’s empire that suggested
the late publisher was acting dis-
honestly.

Maxwell was not seen as a risk
to national security and was
therefore not an “intelligence tar-
get” as such.

But it is understood that infor-
mation pointing to his question-
able activities existed within the
files of the security services from
Maxwell's early days as a busi.
nessman.

The Financial Times has also
learnt that a full intelligence
report was prepared for the Joint
Intelligence Committee (JIC) at
the time of Maxwell's death off
Gran Canaria on November 5 last
year. The JIC, which’ |s
part of the Cabinet Office, co-
ordinates and assesses informa-
tion from Britain's intelligence
services, including MI5 and Mi6.

Separately, a former JIC offi-
cial has claimed that some data
on Maxwell's more recent activi-
ties, gathered by the intelligence
services from intercepted tole-
phone conversations and faxes,
were pdassed to the Bank o
England in 1389,

The Bank is understood to
bave carried out an intensive
search last week and can find no
such information on its files. Its
officlals have no recollection of
recelving such information.

Mr Robin Robison, who worked
as an administrative officer for
the JIC, claims that other major
British and foreign companies,
largely but not exclusively in the
defence fleld, routinely have had
their telephone and telex inter.
cepted.

The companies .under survei-
i lance, he says, included GEC

Marconi, Lonrho, Rolls-Royce,

and their foreign competitors,

and General! Motors of the US.
'\ Mr Robison, whose job
involved sorting signals intelli.
. gence from the Government Com-

munications Headquarters
[ (GCHQ) in Cheltenham, western

cepts international communica-
tions, claims in a statement that,
while working for the JIC, he
sorted raw intelligence on Max-
well.

"The sigint (signals intelll-
gence) 1 saw in the autumn of
1989 included intelligence data on
Robert Maxwell taken from tele-
phone conversations and faxes
intercepted in Israel and the Med.
iterranean, probably from his
yacht the Lady Ghislaine "

The information, according to
Mr Robison, centred on' Max-
well's businesses and his over-

MAXWELL:
THE BIG LIE
Page g

B ‘Tell the Queen I'm busy’

Page 17

W Sir John Cuckney to
svak Maxwell asseats

Page 19

N Panint sale at
advanced stage

seas trips although he cannot
recall what the reports said in
detail.

He says the Information was
evaluated and distributed to top
government offlcials including
the prime minister's office and
cabinet ministers.

Mr Robison, who resigned from
the JIC at the end of 1989, says he
sent some GCHQ data on Max-
well 1o an economic subsection of
the committee which Included a
seconded Bank of England offi-
cial and others,

Classified inlelligence material
about Maxwell protected by code
words was also sent regularly in
a van to another official at the
Bank’s City headquarters in cen-
tral London, he says.

The middle ranking official
named in Mr Robison's statement

is understood to act as a post-box

within the bank for sensitive
information. The officia) receives

A nae b ~wd

RN 2 PUY N |

bt

Early intelligence
files implicated
Robert |

Finencia | Times ddne 15195

axwell

passes them to Bank departments
which may have an interest in
the contents.

In normal. circumstances, the
Bank would not expect to teceive
any information on Maxwell,
since the late publisher did not
own any businesses regulated by
the Bank.

If it had received such informa.
tion. it would have been passed
on to the industrial finance
departmens under Mr Pen Kent
or the banking supervision sec.
tion under Mr Brian Quinn, both
directors of the Bank. Neither
department has been able to find
any record of receiving such
information.

The Bank of England is known
to have received information
passed to it by the intelligence
services about the activities of
the failed Bank of Credit and -
Commerce International (BCCI)
and its links with intemational ;
terrorists.

Maxwell. who was born in
Czechoslovakia, had high-level
contacts with several former top
communist leaders. There are
also suggestions that Maxwell
was under surveillance by the
Czach.secret services.

Mr Robison, a Quaker, resigned
from the JIC over what he
believed was the increasing unac-
countability of intelligence gath-
ering and the potential for the
misuse of power.

Mr John Major, the prime min-
Ister, has declared himself In
favour of more open government.
He has appointed Mr Willlam
Waldegrave as minister for “open
government”, and recently broke

-with Whitehall tradition by pub-

licly naming the heads of MIs
and SIS (MI6).

Ivo Dawnay writes: The Cabi-
net Office refused to comment on
the ‘claims yesterday, insisting
that Mr Robison was a “very
Junior administrations officer”
who had worked on the JIC for a
relatively short period. It did not.
however, deny that such informa-
tion might have been collated.

“This refers to intercepts which
obviously are part of intelligence
systems,” an official said. "We
never commen? on those for secu-

it rascane




Doc ID: 6612180

CO43Y,
S A 0%

| R )
COMINT Gollsboration with Australia (B, {bX(a)

The United States collaborates with Austrelis in communications
intelligence activities in accordance with the govermment-to-govermment

- COMINT agreement between the U,S, and the UK, fThe Australian COMINT

effort is under the direction of the Defense Signals Division (DSD) 4n
Melbourne, which functions as a Commonwealth activity, staffed by
personnel from the UK and New Zesland as well ag Australia,

The U,S, COMINT relationship with Australis is extremely close,
The Bational Security Agency has a small group of technical people
working in DSD; the Australians meintein technical liaison at Nsa,
Exchanges of rav material and products are extensive within the ares

" of Australian interests,

(b) (1)

(b) (3)-50 USC 3024 (1)

(b) (3)-P.L.

86-36
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DEPARTMENT OF STATE . e

WASHINGTON ¥

'l-'h»rough :
From

Subject:
#(0)(3)
Attached are a e ol 2 1eS article on the fa i (b)®)
Springs and tralian article to Which it refers, -
(by(Ay one of-¢| Toject officers, telis me there has beenexre _
(b)(3) Press coverage in Australia and some pressir asti tha
- Minister of Defense in Parliament [ :
By | -
(b)(3) '
In response to questions on the tosts of the base the Minister of
. Defense indicated a figure of 313 million, which ¥ill about cover the"
(BX1)-.._  bricks and mortar. In a later Statement, cleared between the Departrent
3 to back up statements made in Australia it was agreed that in
(bX( k up t: % U
nswer to questions we would confify the figure and note that Dhou"s'és(b)(1 )
— _ — (b)(3)
(b)(1).. AeTospace Technology in one of its issues estimated CoSt of the facility
b)(3) &t mich too high, but this figure hes since been bruiteq
(bX3) Out in Austrilia as the "authoritative" one, The Ministry of Befense
& ould provide a figure on cost of the equipment being
ound it difficult to come wn wier an ac'cu‘_x_'.g-g:_t_{"e_;!:t:ig_.-_a_t:::e:,_,
_______ *0--Equip tha base (b)(1)

wolild be
told its Australian

Y

T : A Jis ms"ponsibie for keeping ‘
(b)(6) Lﬂl‘e‘Estsy advised on general developments 3 ‘”‘*C\’\)LO

NtS with respect tofi
_ particularly on any matters that may have ¢ Litical ismace 5 '
) ,
: S (b)X1)
' . , (b)3)
I understand ¢t 3
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THE HON ALEXANDER DOWNER MFP "MINISTEA FOR FOREIGIN AFFAIRS
PARLIAMENT HOUSE
CANBERRA ACT 2600

4 June 1998

Her Excellency Mrs Genta Holmes
Ambassador

Embassy of the United States of America
YARRALUMLA ACT 2600

Madam,

I refer 10 the Agreement between the Government of Australia and the Government of
the United States of America relating to the Establishment of a Joint Defence Facility at
Pine Gap, done at Canberra on 9 December 1966 as amended and extended (hereinafter
"the Agreemenr')). '

The Government of Austalia proposes that the Agreement be exrended for a period of
ten years from 16 November 1998 and thereafter remain in foree until teomninated, The
Government of Ausualia further proposes that after this extension has been in force for
a period of seven years, either Government may at any time notify the other in writinyg
that it desires 1o terminate the Agreement in which event the Agreement shall termin:ue
three years after such notice has been given,

If the foregoing proposals are accepuable to the Government of the United States, I have

| the honour to propose that this Note and Your confirmatory reply therero shall together

| - constitute an Agreement berween our two Governments concerning this mamner which
shall enter into farce on the date that the Government of Ausmalia notifies the

- Govemnment of the United States of America that all domestic procedures as are
necessary (o give effect to this Agreement in Australia have been satusfied.

Acceprt, Excellency. the renewed assurances of my highest considersrion.

&t el

ALEXANDER DOWNER
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EMBASSY OF THE
UNITED STATES OF AMER|CAa

Canberra, June 4, 1558

No. 67

EFxcellency:

I have the honor to refer to your note dated 4 June 1998

which reads as follows:

"I refer to the Agreement between the Goverkment'of
Australia and the Government of the United States of
America relating to the Establishment of a8 Joint Defence
Facility at Pine Gap done at Canberra on 9 December 1964,
a@s amended and extended (hereinafter "the Agreement®).

/

"The Government of Australia proposes that the
Agreement be extended for a period of ten years from 16
November 1998 and thereafter remain in force until
terminated. The Government of Australia further proposes
that after this extension has been in force for a period of
seven years, either Government may at any time notify the
other in writing that it desires to tarminate the Agreement
in which event the Agreement shall terminate three years
after such notice has beaen given.

Government of the United States, I have the honar to
propose that this Note and your confirmatoery reply thereto
shall together constitute an Agreement between our two
Governments concerning this matter which shall enter into
force on the date that the Government of Australia notifies
the Government of "the United States of America that all
domestic procedures as axe necessary to give effect to this
Agreement in Australia have been satisfied, ", -

[ “If the foregoing proposals are acceptable to the
|
|
|
|

The Honorable
Alexander Downer, M.P.,
Ministef for Foreign Affairs,
Parliament House,

Canberzra.

DV vp v p Sy
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I have the honor to confirm that the Government of the
United States of America accepts the Proposals contained ip
your Note and that your Note and this zepiy shall constitute an
Agreement betvéenlcu:‘two Governments concerning this matter
uhich‘shall enter inte force on the date that the Gevernment of
Australia notifies the Government of the United States of

America that al)l domestic procedures as are necessary to give

effect to this Agreement in Australia have been satisfied.

Accept, Excellency, the renewed dssurances of my highest

consideration.

Australia ‘ ; )
Auriralian Capital Territory )s-
City of Canberra }

Embaxsy of the United States of America )
l, the undersigned consular officer o! te United Siates of
America, duly commissiened and qualified da hereby cerlity that
* the foregaing Is a 1rue and faithiul copy of the original/canified
copy exhiblled 10 me the same having been caretully examineg by
me and compared with the said original centified copy and found
10 agree herewith word for word and figure for figure. )
: IN WITNESS WHEREOEF [ have hereunio set my hand and
affixed the seal of the Embassy at Canberra, Australia this
day Juvna of 1999 =
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TFrOHYOY-The Government Communications
Headquarters (GCHQ) is the UK National
SIGINT Authority, as well as the home of a
fee-for service INFOSEC organization, the
Communications and Electronics Security -
Group (CESG). GCHQ falls under the
ministerial authority of the Foreign Secretary

~ and the Foreign and Commonwealth Ofﬁce .

(FCO), and its policy guidance comes o ' CONTENTS - .
primarily from the London Signals S gz;‘:;’y,:’:ﬁ’“ i :
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coumerpart to the FBI.

.
.

mtelhgenc¢ partners thhm the UK mclude
the Secret Intelligence Service (SIS - also
known ds MI-6) an approximate counterpart
tathe, CIA, and the British Security Service
(BSS -(also known as MI-5) an approxnmate

I

(b) (1)
by r-p.1.

86-36




Doc ID: 6612188

(b) (1)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

T ) August 1998

(k) (1}
(b) (3)~P.L. 86-36

CRYPTOLOGIC RELATIONSHIP
)

Background U)

—F8+8¥The U.S.-UK Cryptologic
relationship is the oldest and most productive
of NSA’s foreign partnerships. It is based on
a formal “UKUSA Agreement,” signed in
1946, and includes numerous supportmg
agreements signed over the years with
GCHQ. This agreement is the basis for
comprehensive cooperation on SIGINT and,-

'+] toa lesser extent, INFOSEC activities.

Aey Elements of Cryptologic Relations
N ( (RN
-(-IS-‘CCD) Under the UKUSA Agreement
each side agrees 10 share all SIGINT-related

informatton; the exchange 1s unrestricted
except for those areas that are specifically

_ the request of erther party RS

field of cryptomathemzitil\.s andg’many major

| advances within the field of cryptography

have occurred asa result of our mulual

excluded (e.2.U.S. ONLY mformauon at_ |

(T8=€€6) NSA’s and GCHQ’s intelligence
priorities are largely convergent and
GCHQ's SIGINT collection and processing
capabxlmes often complement our own

As NSA sdpp(;rts U.S. Government efforts
towards achieving a secure global
information infrastructure, GCHQ stands as
an influential foreign partner in advancing
INFOSEC policies in the international arena.

‘ FOU8) Official liaison representatlon is

maintained at each national center and a
significant number of integrees, usually
analysts and technicians, work at each others’
facilities. This includes a small, but
increasing contingent of GCHQ
representatives at the Regional Security
Operations Centers in Ft. Gordon, Georgia;
Medina, Texas; and Kunia, Hawaii. The
Special U.S. Liaison Officer, London
(SUSLO London or SUSLOL) is appointed

{ by the Director, NSA, with the approval of

the Director of Central Intelligence (DCI)
and the advice of the National Foreign

| Intelligence Board, as appropriate. SUSLO
" | London is accredited from the DCI to the

London Signals Intelligence Board (UK
National SIGINT Policy Authority) and is
the senior authority for all cryptologic ]lalSOl‘l
in the UK.

(b) (1)

PARTNER CAPABILITIES/
TECHNOLOGIES ()
fC.) The cryptomathematlcs exchange wnth
. GCHQ is at the heart of our INFOSEC -
relatxonshyp GCHQ s hl_ghly capable in the .
H9-ONEY— -2-
'(b) (3)-50 USC 3024 (i) “FOPSECRBT {b) (1)
(b} (3)-P.L. 86-36 (b) {3)-P.L..86-36
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. &
(PFOYQ) Other current initiatives include the
| following: -

ENCRYPTION POLICY ():

PERSONNEL AND FACILITY
INITIATIVES ()

| (U) Readoption of Unjons. The new UK
Government lifted the 13-year ban on unions
| at GCHQ in May 1997. NSA was initially
concemed about the impact this might have
on GCHQ employees assigned to Menwith

L2 (3121 86-36] M AND LRV A COMINF-CHANNEES-ONEY
~POP-IECRET
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(b) (1)
(b) (3)-P.L. 86-36

Hill Station, but no major issues have
surfaced. NOTE: While GCHQ employees
are civil servants and can now belong to civil
service unions, Secret Intelligence Service
(S1S)and British Security Service (BSS)
employees (plus some law enforcement
personnel) are “Crown Servants” and are,
therefore, barred from belonging to a union,

(U) Private Finance Initiative. GCHQ has

undertaken a significant initiative to use
private sector capital to achieve a major
facilities upgrade and colocation of its
Headquarters operations into a single site in
the Cheltenham area.

FUTURE PROSPECTS & U.S.

GOALS ) T

S\ The U.S.-UK Cryptologic Relationship

will continue to be broad and deep well into
the Z1st Century. The relationship continues
to be viewed as the most enduring and

comprehensive of foreign partnerships for : |

both'oqu:ji.es. .

the implementation of NCS-2 lf,particfularly
as UK global requirements continue to
virtually match those of the U S.

PERSONALITIES ()
UNITED KINGDOM ().

¥ S 5
Director CESG (DC
Mr. Andrew Saunders ° '

e T _—

+| Foreign Secretary/F oréign and

A KR . 4.4
LT B I T N PO
- B .. b
* .

- g o
S R R T T P R T
PR 5

" 16) The most recent supporting agreement to

the UKUSA partnership is a joint policy
statement, signed by the Directors of NSA |
and GCHQ in December 1997, reaffimming
both agency’s commitment to maximize the
exchange and sharing of information, and
where that is not possible, to noti fy the other
of those exceptions.

RECOMMENDATIONS )
O®0» GCHQ has demonstrated a

willingness to invest in its relationship with
NSA, and a strong link exists between NSA's

Unified Cryptologic Architecture and
'GCHQ's| _ Tprogram. NSA will

continue to utge GCHQ to keep apace with

VADM Alan West

<
<

ub) (3)-P.1.. as-s?l

Commonwealth Office
Sir Robin Cook .

Chief, Defence Intelligence Staff

.
.
.

1 )

Anibassador to the‘U.S.
Sir Christopher Meyer”
UNITED STATES .

Ambassador to the UK
Mr. Phillip Lader

' Special U.S. Liaison Office, London

(SUSLOL) .

. - "

(b) (3)-P.L.

—H5-ONEYem -4.
o BG-%I' 'HW ;
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MEMORANDUM FOR STATE/Z INR (Attention: Mr, lcharl E. Curl)
THRU: NSA/CSS REPRESENTATIVE STATE DEPARTMENT

/ - SUBJUECT: Technotlagy Transfer Cooperatlon thh Auslralia
' . _ .

A. Backaroung

Austiralia ls not a member ¢ f CoCom and has rfave:s
been invited to particlpatao dlroctly Neveutheles», an
Australlian Interdepartmental commltteas recommended 1o
June/July 19849 that ceneral CoCom guldel lnes be followad when
llcense applicotions for export of Australlan goods are tiging,
consldereo by the Australian Government. The Prima Ministar:
accepted the commitiae's recommendat lnn,

72

B. CQurrent Aclion

¥

B D o) Shly 2

(b) (1) ’ I
(b) (3)-50 USC 3024 (i) Classifled by NSA/CSSM 123-2
(b) (3)-P.L. 86-36 Daclassify ont OADR
porel I B 'Dcc\assnéwﬂbj PSA
e ow - . . . . . .o . | lcm\@’\me’& -D ?‘&(ce/
: : ‘ : e o Dos Sewior en e
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: (b) (3)-P.L. 86-36
C. Comment o eeeomzzzzziEt ,

D Technlical :nformalnun w:ll'
be limlted to that naocessary for DSD to perform lts SIGINT
and COMSEC misslonus. Wo balleve these actluns to be In
accordance

Australla,
D.

(V) v

Approved.by=

Actlon Reaquested

, SfATE/INR'Dethminatlon:

with exlsting SIGINT and COMSEC relatlionshlips with

L82(3)-P.L. ss-jé]

ours concurrence,

Ly ———

Chiof

External Affairs
1 ' //7
Diractor of Policy, Mrs. Julla B. Wetzel r
i
Concur ‘
Non-concur
}
t
!
b
i
4 i
(b) (1) )
(b) (3)-50 USC 3024 (i) S o
{(b) (3)-P.L. 86-36 G
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A hp.", wad ok el\gnhts onade o Qov £33y fu‘n‘ BYF olareds /s 0.";1-
. &
WASSINGTON, D. C.
o 29 Jude 1949 - -
LT Mr. G. G. Crean ; . ’ ) - . -
; Chairman .
: Comaunications Research Committee . X
b Ottawa, Canada = '
- Deer ¥r. Crean: .
. Your letter of 27 May 1949 was received and presented .
. . to USCIB &t its regular meetiag on 17 Juae 1949. ; .

I am pleased to advige }od of the &oceptance, by - ST
.USCIB, of ‘the proposals set forth in your letter. o

: For the members of our Board, I wish to ‘express the .

- oo highest hope that the agreed arrangements will prove . -

. ' . . < satisfactory and mutually beneficiel to our future . ’
efforts in this field. ’ .

FOR THE UNITED STATES COMNICATIQNS INTELLIGENCE BOARD:

/s/ c. P. Cabell
C. P..CABELL
Major General, UsA®
" Chelrmen

- }"'Décwsgli‘—\ep _Lj
 wsA | conbrned
o 5001110 by ). Precee Dos

PR | ‘. ' o | | PAGRL__OF T PAGE | gw\w Remewre ¢
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Ottown, Ontario

. 27 May 1949
MaJor Generul C. P, Cobell,

- Chairman,

Unjted States Conmunication Incellicencé‘sodrd,
“ashington, D, C. : :

Dear Cenerul Cabell:

During the past eighteen @onths a number of informel dis-
cussions have taken place betweea various menbers of the United

" Stutes Communication Intalligence Soard (USCIB)z ond memdbors of
c

the Canadian Comaunications Rescarch Committse RC) concurning
tho progsent relotions >f tho two bodles on Signals Iatelligence
macttors. It has, -I thiak, boen the gencral view of Uaited

States officlols thot sur mutual urrsngements should be clariried.

-2, e have accordingly givea coruful considarotion ta the mat-

ter, ond wo suggest thut sur arrsngerents should be sat out in
an exchunge of lotters betmoen you, ag Chairman of U32IB, ang
myself as Chairmaa of the Canadlaa CRC. I feol that the guar-
ontooe aa-to security cen be equally well met in the seme way,

3. I am thorefare writing to you sotting out the proposals
witich we feel would lead to. satisfactory arrangemsnts for both
tho United Stutes snd Caaudian Coorualestion Intelligence
authoritios. ‘

L, The following srrangemspts are proposed by the Communlca-
tions Rosearch Committee of Capads representing sll Canadian
Communication Intslligence suthorities which now functian or
may funotion ia the futurs., If you agres with these arrange-
moats, ydur agrecment would similarly be oa behalf of the
United States Communication Iatelligence Board ropresenting
8ll U.S. comnunicdtion Intelligence euthorities which now
fuaction or may functisa in future., :

S Scope 3f thesc arruagemeats

These arrangements will govern the rolations of the above
mentiocned authorities in regard ts Cozmmwanicutioa Iantelligedce
which will be understood to aonprise the unevoluated product,
and all processes iavolved in the collection, production sad
disseminotion of inforzntion, derived from the communications
of couatries other thon ‘the USA, the British Bapire end the
British Commonweslith of Nations. It o5 realized that colla-
teral motorisl is often required for techalcel purposes in the
quuu,mdmawwumanmmmnsurunmyormu
caterial gre dealt with separately ia this lotter, '

6.  Bxtont of Pxchange’of Inforcstion Related to

CamunIc aEIan InzaIIIgencs

The tws Communication Intelligeacs authorities will ex-
change inforovtion on the bases indicatad, providod such re-

lesse 13 not coasidered by the producing outhority to be
prejudicial to its antionnl-{aterest: :

NSA 1S coNTL No, 9301110
COPY NUMBER .
- PAGR 2 OF_EFPAGE
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{a) Trensletionu, gists sad summarles will be exclunnped &

re on the specific request of each suthority, or when

determined by the producing nuthority to be of interest
to the othor:- :
(L) ‘hen fucuyuary to meot the technicel ‘requiremcats
of the Comlat Cuatres for the accomplighment of the
tesks whicii thev are undertaking. -
(11) To meet the intelligeace requiremeats of the
agencies reproseated by each suthority.

{b) Decrypts will be vxchanged as required for techaicel
alds. . . .

{c) Xatercuptad traffic will bve exchuoged on the basis of
Conint activities or requiremcats undertaken by the
respective Comint Centres.

(d4) " Cryptenulysis S

(1) -Al)l faformotion rogarding mothods, machine aids,
toechniques and processes portinent to the tasks under-
tekon by elther Ceatre will be supplied to thut Centre
by tho other. '

(1) Inforamntion regarding mothods, machiane aids, tech- b) (1
niques and processes not specifically applicabdle to ’ (b) { )

tasks uadortaken by eItRer Contre may be exchanged wheg (b)(3)-50 USC 3024 (1)
auch exchonge 13 .considered by both Ceatres t5 be in .

their amutuel interest. . (b) (3)-P.L. 86-36

(e} Traffic Aoulysis and -inforuatioa on proctices, pro- . P
cedure und equlpmunt of fore £a communicotion servicss Ll

The full exchunge of such information is required by .
Centres coatrolling {ntercept facilities in order to e
easurs the maximum efficiency and elasticity ia the P
event of an eczergeacy. All information focessgary for | -
muking rapid changes in iatercept assignments and its
sorollary Traffic Analysis will therefore be g

4
) %
. —— ———— e "”"‘"“"'""“"‘“(m T e -
: : -2- PAGE_I_OF &:P,o AGES
Y . . . ;
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o~ o 8. Choooels betwucn United Statos ond Canadlen Aguncies -
(a) USCIB will aake ao arrangemeats 1n the sphere of
Communication Intelligence with eay Cunadian agency
excopt through sr with the prior approvsl of Cana-
dlan CRC. ' :
(b) The CRC will muke no errangenoats in the sphere of
Comzunication Intelligeuce with any U.S, ageacy ox-
____¢ept through or witi the prior upprovel of USCIB.
: , (b) (1)
R (b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

PR N T g g Bl

- The torm "colleteral materiul” i3 defined as aay material
obtained from sources other then Commuaicatioa Intelligencs ex-
ploitation and which 1u applicable for techaical purposes to
Comnunication Intelligence operstions, Any roquest for such
material will specify the technical purpose for which it 13 to
bo.used. Either authority cay withhold collatoral onterial whean,

(a) 1t coansiders that exchange would be prejudicial to the
nationsl interest, or .

{b) the Ministry, Departseat, Arency, office or person
which originally made the collutersl material avail-
able, or which bears the responeibllity for its con-
trol, has placed a limitation ca its circulation.

11. Dissemination cnd Securisy

Communication Intelligence and techafcal mattera codnected
therewith, which are SECRET o- above, will be dissemipated in
accordance with security policy to be autually agreed upon and
kapt uader review by USCIB and CRC. withia the terms of this
policy, Aissenmination by afther perty will be made to U.S.
recipleats oaly as approved by USCIB, ,and to Canadiaa reciplents
only as approved by CRC. Collaterasl material which is exchanged ‘

. will be peither used by nor 1is exiatence rovealed to othors
[ than the persocaancl of. the Ottawa COMINT Centre and the ‘tashiang-
’ ton COMINT Ceatres without the specific coaseat in each case of
the party supplying the collotersl moterial. .

12, USCIB and CRC undertake aot to reveal the existeace of any
of these arrangemeats, even in the most goneral terms, to anyone
who is not indoctrinsted 1a scoordance with the agreed security
poliey, usad thea only to those who, by virtue of their official
duties, require such knowledge. .

-3- MSA 15 CONTL Re2
COPY NUMRER_ . 2
lPI\G
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13. Dissemipation snd Security -- COAAercialA

USCIB and CRC will ensure thnt without prior aostificatisa
.and conseat of tho other suthority in cach iastance, no dissemi-
“ oatioa of iaformation derivod from Communicution-Iatelligence
sourceg will be made to uny indf{vidual or agency, goverameatal
or otherwise, that will exploit {t for commorcial purposes.

l4. Previoua Communicatioa Iatelllgence Arrongements

. These. arrangeneants suporsede the existing arreagements
between Conasdian and U.S. cuthorities in the Communication
Iatelligence fisld. ’

15. Alterstisn ead Tmimination of these Arranrceeats

These arrangemsnts mey be oltered coriplutely or in part at
-aay time by mutual consent, It {s uaderatsod, however, thut
these urrungemonts moy be tercliaatad codpletaly ut any time on
reasonable notice by elther authority, should gntisanul iaterests .
roquire such actioa. . .

16. If these arrangeacats are satisfactory, I auggest that lmple~
.meatation should take place when you have notified wmo as Cheirman
of CRC that they are acceptable to your Board. Implemeatation
can thea be arranged by the Communication Intelilgeace authorities
responsible to USCI3 uwad CRC respectively.,

17.: In order to inplement these arraagoments 88 effectively as
possible, each authority may estsblish liulson officers at the
COMINT Centres of the other euthority with such freedom of
actiod as is agreeadle to the host suthority. ,

18. I shall look forwerd to receiving notiricatioa from you
that the arrangomeats set out ian this letter are satiafactory
to your Board. '

Yours sincersly,

{:a/ G. G. Creaa

e hoirmon, D
= Communicatioas Research
Comzittes :
.. 58 01110
-l - Shomcaani . U LS
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APPENDICES

FOR THE TMPLEMENTATION OF THE CANADIAN - U. S.

COMINT AGRREUENT

{Drafted at Canadian - U. S. Toohaioal.
Coaference ~ 7 ~ 15 .November 1949)- .. .

" (Revised at Canadlan - U. S. Teohalcal

Confersnce - .11 - 14 April 19s51)

..

Introduotion /

' Appezidix A

exura A

Annexure Bv

Annexure G/

-TABLE . OF -CONTENTS

Dofinition of Terms.

- ‘Principles of Security and Disseminmation.
las 3 .

Appendix. B
HNHERI I,
‘/Aﬁondix c

Aswcxvmes ~ B-1, 6'-3,.6-3_ RO

) . .
Emergency Planning.

R >
Ritages

o_epﬁ and Tra:ftic

and Exohange

Annexdr& F' )
e Ok e
Appendizx.D® Coaperation in Iater I
. . Andlysis, and Exchange of Pertinent
) " . . Materials.and Information, .
* Appendix B ' . Cooperation in Cryéiuialysis, end Ex-
Shange of Pertinent Materials and
Information.
Appendix - Cooperation in Tramslation,
O -0f . Pertinent Materials and .Inromtion.
.- Appendix G’ Combined Communicationas, -.

Annexurs A°f

" Annexure B

cation Arrangements.

Canadian - U.8. COMINT Communi-

Cozmunications for Re-located . .
Activities, o
Revised, *

april, l9s1
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Appendix H d Exchaage of Informetioa oa Iatercept
Equipmeat, Facillities, Ptoduction,
Research and Developmeat.

Appondlx I/ - Bxchange of Row Traffic amd Standard-

. .ization of Raw lsterisl Format.
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o' . R Appendix T~ Lleison and Methoda of Exchange of
. . " COMINT Materials and laformation.
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'7-15-November 1949. - At the Canadian-U.S. Techaical Confere

. %o relinquish 1t
. possidle, ond wxil make evory effort to maintain its iater-

APPENDICES
FOR TIE IMPLEMENTATION.OF TIE CANADIAN-U.S.

COLUNT AGREFLENT
INTRODUCTION

1, The folloving arrangemsats governing the collabora-
tion betwsen the U.S. and Canadisn COMINWT Agencies ere inim- -

plementetion of, and are appendi¢es to, the Canadian-U.S.

COMINT Agreement of 29 ‘June 1949. These Appendices wers .
originally produced at the Cansdian-U.S. Technical Conferenco,
ence, l1-14 April 1951, the following changes and additions
wore recocmended: Appondix C was rovised, end Annexures A
through F wore added; Appendix G was revised, and Annerures

A end B woro cdded. Nono of these arrangements shall be con-
strued as contravening sny clouses .of thot Agreement, but

shall teke effect within the acope and limitations establishod
therebdy. t

2, Ia sccordance with these arrangements, each perty
will furaish oa @ continuous and curreat basis such inferma-
tion related to Communication Intelligence es is -pertineat to
the tasks undertakea by the other party, subject to the pro-
viso contained in para, 6 of the Agreement. JIn addition, esch
perty may mointain lieison personnol -at the Agency or Agencies
of tho othor party. . .

3. Tho two parties will continue to-offect such stand-
erdization, e.g.; of techanlcal terminology, layout, procaduro
and organization,” as may be practicabdls. '

be By the close collaboration thus entadblished, and by
moans of discussion, agroement, and arrangement os to chaanros
to be mdde, tho two partios \'Jiil coatlaue to effact eliminu-
tion of undesireble duplication ia order to insurc the ma=i-
ounm exploitation of foreign communications. Hotwever, tha
octivities undertaken by each party must be basicolly cuited
to its owo needs ond capabilities, and therefore aeither s
in o position to accept any formal ana fixed conmitments fot
the allocation of specific tasks to its resgpective Agencles,
It i3 agrecd that an Snformal and flexible cllocation of i
certain tacks 1s advisable, subject to alteration by either
party at need end gometimes without prior notification., If
the party vhich accopts an informal allocation is compollod
it w11l infom the other party as scon as

cept coverage oa the task surreadered if that porty has boen
obtaiaing uniqus material. '

5. It is egreed that each party will keep under review
the problem of the provision of adsquate COMINT telecomuni-
cations facilities and the associated blem of gafe hand
routes for the passage of COMINT materiel of all kinds, ond
will take all reasonable ateps toward further improvemeat.

Reviged, -

: o ' 117
April, igs1 -1- NSA 15 COHIL. Mo.S _91--”
. OfY HUMBER, .
|c7,\5£ & OF /
.
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6, The two parties recognize the need for cembinnd
emorgoncy plaas reody to bo put into oporation at or boforo
any outbresk of hostilities iavolving both perties. They
have therefore gone into coasiderabdle detail in plaaning
for re-location of threatened intercept statloas.

7. Each party will provide the other with two or more

.. ooples of ell reports mentioned in tLhe follcwing Appendices
R (end of like documents} which partein to the agreed tasks
underteken by the other, .

8. In the conveyance of any.information ia eny menner
by one perty to the other, pursunnt to the bagic Agreement,
the fact that the disclosing perty may have the privilege of
using & mothod or technique, or a device or a paratus per-
tolning thereto, on a royalty-free basis shalg not of ltself
.renevg the receiving party of the obligation to pay rogyalties.-

9. -Al)l these implementing A’ai-ra.ngemnts are subject to
ravi.ew'und to modification by mutual agreement.

*10. Thesge implementing arrangemeats coocluded at the
1951 Coaference will become effective immediately after ap-
proval by both Communicetions Research Comittee {CRC) and
United States Communications Intelligence Board (USCIB).

NOTE: Appeadices epprbved at the Canadian-U.S. Techaical
. Coaference 7-15.November 19L9 and not mentioned here
" remain anchanged by the Canndian-U.S. Technical Con-

Ly B ference, 11-14 April 1951,

v
- .,

Reviged,

. . . 111y
: . NsA 5 comL 1:38_0131
April, 1951 2 COPY NUMBR_2 2% __
. L PAGE_Z.__Of 7~XF.
=L 700
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10.

11,
12,

13,

.

APPEIDIX A
DEFINITION OF TERMS

CHANUEL: A unit or sub-divisfon of @ circult will be

owa &s a chaanel,

CIRCUIT: A telecommunications system between two poiats
wITI be known as & circuit.

COLLATERAL MATERIAL: Collateral materiol is eny material
obtulne rom sources other than Communjcatisn Intelli-
gence .exploitation which ia appiicadle for tachaical C/ .
purposes to Communicatiosa Intelligeace operations.

COMINT (COMSJUNICATION INTELLiG?.'NCB!: Refer Appendix B,
pera. 3. A :

COMINT AGENCY or COMIHT CENTER or AGEITY where usod in

3 document will be understood to mean s goveranent
body orgaaized far and ongaged dircctly in the collection
aad processing of foreign communicetions for iatelligeace
purposes. . - -

COMINT ITZM: Any item of Special Iatelligence or of Traffic
ate’ligence which 13 distributed or released by @& CCMINT
Agoncy will be knows es a COMINT Item.

COMINTSUM: A summary or commcatery produced by a COMINT
Agency bascd on related COMINT items, which may ianterpret
those items in the light of one another or of ‘oformatiosn
from other sources, will be kaown as & CCMINTSOU.

COISENT: Informatioc apponded to CQLINT items eithor in
emeadotion or clucidation, or ia expsasion of tho in-
formation contalacd therain, will be koowmn a3 a comment.

CRYPTO-INTELLIOENCE: COMINT produced or obtained whiéh
e4ars ‘on foreiga comunications will bde knowq as

erypto-intelligence.

"DECRYPT: A foreign com:unicution which has passsd through

8 stages of cryptenulysis und decryption and is 1in fts
original laoguage prior to trenslation will be knowan as.

8 decrypt.
DIGRAPH: A two character- group will be known as a digroph.

EXTRACT: A translatioa in part only of & dacrypt or plaia
Text wIl; be known es ea extract. :

GIST: 4, stutexent of the ecsseatial subatance of & docrypt
or plain text or an abridged version of a translated toxt
or extract will be known as a gist,

READING: Comzunicetion instructions for the delivery of a
oreign communication, such as csll-gigns, serial aumbers,
exteraal addresses, delivery {nstructions, indicaticas of
priority, greup counts, date/time of origia, ete., will be

known as wu heading.

. 11
=1~ NSATSCONIL g 0111y
: COPY NUME
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APPENDIY A

15. LANCUAGE ESUIVALENT: A word or phrase and its progosed ar
ogreed rendering In Tnglisik us found 1o o Supplomentesl
Clossary will b0 known as o lanquope equivulent,

16. PLAIN TIXT: An unencrypted foreigs coomuaication will be
koowa as 2 plein text. )

17. POSITION: The total ussesblags of equipmont used as o unit
for an lnteroeption or trunseriptioa purpose will be kaown

8a s positian.

- 18. SCAMNNING: Tho process of exanminlag docrypts or ploin texts
to deteruine 1f they shnll be issued and, if so. in what
forw und with what griorfity, will be kaown as scaaniag.

SIGINT (SIGNAL ITTiLL

19.

IGENCE): Synonomous with COMINT

20. SPECIAL I!FP?'!U.IGI!TCS: Nefer Appendix B, para. 4.

2l. SUPPLEMENTAL CLOSSARY: . A list.prepnred by A COUINT Ageacy .-
coatalnlnyg the prcposed or agreed renlerings in Eaglish of
worda or phrases whick, though appcuring in Stondard Diction-
aries, have additioa«l meaninys not given in those diction-
aries, uad of words o- phruses of which the mesunlngs are aot
to be found in a Stondard Dictionary, will be known aa :
8 3upplumeatul Glossary. v

22. TRAFFIC INTELLIGINCZ: Refer Appendix B, pars. 5.

23, TRANSLATED TEXT: A translation of e deorypt or plain text
W, “be own a8 u trunsloted text,

24. TRANSLATOR'S NOTE: A reunrX or reairks added to o troanaslatod
€xt, extract or gist by the translutor, in expuasion, cluri-
fication or annstution of his readering of the toxt, will be
kaown 8s @ trunslator'c note. (It differs from o "Commeat" ia
t.hhat it a},muld not beur upon the latelligence implications of
the text, .

: NS 16 COMTL Nt 5D 01iiy
-2- (WNUMM_——_E“S
PAG‘E.,(Z_OF-%:?A .
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APP.‘]nII B
. PRIKCIPLES OF SECURITY AND DISSEMINATION

INTRODUCTION

1. These pri.n'dplu shall bo the basis of all regulstions for the
asecurity cnd dhaminnuon‘o! CW&tim Intelligence Lssued by or
under the authority of usi'a or UCS and ‘other sppropriate authorities
of the Govarnments of tho two partien. The ncope u:l phrasing of such
regulations may vary in sccordance with rvqnﬁ-ud:u of the parties,
agencies, departments, and ninistries to vhqa they are doai&&ad to apply,
but all shall be in accord with.thue besic principles in every respect
and shall observe the standards herein as & sintmum. As m;ﬁ'wmuom

interpretation, each party shall forward all pertinent USIB and DCS
) reg\xhthaa and directives to Lhe other for iaformation.

2. Conservation 6f COHINT sources is or suprenc h:poruncc and
thcre 13 no time limit tcr their safeguarding. It is esamtm that the
yroducuane exploitation, and dissexdination of CMINT, resultant intelli-
geace, and related technical i.t;tcmuon and material be specially con-
trolled as specified herein.

DEPIMITIONS

3. Cmnmi_ntions Im.dligmu
4. Communications Intalligence (OGMINT) ghall be construed to

mean tschnical and intelligence information derived from foreign cowmemi.

cations and commmnications systeas by other than the inteaded recipients.
b.  COUNT activities ahall be et.msu'ued to mean those activities

vhich produce CONINT by tho intnreeptlim and proceszing of fonim cosemuni -

cations passed by radio, wire, or cther electrozagnetic neans, with specific
exceptions stated bdw. by the study of foreign communications systems and
bty the processing of foreién wcﬁptd coxxunications, however transmitted.

EFFECTIVE 1 July 1959 .

ST -0r/¢0
NSA 15 CONTL NO et S,
NSA TS CONTL

7

LY
THIS DOCUMENT CONTAINS 257 PACES
SiRER—, )
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Interception comprises search, intercept, and direction (inding. Processing '
compriscs range estimation, transmittar/operator identification, signal .
analysis, traffic analysis, cryptanalysis, deérypt.ion, study of plain text,

the fusicn of theae proceases, and the reporting of results.

‘3. c. Foreign coammunicatfons are defined as all communications except:
(1) Those of the Goverrzents of the U.S. and the British

Commonweslith. N .
(2) Those exchanged among private organitations and \
natiorals, acting in a private capacity, of the U.S. and the British
Conmonwealth. ]
(3) Those of nationals of the U.S. and British Common-

wealth appointed or secconded by their Governments to serve in inter- .

. - .
neT S .

CONRIET T WIE Qg 2 (D A o B T T s - k

.Pfs'w‘,.\_u,...g},;a , . 5 b g R

(b) (1)
Tessecs--f (D) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

s v
B e T

™
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3. f. 'Y fs tactical COMINT produced by units which are designated

to provide close support for the Camanders of combal forces.

g. COMINT and COMINT activities is defined herein shall not
include:

(1) 1Intercopt and proccasing of unencrypted written

ications, pt written plain text vorsions of communicaticns whieh
have boen encrypted or are intended for subsequent encryption., -

(2} Intercept and processing of press, propaganda ard other
public broadcasts, except for encrypted or "nidden neaning® passages in such
broadca:ta. .

(3) Certain cperstions conducted by U.S., Canadian, or
Cammanwealth security thhorit;u. A

) Censon;h'ip.

(5) The peacetine axercise of 'Y' resources 1n WATO coorands, -
vhich involves the interception, analysis and exploitation only of r-uno trans-
» .mdssions (albeit "foreign®) on notworks established or used for exercises within

or between those comands, provided Lh.ﬂ.‘

(s) 'Y-type' information produced during the exercise .
or rovealed in post-exercise analysis, and information sbout the 'Y* resources
involved, i3 adequately pafeguarded by NATO security reguht..tom paralleling
those for wartimo 'Y' operaticns, and the US ang Canada retain the right
to express their views to the Camand concerned as to the adequacy of the
security classification applied. ‘ . v

.{b) Tochniques used in the production of exercise 'Y!
during the exercise do not exceed in complexity the COMINT t.echniquca invelved
in producing Category II{X) CLHINT as défined in Annexure m.

(6) The interception and study of non-comzunications ‘tmrxs-‘

nlasions (ELINT).
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" 4. Types of COUNT

There are two types of CCMINT: Crypt ‘Im.a.niger;u and Traffic
Intelligence. mcy are defined u; follows:

a. Crypt Intelligenco is that COMINT which results from erypt-
analysis or decryption includ_ing the solution ot.opﬁe;h and facsimilec

_security systems.

b. Traffic Intellipence 4o that COKINT produced by m ®esns

except cryptanalysis or decrypiion of Lhte;cepted camxunications.
5. Ca!.cqorics \v

for purposes of security handling and control CORINT ia divided
into utoécr&e: and sub-categories. (See Annexufe ﬁl)

a. COMINT is asoigned to one of the following three categories
as agreed: botween USIB and DCS.

(1) Category 111 COMINT is that COMINT the unauthorized

disclosure of which would risk extramely grave damage to nn;.ionnl interests

and specifically to CQMINT activities and wvhich, therefore, requires hand-~

V'ling under special rulea al‘toi'dinz the highest degree of security protection.

"It i3 classifSed TOP SECRET, and 13 designated dy a distinctive codeword.
(2) Category II CUMINT is that COMINT the unauthorized
disclosure of which would risk sericus dazdge to national interests and

specifically to COHINT activities, but for which a less rigid staodard of

__security is adequate. It i3 classified SECRET and is designated ky a

distinctive codeword. )
(3) Category I COMINT 1s that CONINT the wuuthorized
disclosure of which would risk little or no damage spocifically to GCOKINT

activities and for wr.iéh, L;acretere, normal 'scmrit.y.e.hasuluunn pro—
codures may be used. It will bo classified at least CONFIDENTIAL ond will
not. be designated by a codeword. ‘

b.  As mutually agreed by USIB and n(s, scparate sub-categories
of COUINT may bemst.atﬁi.shed within Categories III and II 4in order to permit

-l -
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differentiation in the processing, dissemination, exchange or use of material.

6. Technical Materianl
Technical material is understood to mean data amconzj.né: ’
a. Cryptographic systes.
b. Communications systezs, procedures and methods.
€. Methods and equipment designed for COMINT activities and
information related to any of tﬁc above. ‘
7. Information related to CQUNT or COMINT Activities - That informa-

tion, other than COMINT itself, which reveals, directly or by implication,
the existence or nature of any U.S. or Canadian COMINT activity.
A 8. COMINT Channels - A oethod or means expressly nmhori:ed for ]
handling or transmisaion of COHINT and information related to COMINT activities
. whereby the information is provided exclusively to those persons vh;:_ are appro-
pristely cleared and hxdéctrlnat.ed for access to COMINT.
9. Codewords .

Codewords, as used herein, are designators assigned to identify (b} (1)
.(b) (3)-50 USC 3024 (i)

the source as COMINT; to distinguish between the COMINT categories and
, ' ' (b) (3)=P.L. 86-36

sub-categories; and to facilitate the application of regulations for the

. ¢issenination and use of COMINT. .
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1. Proper Authority
The term “proper avthority®, as used herein, shall be the level
of authority pemitted to authorize usage of the several categories of
éauxr during hostilities and in special and enorgency sitvations. The
determination to make these exceptions and the authority to grant these
axcoptions shall Lie only with senfor officers and officials at levels to
be eatablished by USIB zzzt oCs. : .
12. Indoctrination . ( ) L0
Indoclrination is instruction as te the nature of COMINT and t.he"'

socurity rogulations and practices which govern the handling of CAMINT |,

matarial and CGMINT activities. . ‘

.
L

13. Debriefing . . L.

.

- Debriefing is the process of remnnna peraons no- longer. authoriud
to have access to CININT or CONINT pctivities that they contlnue to be bound
by all security regulations pertaining thereto. The debrh{iﬂa ohall fnclude
‘cautions that there is no time limit on the requirement Euﬁnﬂnh&n security
and that public disclosure docs not free the hxdividml,-'rrc'n his obligatien.

1L. Hazardous Activitiea ’

.

Hazardous sctivities are those which phu'c 4 person in'a pesition

where he runs a substantial risk of being capt,uned or otherwise subjected to.

.
.

interrogntlon .

(b) (1)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

RS
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ASSICIMENT UF CUMINT TO CATEGCRIES . . . ) &

16. In assigning CCKIKT to Categories (sea paragraph 5), the follow-
ing ;onsidcratiom will apply:

a. The difficulty ol soluticn or intercept %o include:

(1) Sensilivity of techniques ecployed in soluticn and
exploitation.

(2) Sensitivity of source of intercept.

(3) Relationships to other COMINT.

b. The advantages to %e gained vcr.a\'u the rﬁk of c.u.:d.o:ure and
consequent damage through utilization under a given category taking into
consideration the touovi.r;g factora: '

(1) The potential loss of intelligence.
(2) The extent to which the target country is capable of
improving the security of the comrunications in question. . - ] -

{3) The a_ecuﬂty' grading given to contents by the country

originating the traffic involved. ”
- (4) How wide the dissenination of certain CQUINT should be to (b) (1) : .
. (b) (3)-50 USC 3024(i)
(b) (3)-P.L. 86-36

porsit sssential use of the intelligence contained therein.

(5) The capability of certain Third Party COMINT groups to

exploit the CIMINT in question with the attendant security risks beyond .=

the direct contr&l: of U. S, and Canndhn authorities. .-

ARG

o

-17. USIB and DCS shall have prepared and maintained in current status
rutuwally agreed lists to i.m!‘icat.e COMINT placed in the acveral categories

and in such sub-categories as may be established.

CLASSIFICATION AND CODENOEDS
is. Scpnrn;e and distinctive codevords shall be enployed‘to deaignate
Category 11X and Category 11 CLHINT and sach sub-category thereof.
-7 -
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Category I COMINT shall not be designated by a codeword. . Codewords shall

be replaced when in the opinion of either USIB or DCS & requirement exiats
for a change.

19. Documenta and Technicol material which reveal actual or prog-

nbatiuted_ success, progress, scale and direction of effort, or other’
sensitive details about the production of CCMINT shall bear the classi-
fication or the classification and codeword appropriate to the highest
ca't.egoryvor sub-category o.:' COKIKT to which they relate and shall be
handled accordingly, even though such docunents and te'chnic.\l zaterial
may not contain COMUNT &5 such.

20. Raw traffic (i.c., intercepted tralfic showing no evidence of
processing for cm.urr purposes beyond sorting by clear address elezents,
elinination of wiwanted ressages and the.in;:lusson of a case nuxber and/or
an ax'bit.;'ar",' traffic designator) §hall be classified not lower than
CONFIDENTIAL, aml $5 understood not to he any specific category of COMINT
and need not be designated by a codeword.

2l. Codewords. The fact that ccdewords are used to designate COMINT

catogories shall not be msde known te nen-indoctrinated percons nor shall

these codewords be used in the presence of non-indoctrinated persons. ’

SECURITY
22. ALl persons, including intercept operators, to be assigned to

dutics invelving categorics of CUMINT other than Category 1 shall be in-

doctrinated. Reciplente of Catepory I CUMINT only will not be indoctrinated.

Producers of Category I CCHINT only need not be indoctrinated.
23. Every'effort shall be made Lo restrict the nuzher of persons
' indocirinated for W(Itﬂ'.to the essential ainimum. ) ’

2. It shall be permissible for peraons who have nc;ese only to a
lower category or sub-category of CIMINT to er\ within Agencies or
Centers in m.@.ch there are located other persons engaged in the production
or exploitation of a higher category or sub-category of COMINT, only so

-8 -
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long as due premutfon nhm te taken (b'y providing segrogated, secure arcan
or otherwise) to ensure that the activities and knowledge of uuc'h persons

are confined to the COMINT material and activities to which they are authorized
to have access, '

25. Except uim”t;; USIB or DCS, all persons to be asaigned to
duties involving CHINT shall be the subject of security investigation
and clearance. As n;: aid to pramoting vniform minimus oundalrda of
eligibility, esch party sholl inform the other of the standards prenm;ibed-
by it for this purposa.

26.. Under extraordinary conditiors, as determined by USIB or Cs, it
nay be essential for an individual to take up duties fnvolving CCMINT be-
fore the requisite inveutigatl;:n can be campletod. In such cases, the”
person concerned may be suitably indog!.rimted'on’ the authority only of
senior officers or officials as de:ilmata‘: by the respective parties. In
all such cases, steps ghall be taken to ensure that sceurity investigations.
and clearances are comploted 83 soon a3 possible after h:doct.rilmt..ion.

/. ALl porsans whe bave been indoctrinated for COMINT ‘shall be de-
briafad when th;y ne. lerger have the raquisite need-to-imow.

28. Each party shall ensure that ccaplete lists of indoctrinoted
perﬁom are oaintained. ' i

29. USIB and DCS shall xeep ca;h. other fully informed of the
apprexizate numboer of incoctrinated persona in each of the departments,
m‘.nist.riés, agencies, and offices receiving COMINT, by categ;vq or sub-
category \meré applicable. )

J0. Yo national of ene party shall be peéuslm.ed acce3s to the m
organizations or to the Categories III and I1 COMINT of the other party,
unless he'h.ﬁ been approved by his parent organizotion or Board and has
been properly indoctrimated. Su;’h access shall be limited to the c‘ato—
gories or aub-;;\cegoriw of COHINT agreed by his parent organization or

Board.
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31. Every offort shall be mado to en;l-ua that no person who has a
imo;dedse of current value about COMINT, except récipients of Category I
only, such that his capture or interrogation. could be a substantial risk
to the sccurity of CQLINT, ahall be assigned to or engage in ha:nrdyu
activities. ALl posaible action shall be taken to discourage or px:evcnt
any individual with a knowledge of current value about CCMINT, except.
recipients etl Category I enly, from engaging in hasardous activities in
any unofficial capacity at sry time. Securfty principles governing
participation in hazardous activities are set forth in Annexure B2.

32. Collection, procesaing,' and dizsemtnation of CAUNT in exposed
areas shall be undertaken only after a careful evaluation of the advantages
to be gz;hxed and the risk to the sgcurity of COMINT. Security principles
governing the conduct of CUMINT activities {n exposed arcas arc set forth
in Annexure B2.

33. b:ccpt. as mplic.ttly involved in the operation of paragraphs
34-37, and 39 beiow, codeword material shall remain erxclusively in the
custody of indoctrinated persons, sccure fran exaaination by m;n-indodt.rl-

nated persons.

DISSEMINATION AND USE OF COMINT

3h. General
a. The basic principle governing the dissemination of COUINT
i3 the "need-totnow". Each item of COHUNT shall, therefors, be made
xnown only to those individuals who require it in the perforcance of Ltheir
dutics n.nd, cxcept as upaci[iean/ pmvidcd in paragraphs Ju4d and 35-37
lov, are sndoctrlmzed uul authorized to have access to the particular
category or sub~category of COMINT to which such {tem appertains.
b. Except as specifically authorized by USIS or DCS, Category
III or Category II (anludinu sub-categories’ thcreof) CCHINT say be di:sai-
nated only to persons vho have been cleared and indoctrirated for access to
such material. Such pcrsom =ay include nationasls of collaborating Eritish
Commonmwealth countrics (U. K., Australia and Hew Zealand).
. ' -10.-
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3. €. Except a3 provided hereafter, no action which could compronise.

the COMINT source moy be taken on the basis of Category III or Category II
‘(including sub-categorics thereof) COMINT.

r D e e —

e. The n:ed‘ may arise, in indfvidual cases of special sensi-
leit;;, or more generally, 1'Or either party to handie COMINT itens, or
“{nforation related to CQONT or COMINT activities, in o more restricted
canner than req\'.ix;cd -3 the provisions of thia Appendix and its Annexures.

.

in such cases the othor party will, on request, provide simllar handling ,°

.

for the specific itema concesrncd. ‘

() (1) ,
(b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36
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ASSICRMENT GF CCMINT TO CATEGORIES .
16. In assigning COMIKT to Categories (ses paragraph 5), the follow-
ing conside}at'ion; sdll apply:

a. The difficulty of solution or intercept to -inr.lude:

(1) Sensitivity of tnch:;lquts erployed in soluticn and
exploiﬁcion.

(2)  Sensitivity of aource of intercept,

(3) Relationships to other COMINT.

b. The advantages to be gained veraus the risk of diaclosure and
consequent damage through utilization under & given eategory taking into
consideration the touovil;g factors:

(1) The potential loss of intelligence.
(2) ‘Thc extest to which the target country is capahle of
" improving the sacurity of the canrunications in question.’
(3) The security grading given to contents by the country
originating the traffic involved.
. (4) How wide the dissgiination of certain CQUNT should be to
pcrnl(. easential use of the Ln.t.olligence contained therein.
(5) The capability of certain Third Party COMINT groups to
exploit the CUMINT in question with the attendant aecurity risks beyond

the direct control of U. S. and Canadian authorities.
S —————te—rs———

(b) (1) .
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

i e i LTI N

17. USIB and DCS shall have prepared and maintained in current tatus
mutuslly agreed lists to u;qiut.o CQUNT placed in the soveral categories

and in such sub-categories as may be established.

CLASSIFICATION AND CODEWORDS

0

18. Separate and diotinctivo codewords shall be cnployed to desfgnate

Category III and Category Il CUMINT and each sub-category thereof.
-7 -
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é. As spesificd by USIB or OGS, tecanical instrectics baged upon
Categery LI sp Gategiry 111 CONINT may be iswued i~ :v.:-dx:.‘;ct.r!m’d inter-
cept oparators (including D/F, RFP operators, snd the 11kc)'u1;§qut use of the
appropriate codeword, 4f in such form and of such nature as 4o give no
indieation of the specific CORINT origiu, and provided t')u'y are essantial to

.

the tacks of thosa concorned. L.
i ' e. Category II or Category XII CCMINT watiorisl, exclusive of
end product, may be hudied by inisctrinatad ps:af;m ~ithin COKINT ©ollection

Or processing agancies witiicut the use of the .i:pr:;-:.‘u!-e codewerd..
e ——

§ ) ;ls
¥ . .
[
[

g

Forelt
£

Ll
LI

{b) (1)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

(b) (1)
(b) (3) - 18 USC 798 (a)
(b) (3)-50 USC 3024 (i)

(b) (3)-P.L. 86-36
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_ provided the form of lseus gives no indicatlon wbatever of the COUNT arigin.

- Lo T R B i S T e i o AT Sy S

L

SR TR g L

(b} (1)
(b) (3)-50 USC 3024 (i) "
(b} (3)-P.L. 86-36
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36. c. The decision to execute the pwvuicm of puw‘phs a uﬂ b ‘above
shall be made only after a determination that the advantages to be~g.£ned clearly -
" Justify the risk of campramise of the source. Due regard shall also be g:'cn.to:

(1) The relative valus of the particular COUMT source involved  * -

and the poseibility that its compromise may lead to the loss of other COUNT (b) (1)

sourcen. , (b) (3)-50 USC 3024 (l)

(2) The poaaihlo marmmmtmmtuo opeuuoa- (b) (3)=P.L. 86-36

nndd.nooaothcrcmndanmuen . . L -7
d. !nordarwnim.nin the risk of compramise the following pre- .

e .

. cautions shall be observed: ) - .

L4

(2) A minimz nmber of pon-indoctrinated per 1 shall
o given the information, and ‘ .'

(s) wvhen practicable the in.toxuum akiall be so
presented that it cannot be treced to Caanr um source, or

| (3) Ty miniE asdint of Infonmtion memeey T Sty
the contezplated action shall be rm. ]
e. 1f comunications by clectrical means aré involved thay must be
md.phored in the most secure cryptographic st uu.hhla
f. If time pormits the Mcr or official making this decisien -
should consult with his supporting COOIHT authorlty for technical advics.

55

- -




Doc ID: 6614306

a. It 45 recognized that in the event of hostilitien cerf.d.n ‘
material will be domxcrlded. In connection wdith the mtul.'ly !grud mu
referred to in paragrsph 17, USIB and DC3 will agree upoq,(ypca of ucorh.h
sultable for. dovngrading during hostilities. When huémues &ppg‘r
Mmt or occur USIB and DCS wil) lmedhu).y esanu.lt. won dmadhg

. Joasures to be taken. — '

— T OPGECREF-EBER—
‘ P
!E B .
’ . . (b) (1)
- : {b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36 -
B he Sub-parsgraph 35¢ above, applies. sdth reapect Lo emergency L
usage of the msterial in the sub-catagory of Category IT described '.h;roin. K S
1-. Sub-paragraph 3ud, sbove, applies vAth respact to emergency ”.' ;4'
usage af Category I CONINT, - E . A
37. Hostilittes . . o




Doc ID: 6614306

(b) (1)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

f. Whenever any of the provisiens of nub-pi;?rnpha 3™ and 37e,
above, are executod, USIB and DCS will keap cach other ‘informed. This infor
Bation shall contain s description of the COHINT materis:. involved, and,
general terms, the extent and nature.of the acticon taken. .

8- In the event of hostilities the proper authority may direct the
appropriate COKINT organization responsible for prmmi.ng hizn support to down-
grsde to Category I that material in the sub-category of Category IX da:lf:rib;d
in paragraph 35g which™la relevant to the situatios, Such informtion may '
then be disseninatel or actlen be taken thereon in uccoidauce with the pro-
cedures established Zor Catogory I COMINT. The cognizant COUMT organisaticn
will irmediately, vithout- prior censultation sdth higher anthority, sake
available as Qathgv;’y I such material of this sub-category as is required.
U?IB and DCS will keep each other informed of downgrading A::doaa MQ._ :

~h. Sub-paragreph 3id, above, applies with reapect to wartine usage
of Category I CULLNT. Wnenever suitable 'Y' channels are available, they

will be uwsod for this dissemination.

PROCEDURES
38. The appripriste classificstion and codeword shall: .
&. Appesr on every shoet of paper which contalns or 'discloses
Category IXI or 1L CQUNT or a sub-category thersof, and be applied to
doaments and technical matorial as defined in paragreph 19. Excapt as pro-

plies
vided in paragraphs 35-37, abovs, this rule :p'ﬁuw to maps and charts on

\dxiqh are plotted data and information derived from these categories of

COMINT.

“ 16 -
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38. b. Bo encrypted in the text of every encrypted eu-uniuuon con-
veying Category 1Ii° or II COKINT and appear in pld.n languoge st '.hc hud of
the decrypted voroicn. This rule shall npply in AJJ. Lnaunu: except, aa
provided in pnragrnpha 35.37. ubove, and under tho follewing couuumx

(1) caINT orgm.tut.iom say, without encrypting the
appropriate codeword in the encrypted text, transmit TOP amm and SECRET
tochnical mtter over cryptogrephic chamnels or clphers eqarouly and exclu-
sively provided for such technical matters.

(2) CQ{INT organizaticns and intercept or D/F stations may,
at the discretion of the officer in chargo and after full consideration of .
the risks tmrolvlled to the source, omit the classification and the nppro—
priate codeword fram its vork-ehoeta and aintlar documents used uc.luslvdq
within each agengy or euuon. The classification m be cmitted from rew
traffic passed between agencies or from intercept and D/F otations to
agencies. " ’ “

39. Catcxvry III COMINT and mlated technical materisl shall not be
tranomitted in plain langusge except a3 follows:

8. Sealed, by safshand charnels, over routes specifically
approved by USIB ene DCS.

b, Over copletely protected local exezmunication systens |
exclusively internal to agencies or offices pmdud.ng or utiliging COKINT.

€. Over landlines specifically approved in sach instance &y
USIB or DCS.

L0. Category II COQUNT and rolated technical materisl shall pot be
transmitted An‘phi.n langunge except as provided in paragraph 39 adove, or
by protected postal channels internal to, or under exclusive control of,
the U.S., Canada or other collsborating British Commomwoalth countries.

bl. Category I COHLNT and related technical material should be trans-

* mitted by COMINT or “Y' channels wherever possible, but may be transmaitted

bty conventional channels used for intanémc- materials of similar classi-
fication.

-l? -
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It may be transmitted in plain language Yy & means exposed to interception

-enly when there Ls no suitable means of secure cowsunicstions available

and when there 13 an urgent operaticnal sneed to do so. Whenever possible
such plain language transmissions should be in the form of wuaﬁo@

orders\ 80 worded that the subject matter cannot be treced specifically to
COMINT a0 itu origli.n.l .

42. Raw traffic miy be transmitted in plain language as provided in
parsgraph 39, above, Raw traffic classified CONFINENTIAL ry also be trans-
mitted in accordance with tho normal procedure for this dpuiﬁuuan; except.
that when transported acroas the territory of t.hc; country originating the

. traffic, it ahall be with the express sanction of USIB or DCS. This sanction

will be granted Only in cases of coxpelling need.
3. Except.as provided in'paragrephs 35-37, above:
&. Catogory 1II CO{INT and rc.ht.ed\ tochniful matorial transnitted
in.enc'r_ypted fo;u shall be encryptod &n 'pod.ll.crypwmphic channels - -

’ axpressly provided for these subjocts.

b. éo!.esory II CUKINT and related technical material transmitted
in encrypted form shall be encrypted in special cryptogrsphic channale
expressly provided for these subjects, those Listed in pategreph s., above,
or in the most secure cryptogroghic channel available.

c. However, in the cave of cryptographic aystems :gmnl.b approved
for the purpose, the ;.rmnnuiou of 'CO{INT, related tochnical material and -
rev traffic over the same channel ie authorized, provided that such channels
aro resorved for these subjects cxelnnxw.

44. In order to facilitate " concerted effort dirscted towvaid u;c
deternination and assessment of the causes and effects of known or prea_m:gd
CORINT compromises or losses, it 1s sgreed that:

’ " a. ‘Whenever oy ‘breach of its COKINT security regulstions or any
other é:.rmunce wvhich in fact has, or can be presumed to have, campromised
CQUINT or COHINT codewords, or to have rovesled GGHINT :uc'cea.an to unauthorized

-18 -
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~S05-SECRELLIER .
persons, becozes known to either party, it shall inform the other by means of
a report exbodying the p'erunont facts and conclusions in sach case, except
that vhen the perty concerned concludes that there s a good reascs o belleve
that cuch coxproalss or rovelation has not reached sand will not, in fact, rosch
foreign nationals, no report nmeed be made to the otber party.

b. Whenever a significant change occurs in foreign cryptographic
.- or camunications security, the pu-t.y dlaeonrinc such change shall notify
the othar.. Esch party shall then analyed-and assess the known and suspected
ciramstances having a bearing upon t.hg change; these amalyses and assesscents
shall be exchanged by the parties; Much»;tathlnthmerkpqm
other fully informed of any udzl.ihciopnl n.xromuon burhg upon the case.

T
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APPEIDIX B R )
ANTRE 81 -

THE ASSIGNEN? CF COMINT

—_——— el S i

50 CATECORIES AND SUB-CATECORIES

1. This Annexurc dolinestes the basis for (n) the establishuent "ct
sub-categories, (b) the assigment of COMINT to categories and sub-cato~
gories, (c)-the clsasification of COMINT aasigned to categories and sub-
categories, and {d) the application of codewords to categories and sub-
categories. This Annexure is not intended to Ac}:cnpliah the detailed
categorization of all COMINT. However, along with the criteria described
in Appendix B, it governs the prepiration and maintenance of current,
mutually agreed 1ists to indicate the precise asaignzent of all COMINT
to cal.egorie; and sub-categories, )

2. Category 1 COMINT shall be classified CONFIDENTLAL, SECHET, or
TOP SECRET 83 appropriate in accordance with rational security clagsi-
fication procedures and shall not be dusignatod by a codeword. It shall

contain the folloewing, provided that interpretations of naterial of

_h;g}_{e; gategories are not included:

c.’ Such CQIIN? fron the less sensitive aub-catégory or vavegory -

II a3 zay be 20 assigned in accordance with Appendix B. (See paragraph
Ish) ’ .

d. Such additional COMINT as has been or may be af_ecitled anrd
mutually agreed by LBIB'and oCs,

EFFECTIFE ) Uuly 1959
-2 -

(b) (1) :
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36
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3. Catoegory Xl_ QX-’-I"I‘ shall be clusui.ed SECRET ‘and shall be
designated by a distinctiva code.uoni. It shall contain all COMINT not
othorwise assigned to Categoriee I or ill.or Sub-categories established
within Category II. . .

4. Category II1 COMINT shali be classified TOP SBCRET, and shall be
designated by & distinctive codeword. It sholl contain: '

a. Crypt Intelligence derived from high-grade systexa, in-
volving the application ol; sophigticated cmtuMic techniques, as
specified and outually agreed by US18 and DCS.

b. Traffic !nceuigcﬂée derived fram callsigns or oessage
headings en:;vp’.ed'in codes and ciphara of high security or coaplexity,
as spocificd and zutually agreed by USIB and DCS. I ]

" e. Troffic or Crypt Incellilge'nco which roveals success againat
unuoual, sansitive, or complex tranumiseion procodures or devices.

d. MHateria)l obtained from special gources or against targots
considered by the procuring ors-aniution to be 80 sensitive es to warrant

tho protection afforded thia catogory.

S p————

TN GT .Y T CA T ey
7 2 -3

f. Other Crypt or Traffic Intelligence which USIB or DCS

(b} (1)

by mutual ;grecumc dotermine should be given the highest degree of (b) (3)-50" USC 3024 (i)

ucuri!.i protection because of the potential loss of intelligence which - (b) (3) -P.L.

would result froo compromise. .

86-36 .

5. Subccatogories of Category Il shall bo cstablished as follows: _ - °
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" b. Sub-Category IL(X} COMINT is that Category II CQUINT which is.

considered less sensitive than other Category }I COMINT and may, therefore,
be given more extensive dissenination in order to provide for effective
utilization. It %0 classified SECRET and is designated by a diatinctive
codeword. It i3 this sub-category which 4s d‘eacribed in paragraph 35g of
Appendix B. Provided that no information obtained froo Categories 1I and
III COMINT, such as complex chaaging callaign and r”rﬂqﬁency sya;.m or
unususl, sensitive or complex transmission procedures or dovices, 13
included, this uub—utegox—; shall contain the follmd.ng

(1) Information derived from the following elements of
foreign military, naval, air police, -bor"dar goard and éuerllln
cozmunications or communications uysltm: v

(a) Comuntcations dats’

(b) Plain Text

(c) Any grid or zome references

() Cover Words

(e) Procedural codes used for brevity purposes
(£) Jargon codes ’

(2) Plain Text and assoctated oamunicauom dats obtained
from in!.ernat.ional commorelal and foreign Sn'!.cmal or axternal non-mlitary
circulls except that specifically usigmd to other categories as nutuauy
agreed by USIB or DCS.

(3) Such additional COMINT as may be specified and mutually
agreed by US1B and DCS.
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APPENDIX B

ANXEXURE B2
SECURITY PRINCIPLES CUVERNING THE CONDUCT
(F COMINT OPERATIUNS IN RXPOSED AREAS

INTRCDUCTION .

1. It i3 recognized that effective interception of foreign coemunica-
tions and effoctive support of field commanders CAY roquire the estabnsh-l
ment of CUMINT activities in locotiona which aay suddenly fall under hestile
control with consequent loss of CLKINT persoanel and/or sssociated classi-
[S'ed materials. It 4s agreed that, in addition to the pertinent, general
provisions of Appendix B, the sw&ic provialons which follow amn.govcrn .
the cenduct of CULINT activities in such loeations.
DEF INITIUNS

. kp onergg
NSA TS CCMTROL NO.

' PY 1RO, S .
—FOP-SEEREFBAUNT— ot A~ oagis

Tg 0Fe vty 1 g RIBIECT TO SEML

(b) (1)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36
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3. Hazardous activities ao defined in paragraph 14, Appendix B
include: . e
a. Duties behind eneny lliuea, or in.shore operations off an

enexy or \.'mfriendl,v country.
b. Flighta over enemy or unfriendly ;.erritory unless on
recognized corridor routes. )
~t:. Haids, minor formction attacks, undemtnr. demolition
4operat.ions, and service with a unit or formation ISMrd of Diviaion HQ.
d. Duty in or vislit.s to unfriendly countries and also other -

areas where from time to time local conditions are considered to invelve . - '

an unacceptable risk. . ’ . ST

e T

SAFECUARDS FOR ASSIGIMENT OF FERSCNMEL TU HAZARDOUS ACTIVITIE{

5. As an 8id to controlling assigrment of personnel to M_r.ardo.ua
activities, persons who are or have been indoctrinated will be divided
into three groups:

a. Group U - (Unrestricted)

Individuals who are producers of Category I COMINT and have
no knowledge of other Categories, or persons who, although indoctrinated
- for other Eategori-es of C{INT, have so little access that they do not
Fossess knowledge t;f current value, and are not subject to restrictions

against hazardous activities.

) (P ners
NSA 1S COIRGL NO. "
COFY MO, _ R/

—LOL-SLOREF=BAUNT  PACE_ o U _LZ__ PAGES.

145 CCGTTRT 5 SUERCT 10 SEM

(b) (1)

{b) (3)-50 usC 3024(;’_)

{b) (3)-P.L.

86-36
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b. Croun X - (Minimun Restricticn - one year)
Individuals who have knowledge of current n_iue about
Categories II or I1I CQMINT or their subeategories, who shall not be
assigned to hazardous activities for a pinizem period of cmAyear
following debrietins.
e. Group P - (Permanent Restriction)
Individuals with precise knowledge of CIMINT processing
'.ecﬁniques, competence or potential regarding the more senaitive
Cagogoq 111 CaHInT wr;o shall not be asaigned to hazardous activities
at any t.ime.’

6. Exceptions to the above safeguords may be authorized by senior
officers and officials at a level prescribed by 'USI.B'or 0CS. In con-
sidering such exceptions the protection offered by'di'plquuc status
should not autamatically be considered sufficient, but uhonid b,e assessed
in the light of the particular circumstancea tnvolved. In the case of
Mlied Camands to which CANUSA CUHINT is provided through an 550 or CCU,
the senior CUHINT indoctrinated U. S. and Cansdian officers shall be
authorized to make such exceptiocna.

EVALUATION OF SITUATIUNS IN EXPUSED AREAS

7. The decision whethcr 8- given situstion is :l;iulv or dangerous
shall be made by USIB or DCS or by such other authorities as are
reaponsible for the security of the COMINT activities concerned, and
8hall be made in the light or. the political, military, and other factors
affecting the safety of the CUMINT personnel and materials involved.
FACTORS AFFECTIMG DECISIONS TU CUNDUCT COMINT OPERATIONS IN EXPOSED AREAS

8. CCQUINT operationa shall bo canducted in oxposod areas only
after duc consideraticn of the CUMINT losses which m8y result if the
area concerned is suddernly attacked, and of the probtable effect of such

losses up;m the conduct of CLHINT activities elsewhere.

- 25 -
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SAFEGUARDS FOR RISKY SITUATIONS

9. In the case of COMINT activities established in risky oitustiona,
the following safeguards shall be q:;pud save as cxceptions thereto ere
authorized by sonior officers and officials at a lovel established by USIB
or DCS: - A

‘a. Only intercept, analytic and reporting tasks which cannot be
pegromcd satisfactorily in uafa or protected situations shall be Molgzed,

‘b. Mo Category III COMINT or related documents and technical
caterisl shall be held e.;(:opt' thoso easential to the assigned task and of
current application t..heret.o, and the latter shall be maintained in such
condition as to insure irmedfate destruction, if necessary, upon sudden
threat of seizure.

¢. Ko peraon in Group P, u' defined in paragraph 5c¢ above, shall
be assigned, unless required by technical considerations.

d. Suffic¢lent mcans of destruction shall bc provided in order
that complete destruction of classified COMINT materials may be carried
cut in the shortest tine possidle .ty the oinimum murber of personnel.

’ o. Appropriste steps shall bo taken to insure that adequate
arrangements are made for safe evacuation of a)l yex.'aonnal whose loss
would be dazaging and that the unit in questiecn is kept informed of

evacuation plans on a current basis.

SAFEGUARDS FUR DANGEROUS SITUATIUNS )
10. In the case of COMINT units established 1n dangerous situstions
the !olioving safeguards sholl be applied save as excaptions theroto are
authorized by senfor officers and officials of a level established by
USIB or DCS: ' 4
a. Only unique intercept tasks which cannot be acecmplished
elsewhere shall be assigned, and.only sich analysis as is locally required
to support these tasks and permit essential technical reporting shall be
performed.
b. Only COaUINT docuaents or technical aids essential and of
current application to these tasks a.hall‘be held,
26 -
(0 ey
NSA 15 CONTNOL NO.
: Py RC. LS -
—FORBLCRET~DANE L ™ FRA - PAGES.
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c. No Category III COMINT or rolated docmuqtu and tochnical
materisl skall be held; .

é. Personnel technically informed in COMINT of a higher level
or broader scope than is required for the limited mission of the unit
ahould not be auigned' 1f avoidable. )

e. No person in Croup M &s defined {n oub-paragreph 5b above
shall be assigned unleas his presence §3 vital fer the effective function-
ing of the unit.

f. Ko pérson:in.Group P a3 defined in sub-paragraph 5c above
shall be nsigno:i in any circumstances. .‘ ‘

€ Sufficient means of destruction shall be provided in order
that maximur destruction of classified COHINT material zay be carried on
10 the shortest time possible by the ninlaur mnber of perscanel.

h. Appropriate steps aha.u.be taken to fnsure that the unit
in question is kept informed of ovacuation plans on a current btasis, ‘

-27 -7
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CLASSIFICATION AND HANDLING OF INPORMATION
RELATED 1O COMINT OR COHINT ACTIVITIES
INTRODUCTION
1.. This Annexure establishes minimum standards with Tespect to the handling
ond clasoification of inforsaticn which ia neither COMINT nor that contained
in'the "documents and tochnical materisl® as desdribed in paragraph 19 of
Apperdix B, yet reveals, directly or by inplication, the exdistence or mature
of COMINT or of COMINT activities. .
2.  The nature of COMINT and COMINT activities and t-in.i.r susceptibility to
1035 roquire that certain aformation regarding these activities and their
product bo restricted to porscna who have been cloared and indoctrinated for
&ccesa to COMINT. Certain other information concerming these activities.and
their prodm;.t gay be handled within conventionsl chinnsls for-information of
sinilar d&oa%ﬁutim. It s uamm, however, that re.fgrmce to the
exdigtence or nature of CUKINT o any COKINT activity, eSther direct or
indirect, be avoided except axong those to whan the lmo-dc&gc is necessary
for the proper performance of their duties.
3. Information related to COOKT or COKINT activities which indlcates a
degree of euccess or progress in the production of COMINT, a sophisticated
COMINT technique or the scale and direction of CONINT effort to & degree
which zay otimulate cointermessures, as specificd in Amex A hersto, must be’
safeguarded precisely as though 1% were COUNT. Excopt as provided for
hMter, docunanto containing wuch Sntoinnum, including nessages trens-
mitted electrically, shall be tranznitted only via COHINT channels, and shall
boar the classification and COLINT codeword appropriste to the most sensitive
category or sub-category of COMINT to which they relate. )
L. Inforzation related to COMINT or COUINT activities, specified in Annex B
Roreto, ehall bo kept exclusively within COMINT channels, excopt as provided
for t;aroi.nl!ter nnd in that Annex. Docwnents which contain such information,
-la .
gP-osit0
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including ne,uaéea transmitted electrically, shall bear the appropriate
classification but no CRUNT codeword, and shall bo cloarly identified by

the caveat "KANDLE VIA COMINT CHANNELS ONLY®, staciped, typewritten, or .
‘printed on each page. In the case of bound documents, the identification
will show on the cover and title page, if any.

5. Information portsining to COMINT or COWINT activities, apec.t.fied in Annex
C hereto, may be handled in accordance with noml'pra:t.lca for other informa-
tion of simflar classification. ‘However, nc.tn‘ng hercin should be con:truch
as prohibiting ar authority from passing such in.romat.ion in OGJNT charnels.
(In such canes, the caveat *MAINDLE VIA coam CHANNELS OKLY™ vu.l ot be used.)
SPECIAL USAGE

6. Should it become necessary to furnish information of ﬁ.” types listed in
. Annex A to non-m:!o_ctdnu.t.d persons, such action will be taken only after
opecific authorization in each case by proper authority desiyﬁted ‘by USIB or
DCS. When a document containing such inforration is .relaued from COMINT
channels, the codoword must bo removed. KSA and CBURC, through technical
channels, will undertake to keep the other party Lnro:;med, at least in general
terms, o'r the materfal involved.

7.  Information relsted to COHINT or CGRINT activities of the types listed in
Annex B ray be turﬁished to non-indoctrinated persons, only with the prior
approvai of the origirator or proper authority and in accoidance with the
procedures eai.abll.ahcd( by USIB or DCS. Yhen & c;.ocuaong. containing such
information is released frar COMINT chagrels, the handlh\g' .envoat. sust be
removed or-rendersd illegible.

8. Eve;-,' reasonable precaution must bbe taken to ensure that documents
Teleased {rom COMINT channels are given MW distribution and receive

the security protaction their contents warrant.

9. VWorking papers and similar documents comlfain(_ng information of the

types listed in Annexes R and B need not, at the discretion of the officer in
_Achnrge and sfter full consideration of the riska involved, _bur the classi-
fication, codeword or handling caveat when handled exclusively vithir_: a
CAHIKT gecure area by indoctrinated persons. ‘

-2-
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CLASSIFICATION

10.. Tne clasaification of each document containing information rah?t.od to
COMINT or CCMINT activities must be determined individually, after due
consideration of the damage which Unauthorized disclosure of its comtents
could cause to national security, national h;t.erest:, and tho capability of
eithér party to continue to produce :omu.niét.ions intelligence.

PUBLIC STATEMENTS

1.  HKaximunm fesoible adninistrative action will be taken to require that all
public atatementa which may contain information related to COMINT or CQMINT
activities are subaitted, for preliminary review and advice, to the appropriste
COMINT authority, as spocified by either Board. 1In the event that such
information already publicly revealed is included in a docwment submitted by a
private source for rcviev,' an attempt by persuasion ahall be zade to eliminate
such information or to express it in such general terms u.t'o 'eoncenl, Lo the
maximm degree possible, specific assoclations with COMINT activities. In Lhe
event such a document is submitted by an offictal source, that ;locunent. will

be classified in accordance with paragraph 10 above. R
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APPENDIX 8

B\ sniaco] AMBEXURE B3

E ’ ANNEX &

TYPES OF LIWFURMATIUN 1O BS GIVEN THE SAKE PRUTECTION AS COIINT

1. ehen Information which i3 neither CCHINT nor that contai;xcd.in the "docunents
and technical material” referred to in paragraph 19 of Appendix B, indicates:-
(a) a degree of auccess or pro};-::a:,behau made in the production of
cormuni cations intelligence, or 4
(b) & sophisticated COMINT technique, or )
(¢} the seale and direction of the CQUINT effort to a degree which may
atinulate oountemc;anures, )
it must be accorded the protection of the classification and CULINT codeword

appropriate Lo the highest category of CGIllNT to which it relates, and will be

kept within CQUIET channels unless released therefrom by proper authority
designated by USIB or DC3. If the category of CQHINT to which the information
relates i3 not knowm, 1t »il) be sccorded the protection of the highest category.

2.  Exmples of the kind of fnformation which may roveal {a}, (b) or (¢} above

(b} (1)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

are:e -

{c) BetalYed cﬁnr:i‘c’tei-\uua 8nd ‘capabilities of ‘eqiipEent as applled in

the exploitation of COMINT.
(d) Detasls of COINT-developed techniques used in COMINT research or
production.

STIOTHIn

e e ]

! {b) (1), ) _ :

. {(b) (3) - 18 USC 7981(a)
{b) (3)-50 USC 3024 (i)
{b) (3)-P.L. 86-36
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ANNEX B

TYPES OF I'FORMATION TO EE HAIDLED ViA COMINT CHAIMELS ONLY

1. Information which does not require codeword protection but which relates to

COMINT or CAMINT activities will bear the classification indicsted (b'm. no
v codeword), will carry the caveat "HAKDLE VIA COMINT CHAMNELS OMLY" and be
- petained in COMINT channels uniess exeapted or released h\ accordance with pro-

cedures established by USIB or es. ' ) .
TOP_SECRET
2. Infomation relating to COAINT or CQUNT activities vl be classified TOP
SECRET if thle unauthorized disclosure of it could result in exccptienally grave
damage t0 notional security, national interésts or the continued corduct of
_COMINT 'o;;era?._ions. Examples of the kind of information which may warrant this

classification aro:- ‘ .

(a) A plan, doctrin}: or policy or information on tasking or cpntn:l‘ \dﬁ&;

revesls specific CGINT operations of mojor importance.

(d} Construction and budgetary information of major importance relating to

COMINT collection and processing organizations and installations.

G

(¢) Safe combinations permitting access to COKINT or inforoation regarding

COMINT activities.
SECRET ,
3. Information relating to COMINT or baum activities will be classified”
SECRET if the unautworized disclosure of it could result in serious damage to
national security, natienal interests or the continued conduct of COMINT
operations., Examples of t$c xind of information which may warrant this
clnssification aro:-

-5 -
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(b) (1)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36




Doc ID: 6614306 ~ TOP-SECREFBAGN e

P SR R — .
(a) A plan, doctrine, or policy or information on tasking or control

wvhich reveals important specific COKINT operations.

(b) Base rights negotiations for COMINT sites, which involwe disclosure
of the specific purposes for which the sites are i.ntended.‘

(c) Important construction and bmgeuq inforration relating to CONINT
collection and processing org;ini:-at.ior.s and inatallations. -

+(d) Individual intercept assignments.

(e) Detailed D/F plans and overall operational effectiveness of DJF
organizations. l )

(£) ALY personnel reports and docutents, -eivilian and/or military which
indicate authorized and/or actual agency CONINT st.l;cncth in total, by

Job designation or by organizational element title shere such

de:imation or organizational element title would indicate details of
the, OOMINT misaian.. . . ’ “ . . ‘b) ( 1 ) o
' ~ ‘ ‘ (b) (3)-50 USC 3024 (i)

(b) (3)-P.L. 86-36

COIFIDENTIAL ]
4. Information relating to COMINT or CCHINT activities will be classified

CONFIDENTIAL if the unsuthorized disclosure of it could be prejnn‘icia.l to
mciomllaecuricy, natienal intareats or the cortinued conduct of COMINT ‘
opomtiona.. Examples of the kind of inforcation which may warrant this
clnasification are:~ '
(2) A plan, doctrine, or policy or information on tasking or control
which reveals specific ocmm operations of a minor.rature. .
(b) COMINT indoctrimation and debriefing statenents.
(¢) Lists of CCMINT indoctrinated and debriefed persoanel. .
(d) Infonmation which reveala extest of effort or apoci.al purpose
‘ features of elactronic camputers as utilized for COMINT procesaing,
without revealing CKHINT techniquen. '
-6 -




Doc ID: 6614306 e o . ‘
' ’
APPENDIX 3

ANNEXURE B3
ANNEX €

TYPES OF INFORMATIOM WHICK MAY EE HANDLFD I8 ACCORDANCE
WITH- NOR;”J\L SECURITY REGULATIONS
1. Information pertaining to COHINT which nefither requires codeword protection
_ ror the caveat "HANDLE VIA COMINT CHANNELS OMLY” will be classi{fied and handled
in accordance with U. S. or Canadian govermental seéurity regulstions in effect
for information unconnected with CUMINT or COMINT activities. ‘
2. Information, the unauthorized disclosure of which could result in serious
danage to rational security or natiomal interests, will be clasaificd SECRET.
Examples of the kind of information which may warramt this classification are:-
(a) Construction a.nd budgetary matters pertaining to COMINT collection
or processing organizations and installationa, provided no reference
is made to their specific functions. ) -
(b) Base rights negotiaticns for CCHINT eites, provided ro mention is made
of actual purposes for which the sites are intended. ‘
CONFIDENTIAL
3. Information, the unauthorized disclésurs of which could be prej\xdidgl to
national security or national interoét.'s, will be clasaified CONFIDENTIAL,
Examples of the kind of information which may warrant this classification are:-
(a) Persennel reports and documents, civilian or military, wiich indicate
authorized or actual COMIKT agency strength in total, by organizational
element, short tiile or symbol, by primary elemsnt, or by function.
(b) Regulf;tions stating the general missicn and functions of CCHINT
activities that do not reveal spe'dric‘CGﬂHT techniquea or procedures.
(c) Correspondence on hazardous duty restrictions pertaining to individwals
released from COMINT assignments.
UKCLASSIFIED
4. Exanples of the kind of information which is UNCIASSIFIID are as followsi-
. . .

_ST-o01t1/0
. . v ey e 1”?]&];07‘
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‘ (a) Cover names assigned to "Rapid Analytic Machinery® (RAM) when used
out of context.
(b) The terms "Communtcations Intelltgence® and “COMINT®, *Signals
Intelligenco™ and “SIGLNT" when used out of context.
(¢) Referénces in broad, general, non-specific terms to .‘.nteri:ept,
direction finding, ‘.DOI'SE ope.—aior analysis and radio finger printing
as nourceo. of intelligence. A X
'(d) Elamentary principles of traffic aralysis, military eryptanalysis
and cryptography. ' ’
(o) Mantion of interest in computer type circuits, Lf no indicaticn s -
nade v.ol type of syotems in which t.h(y are Lo be used.
({.)‘Ind.ivldml Job t.it;lca and descriptions that do not contain
information otherwise listed.above 2 requiring classification.
(g) Project nuzbers and titles used in Jusiification of -purchase of
materials when no technical usage Ls specified. '
(h) e fact of association between any.U. S. or Canadisn CG’JI-;T agency

providing it is not shown to be in the COMINT field.
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APPENDIX C

ENMERGENCY PLANHING

1. The word "Hostilities", whencver used in this
Appendix or Annexurus thereto, 1s defined as e state of
wor or a similar situation in which both the Uaited Stnteas
and Canada are actively fnavolved.

2.  Both perties agree to the necessity for combined ¢
COMINT- emergency plans to be placed ' into c¢ffect at, or . ¢
before, the outbrcak of hostilitfes. It is understood that
such plans are liable to modificotion in vwhole or in part
by goveramental or stoff agreements or decisions made at s
higher level.

3. It is ngreed that o threat-of hoatilities, or
“devolopments after hostilities begin, may necessitate:

{b) (1)
(b} (3)

- 18 USC 798 (a)

3

1.

, Reviéed.
April, 1951
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AQPENDIX F

COCPERATION IH TRANSLATION, AWD EZCHANCE OF PERTINENT

WIZRIALS AND INFOMMATION

1. Trensluted texts, extrects, gists, (unless excepted
by pare. 5 belewv), ltems of Truffic Intelllgonce, COMINTSUMS,
and comments eppended thereto, will be exchunged uroa the speci-
fic request of each party, or when determined by the producing
porty to be of ianterest to the other. This exchonge oormslly
will be effscted through the remular liaslson channels, although
such exchange muy be ¢ffectod hy electrical cammunications
when spucifically requected by elther party.

2. If either purty coasiders the dacrypta or plain texts
serve its intelligonce needs without translatlon, such decrypts
or plain texts will be requrded by the other aa if they were
trauslated texts and”thelr exchange betweun the ‘porties will
be precisely tle same 0y thut of translated texts und extracts
{gee pura. 1 sbove). It is the inteution of each party to
limit such cuses to the minimun. . .

3. Decrypts will 'not bw exchunged between the two parties,
except as above, or ns moy .bo arranged for cryptaanulytic or other
technfcal reasons. Any decrypts or series of decrypts will be
mode availuble on specific rsquest by one. party to the other, if -
aot prohibitively inconventieat,

4. Inasmuch es the purties to this Agréement will. robably
be unable to tramslate ell deorypts or plafa texts in rulf or
even 1in part. ench will corry out s process of acanning such as
will most its own roquirementa., Tho liaison officers will be
free to scan thls mutertul to fasure that any partlcular iaterests
of their own party are duing served, . '

5. Clata which are mnQu by a purty for ita own use but aot
issued will aot be exchonged but will be ot tho disposel of the
lisigon officera as may be required. - : . :

6. CB aad APSA will conustlitute thu ohonnul through whish
all Communicution Intelligence items produood by Ageacles of one
party will bo forwarded ts Agoncles: of the other. Any excoptions
to tho foregoing will bo wade oaly with tho apecific upproval of
both CB und AFSA in ouch casc.

STANDARDICATION OF TRMISLATION PORK

7. To uvold ombligulty and to promnte onno of ronding,
refaronce, and recording, it will he tho alz of the Canndian
and U,S, Agenolos to ndopt a otundard style ond lnyout for
hecdiags, translated texta, gists, extrnots, comnuats, und
translotors® notos, B . :

i STANDARDIZATION OF TRANSLATION CONTERT

8, Bach Agenoy will furnish to the othar upon apecific
roquest, copies of Supplumentnl Glosscries end othur compilutions
which it prepares &3 o rasult of uad for use in its transintion
proceysus., Tho anturlela thus exchongod will do the basis for con-

58 011%C
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APPENDIX P

tinuous discussion betweca the Ageaciug with a view to {ncreasing
standardization. :

9. In ordér to develop @ common standard of velidity grading

“in languuge equivaleats, each Agency will ioform the other of the

significance of such gradings os it currently uses in its
Supplemental Glossories. C

10, Trenslated texts will be asgumed to be in full ualess -
labelled "gist” or .mextroct~. ’

11, cdgments will .be clearly distinguishable as such and
wl;l.be prefaced by the word “"Cocmeat™,

58 0
FISA IS (LA tina 45‘.8

~OPY NUMBER drzﬁ_: s
| phcE£2. £2 G 7 =




Doc ID: 6614306

APPIIDIX ¢

COMDIISID COIIRRIICATIONS

COIMRIICATIONS ORGALIZATION

\
) ) S .J
Revised . NIL Ma,_ SO =
PA ~7 OF_3=5- PAGES
[t T

T

—FOP-SEEREF-SEERE— -

(b) (1),

(b) (3) - 18 USC 798(a)
(b) (3)-50 USC 3024¢(i)
(b) (3)~P.L. 86-36




Doc ID: 6614306 ——T T e s =
APPENDIY. G
- |
! =
(b) (1)
(b) (3) - 18 USC 798 (a)
(b} (3)~50 USC 3024 (i)
Jb) (3} -P.L. 86-36
1
I 4. N B v ;_:{j“l . .
A
C_ N
|
]
‘Rcviaed, S . e Ltic
N April, 1951 ~2- NSA 15 COHIL. r:».,-._s.?— —
’ . COFY NUMEER_/ 7. - .
. . PAGE Gt OF F== FAGL
. . [~ P~




Doc ID: (6 LAe=e PSR CREF—

J

(b) (1)
(b) (3) - 18 USC 798(a)
(b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36
t ! )
April, 1951 o w55 Ol
. . 3A TS CONTL. 1o St "
.r,; Mm&/ AGES .
. « _?AGL-QJL- 7_,_”,
. Lo 75
v‘.

- - ey = ———

—— e — -

- —tn

pie




Doc ID: 6614306

T T T R T Eyer——

" AIWEXURE B

to
APFINDIX C

COITLVHICATIONS FOR_RE~-LOCATED ACTIVITIES

April, 1951

PRA Uil L

PN _/
R ~

Ya

o)

A

PN

<

P

{b) (1)

(b)Y (3) - 18 USC 798(a)
(b) {3)-50 USC 3024 (i)
(b} (3)-P.L. 86-36

S




Doc ID: 6614306 T oo

JRIEYURE B (1)
to
APPEHDLY G

COLZWUICATIONS FOR RE-fDCA’I'ED ACT'I‘iITIES

- April, 1951 - 1=

A 15 CONIE. R
'(GOW NUMEER_ £ 2

.

/ s
OF 1.4 rAGEs
PAGE_ A= P

{b) (1)

(b) (3) - 18 USC 798(a)
(b) (3)~50 USC 3024 (i)
(b) (3)-P.L. .86-36




Doc ID: 6614306

4

e~ = —

|
{(b) (1) ! . /
{b) (3) - 18 USC 798 (a) ‘e

(b} (3)-50 USC 3024 (i)
(b} (3)-P.L! 86-36

[
N -
¢ S
bl
r
1
April, 1951 . -2-

o

. . . . ' o 59 C.0°

NSA TS CONLL. Mo.__ s e
COPY NUMLER_ /.7 .. oo
rAegg_or,g:)AGgs

—FOPSESREF— " -~

l
J T
' F
!

o —— = ———— —— ———
»

— e

i e . W d—

-




- DocID: 6614306 . —~——
| AREXURE B (2)
©o
APTEIDIX ©

(b) (1)
(b) (3) -~ 18 USC 798(a)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

April, 1951 . L

y FERE
.53 0477
PISA 13 LAt X 7
Cord HURRER /@%,:n-.c\i.s

”’ Al \3F_ﬁﬁﬁo‘ ,_/00




‘s . ' . L .
Doc ID: 6614306

i
1
-
]
i
4 L

{b) {1) , .
(b) (3) - 18 USC 798 (a)"
, - {b) (3)-50 USC 3024 (i)

S ’ (b) (3)-P.L. 86-36

e
?1,
%3
- -
[
Nl
W
»
[}

N

1
-

i e, e o — e —opone

v
*
b L R e ama————— et e e | e, o e . s

N

I R )
ceganntR o/ 7~

g

T
.
-




Doc ID: 6614306. . RS & g
. AMNEXURE B_(3)
o -
APPEIDIX C :
_COMMINICATIONS TOR RE-LOCATED ACTIVITIES

April, 1951 : -1- ) P
_y a0 Q113
(S NSA TS (otgl;. No::.:-_-—(—)_;- ¥
MEES -
SRt P OF LZETAGES
. =Y . 4

(b) (1) .
(b) (3) - 18 USC 798(a)
(b} (3)-50 USC 3024.(i)

(b) (3)-P.L. 86-36




Doc ID: 6614306

© April, 1§51

AUWEXURE B (L)
to.
- APFEWDIX C i
&

COIRMUNICATIONS FOR RE-LOCATED ACTIVITIES .

(b} (1}

(b) (3) - 18 USC 798 (a)
(b} (3)-50 USC 3024(i) -
(b) (3)-P.L. 86-36

- 1 - .
' cq Nt
NSA 7S CONTL. NS G.W_.‘
COPY NUMEER_ Z— -
PAGE_2= OF 'EFA
7z ree .
T AR CRORNITD
FUAY S WEES > VAWE QW S §




Doc ID: 6614306

L 'K 'QL\JL\L'L A= AF e ae =

¢

APPINDIX R
EXCHANCE OF .IiFORLATION ON II‘IITERCET‘T RQUIPHENT,
FACIL ! RO TiON, RES ' :

tNSA 15 (ONTL.%%_‘O_l_];}g

© COPY NUMBER _
Saee S e

F3> s 3/

(b) (1) .
(bY (3) -, 18 USC 798(a)
(b) (3)-50 USC 3024 (i)
(by (3)-P.L. 86-35




" Doc ID:.6614306 SO
ey 2, "/[véa W‘”\’J/ﬁfﬁ/’ﬂ‘;"".=‘¢14‘ty Pecl / 34’/{3
. ) ¢ ' .

<Cr T
¢ _ _ : . SIPEMIX N
&
L v
.
1S

:

1

i

i

-

1

1

;

’

1

i

!
. ; -

i

|

" : o - ‘mtsm'&s _
o SR G BT

(b} (1)

(b) (3} - 18 USC 798(a)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36




(b} (1)

(b) (3) - 18 USC 798¢(a)
(b) (3)-50 USC 3024 (1)
(b} (3)-P.L. 86-36

Doc ID: 6614306 ANNEXURE A
. | X
AP?EN;E -
Pt
{
A

i
T
i
i
¥
I3 '
!
i
i
1
'!_
i

P |

L)
C _f :

; ;

Fobruary, 1953 -1-

sy ULl -
PGA T3 CONL o el s

COPY HUMBER £
PAGE_Z¥ Oi_&;_PAGES
. [3 >7 SO0 .

6 )




‘Doc ID: 6614306

SECURITY INFORMATION

MIEXURE 2

to
APTENDIX 4

e

(b) (1) .
b)Y (3) - 18 USC 798 (a)
(b) (3)-50 usc 3024 (iy

(b) (3)-P.L, .86-36

1
February, 1953 T osa.
HEA 5 Lo 1'53 Oll.w
: CORY NUhER_/_ohm
{PAGE_ 4 OF_@__ﬁ'P/\(:k:,‘
T P o ettt




Doc ID: 6614306

0

E A4S (S "I NS 4 W S o AW g0 e Bp v

APPENDIX. I

EXCHANCE CF RAY TRAFFIC

AND'STAWDARDIiATION OF RAY MATERIAL FORMAT

EXCHANGE OF RA MATERIAL e .

1. Each porty will furnish to the other, es prouptly as’
arecticable without request und es e mutter of routine, one copy
of every item of raw trafftc collected by its operating Agencies
which 13 of a type required by the other party. Either party auy
requast expedited delivery, or additional coplus, or specific
categories of raw troffic and euch shall endeavour to.meet the
neods of the other ian this respect.

2. Ingofar o5 practicoble raw truffic erchnnpged will be {n
the forms fndicated in poragraphs 4 - 8 below.

3. The inclusion of u case-number in an ftem of raw traffic
is not duemed to slow.evidence of processing for Comnunicetion
Intelligedce purposes snd therefore the moteriel may still be
clnssified CONFIDENTIAL.

STANDARDIZATION OF RAY TRAFFIC FORMAT
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