‘Witness: _ [ MI5 Witness 2]
.Party: 4" Respondent

-Nﬂmbor: 2
Exfituit: [ll1-7
‘Date: 30/11/2018

‘Case Nos..IPT/17/86 & 87/CH

IN THE INVESTIGATORY POWERS TRIBUNAL

BETWEEN:

(1) PRIVACY INTERNATIONAL
(2) REPRIEVE
'(3) COMMITEEE ON THE ADMINISTRATION OF JUSTICE
(4). PAT FINUCANE CENTRE

Claimants

‘and.

(1] SEGRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT
{3) GOVERNMENT GOMMUNICATION HEADQUARTERS
(4) SECURITY SERVICE
(5) SECRET INTELLIGENCE SERVICE
Respondents:

seconD wiTness STATEMENT OF [ « s wicess 2

[ MI5 Witness 2]

l,_- of the Security Service, of Thames Holuse, Lendon.SW1, WILL SAY:as
foliows:

1) 1 have wotked for MI5 for 20 yéars.

- In- MIS's ddent-running. activities

since 200-1.

2). |am authorised to make thig statement on behalf of Mi5. The contents of this stafement
are’ within -my-own knowledge and are trie- to the best of my: knowledgé &nd belief,
Where matters are. not ‘within: my awn knowledge-they are based -upon documenitation,
made. dvailable to me and from digcussions with others within MI5,
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3) Forease of reference, Ahroughout this sstatemént |'will refér to
.CHIS operations
Intelligence Source”;

4) In its Ordfar of 4 Cctolisr 2018:the Tribuinal-ordered the Respondents “fo disclose:tg CTT
the follow!ng class of documents, as well as the class: of documenhts Identified .in the
CLOSEDAnnex to this order, over the period from:2 Qefoher 2000 to daie. (“the relevant
period”), in CLOSED save td the. axlent dgreed by the Respondenis that documents cah
be:produced:info OPEN:

CHIS stands for *Covert Humian

() Any undisclosed iterations of e pohcy Now eontained-in the: !nvest/gatary Pawers
Gommissioner (4 dditional Directed Qversight Funetionsy (Security: Service Agent
Participation In Criminality) -Directioh 2017 and

(i} Any undisclosed: Versions of the guidelines.*

§) The class of documents: identified in the CLOSED Annes.to.the. Order {s “doctimentation
and/or & description of:ithe practical dperation.of the policy. over the. refevant period",

} On 14. Novémber. the Tribunal agreed to extend: the. deadline for disclosure: of ‘thig
ratefigl yntil 30 Nevember 2018,

8) ThelPC have had overs:ght -of Ml5's -agent-running and agent. participation in criminalify.
operations. ‘since. 1 September 2017, | tnderstand from thHe team -wuh
responsibility for Iiajsing with 1PC and their office, IPCQ, that the: folldwmg process is:
followed when preparing for IPCO: inspections.
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9) First, the.team creates a list] of all CHIS
authofisations (not just of thase with-participation in criminality authorisations. ("PICs"))

This-sglection fist s then provided: to tha IPC for them to ehiooge which cases they wauld
like to.review st the inspection,

10) Until récently, once-the cases were:chosen by IPC, the-relevant material was collated’
going back 2.years frori the period unider review. Thus, ifthe period under. review. was,

for example, 1 March 2017-30 August 2017, the Commisgioner saw the relevant papsr-

werk (for the gelécted-cases) for' the period from 1 March 2015 ta 30 August 2017

11) 1t has been agreed with IPCO within the last six months that, for future inspactions, MIS
will enly provide PiCs which were active within the last 12 months. This wiil aliow IPCO:

to-fogus on inspecting recent activity/currént practices and will mean that IPEO are not

reviewri oider P I ' = 52ond te.
"12)IPGO iispetion reports for 2017 were provided to the Tribunal in Septeriber 2018, No
Atinual Repoit has: yet:been. published,

’lnte ligence Services. Commissioher (ISCOM .Octaber 000-.AL
13)The Tribunal was provided with the relevant extiacts: from the. ISCOM Anniial Reports

and Jhspection Reports. for the period from. 2012 to 2017 i -September 2018. From.

October2600:to August.2017 MI’s agentrunning operations. arid CHIS authorisations
under' Pait 2 of RIPA were overssen by the Intelllgence Services Comriilssioner
(ISGOM’). ISCOM's seleétion o uthorisations: for inspection (ihcluditiy
CHIS guthorisations, under Part 2 of RIPA) would take placafive io six weeks beforé an
inspectiéri. The Corimissloner would make the selection randdamly from lists produced
These lists would itemise all the CHIS atthiorisations that
in.the time-petiod $ince the. last inspection: and would indicate
whether material that sttracted legal professional privilége ot -confidential materia) has
been .obtained by the CHIS and provided to-the Service. These lists would break-down
the agent authorisations'into differént categories:
In some cases; this list also ncluded an indication. of
cames Where diny participation in-crime had been authorised,
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14)The material that has been refrieved tn the course of our searches includes all OPEN.
IBCOM Annual Reports which refer-to ISCOM'S’ 6versight of Mi5's CHIS authorisations
under Part 2. of RIPA and agérit-rinning genérally for {he perlod belween 2000 and
2011. Hotever, so far as the Canfidéritial Aniexes to those Reports are concemed, the
‘pasition i¢ as follows::

&) e have located the final versionsfor:2006, 2007 arid 2011,

) Wehave-located the draft versioiis, but not thie fifal versions, for 2001 and 2003.

t) We have.located no-version for. 2002; 2004, 2005 g8hd:2008-2010,

15).0n the basis of that material, it appears that we regularly provided lists- of GHIS RIPA.
Part:2 authorisations to 1SCOM before his inspection visits during thee period 2000-2011
and thatthese lists ipcluded an indization of cases where any participation in drime had
been -authorised, Thus,. ISCOM was -able to view participation ‘authofisations in ‘the
course of his overmght Algo, following ISCOM's- inspection-visit on 4 -and 5 May 2011,

we ggreed to provids Him' with 4a ‘copy- of the recently updated. inferal Guidelines on
CHIS Participation in' Criminiality,

18) Howaver, the:scope of ISCOM's oversight remit was described: by Sir Péter Gibson; the

then Intelligence Services-Commissioner, at parsgraphy 25 ofhis Annual Reptirt. for 2010
asfollows

“Bath 1 and my prédecessor; Lord Brevin, before meé in our aninual reports set out the.
functions of the. intelligence Services Cammissioner. Despite that, it is apparerit-fiom the
publicised -criticlsms. of my ‘appointment. as. chaimian of the Delaiee: Inqtiiry that
misconceptions as to the:functions of the Commissionar.still remaip. The Commissiorisr
does nothave blanket oversight of the.initelligence. services ard the. Cormrnissioner:is :not
guthorised: to keep under review. all activities of ihe Intelligence services. Save where
thé Commissioner has been -asked, and has agmed: to perform .an. extra-statutory
Turittiotr (see figragraph. 28 below for.one example), his functions are limited by the
governing. legislation” @nd are consistent: with the statutory requirement that the
Commissioner should.be or have-been a serior judge. Those functions are:

8. to keep under review the exerdise by the: Secratary of State of his powers fp issue,

renaw ahd vancel warrants under sections- & and 6 of SA, i:. warranis for:entry on or

interference with property or-with wireless telegraphy, warrants in practice mainly issued
by the Home Secretary orthe Secretary. of Stete for Noithem Iréland;
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b. to kegp under review thg exercise by the Secretary of Stafe of his powsrs ta-give,
renew Brid cancel authorisations under section' 7 of 1S4, ie. authorisations for acls dorie
-qutside the UK, guthiorisations. in practise.normally:issued By the Faralgn Secm‘tarj/;

£. to keep under review. the: exercise. and performance by the Secretdry ‘of Stote of his:
powers and duties.under Parts' Il &nd lll of RIPA in telation to thé -activities of the
intelligence. services and. (except.In Northem Ireland) of Ministiy: of Deéfence. (MOD)
‘officials and members of the anmed forces, in practice the Setretary-of State's powss
-and ‘daties with-regard 1o the grant of -authorisations for intrusive -$trveiltatice- and the
Investigation of efectronic data protected by-ehcryptior;

d. o keep under review the exercise and performance by members of the intelligencs
Sprvices of their pawars and. duties under Parts I and ill of RIPA, In pérticular with
regard'to.the-grant of authorisations for directed surveillanice ‘and for the eorndict ahd lise
of covert huiari iritélligenge squices and the investigation of eledtronic déte profected by.
sneryption;

e o keep under review. the exercise: and performance in places other than Northarm
Ireland By MOD officials and members.of the armisd forces- -of their powers and dutiss
under-Parts 'l and lii 6f RIPA In.partlcular with regard 1o the -grant of autfiorisations. for
directed survelllance and the coriditt and use-of covert hUman inteliigence spurces and
the lnvestlgatlon of electronic deta protected by encryption; ....

17) The referance in the above excerpt — *an extra-statutory function (see paragmph 28
belowfor one. example)”— i8 to the oversighf exercised by the Comnissioner with effect:
from 6 July:2010 in refation te compliante by-intelligérice afficers and military persannai
with the Consolidated:Guidanice on the. stardards to be followed. darirg the. detention and
interviewing of detainees..

‘18)The above. description in: ISCOM's Annual Report for 2010 of [SCOM's oversught'

funttions during the pre-2012 period is consistent with the descripfiong coptalned in-
other Anfitial Reports by ISCOM between 2000 and 2011

'19) Séve for the above, there is nathing material.in the Repans to-diselbse,

Guidslines/policy



20)We have locateit policy.and. guidarice material going back to October 2000 (in addition to

the material which has been disclosed at- aarlier’ stages: of tfiese proceedings, in:
MI5 Witness I's ; ; N o ) 2~

patticular ‘SXHbNaS T m-witness statement). As wéll as providing the

méteriéI! we have suimmarised the new decuments in the Chroriology which is éxhibited:
to this statement (Exhibit‘ [ Exhibit 1 to second Witness Statement of MI5 Witness 2 |













[An authorisation form will be completed

rg 33) Gréat mnsrtan% attached to: “providing appropiriate ‘training for all those invoived With
agent rupning and agent participation.

This course ificludes
trélning ahd briefing by our Legal Advisers on the Human Rights Act 1998 as. well dasia
detailed briefing on how the- ‘Security Service approaches
criminality:
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' in the course of consideling this lsstie in
the context of the present litigation, we have formed the view that we should inthe future
(a) include. within our record:Keeping. system arecerd of any
views hidt we have -sxpressed fo the police

and (b) ensure that such records are readlly searchable,

[ Copies of all Participation in Criminality forms for 24 May 2013 - 25 September 2018 have been provided to CtT. Other relevant
materials have also been provided in CLOSED to the Tribunal and the CtT. |




Statetment:of Truth

I balieve that the facts stated in this-withess statement are ttue.

‘Dsted: 30 November 2018




