U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535
March 6, 2020

Jonathan Manes

Civil Liberties & Transparency Clinic
University at Buffalo School of Law
507 O’Brian Hall, North Campus
Buffalo, NY 14260-1100

FOIPA Request No.: 1416471-000
Civil Action No.: 18-cv-1488
Subject: Hacking Techniques

Dear Mr. Manes:

The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, United States
Code, Section 552. Below you will find checked boxes under applicable statutes for the exemptions asserted to protect
information exempt from disclosure. The appropriate exemptions are noted on the processed pages next to redacted
information. In addition, a deleted page information sheet was inserted to indicate where pages were withheld entirely
pursuant to applicable exemptions. An Explanation of Exemptions is enclosed to further explain justification for
withheld information.

Section 552 Section 552a

v (b)(1) [ (b)7)A) [ (d)(5)
[ (b)(2) [ (b)(7)(B) [ 3()2)
v (b)(3) v (b)(7)(C) [ (k)(1)
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[ (b)(4) [ (b)) I~ (k)(5)
v (b)(5) [ (b)(9) [ (k)®)
v (b)(6) [ (k)7)

503 pages were reviewed and 138 pages are being released.

Please see the paragraphs below for relevant information specific to your request and the enclosed FBI
FOIPA Addendum for standard responses applicable to all requests.

v Documents were located which originated with, or contained information concerning, other Government
Agencies [OGA].

V' This information has been referred to the OGAs for review and direct response to you.

[ Weare consulting with another agency. The FBI will correspond with you regarding this information
when the consultation is completed.

Please refer to the enclosed FBI FOIPA Addendum for additional standard responses applicable to your
request. “Part 1” of the Addendum includes standard responses that apply to all requests. “Part 2” includes
additional standard responses that apply to all requests for records about yourself or any third party individuals.
“Part 3” includes general information about FBI records that you may find useful. Also enclosed is our Explanation
of Exemptions.



Although your request is in litigation, we are required by law to provide you the following information:

If you are not satisfied with the Federal Bureau of Investigation’s determination in response to this request,
you may administratively appeal by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, 441 G Street, NW, 6th Floor, Washington, D.C. 20530, or you may submit an appeal through
OIP's FOIA STAR portal by creating an account following the instructions on OIP’s website:
https://www.justice.gov/oip/submit-and-track-request-or-appeal. Your appeal must be postmarked or electronically
transmitted within ninety (90) days of the date of my response to your request. If you submit your appeal by mail,
both the letter and the envelope should be clearly marked "Freedom of Information Act Appeal." Please cite the
FOIPA Request Number assigned to your request so it may be easily identified.

You may seek dispute resolution services by contacting the Office of Government Information Services
(OGIS). The contact information for OGIS is as follows: Office of Government Information Services, National
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 20740-6001, e-mail at
ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile at 202-741-5769. Alternatively,
you may contact the FBI's FOIA Public Liaison by emailing foipaquestions@fbi.gov. If you submit your dispute
resolution correspondence by email, the subject heading should clearly state “Dispute Resolution Services.” Please
also cite the FOIPA Request Number assigned to your request so it may be easily identified.

Please direct any further inquiries about this case to the Attorney representing the Government in this
matter. Please use the Civil Action Number 18-cv-1488 in all correspondence or inquiries concerning your request.

See additional information which follows.

Sincerely,

Dbl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Information Management Division

Enclosures 3

The enclosed documents represent the first interim release of information responsive to your Freedom of
Information Act (FOIA) request.

The 1%t interim release contains pages 18-cv-1488(FBI)-1 — 18-cv-1488(FBI)-503.
To minimize costs to both you and the FBI, duplicate copies of the same document were not processed.
As previously indicated, documents were located which originated with, or contained information concerning

other agencies. We are consulting with the other agencies and are awaiting their response. The FBI will
corresponde with you regarding those documents when the consultation is completed.



FBI FOIPA Addendum

As referenced in our letter responding to your Freedom of Information/Privacy Acts (FOIPA) request, the FBI FOIPA Addendum
provides information applicable to your request. Part 1 of the Addendum includes standard responses that apply to all

requests.

Part 2 includes standard responses that apply to requests for records about individuals to the extent your request

seeks the listed information. Part 3 includes general information about FBI records, searches, and programs.

Part 1: The standard responses below apply to all requests:

(i)

(ii)

5 U.S.C. § 552(c). Congress excluded three categories of law enforcement and national security records from the
requirements of the FOIPA [5 U.S.C. § 552(c)]. FBI responses are limited to those records subject to the requirements
of the FOIPA. Additional information about the FBI and the FOIPA can be found on the www.fbi.gov/foia website.

Intelligence Records. To the extent your request seeks records of intelligence sources, methods, or activities, the FBI
can neither confirm nor deny the existence of records pursuant to FOIA exemptions (b)(1), (b)(3), and as applicable to
requests for records about individuals, PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(1), (b)(3), and (j)(2)]. The mere
acknowledgment of the existence or nonexistence of such records is itself a classified fact protected by FOIA exemption
(b)(1) and/or would reveal intelligence sources, methods, or activities protected by exemption (b)(3) [50 USC §
3024(i)(1)]. This is a standard response and should not be read to indicate that any such records do or do not exist.

Part 2: The standard responses below apply to all requests for records on individuals:

()

(ii)

(iii)

Requests for Records about any Individual—Watch Lists. The FBI can neither confirm nor deny the existence of
any individual's name on a watch list pursuant to FOIA exemption (b)(7)(E) and PA exemption (j)(2) [5 U.S.C. §§
552/552a (b)(7)(E), (j)(2)]. This is a standard response and should not be read to indicate that watch list records do or
do not exist.

Requests for Records about any Individual—Witness Security Program Records. The FBI can neither confirm
nor deny the existence of records which could identify any participant in the Witness Security Program pursuant to FOIA
exemption (b)(3) and PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(3), 18 U.S.C. 3521, and (j)(2)]. This is a standard
response and should not be read to indicate that such records do or do not exist.

Requests for Records for Incarcerated Individuals. The FBI can neither confirm nor deny the existence of records
which could reasonably be expected to endanger the life or physical safety of any incarcerated individual pursuant to
FOIA exemptions (b)(7)(E), (b)(7)(F), and PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(7)(E), (b)(7)(F), and (j)(2)].
This is a standard response and should not be read to indicate that such records do or do not exist.

Part 3: General Information:

()

(ii)

(iii)

(iv)

Record Searches. The Record/Information Dissemination Section (RIDS) searches for reasonably described records by
searching systems or locations where responsive records would reasonably be found. A standard search normally
consists of a search for main files in the Central Records System (CRS), an extensive system of records consisting of
applicant, investigative, intelligence, personnel, administrative, and general files compiled by the FBI per its law
enforcement, intelligence, and administrative functions. The CRS spans the entire FBI organization, comprising records of
FBI Headquarters, FBI Field Offices, and FBI Legal Attaché Offices (Legats) worldwide; Electronic Surveillance (ELSUR)
records are included in the CRS. Unless specifically requested, a standard search does not include references,
administrative records of previous FOIPA requests, or civil litigation files. For additional information about our record
searches, visit www.fbi.gov/services/information-management/foipa/requesting-fbi-records.

FBI Records. Founded in 1908, the FBI carries out a dual law enforcement and national security mission. As part of this
dual mission, the FBI creates and maintains records on various subjects; however, the FBI does not maintain records on
every person, subject, or entity.

Requests for Criminal History Records or Rap Sheets. The Criminal Justice Information Services (CJIS) Division
provides Identity History Summary Checks — often referred to as a criminal history record or rap sheet. These criminal
history records are not the same as material in an investigative “FBI file.” An |dentity History Summary Check is a
listing of information taken from fingerprint cards and documents submitted to the FBI in connection with arrests, federal
employment, naturalization, or military service. For a fee, individuals can request a copy of their Identity History
Summary Check. Forms and directions can be accessed at www.fbi.gov/about-us/cjis/identity-history-summary-checks.
Additionally, requests can be submitted electronically at www.edo.cjis.gov. For additional information, please contact
CJIS directly at (304) 625-5590.

National Name Check Program (NNCP). The mission of NNCP is to analyze and report information in response to
name check requests received from federal agencies, for the purpose of protecting the United States from foreign and
domestic threats to national security. Please be advised that this is a service provided to other federal agencies.
Private Citizens cannot request a name check.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers
to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair
trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any
individual,

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be
held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person who
furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ



" UNCLASSIFIEDY/FQ

A ’ ( |Violent Crimes Against Children | | b7E -1,11
Subjects/Victim:
Statutory Violations: | Title 18 §2252
Legat London
Field POCs: Legat The Hague
Legat Paris
A/SC| |
. Anud] | b6 -1,2
CID POCs: SSA b7C -1,2
SAl ] b7E -1
DOJ/USAO: District of Maryland, DOJ/CEOS Trial Attomey| |
Intel Coverage: VCACIU
Obs Coverage: CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
ps Loverage: (MCCU). Europol
Legal Process: MLATS - France and Ireland, Title III, Search Warrants, Administrative Subpoenas

CID Threat: Violent Crimes Against Children
Significant Activity:
= On5/11/2015, the extradition hearing for Eric Marques will be heard before the high court in Dublin, Ircland and is expected to last one week. If the court rules
in favor of extradition, Marques will be extradited to the U.S. approximately two months later.

Predication/Background: b7E -1,2,3,7
* This investigation targeted |

[ | CID’s Major Case Coordination Unit (MCCU) identified more than |

| | The child sexual exploitation matcn'all |compriscd some

of the worst ever seen by the FBI.
*  Prior to this investigation, law enforcement around the world had| [MCCU. working
in_conjunction with OTD Remote Operations Unit (ROU), developed and acquired technical solutionsj |

» CID MCCU, utilizing newly developed technical solutions, identified thd

T8-CV-1488(FBI)-1

UNCLASSIFIED/E



UNCLASSIFIEDSFQR €4

Violent Crimes Against Children

b7E -1,11

b7D -1

b7E -1,2,3,10

ihc arrest of the administrator, Enc Eoin Marques.

= On 7/29/2013, an arrest warrant was issued for Eric Marques in the District of Maryland charging him with Conspiracy to Advertise Child Pornography, Conspiracy
to Distribute Child Pornography, Advertising Child Pomography, and Distribution of Child Pornography. On the same date, DOJ/OIA sent a provisional arrest

request to the Irish Department of Justice and Equality. which initiated extradition proceedings.

b3 -1
b7D -1
b7E -2

!3!7

*  On 9/12/2013, pursuant to the submission of a provisional arrest warrant and extradition request, subject Eric Eoin Marques was remanded into custody by Irish
authorities pending official extradition to the U.S. Marques has filed numerous motions in the Irish courts attempting to delay the extradition or force local

prosecution in lieu of extradition. but all motions to date have failed.

bé -
b7cC
b7E

= Twenty search warrants were executed domestically against 21 subjects, resulting in five arrests and four children rescued (agcs' |A forensic review

of the seized material is ongoing. which is expected to lead to additional arrests and children rescued.

| Additional searches and forensic review of the seized

cvidence are still pending.

Upcoming Week(s):
*  Prepare for Eric Marques” extradition and trial in the U.S. should the high court in Ireland grant the extradition request.

b7D -1
b7E -2,3,7

,10_|

,10

-5
-3

UNCLASSIFIEDA/FORT

18-CV-1488(FBI)-2



UNCLANSIFIE D P OT P =881

| [Violent Crimes Against Children [

| b7E -1,11
Strategy:
= FBI field offices and international law enforcement will be conducting forensic examination of seized evidence items. b7D -1
*  VCACS| | b7E -2,3,7,10

dtofi

Additional lead:s d offices as analysis of the|

accounts and facilitate the]

hnd DOJ Computer Crime & Intellectual Property Section (CCIPS) and CEOS serve as the legal conduit for any legal process on individual

Scarch warrants have been executed on the subjects|

| “Knock and talk™ interviews

are pending for the subjects. Prosecution will occur in the district of residence.

UNCLASSIFIED/E

18-CV-1488(FBI)-3



UNCLASSIFIEDY R

Operation Pacifier; Violent Crimes Against Children [ b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 b6 -1,2
Field POCs: Charlotte Field Office — SSA| ::g ‘irz
_ uc| | )
CID POCs: SSA] I
DOJ/USAO: Western District of North Carolina, DOJ/CEOS Trial Attomc)l
Intel Coverage: VCACIU
Ops Coverage: CID/VCACS/Major Case Coordination Unit (MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT). Title I1I. Administrative Subpoena, Search Warrant
b6 -3__|
CID Threat: Violent Crimes Against Children b7c -3
Significant Activity: b7E -2,3,7

® The defense attorney for Operati ifig i¢ as filed a motion to suppress the search warrant executed at:n:sidcncc: a motion
to compel the FBI turn ove and motion to dismiss based on outrageous government conduct.

e On 1/22/2016, personnel from the VCAC Section and OTD’s Remote Operations Unit (ROU) will travel tol IStatc to appear in Federal Court in the
|to address the aforementioned motions. b3 -1

Predication/Background: b5 -1,27 ]

b7E -2,3,5,7

[ Steven Chase, the main administrator and

; as 1ndi 1 1stri jna.
. | [MCCU personnel bcganl [schedule.

Strategy:

* The strategy is fluid and will continue to evolve based on rulings issued by the court in|:]
*  This effort is being coordinated by CID, OTD, OGC, DOJ’s Child Exploitation and Obscenity Section, and the USAOinthd |

b6 -3
b7C -3

18-CV-1488(FBI)-4
UNCLASSIFIEDOFOE
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Operation Pacifier; Violent Crimes Against Children | I b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252
Field POCs: Charlotte Field Office — SSA| | b6 -1,2
uc | b7C -1,2
CID POCs: SS I bTE -1
DOJ/USAO: Westemn District of North Carolina, DOJ/CEOS Trial Attorney| |
Intel Coverage: VCACIU
Ops Coverage: CID/VCACS/Major Case Coordination Unit (MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT). Title I1I. Administrative Subpoena, Search Warrant
b5 -1,2
CID Threat: Violent Crimes Against Children g:c_fa_
Significant Activity: b7E -2,3,7
¢ The defense attornev for Operation Pacifier subject filed a motion in thcl |t0 suppress the evidence
_|which would ultimafelv affect the admissibility of evidence obtained in the search oq |rcsidcncc: a motion to compel
the FBI and a motion to dismiss based on outrageous government conduct. On 1/22/2016, the Judee denied
the defense motion to dismiss based on outragcous government conduct. | |
| [ b3 -1 |
Predication/Background: b5 -1,2
b7E -2,3,5,7
I
. | IStcvcn Chase, the main administrator and
C ] j a.
. MCCU personnel bcgan] schedule.
irategy:
*  The strategy is fluid and will continue to evolve based on rulings issucd by the court inl:I bé -3
*  This effort is being coordinated by CID, OTD, OGC, DOJ’s Child Exploitation and Obscenity Section, and the USAO in tth:| b7C -3

18-CV-1488(FBI)-5

UNCLASNSIFIEDV/FOR GFTH
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Operation Pacifier; Violent Crimes Against Children | | b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 b6 -1.2
Field POCs: Charlotte Field Office - SSA | | b7C -1,2
ud | b7E -1
DOJ/USAO: Western District of North Carolina, DOJ/CEOS Trial Attomci
Intel Coverage: VCACIU
Ops Coverage: CID/VCACS/Major Case Coordination Unit (MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT). Title I1I. Administrative Subpoena, Search Warrant
— b5 -1,2
b6 -3
CID Threat: Violent Crimes Against Children b7C -3
Significant Activity: bTE -2,7
*  On 2/17/2016, the Judge presiding over th:i:Ica:;c in thJ I ruled the sovernment did not meet its burden to
justify invoking law enforcement privilege and granted the defense’s motion to compel the discovery|
L
Predication/Background:
|
|1 | Steven Chase, the main administrator and
operator of PlavPen, was indicted in the Western District of North Carolina.
. | MCCU personnel began| |schedule.
b3 -1
b5 -1,2
Strategy: b7E -2,3,5,7
] overv] |
. . b5 -1,2 |
bé -3
" b7Cc -3
b7E -2,7

18-CV-1488(FBI)-6
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Operation Pacifier; Violent Crimes Against Children B7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 b6 -1,2
. ] | [Ficld Office | [RA_SSA]| b7c -1,2
Field POCs: harlotte Field Office — SSA | P7E -1
SC Michael Harpster
CID POCs: uc |
SSA fssAl |
i District of North Carolina, Eastern District of Virginia, Western District of Florida
DOJIUSAO: DOJ/CEOS Trial Attorney
Intel Coverage: VCACIU
0 i CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
ps Coverage: (MCCU)
Legal P . Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Grand Jury
gal Frocess: Subpoena, Search Warrant, Seizure Warrant
b6 -3,4
CID Threat: Violent Crimes Against Children b7C -3,4
Significant Activity: b7E -3

=  On 2/19/2015, a scarch warrant was obtained in North Carolina.
*  On 2/18/2015. Steven Chase was indicted in the District of North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples, F loridaD

Predication/Background:

| | PlayPen 1s currently the largest hidden service dedicated to the sexual explortation ':: -3

i -3,4
children on the Tor Network. b7C -3,4

[ ] b7D -1
b7E -3,5,10
1

*  An administrative subpocna issucdl

*  On I/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italtan Postal and Communications Police mto the
administrators and registered users of PlayPen.

UNCLASSIFIEDSE

18-CV-1488(FBI)-7



b3 -2

UNCLASSIFIED/FOR GE b5 -1,2
. . . . . . b6 -3,4
Operation Pacifier; Violent Crimes Against Children bic -3,4

b7E -2,3,4,7,11

e On 1/22/2015. MCCU and Charlotte Field Office personnel executed a search warrant

e 00237015 agents froml learned from local authorities that S{gv illig the 55 vear old
| Steven Chase resides in Naples, Florida [

s, Florida |
_ b3 -1—
Upcoming Week(s): bIE -2,3,7
*  MCCU will obtain a Title III orde _
» MCCU and DARC will deplov personnel to assist Tampa Field Office - Naples RA in the search ﬂlTCEL.Iﬂﬂd interview of Steven Chase.
L]
Strategy:
* At the time of search warrant execution, MCCU will] |
Charlotte Field Office CART personnel will then seize] IMCCU will] Jfrom the OTD offsite in Virginia.
. |
= MCCU personnel will conduct] fwith support from VCACS for the duration of the operation. VCACIU personnel will be on-hand for
| I:lcvclopmcnt of subject packages. VCACU personnel will be on-hand for direct communication with FBI Field Office personnel
hould immediate | nerated
L]
*  Operational duration is fluid and based on the success| | b7E -2,3,6,7,10

= Operational plan in place providing full Title III coverage by SAs with MAPA and IA support.
= PlayPen administrators and site moderators will be charged and prosecuted in the District of North Carolina as an enterprise prosecution.

18-CV-1488(FBI)-8
UNCLANSIFIE D/ EARTS




Operation Pacifier; Violent Crimes Against Children | b7E -11

Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2232
Office | RA; SSA| |
Field POCs: Tampa Ficld Office — Naples RA. SSRA|
Charlotte Field Office — SSA| | b6 -1,2
SC Michac " b7C -1,27 |
CID POCs: uc b7E -1
SSA] | SSA| |
. District of North Carolina, Eastern District of Virginia, Western District of Florida
DOJ/USAO: DOJ/CEOS Trial Attones
Intel Coverage: VCACIU
Ops Coverage: CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
ps Coverage: (MCCU)

Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Grand Jury

Legal Process: Subpoena, Search Warrant, Seizure Warrant

CID Threat: Violent Crimes Against Children b3 -1 i
Significant Activity: b7E -2,3,7
: |
| | | MCCU personnel begary fschedule. MCCU will continug] [through the
— duration of the operation T

UNCEASSTFEED/FOR 18-CV-1488(FBI)-9
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Operation Pacifier; Violent Crimes Against Children | bP7E -11
[ | b7E -3
]
Predication/Backeround: !
b7D -1
b7E -10
)
| |PlayPen is currently the largest hidden service dedicated to the sexual exploitation of
children on the Tor Network.
b3 -3
b6 -3,4
*  An administrative subpoena issued| b7C -3,4
b7E -3,5
*  On 1/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
administrators and registered users of PlayPen.
e On 1/22/2015. MCCU and Charlotte Field Office personnel executed a search warrant| |
b3 -2
¢ b6 -3,4
b7C -3,4
hd b7E -2,3,4,7

. rQu.M]J.Lmu.Ls.Emml [RA learned from local authorities that Steven William Chase. the 55 vear old|
rStcvcn Chase resides in Naples, Floridal |

[ |
I

. | Steven Chase was indicted in the District of
North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples. Flondd ] b5 -1,2
* On 2/19/2015._ a search warrant was obtained| ] bé -3,4
: b7C -3,4
[ | b7E -3

On 2/20/2015, at 12:30 AM, a no knock search warrant was executed at the residence of Steven Chase in Naples. Florida with the assistance of Tampa Fiela
Office SWAT. At the time of entry|

[ ] Chase invoked his right to counsel tr.u.d;m.u.la.md.mdmm
On 2/21/2015. MCCU executed a scizure warran |

18-CV-1488(FBI)-10

UNCLASSIFIEDV/FOR GFF8S



UNCLASSIFIEDSFQR GF T

Operation Pacifier; Violent Crimes Against Children | b7E -11
Upcoming Week(s):
*  MCCU will send administrative subpoenas| | b7E -3,10
= MCCU will continue to send |
Strategy:
* MCCU personnel will conduc‘ I\\'ith support from VCACS for the duration of the operation. VCACIU personnel will be on-hand for
Hevelopment of subject packages. VCACU personnel will be on-hand for direct communication with FBI Field Office personnel
should immediate leads be generated. b7E -2,3,7
= Operational duration is fluid and based on the succcssl
=  PlayPen administrators and site moderators will be charged and prosecuted in the District of North Carolina as an enterprise prosecution.

18-CV-1488(FBI)-11
UNCLANSIFIEDIFGR &




Operation Pacifier; Violent Crimes Against Children

b7E -11

Subjects/Victim:

Operation Pacifier

Statutory Violations:

Title 18 §2252

Field POCs:

[Field Office -|

| RA. SSA |
Tampa Field Office — Naples RA: SSRA|
Charlotte Ficld Office — SSA|

CID POCs:

SC Michael Harpster
uc |

SSA

|ssA |

bé -1,2
b7Cc -1,2
b7E -1

DOJ/USAO:

District of North Carolina, Eastern District of Virginia, Western District of Florida
DOJ/CEOS Trial Attorne

Intel Coverage:

VCACIU

Ops Coverage:

(MCCU)

CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit

Legal Process:

Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Grand Jury
Subpoena, Search Warrant, Seizure Warrant

CID Threat: Violent Crimes Against Children

b3 -1

Significant Activity:

b7E -2,3,7 |

| MCCU personnel begar|

|schedule. MCCU will continug|

fhrough the

duration of the operation. |

UNCLASSIFIEDV/FOR (X

18-CV-1488(FBI)-12



UNCLASNSIFIED/EQ IS

Operation Pacifier; Violent Crimes Against Children

b7E -11

b7E -3

Predication/Background:

b3 -3 |

b6 -3,4

| PlayPen 1s currently the largest hidden service dedicated to the sexual exploitatior

children on the Tor Network.

b7C -3,4
b7D -1

b7E -3,5,10

L]
e An administrative subpoena issucd |
* On [/T5/2013, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
administrators and registered users of PlayPen.
e On 1/22/2015. MCCU and Charlotte Field Office personnel executed a search warrant|
b3 -2
. b6 -3,4
b7C -3,4
b7E -2,3,4,7
L]
* On 2/3/2015. agents from the | RA lcarned from local authorities that Steven William Chase. the 55 vear oldl
!l Steven Chase resides in Naples, Floridaf |
|
* On or about 2/9/2015. Steven Chase returned to his residence in Naples. Florida. b5 -1,2
b6 -3,4

| Steven Chase was indicted in the District ¢

North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples, Floridaf

b7C -3,4
bTE -3

On 2/19/2015_ a search warrant was obtaine

[ ]

On 2/20/2015, at 12:30 AM, a no knock search warrant was executed at the residence of Steven Chase in Naples. Florida with the assistance of Tampa Field

Office SWAT. At the time of entry] [be -3
Chase invoked his right to counsel and was placed under arrest. b7C -3
OO 12005, MCCU ex d . ) i ] b7E -3

UNCLASSIFIEDA/FOR TS

18-CV-1488(FBI)-13



UNCLASNSIFIEDAEL

-11

Operation Pacifier; Violent Crimes Against Children I b7E
Upcoming Week(s): |
*  MCCU will send administrative submcnasl | b7E -3,10
= MCCU will continue to send |
Strategy:
. /i ucd I\\'ith support from VCACS for the duration of the operation. VCACIU personnel will be on-hand for

evelopment of subject packages. VCACU personnel will be on-hand for direct communication with FBI Field Office personnel

should immediate Teads be generated.

*  Operational duration is fluid and based on the success| | b7E -2,3,7
=  PlayPen administrators and site moderators will be charged and prosecuted in the District of North Carolina as an enterprise prosecution.

18-CV-1488(FBI)-14

UNCLASSIFIEDH



Operation Pacifier; Violent Crimes Against Children I ] b7E -11

Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 b6 -1,2
Field Office | JRA SSAT | b7C -1,2
Field POCs: Tampa Ficld Office — Naples RA. SSRA| b78 -1
Charlotte Ficld Office — SSA |
SC Michae T
CID POCs: uc
SSA [ssA |
. District of North Carolina, Eastern District of Virginia, Western District of Florida
DOJ/USAO: DOJ/CEOS Trial Attorney] |
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage: (MCCU)

Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Grand Jury

Legal Process: Subpoena, Search Warrant, Seizure Warrant

CID Threat: Violent Crimes Against Children
Significant Activity:
b3 -1
b7E -2,3,7
b7D -1
|| b7E -10___|
redic i
. |

UNCLASSIFIEDS/FOR TUF TS

18-CV-1488(FBI)-15



UNCLASNSIFIEDS/FOR (I

Operation Pacifier; Violent Crimes Against Children

b7E -11

.

3

| PlayPen 1s currently the largest hidden service dedicated to the sexual exploitation of

children on the Tor Network.

b3 -3

b6 -3,4
biCc -3,4

An administrative subpoena 1ssued|

b7D -1 |

b7E -3,5,10

On 171572013, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the

administrators and registered uscrs of PlayPen.

Qn 1/22/2015 MCCU and Charlatte Field Office nersonnel execnted a search warrani b3 -2

b6 -3,4

b7c -3,4

b7E -2,3,4,7
On 2/3/2015. agents from the] RA learned from local authorities that Steven William Chase. the 55 vear old| |

Steven Chase resides in Naples, Florida[

On or about 2/9/2015. Steven Chase returned to his residence in Naples. Florida.|

b5 -1,2

North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples, Floridal

| Steven Chase was indicted in the District ‘b?

b6 -3,4
b7C -3,4
E -3

On 2/19/2015. a search warrant was obtained|

On 2/20/2015, at 12:30 AM, a no knock search warrant was executed at the residence of Steven Chase in Naples, Florida with the assistance of Tampa Field

I
b3 -1

b6 -3

ffice SWAT. At the time of entry.
Chase invoked his right to counsel and was placed under arrest.
. n 2/20/2015. MCCU exccuted a scizure warrant

I b7C -3

b7E -2,3

| MCCU personnel began| |schedule. MCCU will continue thig

[through the

duration of the operation. |

18-CV-1488(FBI)-16
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UNCLANSIFIEDSFG,

Operation Pacifier; Violent Crimes Against Children | b7E -11
Upcoming Week(s):
*  MCCU will send administrative subpoenas for thef | b7E -3,10
=  MCCU will continue to scndl ]

Strategy:
= MCCU personnel will conduct] jwith support from VCACS for the duration of the operation. VCACIU personnel will be on-hand for
|and development of subject packages. VCACU personnel will be on-hand for direct communication with FBI Field Office personnel

should immediate leads be generated.

Operational duration is fluid and based on the success|

PlayPen administrators and site moderators will be charged and prosecuted in the District of North Carolina as an enterprise prosecution.

b7E -2,3,7

UNCLASSIFIEDYE

18-CV-1488(FBI)-17



Operation Pacifier; Violent Crimes Against Children I I b7E -11

Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 b6 -1,2_|
[ JFieldOffice-| __ [RA:SSA b7C -1,2
Field POCs: Tampa Field Office — Naples RA: SS b7E -1
Charlotte Ficld Office — SSA| |
SC Michae ;
CID POCs: U
ss |ssA |
. District of North Carolina, orn District of Virginia, Western District of Florida
DOJ/USAO: DOJ/CEOS Trial Attorey] |
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage: (MCCU)
Lesal Process: Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Grand Jury
8 : Subpoena, Search Warrant, Seizure Warrant
CID Threat: Violent Crimes Against Children
Significant Activity.
b3 -1
b7E -2,3,7
b7D -1
n b7E -10
Predicati :
. |

UNCEASSIFIEDIT 18-CV-1488(FBI)-18




UNCILASSIFIEDS/FORTTRR
Operation Pacifier; Violent Crimes Against Children [ | b7E -11

I b3 -37]
‘b6 -3,4
b7Cc -3,4
b7D -14
b7E -3,5,10

| | PlayPen is currently the largest hidden service dedicated to the sexual exploitatio
children on the Tor Network.

J
*  An admimistrative subpoena issued)

e On [/T5/2013, Operation Pacificr was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
administrators and registered uscrs of PlayPen.

™ 77 3 » Fie S s| execute - ; 1 b3 -2
bé -3,4
b7c -3,4
b7E -2,3,4,7
L
L
® On 2/3/2015. agents from the] RA learned from local authorities that Steven William Chase. the 53 vear old|
Steven Chase resides in Naples, Florida I
b5 -1,2
. -s_Florida | b6 -3,4
| b7C -3,4
| | Steven Chase was indicted in the Districh7E -3
North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples. Florida |
* On 2/19/2015. a search warrant was obtained| |

On 2/20/2015, at 12:30 AM, a no knock search warrant was executed at the residence of Steven Chase in Naples, Florida with the assistance of Tampa Field

ffice SWAT. At the time of entry.] b3 -1
"hase invoked his right to counsel and was placed under arrest. b6 -3
*  On 2/20/2015. MCCU executed a seizure warranf ]p7C -3
b7E -2,3
L]
| MCCU personnel begarf | MCCU will continue thid [through the

duration of the operation. | |

18-CV-1488(FBI)-19
UNCLASSIFIEDV/FOR TR




UNCLASSIFIEDYFG

Operation Pacifier; Violent Crimes Against Children [ b7E -11
Upcoming Week(s):
*  MCCU will send administrative subpoenas for thd ] b7E -3,10
=  MCCU will continue to scndl |
Strategy:
. 1 uct | [with support from VCACS for the duration of the operation. VCACIU personnel will be on-hand for

evelopment of subject packages. VCACU personnel will be on-hand for direct communication with FBI Field Office personnel

should immediate leads be generated.
= Operational duration is fluid and based on the success| | b7E -2,3,7
=  PlayPen administrators and site moderators will be charged and prosecuted in the District of North Carolina as an enterprise prosecution.

18-CV-1488(FBI)-20
UNCLASSIFIEDAFG




Operation Pacifier; Violent Crimes Against Children | | b7E -11

Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252
| [Field Office - |RA; SSA| [ b6 -1,2
Field POCs: Tampa Field Office - Naples RA; SSRA| | b7Cc -1,2
Charlotte Field Office — SSA| | b7E -1
SC Michael Harpster
CID POCs: uc
SS |ssa| |

District of North Carolina, Eastern District of Virginia, Western District of Florida

DOJ/USAO: DOJ/CEOS Trial Attornes
Intel Coverage: VCACIU

CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage: (MCCU)

Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Grand Jury

Legal Process: Subpoena, Search Warrant, Seizure Warrant

CID Threat: Violent Crimes Against Children b3 -1
Significant Activitv: b7E -2,3,7

UNCLASSIFIEDAFOR (IEE 18-CV-1488(FBI)-21



UNCLANSEFIED/FORERS

Operation Pacifier; Violent Crimes Against Children I b7E -11
b3 -1—
[ b7E -2,3,7
Predication/Background:
. b7D -1
b7E -10

| PlayPen is currently the largest hidden service dedicated to the sexual exploitation of

children on the Tor Network,

. b3 -3
b6 -3,4
* An administrative subpoena issucdl 1;;: 'g ;;

* On 1/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
administrators and registered users of PlayPen.

e  On 1/22/2015. MCCU and Charlotte Field Office personnel executed a search \\'ﬂrranll b: '; .
b T2
b7C -3,4
b7E -2,3,4,7
L
L]
*  On 2/3/2015. agents from t.hcl RA lcarned from local authorities that Steven William Chase. the 55 vear oldl |
I[ Steven Chase resides in Naples, Floridal |
*  Onorabout 2/9/2015, Steven Chase returned to his residence in Naples. Florida. | b5 -1,2
| b6 -3,4
. | Steven Chase was indicted in the District b7C -3, 4
North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples, Floridal | b7E -3

¢ _On 2/19/2015, a search warrant was obtained| |

|

= On 2/20/2015, at 12:30 AM, a no kngcl rch warrant was ex | he residen f n Chase in Naples, Flor ith the assistan f Tampa Field
ffice SWAT. At the time of entry,|
Chase invoked his right to counsel and was placed under arrest.

¢ On 3. MCCU executed a seizure warrant| | b3 1
b6 -3
b7C -3

. bTE -2,3

]
| | MCCU personnel begar| |schedule. MCCU will continue thig [through the

UNCLASSIFIEDV/FORSHER AL USE ONLY

18-CV-1488(FBI)-22



UNCLASSEFIEDIFO S ONLY iz ‘;
Operation Pacifier; Violent Crimes Against Children I p7C -3
b7D -2
] [p7E -2,3,7,10,11
Upcoming Weelk(s):
= MCCU will send administragi_y_gmhmm | b7E -3,10
*  MCCU will continue to sen |
Strategy:
* MCCU personnel will conduct | fwith support from VCACS for the duration of the operation. VCACIU personnel will be on-hand for
development of subject packages. VCACU personnel will be on-hand for direct communication with FBI Field Office personnel
should immediate leads be generated. b7E -2.3.7
*  Operational duration is fluid and based on the succcssl I Y
*  PlayPen administrators and site moderators will be charged and prosecuted in the District of North Carolina as an enterprise prosecution.

18-CV-1488(FBI)-23
UNCLASSIFIEDOFORTEER AL LBETIN,




Operation Pacifier; Violent Crimes Against Children

| I b7E -11

Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252

|Fic1d Office :
Field POCs: Tampa Field Office — Naples RA:

Charlotte Field Office — SSA| | b6 -1,2

SC Michael Harpster b7C -1,2
CID POCs: U b7E -1
SSAII bsa | |

. Western District of North Carolina,_Eastern District of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attorney] |
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage: (MCCU)

Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Grand Jury

Legal Process: Subpoena, Search Warrant, Seizure Warrant

CID Threat: Violent Crimes Against Children
Significant Activity:

b3 -1
b6 -3
b7C -3
b7D -1
b7E -2,3,7,10

ONCLASSIFIEDIE 18-Cv-1488(FBI)-24




UNCLASSIFIEDYFG

Operation Pacifier; Violent Crimes Against Children b7E -11
Predication/Backaronnd- |
. b7D -1
b7E -10
]
| PlayPen is currently the largest hidden service dedicated to the sexual exploitation of
children on the Tor Network.
. b3 -3
b6 -3,4
e An administrative subpoena issued| b7c -3,4
— - b7E -3,5
¢ On I/15/2015, Operation Pacifier was initiated by the MCCU as a joint ivestigation with Europol and the Italian Postal and Communications Police into the
administrators and registered users of PlayPen.
e On 1/22/2015. MCCU and Charlotte Field Office personnel executed a search warrani] b3 -2 |
b6 -3,4
b7C -3,4
b7E -2,3,4,7
L
L]
* On 2/3/2015. agents from the] RA lcamed from local authorities that Steven William Chase. the 53 vear old]

Steven Chase resides in Naples, Florida| |

[
|

I b5 -1,2
o i .. b6 -3,4
| Steven Chase was indicted in the District b7C -3,4
North Carolina. A scarch warrant was obtained for Steven Chase's residence in Naples, Floridal l bTE -3

On 2/19/2015. a search warrant was obtained| |

On 2/20/2015, at 12:30 AM, ano k

ffice SWAT. At the time of entry b3 -1

Chase invoked his right to counsel and was placed under arrest. ;gc"?‘a
On 2/20/2015. MCCU executed a scizure warrant | | =
— e b7E -2,3
| MCCU personnel began| | MCCU will continue thig fthrough the

duration of the operation. | |

4O 4 A00lc LY
18-Cv-1488(FBI)-25
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UNCELASSIFIEDIFOR OF FITEETSE ONLY b3 -1

Operation Pacifier; Violent Crimes Against Children [ | iﬁc ?3
b7D -2
o b7E -2,3,7,10,117 [
*  On 2/24/2015_ Steven Chase was ordered detained pending his extradition to the Western District of North Carolina.
Upcoming Week(s):
= MCCU will send administrative sub ocnas{ I b7E -3,10
=  MCCU will continue to scnd |
Strategy:
» MCCU personnel will gqnilucd Jwith support from VCACS for the duration of the operation. VCACIU personnel will be on-hand for
evelopment of subject packages. VCACU personnel will be on-hand for direct communication with FBI Ficld Office personnel
should immediate leads be generated.
»  Operational duration is fluid and based on the success] | b7E -2,3,7
=  PlayPen administrators and site moderators will be charged and prosecuted in the District of North Carolina as an enterprise prosecution,

18-CV-1488(FBI)-26

UNCLANSIFIEDV/FOR QR TR ORE



| l b7E -11

Operation Pacifier; Violent Crimes Against Children

Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 b6 -1,2_|
| Ficld Office | RA: SSA| | b7C -1,2
Field POCs: Tampa Field Office — Naples RA: SSRA| [ b7E -1
Charlotte Field Office — SSA| |
SC Michael Harpster
CID POCs: uq |
SSA| [ssA[ |
. Western District of North Carolin istrict of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attorney| |
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage: (MCCU)
Lesal Process: Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Grand Jury
8 : Subpoena, Search Warrant, Seizure Warrant
CID Threat: Violent Crimes Against Children
Significant Activity:
b3 -1
b7E -2,3,7
b7D -1
Predication/Backeround: b7E -107
o | |

UNCLASSEFIEDAFO 18-CV-1488(FBI)-27



UNCLASSIFIEDAFG]
Operation Pacifier; Violent Crimes Against Children | | b7E

-11

b3 -3__]—
bé -3,4
PlayFen 1s currently the Targest hidden service dedicated to the sexual exploitatic o~ _5 4
children on the Tor Network. b7D -1
. b7E -3,5,10
¢  An administrative subpoena issued|
e ~On I7T572075; Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police mnto the
administrators and registered uscrs of PlayPen.
e On 1/22/2015. MCCU and Charlotte Field Office personnel executed a search warrant b3 -2 |
bé -3,4
b7C -3,4
bL7E -2,3,4,7
L]
L]
¢ _On 2/3/2015. agents from the| RA learned from local authorities that Steven William Chase. the 53 vear old|
| Steven Chase resides in Naples, Florida |
1 | b5 -1,2
. is residence | :s. Florida | b6 -3,4
| b7c -3,4
. | Steven Chase was indicted in the District 7E -3
North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples. Floridg
*  On 2/19/2015, a search warrant was obtained| |
| |
*  On2/20/2015, at 12:30 AM, a no knock search warrant was executed at the residence of Steven Chase in Naples. Florida with the assistance of Tampa Field
. At the time of entry |
Chase invoked his right to counsel and was placed under arrest. bé :;
e On 2/20/2015, MCCU exccuted a scizure warrant| :;c -3
—_
b7E -2,3,7
L]
IMCCU personnel beganl Ischedule. MCCU will continue this] [through the

duration of the operation.] |

UNCEASSTEIEDAVOR SR

18-CV-1488(FBI)-28



b3 -1
b6 -3

I I p7Cc -3
b7D -1,2

b7E -2,3,5,7,10,11

UNCLANSIFIEDAFQ, FTONLY

Operation Pacifier; Violent Crimes Against Children

* _ On 2/24/2015. Steven Chase was ordered detained pending his extradition to the Western District of North Carolina.

| Administrative subpoena results revealed the IP address 1s assigned to the account]

Upcoming Week(s):
*  MCCU will send administrat"xg subpoenas | | BIE -3,10
=  MCCU will continue to send |

Strategy:
* MCCU personnel will conduct] Jwith support from VCACS for the duration of the operation. VCACIU personnel will be on-hand for

| development of subject packages. VCACU personnel will be on-hand for direct communication with FBI Field Office personnel

should immediate leads be generated.
= Operational duration is fluid and based on the success| |
*  PlayPen administrators and site moderators will be charged and prosecuted in the Western District of North Carolina as an enterprise prosecution.

b7E -2,3,7

18-CV-1488(FBI)-29
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Operation Pacifier; Violent Crimes Against Children | b7E -11

Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 b6 -1,2 |
| |Field Office -| |RA; SSA | [ b7c -1,2
Field POCs: Tampa Field Office — Naples RA b7E -1
Charlotte Ficld Office — SSA
SC Michae >
CID POCs: uc
SSA] BsA| |
. Western District of North Carolina, Eastern District of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attorney] |
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage: (MCCU)

Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Grand Jury

Legal Process: Subpoena, Search Warrant, Seizure Warrant

CID Threat: Violent Crimes Against Children b3 -1
Significant Activity: b7E -2,3,7

18-CV-1488(FBI)-30
UNCLASSIFIEDOFOR TFTTS




UNCLASNIFIED/FORTEE

Operation Pacifier; Violent Crimes Against Children | ] b7E -11
Predication/Backeround:
N b3 -3
b6 -3,4
- . . . —b7C -3,4
| PlayPen is currently the largest hidden service dedicated to the sexual explottaty 7y _4
children on the Tor Network. b7E -3,5,10
L]
¢  An administrative subpoena issued|
e On [/T5/2013, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
administrators and registered users of PlayPen.
¢ On 1/22/2015. MCCU and Charlotte Field Office personnel executed a search \\'ﬂrrant[ b3 -2
bé -3,4
b7C -3,4
b7E -2,3,4,7
L]
L]
¢ On 2/3/2015, agents from the| RA lcarned from local authorities that Steven William Chase, the 33 vear old|
Steven Chase resides in Naples, Florida| |
®  Onorabout 2/9/2015. Steven Chase returned to his residence in Naples. Florida. | ”2 '; fi
| b -3,
. | | Steven Chase was indicted in the District 2:3 :: 4
North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples Floridj
¢ On 2/19/2015. a secarch warrant was obtained|]
* On 272072015, at [2:30 AM. a no knock search warrant was executed at the residence of Steven Chase in Naples. Florida with the assistance of Tampa Field
Office SWAT. At the time of cntr_\'.l b3 -1
hase invoked his right to counsel and was placed under arrest. b6 -3
e On2/20/2015. MCCU exccuted a scizure warrant] Jp7c -3
b7E -2,3,7
| MCCU personnel began] | MCCU will continue thig [ through the
duration of the operation. | [P,
18-Cv-1488(FBI)-31
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b3 -1
b6 -3

UNCLANSIFIEDAFG,

Operation Pacifier; Violent Crimes Against Children p1Cc -3
b7D -1,2
. b7E -2,3,5,7,10,11
L]
B —
r JAdministrative subpocna results revealed the IP address 1s assigned to the account| |
Upcoming Week(s): b7E -3,10
*  MCCU will send administrative subpoenas for the| |
*  MCCU will continue to send| |
Strategy:
* MCCU personnel will conduct| |with support from VCACS for the duration of the operation. VCACIU personnel will be on-hand for
| ]dcvclopmcnt of subject packages. VCACU personnel will be on-hand for direct communication with FBI Field Office personnel
should immediate leads be generated. b7E -2,3,7
= Operational duration is fluid and based on the success| |
* PlayPen administrators and site moderators will be charged and prosecuted in the Western District of North Carolina as an enterprise prosecution.

18-CV-1488(FBI)-32
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Operation Pacifier; Violent Crimes Against Children | | b7E -11

Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252

[Field Office | RA; SSA| I_| b6 -1,2—

Field POCs: Tampa Field Office — Naples RA: SSRA E:g ::" 2
Charlotte Ficld Office — SSA|

SC Michael Harpster
CID POCs: U(I |

SSA] [SsA| |

. Western District of North Carolina_Eastern District of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attorey [
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage: (MCCU)

Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Grand Jury

Legal Process: Subpoena, Search Warrant, Seizure Warrant

b3 -1
CID Threat: Violent Crimes Against Children gi :2 '
Significant Activity: b7C -3

b7E -1,2,3,7

=  (On 2/27/2015, MCCU obtained a search warrant from EDV A|

UNCLASSIFIEDAFG

18-CV-1488(FBI)-33



UNCLASSIFIEDVE
Operation Pacifier; Violent Crimes Against Children b7E -11

b3 -1
b7E -2,3,7

Predication/Background:

. b3 -3
b6 -3,4
- - - - —b7C -3,4
| PlayPen is currently the largest hidden service dedicated to the sexual explottaty 7y _4 —‘
children on the Tor Network. b7E -3,5,10
' |
¢ An administrative subpoena issued
* On [7I572015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Ttalian Postal and Communications Police into the
administrators and registered users of PlayPen.
*  On 1/22/2015, MCCU and Charlotte Field Office personnel executed a search warran{ b3 -2
bé -3,4
b7C -3,4
b7E -2,3,4,7
L
L
e On 2/3/2015, agents from the| [RA learned from local authorities that Steven William Chase. the 35 vear old]
| Steven Chase resides in Naples, Floridd |
b5 -1,2
¢ b6 -3,4
b7C -3,4

.

._Steven Chase was indicted in the District B7E -3

North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples. Floridal
On 2/19/2015. a search warrant was obtﬂincdl |

Un 72072015, at T.2:50 AM, a no kn

Office SWAT. At the time of entry, b6 -3
Chase invoked his right to counsel and was placed under arrest. D:C ‘g
b7E -

UNCLASSIFIEDAFG 18-CV-1488 (FBU—3 4



UNCILASSIFIEDVOR OFF b3 -1

b6 -3
Operation Pacifier; Violent Crimes Against Children b7C -3
b7D -1,2

e On2/20/2015, MCCU executed a seizure warran| b7E -2,3,5.7 ’.10 »117)

[MCCU personne] bcagmi [Schedule. MCCU will continue thid khrough the
duration of the operation. | |

*  On 2/24/2015, Steven Chase was ordered detained pending his extradition to the Western District of North Carolina.

1
r [ Adminisiraiive subpocna results revealed the TP address 1s assigned o the accound |
Upcoming Week(s):
* MCCU will obtain a search and arrest \\'anantl | MCCU and DARC personnel will travel to
assist thcl |RA with the search. arrest. and interview]| | b6 -3
*  MCCU will send admlmstra'mmuhnmmsl | b7C -3
*  MCCU will engage specific| I b7E -3,10
*  MCCU will continue to sen [
Strategy:
* MCCU personnel will conductl l\'ith support from VCACS for the duration of the operation. VCACIU personnel will be on-hand for
| Hevelopment of subject packages. VCACU personnel will be on-hand for direct communication with FBI Field Office personnel
should immediate leads be generated. b7E -2,3,7
= Operational duration is fluid and based on the success| |

*  PlayPen administrators and site moderators will be charged and prosecuted in the Western District of North Carolina as an enterprise prosecution.

18-CV-1488(FBI)-35
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Operation Pacifier; Violent Crimes Against Children | b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: Title 18 §2252 b6 -1,2
[ [Field Office -| |RA: SSAI bic -1,2
Field POCs: Tampa Field Office — Fort Meyers RA: SSRA| b7E -1
Charlotte Field Office — SSA| |
SC Michae :
CID POCs: uc
SSA [SsA[ |
. Western District of North Carolina_Eastern District of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attorney| |
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Search Warrant

CID Threat: Violent Crimes Against Children
Significant Activity:
= On3/4/2015. MCCU and DARC personnel. with the assistance of thd IRA, executed a search warrant on the rcsidcnoc[
|

[ vas successfully interviewed.
I hwas arresfed followine the scarch and remains in custody

T

b3 -1

b6 -3

b7C -3

b7E -2,3-7

UNCLASSIFIEDIF 18-CV-1488(FBI)-36
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Operation Pacifier; Violent Crimes Against Children I b7E -11
. b3 -1
b7E -2,3,7
Predication/Background:
. b3 -37 |
be -3,4
r | PlayPen is currently the largest hidden service dedicated to the sexual exploitation of childP7¢ =34
the Tor Network. >l
. bL7E -3,5,10

® An administrative subpoena issued)|

e On [7T5720T5, Opcration Pacificr was initiated by the MCCU as a joint mvestigation with Europol and the Italtan Postal and Communications Police nto the

administrators and registered users of PlayPen. b3 -2
e On 1/22/2015 MCCU and Charlotte Field Office personnel executed a search \\'grr@tl b6 -3,4
b7C -3,4
b7E -2,3,4,7
L]
L]
® On 2/3/2015, agents from thq |RA learned from local authorities that Steven William Chase, the 55 vear old| |
| Steven Chase resides in Naples, Florida] |
| _
L ] 5 Ay o 1 1 & 1 I I
. Steven Chase was indicted in the Districtgg 1l
North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples, Floridal :
b7C -3,4
e On 2/19/2015. a search warrant was obtained | b7Cc -3,4

* On2/20/2015, at 12:30 AM, a no knock search warrant was executed at the residence of Steven Chase in Naples. Florida with the assistance of Tampa Fiel, 75 _5

Officc SWAT. At the time of entry]

Chase invoked his right to counsel and was placed under arrest.

On 2/20/2015, MCCU

UNCLASSIFIED/E
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b3 -1

UNCLANSIFIEDAFOR (G FTERE L ONEY bS -1.2
Operation Pacifier; Violent Crimes Against Children l b6 -3
b7C -3
b7D -1,2

1 1
b7E -1,2,3,5,7,10,11

|
| MCCU personnel begary |schedule. MCCU will continue this| I_|thr0ugh the
_duration of the oneration |

= On 2/24/2015. Steven Chase was ordered detained pending his extradition to the Western District of North Carolina.

|

. |

= On2/27/2015. MCCU obtained a search warrant from EDVA] |
Upcoming Week(s):

* MCCU will send administrative subpoenag | b7E -2,3,10,12

*  MCCU will engage specific| |

*  MCCU will supply| |

» A strategy for disseminating information and target packages| [

*  Week of 3/9/2015. MCCU will separate and review content associated | |

* _ Weeks of] CCU and TDY personnel will begin development and dissemination of target packages |

VCACS personnel will hold a conference call with the affected ficld offices to discuss the strategy for target packages.
" Wecek of 5/11/2015, field offices will obtain search warrants |
= By 5/22/2015, field offices will have executed their search \\'arramsl |

Strategy:
=  PlayPen administrators and site moderators will be charged and prosecuted in the Western District of North Carolina as an enterprise prosecution.

= On 3/5/2015, an all-office conference call was held with the field office VCAC coordinators. The field was advised of the operation. timeline. and case
dissemination strategy.

. . Lo . . L 7E -
* Field offices will open cases on the individual users and prosecute them in their home districts. b7E -3
*  Once the initial dissemination of target packages is completed, MCCU will evaluate the activity of the rcmaininel largct packages to the
field.

=  Statistical accomplishments will be tracked by MCCU,

18-CV-1488(FBI)-38
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Operation Pacifier; Violent Crimes Against Children [ ] b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252
- : . - b6 -1,2" |
Field POCs: Eléarlottc Field omrc SsA | b s |
. b7E -1
CID POCs: SS |
DOJ/USAO: Western District of North Carolina, DOJ/CEOS Trial Attorney |
Intel Coverage: VCACIU
Ops Coverage: CID/VCACS/Major Case Coordination Unit (MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT). Title I1I. Administrative Subpoena, Search Warrant

CID Threat: Violent Crimes Against Children

Significant Activity: ;’?c-?3
* _On 3/16/2016. thef ladvised that one of their Operation Pacifier subjccts' |
| | was sentenced to| _|vears in prison following his conviction on[_ | The invcstigatim!] I
who was employed] [revealed production of child pornography throughl_ and a
collection of 0\-1:1' IT])c prison sentence levied against| Jis substantial in thq___fourt system.
Predication/Background:
,_4 b3 -1
[ Sicven Chase, the main administrar® —1,2
crator of PlavPen. was indicted in the Western District of North Carolina. b7E -2,3,5,7
. | MCCU personnel began |schedule.
L]
Strategy:
»  The FBI will not comply with the motion to compel discovery b5 -1,2
b6 -3
. b7C -3
b7E -2,7
= This cffort is being coordinated by CID, OTD, OGC, DOJ's Child Exploitation and Obscenity Scction, and the USAO in thq] | |

18-CV-1488(FBI)-39
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Operation Pacifier; Violent Crimes Against Children | I b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 b6 -1,2
[ | Field Office -| IRA: SSA| | b7C -1,2
Field POCs: ampa Field Office — Fort Mevers RA; SSRA| | b7E -1
Charlotte Ficld Office — SSA
SC Michael Harpster
CID POCs: U(! |
SS SS
. Western District of North Carolina,_Eastern District of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attorney] |
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title III, Administrative Subpocna, Search Warrant
CID Threat: Violent Crimes Against Children ::c'fB_

was indicted in the Western District of North Carolina ODcounts of child exploitation related offenses,

to include Enterprise. remains in custody.

Predication/Background:

L
| PlayPen 1s currently the largest hidden service dedicated to the sexual exploitatiop ¥ |
children on the Tor Network. b6 -3,4
. b7C -3,4
bD -1

b7E -3,5,10

¢ An administrative subpoena issued|

¢ On 1/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
administrators and registered users of PlayPen.
e On 1/22/2015, MCCU and Charlotte Field Office personnel executed a search warrant |

UNCLASSIFIEDVE
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gt

Operation Pacifier; Violent Crimes Against Children

b7E -11

.

b3 -2
b6 -3,4
b7C -3,4
bTE -2,3,4,7

On 2/3/2015_ agents from the | RA leamed from local authorities that Steven William Chase, the 55 vear old]

Steven Chase resides in Naples, Floridal

"On or about 2/922015. Steven Chase retumed to his residence in Naples, Florida.|

b5 -1,2
b6 -3,4

North Carolina. A search warrant was obtaing
On 2/19/2015, a search warrant was obtaine |

On 2/20/2015, at 12:30 AM, a no knock search warrant was executed at the residence of Steven Chase in Naples. Florida with the assistance of Tz~ :;

i . bTE -3
Steven ("hasr_\uis indicted in the District or

b7C -3,4

Office SWAT. At the time of entry,

Fiel
b7C -3

Chase invoked his right to counsel and was placed under arrest.

b7D -2

On 2/20/2015. MCC

b7E -2,3,4,5,7,10

| MCCU personnel began| |schedule. MCCU will continue this]|

[through the

duration of the operation. |

b5 -1,2
b6 -3

b7C -3
b7D -1

] | Admunistrative subpoena results revealed the IP address 1s assigned to the account]

b7E -2,3,7,10,11

5 ' arch warrant from EDVA

On 3/4/2015. MCCU and DARC personnel. with the assistance of t 14 |RA. exccuted a search warrant on the residence of

was successfully interviewed, |

UNCLASSIFIED/FOR O
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Operation Pacifier; Violent Crimes Against Children

b7E -11

Jwas arrested following the search.

b3 -1
b6 -3
b7C -3
bTE -2,3,7

Upcoming WeeK(s):

= MCCU will send administrjr.i.\;u;hmausl l b7E -2,3,10,12
MCCU will engage I

. ccifi

*  MCCU will suppl_\'rp |

* A strategy for disseminating information and target packageg |

" Week of 3/¢ 5 . ill separate and review content associateq

= Week MCCU and TDY personnel will begin development and dissemination of target packages| |

CACS personnel will hold a conference call with the affected ficld offices to discuss the strategy for target packages.
*  Week of 5/11/2015, field offices will obtain search warrant
* By 5/22/2015, field offices will have executed their search warrantg I

Strategy:
= PlayPen administrators and site moderators will be charged and prosecuted in the Westemn District of North Carolina as an enterprise prosecution.
*  On 3/5/2015, an all-office conference call was held with the field office VCAC coordinators. The field was advised of the operation, timeline, and case

dissemination strategy. B7E -3
* Field offices will open cases on the individual users and prosecute them in their home districts.
*  Once the initial dissemination of target packages is completed, MCCU will evaluate the activity of the remaining Farget packages to the
ficld.

=  Statistical accomplishments will be tracked by MCCU.

18-CV-1488(FBI)-42
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UNCLANSIFIEDAFQ,

Operation Pacifier; Violent Crimes Against Children | | b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252
Field POCs: Charlotte Field Office — SSA | | bé -1,2
CID POCs: uq | e 1
52 SSA.] |
DOJ/USAO: Western District of North Carolina, DOJ/CEOS Trial Attomcj
Intel Coverage: VCACIU
Ops Coverage: CID/VCACS/Major Case Coordination Unit (MCCU)
| Legal Process: Pen Register/Trap and Trace (PRTT). Title I1I. Administrative Subpoena, Search Warrant

CID Threat: Violent Crimes Against Children

Significant Activity:

. OnI in Federal District Court in thcl b]ed guilty to one count of

receipt of child pornography and one count of possession of child pornography:. bé -3
b7C -3

Predication/Background:

L]

. | b6 -3

- - b7C -3
. |was one of the leads generated from the operation.
b7E -1,2,3,5

Strategy:

¢ Coordinate with OVA to ensure no hands on offenses occurred and:did not create child exploitation material.

b6 -3
b7C -3

18-CV-1488(FBI)-43
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UNCLASSIFIEDVFOR OF

Operation Pacifier; Violent Crimes Against Children | b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 b6 -1,2
Field Office A: SSA , b7C -1,2
Field POCs: ampa Field Office — Fort Meyers RA; SSRA b7E -1
Charlotte Field Office — SSA| |
SC Michael Harpster
CID POCs: uq| |
ssA| |ssa| |
. Western District of North Carolina_Eastern District of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attorney I
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title III, Administrative Subpocna, Search Warrant

CID Threat: Violent Crimes Against Children
Significant Activity:

*  MCCU has served all the subpoenas| land are awaiting respon sed | b7E -2,3
= MCCU identified

| | MCCU is finalizing the target packages for these individuals and will be sending to the ficld once
they are completed.

Predication/Background:

| PlayPen is currently the largest hidden service dedicated to the sexual exploitation of

children on the Tor Network

L ]
b3 -3
b6 -3,4

e An administrative subpoena issued| b7C -3,4
b7D -1
b7E -3,5,10

*  On I/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the

UNCLASSIFIEDY,
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Operation Pacifier; Violent Crimes Against Children | | b7E -11
administrators and registered users of PlayPen.
e On 1/22/2015. MCCU and Charlotte Field Office personnel executed a search \\'grrgml
b3 -2
bé -3,4
b7C -3,4
. b7E -2,3,4,7
L ]
* On 2/3/2015. agents from thg |RA lcamned from local authoritics that Steven William Chase. the 335 vear old]
| Steven Chase resides in Naples, Florida] |
I bs -1,2
e Onorabout 2/9/2015_ Steven Chase returned to his residence in Naples. Florida. | ?ﬁc'fé‘;
| L7E -3
o | | Steven Chase was indicted in the District of
North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples. Floridal |
e On2/19/2015, a scarch warrant was obtained |
=  On 2/20/2015, at 12:30 AM, a no knock search warrant was executed at the residence of Steven Chase in Naples. Florida with the assistance of Tampa Field
ffi AT. At the time of entry.
Chase invoked his right to counsel and was placed under arrest.
e _0n 2202015 MCCU] o |
b7C -3
b7D -2 |
b7E -2,3,5,7,10
" |
| MCCU personnel beean] hedule i1l continue thi hrough the
duration of the operation. |
L]
*  On 2/24/2015, Steven Chase was ordered detained pending his extradition to the Western District of North Carolina. s
" b5 -1,2
bE -3
b7C -3
b7D -1
. »7E -2,3,7,10,11
| Administrative subpoena results revealed the IP address is assigned to the account
. |
. 27/2015 ing : arrant from EDVA] I

18-CV-1488(FBI)-46
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UNCLANSIFIEDAFG,

Operation Pacifier; Violent Crimes Against Children prE
* On 3/4/2015. MCCU and DARC personnel. with the assistance of thd , IRA, exec rch war n the resi cnch
vas successtullv interviewed|
Jwas arrested following the search. | [was indicted| l’n the Western District of North Carolina on seven counts of child
exploitation related offenses, to include Enterprise. remains in custody.
- b3 -1
b6 -3
B7C -3
b7E -2,3,7
L ]
Upcoming Week(s):
= _Weeks of] MCCU and TDY personnel will begin development and dissemination of target packa&,{.sl |
VCACS personnel will hold a conference call with the affected ficld offices to discuss the strategy for target packages.
= Week of 5/11/2013, field offices will obtain search warrants b7E -2,3
* By 5/22/2015, ficld offices will have exccuted their search warrants| |
Strategy:
* PlayPen administrators and site moderators will be charged and prosecuted in the Westem District of North Carolina as an enterprise prosecution,
*  On 3/5/2015, an all-office conference call was held with the field office VCAC coordinators. The field was advised of the operation, timeline, and case
dissemination strategy. b7E -3
* Ficld offices will open cases on the individual users and prosecute them in their home districts.
*  Once the initial dissemination of target packages is completed, MCCU will evaluate the activity of the remaining| |target packages to the
ficld.
=  Statistical accomplishments will be tracked by MCCU.

18-CV-1488(FBI)-47
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Operation Pacifier; Violent Crimes Against Children b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 f_“': -1i22
| [Ficld Office [RA: SSA] | ore 1
Field POCs: Tampa Field Office — Fort Mey .
Charlotte Ficld Office — SS
SC Michael Harpster
CID POCs: uc |
SS BSAI I
. Western District of North Carolina,_Eastern District of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attornes] |
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Search Warrant

CID Threat: Violent Crimes Against Children
Significant Activity:

= MCCU has scn’cdl |5ubp0cn£| Izinl:l are awaiting rcsponscg b7E -2,3
* MCCU identified|

| Target packages for these individuals are being developed and will be disseminated to field offices for appropriate action.

Predication/Background:

. b3 -3
b6 -3,4
| PlayPen is currently the largest hidden service dedicated to the sexual cxploitatiob7c -3,4
children on the Tor Network. b7D -1 |
. b7E 3,5,10

e _An administrative subpoena issued|

e On 1/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
administrators and registered users of PlayPen.

UNCLASSIFIEDAFOR OF PIL TRt ess 18-CV-1488(FBI)-48
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Operation Pacifier; Violent Crimes Against Children | b7E -11
e _On 1/22/2015. MCCU and Charlotte Field Office personnel executed a search warrant b3 -2
b6 -3,4
b7C -3,4
b7E -2,3,4,7
L ]
L]
* On 2/3/2015, agents from thel learned from local authorities that Steven William Chase, the 55 vear old] |
Steven Chase resides in Naples, Floridd b5 -1,2
| b6 -3,4
e On or about 2/9/2015. Steven Chase returned to his residence in Naples, Florida. | b7C -3,4
I b7E -3
. | Steven Chase was indicted in the District of
North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples. Floridal
*  On 2/19/2015, a scarch warrant was obtaincdl I
*  On 2/20/2015, at 12:30 AM, ano k ; )
: . At the time of entry
Chase invoked his right o counsel'and was placed under arrest. b3 -1
e _On2/20/2015. MCCU| b6 -3 |
b7C -3
b7D -1,2 |
b7E -1,2,3,5,7,10

1 [MCCU personnel beean | M(ﬂhmmmmmd_|_|through the
duration of the operation._ |

On 2/24/2015. Steven Chase was ordered detained pending his extradition to the Western District of North Carolina.

b3 -1
b6 -3

| Administrative subpoena results revealed the IP address 1s assigned to the account]

b7C -3

b7D -1

n 2/27/2015 M in rch warrant from EDVAI

b7E -2,3,7,10,11
|

On 3/4/2015, MCCU and DARC personnel, with the assistance of thc|

[RA. exccuted a scarch warrant on the residence of

UNCLASSIFIEDS/FOR GF IS
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Operation Pacifier; Violent Crimes Against Children l l b7E -11
| vas succcssfu lv interviewed| |
1 i\\'as arrcsicd following the search. vas indicted 0| in the Western District of North Carolina onf Jcounts of child
cxploitation related offenses. to include Enterprise. remains in custody.
L ]
L]
b3 -1
b6 -3
b7E -3
" b7E -2,3,7
Upcoming Week(s):
*  Phase 1: Between of] [MCCU will develop and disseminate target packages VCACS P7E -2,3
personnel will hold a conference call with the affected field offices to discuss the strategy for target packages.
» It is anticipated that ficld offices will obtain search warrarltsl Iduring the week of 5/11/2015,
Strategy:
*  PlayPen administrators and site moderators will be charged in the Western District of North Carolina as an enterprise prosecution.
*  Ficld offices will initiate investigations on U.S. users and prosecute them through their local USAO.
=  Phase 2: MCCU will evaluate the activity of the rcmaining[i |1dditi0nal target packages to the field as applicable. b7E -3
*  Statistical accomplishments will be tracked by MCCU.

18-CV-1488(FBI)-50
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UNCLASSIFIEDAFG,

Operation Pacifier; Violent Crimes Against Children | ] b7E -11

Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252

| Ficld Office | [RA: SSA| I

Field POCs: Tampa Field Office — Fort Meyers RA SSRA| | b6 -1,2
Charlotte Ficld Office — SSA| | b7Cc -1,2
A/SC ] b7E -1
CID POCs: AU |
SSA|
. Western District of North Carolina, Eastern District of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attorney
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage: (MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title III, Administrative Subpocna, Search Warrant
b3 -17
b6 -3L
CID Threat: Violent Crimes Against Children b7C -3
Slgmfcant Activity: b7E -3
. 0 15, th Field Office executed a search warrant on the residence l |
s employed | The identification] loccurred
follo“ ing an analvsis o Hata. which identified] |

| The idcmiﬁcatiou., Ilcad to thcl IFicId Office predated the
| kave a full confession reference his online activities, but did not disclose any hands-on offenses.

| Jvas subsequentlv arrested onl Jon the charge of Receipt of Child Pornography] | Initial forensic review
indicates tha child exploitation material and may have also been involved in the distribution of child exploitation material.

Predication/Background:

[PlayPen is currently the largest hidden service dedicated to the sexual exploitation of

children on the Tor Network. b3 :;
. b7C -3
b7D -1
— - . bTE -3,5,10
. . N ed i

UNCLASSIFIEDS/FOR TF IS
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.

Operation Pacifier; Violent Crimes Against Children b7E -11
b3 -3
b6 -3,4
b7C -3,4
bTE -3
On 1/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
administrators and registered users of PlayPen.
bl 3 . Fie 5 e 2] ave ., l
b3 -2
b6 -3,4
b7C -3,4
bB7E -2,3,4,7
On 2/3/2015. agents from thd A learned from local authorities that Steven William Chase, the 33 vear old
Steven Chase resides in Naples, Floridd I
| e
On or about 2/9/2015. Steven Chase returned to his residence in Naples. Florida. b7C -3,4
| b7E -3
| Steven Chase was indicted in the District of
North Carolina. A search warrant was obtaingd for Steven Chase’s residence in Naples, Floridd
On 2/19/2015, a search warrant was obtained|
On 2/20/2015, at 12:30 AM, a no knock search warrant was executed at the residence of Steven Chase in Naples. Florida with the assistance of Tampa Field
Office SWAT. At the time of entry]| | :2 2
Chase invoked his right to counsel and was placed under arrest. biC -3
bIE -3

On 2/20/2015, MCCU

1

IMCCU personnel began)

duration of the operation. |

IMCCU will continue thig lthrough the

b3 -1
bé -3

On 2/24/2015, Steven Chase was ordered detained pending his extradition to the Western District of North Carolina.

b7C -3
b7D -1,2

b7E -2,3,5,7,10,11]

| Administrative subpoena results revealed the IP address is assigned to the account

T8-CV-1488(FBI)-52
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b7E
Operation Pacifier; Violent Crimes Against Children

=11

o | be o
" I.DJLZLZlLZLUiMLCU.QhIJde.maLdL\mmTt from EDVA| b7E -3
bTE -2,3,7
*  On3/4/2015. MCCU and DARC personnel. with the assistance of thu‘ZF icld Office |RA. executed a search warrant on the residence of
l\'as successfully interviewed
| Jwas arrested following the search] f\-as indicted on:hn the Western District of North Carolina onf Jcounts of child
exploitation related offenses. to include Enterprise. remains in custodv.
. b3 -1
b6 -3
b7E -3
b7E -2,3,7
L]
b3 -1
bTE -2,3,7
L]
Upcoming Week(s):
*  Phase 1: Between off [MCCU will develop and disseminate target packagcsl VCACS DP7E -2,3
personnel will hold a conference call with the affected field offices to discuss the strategv for target packages.
* [t is anticipated that field offices will obtain search warrants] |
Strategy:
= PlayPen administrators and sitc moderators will be charged in the Western District of North Carolina as an enterprise prosecution.
* Field offices will initiate investigations on U.S. users and p > the; ugh their local USAO.
= Phase 2: MCCU will evaluate the activity of the remaining nd send additional target packages to the field as applicable. b7E -3
»  Statistical accomplishments will be tracked by MCCU.
18-EV-1488(FBH'53
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Operation Pacifier; Violent Crimes Against Children b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 bé -1,2
[Ficld Office -{ [RA; SSA [ b7C -1,2
Field POCs: Tampa Ficld Office — Fort Mcvers RA: SSRA| | b7E -1
Charlotte Field Office — SSA|
A/sq |
CID POCs: A/U
SSA
. Western District of North Carolina, Eastern District of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attorney
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Search Warrant

CID Threat: Violent Crimes Against Children

Significant Activity:
= On4/21/201 '3] |providcd the following update on Operation Pacifier ta_rg_ctsl I b3 '|1
b6 -3
b7C -3
b7E 3,10
= On 3/30/2015, thd |Ficld Office exccuted a scarch warrant on the residence] |
is employed | The identification | loccurred
following an analysis o |data. which identified| |
| The identification of| | Icad to thc| |F|cId Office predated the
|gave a full confession reference his onli - hands-on offenses.
|was subscquentlv arrcsted on] |on the charge of Receipt of Child Pornography Initial forensic review
indicates that khild exploitation material and may have also been involved m the distribution of child exploitation matcrigl'j
D -1
Predication/Backeround: b7E -10
L]

UNCLASSIFIEDYFOR
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Operation Pacifier; Violent Crimes Against Children b7E -11

.

| PlayPen is currently the largest hidden service dedicated to the sexual exploitation of

children on the Tor Netwark

b3 -3
b6 -3,4
— - 7c -3,4
An administrative subpoena issued| B7D -10
1

b7E -3,5,10

On 171572013, Operation Pacificr was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
administrators and registered users of PlayPen.

On 1/22/2015_ MCCU and Charlotte Ficld Office personnel executed a search \\'arraml b3 -2
b6 -3,4
b7C -3,4

b7E -2,3,4,7

On 2/3/2015, agents from the RA learned from local authorities that Steven William Chase. the 55 vear old] |
|_I Steven Chase resides in Naples, Florida and 0\\'ns| |
I
b5 -1,2
On or about 2/9/2015, Steven Chase retumed to his residence in Naples. Florida. | b6 -3,4
| | b7C -3,4

| |Steven Chase was indicted in the Districb7e -3
North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples, Floridal |
On 2/19/2015, a search warrant was obtained|
On 2/20/2015, at 12:30 AM, a no knock search warrant was exccuted at the residence of Steven Chase in Naples. Florida with the assistance of Tampa Field

ffice SWAT. At the time of entry.

)

[ |
| |MCCU personnel began]| | MCCU will continug this| through the
duration of the operation. | | b3 -2

b6 -3

b7C -3

b7D -2

b7E -2,3,5,7,10

UNCLASSIFTEDIT 18-CV-1488(FBI)-56
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Operation Pacifier; Violent Crimes Against Children b7E -11
b3 -1
= _On 2/24/20135, Stev stern District of North Carolina, b5 -1,2
" b6 -3
b7C -3
b7D -1

b7E -2,3,7,10,11

. 3 i ; from EDVA|
I
= On 3/472015. MCCU and DARC personnel,with the assistance of thq |RA_ executed a search warrant on the residence b6 -3
vas successfully inferviewed| b7c -3
|was arrested following the search. as indi in the Western District of North Carolina onf fcounts of child b7E| =3
L]
b6 -3
b7C -3
. b7E -2,3,7
» MCCU has served] lsubpoenas| |
. b3 -1
b7E -2,3,7
L]
L]
Upcoming Week(s):
*  Phase 1: Between of] MCCU will develop and disseminate target packages| |[vcacs  b7E -2,3
personnel will hold a conference call with the affected field offices to discuss the strategy for target packages.
* It is anticipated that ficld offices will obtain search warrants| |

UNCLASSIFIEDAF
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Operation Pacifier; Violent Crimes Against Children | b7E -11
Strategy:
*  PlayPen administrators and site moderators will be charged in the Western District of North Carolina as an enterprise prosecution.
* Field offices will initiate investigations on U.S. users and prosecute them through their local USAO.
*  Phase 2: MCCU will evaluate the activity of the remaining |additional target packages to the field as applicable. b7E -3
L ]

Statistical accomplishments will be tracked by MCCU.

UNCLASSIFIEDAE
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Operation Pacifier; Violent Crimes Against Children | | b7E -11

Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252

| |Ficld Ofﬁcc-{ |RA: SSA| [
Field POCs: Tampa Field Office — Fort Meyers RA:; SSR
Charlotte Field Office — SSA| |

A/SC b6 -1,2

CID POCs: Afl}ild ] :::,;: -1:2
SS | -

Western District of North Carolina,_Eastern District of Virginia, Western District of

DOJ/USAO: Florida, DOJ/CEOS Trial Attorney
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Search Warrant
CID Threat: Violent Crimes Against Children
Significant Activity: _
* Ond4/21/2015] brovided the following update on Operation Pacificr targets| | b7E =3,10

Predigation/Backeround:
L]
| PlayPen is currently the largest hidden service dedicated to the sexual exploitation of
children on the Tor Network. b3 -3
. b6 -3
b7C -3

— - - b7D -1
¢ An administrative subpocna |ssucd| b7E -3,_15 10

UNCLASSIFIEDSFORTF
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.

I b6 -3,4

¢ On or about 2/9/2015. Steven Chase retumed to his residence in Naples. Florida. | b7c -3 ,:l
| | b7E -3

. | | Steven Chase was indicted in the District of
North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples. Floridal

¢ (On 2/19/2015, a search warrant was obtaincdl |

*  On 2/20/2015, at 12:30 AM, a no knock search warrant was executed at the residence of Steven Chase in Naples, Florida with the assistance of Tampa Field

__Office SWAT. At the time of entry| |
Chase invoked his right to counsel and was placed under arrest.
L]

Operation Pacifier; Violent Crimes Against Children | | b7E -11
bé -4
biC -4

On 171572015, Operation Pacifier was mitiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the b7E -3
administrators and registered users of PlayPen.

On 1/22/2015 MCCU and Charlotte Field Office personnel executed a search warrant] b3 -2
b6 -3,4
b7C -3,4

b7E -2,3,4,7

'_Qu_Zﬂ.Q(JJj_amm.Ls_fm.m thd [RA Teamned from Tocal authorities that Steven William Chase. the 55 vear old]
[ Steven Chase resides in Naples, Florida] b5 -1,2

|MCCU personnel began| |schedule. MCCU will continue thig khrough the
—duration of the oncration | b3 -1

b6 -3
b7C -3
b7D -1,2

b7E -2,3,5,7,10
]

On 2/24/2015. Steven Chase was ordered detained pending his extradition to the Western District of North Carolina.

| Administrative subpoena results revealed the IP address is assigned to the accounq |

|
T8-CV-1488(FBI)-60
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Operation Pacifier; Violent Crimes Against Children |

b7E -11

b6 -3
b7C -3 Il

*  On2/27/2015. MCCU obtained a search warrant from EDVA|
| |

On 3/4/2015. MCCU and DARC personnel. with the assistance of the|

was successfully interviewed

b7E -1,2,3,7
idence of

identities. was arrested following the scarch.

exploitation related offenses. to include Enterprise. remains in custody.

vas indicted oli |in the Western District of North Carolina or] | counts of child

b6 -3
b7C -3
b7E -2,3,7

b3 -1
b7E -2,3,7

Upcortrmreg—rreeney-

*  Phasc I: Between of McCU will develop and disseminate target packagcsl

| VCACS P7E -2,3

personnel will hold a conference call with the affected ﬁc](ifﬁﬁms_m_djsafss the strategy for target packages.
= [t is anticipated that ficld offices will obtain search warran during the week of 5/11/2015.

Strategy:
* PlayPen administrators and site moderators will be charged in the Western District of North Carolina as an enterprise prosecution.
* Ficld offices will initiate investigations on U.S. users and pr hem through their local USAO.
*  Phase 2: MCCU will evaluate the activity of the remainin and send additional target packages to the field as applicable.

Statistical accomplishments will be tracked by MCCU.

b7E -3

UNCLASSIFIED/E
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B Operation Pacifier; Violent Crimes Against Children P7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252
Field POCs: Charlotte Field Office - SSAl b6 -1,2
ud | b7C -1,2
CID POCs: SSH | b7E -1
DOJ/USAO: Western District of North Carolina, DOJ/CEOS Trial Attomc)'l
Intel Coverage: VCACIU
Ops Coverage: CID/VCACS/Major Case Coordination Unit (MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT). Title I1I. Administrative Subpoena, Search Warrant
b5 -1,2
CID Threat: Violent Crimes Against Children :gc_f.%
Significant Activity: BTE -2,7
* On 5/12/2016. a hearing will be hcld| | to determine if the judge in thd |casc will entertain the
[awhich i i Todd
McCall’s signature] has
argued that the government has not met its burden to file such a motion| | OTD personnel will be
present should thcjudgcl |
b3 -1
Predication/Background: b7D -1
. b7E —2,3,517
. I | Steven Chase, the main administrator and
operator of PlavPen. was indicted in the Western District of North Carolina.
. |MCCU personnel began| kchedule.
L}
Strategy:
®* The FBI will not comply with the motion to compel discovery] |
. b5 -1,2
b6 -3
. — - — — - , , b7C -3
®*  This effort is being coordinated by CID, OTD, OGC, DOJ’s Child Exploitation and Obscenity Section, and the USAQ in thq | b7E -2,7

18-CV-1488(FBI)-62
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Operation Pacifier; Violent Crimes Against Children | | b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252
. Field Office -] [RA: SSAl ]J b6 -1,2
Field POCs: Tampa Field Office — Fort Mevers RA; SS :;g j 2
Charlotte Figld Office — SSA |
Asq [ '
CID POCs: A/nuc] |
SSA| |
. Western District of North Carolina, Eastern District of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attorne
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title III, Administrative Subpocna, Search Warrant

CID Threat: Violent Crimes Against Children
Significant Activity:

- On 4212015 |nrovided the followine undate on Oneration Pacifiertareetd ] b7E -3,10

Predication/Background:
L]

b3 -3

| | PTayPen 1s currenily the largest hidden service dedicated to the sexual explobé - 30fF
children on the Tor Network. b7Cc -3
. b7D -1 |

b7E -2,3,5,10

* _An administrative subpoena issucd

UNCLANSIFIED/FORD
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Operation Pacifier; Violent Crimes Against Children b7E -11

.

On 1/15/2015, Operation Pacifier was mitiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
administrators and registered users of PlayPen. b3 -2

On 1/22/2015, MCCU and Charlotte Field Office personnel executed a search warrant| fgc-féq:_l_l

b7E -2,3,4,7

3 5. aoe IRA leamned from local authorities that Steven William Chase. the 55 year old| [
[Steven Chase resides in Naples, Florid{ |
|
On or about 2/9/2015. Steven Chase returned to his residence in Naples. Florida | b5 -1,2__ |
b6 -3,4
ISteven Chase was indicted in theb7¢ -3, 4
North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples, Florida] b7E -3

On 2/19/2015, a search warrant was obtained|
On 2/20/2015, at 12:30 AM. a no knock search warrant was executed at the residence of Steven Chase in Naples. Florida with the assistance of Tampa Field
Office SWAT. At the time of entry.

Chase invoked his right to counsel and was placed under arrest.

b3 -1
b7E -2,3
| MCCU personnel began| chedule. MCCU will continue Ihli |lhr0ugh the
duration of the operation. | b3 -1
bé -3
p7C -3
b7D -1,2

b7E -2,3,5,7,10,11

On 2/24/2015_ Steven Chase was ordered detained pending his extradition to the Western District of North Carolina.

l |Aclmi|1istrativc subpoena results revealed the IP address 1s assigned to the (lccountl |

UNCLASSIFIEDYFOR TFris 18-Cv-1488(FBI)-64
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Operation Pacifier; Violent Crimes Against Children b7E -11
* _On 2/27/2015. MCCU obtained a search warrant from EDVA| |
*  On 3/4/2015. MCCU and DARC personnel. with the assistance of the| RA exec i gsidence of

was successfylly interyiewed|
[was arrested following the search, was indicted ol in the Western District of North Carolina onf founts of child

{ o i iS¢ i i tody b3 -1

. b6 -3
b7C -
b7E -2,3,7
» _MCCU bas served lubnoenas] |
L ]
b3 -1
b7E -2,3,7
L]
Upcoming Week(s):
®*  Phasc I: Between| IMCCU will develop and disseminate the top 30 target packagcsl I b7 -2.3
VCACS personnel will hold a conference call with the affected field of] 1 / 106s
®*  MCCU will utilize onboard and TDY assets to assemble lead packages Iadditional targets)
and disseminate leads to the field as packages are comp]ctcc'—L

= It is anticipated that ficld offices will obtain search warrants vith action dates as appropriate.

18-CV-1488(FBI)-65
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Operation Pacifier; Violent Crimes Against Children | b7E -11
Strategy:
*  PlayPen administrators and site moderators will be charged in the Western District of North Carolina as an enterprise prosecution.
* Ficld offices will initiate investigations on U.S. users and prosecute them through their local USAO.
*  Phase 2: MCCU will evaluate the activity of the remainin l]dditional target packages to the ficld as applicable. b7E -3
= Statistical accomplishments will be tracked by MCCU.

UNCLASSIFIEDS/FOR UF RS
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Operation Pacifier; Violent Crimes Against Children | | b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252
[ Field Office -| |RA; SSA] | b6 -1,2
Field POCs: Tampa Field Office — Fort Mcyers RA: SSRA| | b7Cc -1,2
Charlotte Ficld Office — SSA| | b7E -1
A/S8C
CID POCs: A/UC
SSA|
. Western District of North Carolin istrict of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attomey I
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Search Warrant

CID Threat: Violent Crimes Against Children
Significant Activity:
* Phase | updatc:l b7E -2
the week ending on 05/1572015. MCCU is coordinating with VCACU to organize regional conference calls with impacted field divisions to address questions

and issues concerning targets in their AOR.

Predication/Background:
L]
|P1a_\'Pcn is currently the largest hidden service dedicated to the sexual exploy, 3™ _3of
children on the Tor Network. b6 -3,4
. b7C -3,4
b7D -1

An administrative subpoena issue b7E -2,3,5,10

e On 1/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
administrators and registered users of PlayPen.

18-CV-1488(FBI)-67
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Operation Pacifier; Violent Crimes Against Children

b7E -11

b3 -2

b6 -3,4
b7C -3,4

b7E -2,3,4,7

On 2/3/2015, agents from the| RA leamed from local authorities that Steven William Chase. the 55 vear old]

| Steven Chase resides in Naples, Florid

s Florida |

b5 -1,2

Steven Chase was indicted in the

North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples. Floridg

On 2/19/2015, a scarch warrant was obtained|

On 2/20/2015, at 12:30 AM, ano k
_Office SWAT. At the time of entry

b6 -3,4

... . b7C -3,4
District Y7E -3

Chase invoked his right to counsel and was placed under arrest.

b3 -1
b7E -2,3

| MCCU personnel began|

|schedule. MCCU will continue this|

|through the

duration of the operation. | b3 ]—1
b5 -1,2
be -3
b7Cc -3
b7D -1,2

On 2/24/2015. Steven Chase was ordered detained pending his extradition to the Western District of North Carolina.

b7E -1,2,3,5,7,10,11

|Administrative subpoena results revealed the IP address is assiened to the account]|

On 272772015 MCCU obtained a search warrant from EDVA]

On 3/4/2015, MCCU and DARC personnel, with the assistance of thef

[RA. executed a search warrant on th

¢ residence of

UNCLASSIFIEDAFOR OF
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Operation Pacifier; Violent Crimes Against Children | | b7E -11
[was successfully interviewed| 3 -17]
|was arrested following the search. | |\\'as indicted onf ]in the Western District of North Carolina on| Jcounts of &6 -3
exploitation related offenses. to include Enterprise. remains in custody. p7c -3
. b7E -2,3,7
»  MCCU has served| |subpoenas] |
L]
b3 -1
b7E -2,3,7
L]
Upcoang YYCCR(SJ:
*  MCCU will utilize onboard and TDY assets to assemble lead packageq |additional targets)
and disseminate leads to the field as packages are completed. bTE -3
= [t is anticipated that field offices will obtain search warrants vith action dates as appropriate.
Strategy:
*  PlayPen administrators and site moderators will be charged in the Western District of North Carolina as an enterprise prosecution.
* Ficld offices will initiate investigations on U.S. users and ugh their local USAO.
*  Phase 2: MCCU will evaluate the activity of the rcmaininwd send additional target packages to the field as applicable. b7E -3
= Statistical accomplishments will be tracked by MCCU.
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Operation Pacifier; Violent Crimes Against Children I | b7E -11
6 -1,2
Subjects/Victim: Operation Pacifier ;'Ic 21,2
Statutory Violations: | Title 18 §2252 b7E -1
Field POCs: Charlotte Field Office — SSA | |
i uc |
CID POCs: SS |
DOJ/USAO: Western District of North Carolina, DOJ/CEOS Trial Attorney
Intel Coverage: VCACIU
Ops Coverage: CID/VCACS/Major Case Coordination Unit (MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT). Title I1I. Administrative Subpoena, Search Warrant
b5 -1 |
CID Threat: Violent Crimes Against Children b6 -3
r— e b7C -37
Significant Activity: bTE -2,7
e On 5/25/2016. the judge| [presiding over the |case ruled thaf jwitl e’
suppressed —I The judge did not dismiss the case or any
counts, but the ruling suppresses the evidence supporting the government's case.
b3 -1
Predication/Background; bS -1,2
. | b7E -2,3,?,?
. | |Steven Chase, the main administrator and

operator of PlavPen. was indicted in the Western District of North Carolina.

| | MCCU personnel bcg!an| Isc]lcdulc_

Strategy:
*  The FBI will work with the USAC*_F__ICCIPS. and CEOS on appeal options. b6 -3
*  The FBI will take steps to assert law enforcement privilege in pending cases through additional testimony and scek affirmative rulings in other districts. 7€ =3

®  These efforts are being coordinated by CID, OTD, OGC, DOJ CEOS and CCIPS.
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Operation Pacifier; Violent Crimes Against Children

I b7E

Subjects/Victim:

Operation Pacifier

Statutory Violations:

| Title 18 §2252

Field Office -{ [RA: SSA|
Field POCs: ["Tampa Field Office — Fort Mevers RA: SSRA | b6 -1,2
Charlotte Ficld Office — SS b7c -1,2
A/SC b7E -1
CID POCs: A/UC
SSA|
DOJ/USAO: Western District of North Carolina, Eastern District of Virginia, Western District of

Florida, DOJ/CEQS Trial Attorney

Intel Coverage:

VCACIU

Ops Coverage:

CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
(MCCU)

Legal Process:

Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Secarch Warrant

-11

CID Threat: Violent Crimes Against Children

Significant A : b7E -2,3,10
¢  Phase |
= _ On35/28/2015] |provided the following update on Operation Pacifier tarchJ |
Predication/Background:
L]
b3 -3
| PlayPen is currently the largest hidden service dedicated to the sexual exploitatb6 -3
children on the Tor Network. b7c -3
o b7D -1|

b7E -3,5,10
1

* An administrative subpoena issued]

B

-

UNCLASSIFIEDV/FOR OFEE
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Operation Pacifier; Violent Crimes Against Children b7E -11
¢ On 1/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
administrators and registered users of PlayPen. b3 -
* _On 1/22/2015. MCCU and Charlotte Field Office personnel executed a search warrant| : ; _; 4 l
b7C -3,4
b7D -1
b7E -2,3,4,7,10
-
L]
e On 2/3/2015 acents from thel IRA learned from local authoritics that Steven William Chase. the 53 vear old|
rStcvcn Chase resides in Naples, Florida |
o . ] b5 -1,2
* Onorabou [Steven Chase retumed to his residence in Naples. Florida. | b6 -3,4
[ b7C -3,4
. | Steven Chase was indicted in the Districb7E -3
North Carolina. A search warrant was obtained for Steven Chasce's residence m Naples. Floridal
e On 2/19/2015, a search warrant was obtained| |
=  On 2/20/2015, at 12:30 AM, a no knock h warr. i i f Tampa Fi
Office SWAT. At the time of entry
Chase invoked his right to counsel and was placed under arrest.
e On2/20/2015, MCCU|
L]
IMCCU personnel begar] [schedule. MCCU will continue thig [through the
duration of the operation. |
. b3 -1
bé -3
b7C -3
b7D -1,2
* ~On 2/7477015_Steven Chase was ordered defamed pending his extradition fo the Western District of North Carolina. b7E -2,3,5,7,10,11
L ]
L ]

ONCLASSIFIEDI/FOR E
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Operation Pacifier; Violent Crimes Against Children

| b7E -11

3 N ne ~ ; t from EDVA_|

On 3/4/2015. MCCU and DARC personnel. with the assistance of t]ld

|RA . executed a search warrant on the residence of

identities. | |\\-as arrested following the search,

xploitation related offense 21pri

Iy interviewed.|

in the Western District of North Carolina on| Jcounts ofy, 37"y

b5 -1,2
b6 -3

b7C -3

b7E -2,3,7
b3 -1

b7E -2,3,7

Upcoming Week(s):

MCCU will utilize onboard and TDY assets to assemble lead packagcs|

|additional targets)

and disseminate leads to the field as packages are completed.

It is anticipated that field offices will obtain search warrant{ Jwith action dates as appropriate.

b7E -3

Strategy:

PlayPen administrators and site moderators will be charged in the Western District of North Carolina as an enterprise prosecution.
Field offices will initiate investigations on U.S. users and prosecute them through their local USAO.
Phase 2: MCCU will evaluate the activity of the remainin and send additional target packages to the ficld as applicable. b7E -3

Statistical accomplishments will be tracked by MCCU.

UNCLASSIFIEDI/FOR &
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Operation Pacifier; Violent Crimes Against Children I I b7E -11
Subjects/Victim: Operation Pacifier
—— - — 6 -1,2~|
Statutory Violations: | Title 18 §2252 brc o1 2
Field Office —{ RA: Sfﬂl 1 b7E -1
Field POCs: ampa Field Office — Fort Meyers RA: SSR
Charlotte Ficld Office — SSA| |
A/SC|
CID POCs: Afljlg—|_|
SS
DOJ/USAO: Western District of North Carolina, Eastern District of Virginia, Western District of
) Florida, DOJ/CEOS Trial Attorney
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title III, Administrative Subpocna, Search Warrant
CID Threat: Violent Crimes Against Children f’:c‘f’_.
Significant Activity: :TE -; 3
e Domestically] Jtarect packages have been disseminated to FBI field offices.
* On| |was arrested via criminal complaint following
the exccution of a search warrant] confessed to the illicit images and videos found on scene during the search.

To date, the following ficld offices have identified personnel to develop target packages associated with their AOR:
o Atlanta, Charlotte, Dallas. Detroit. Cleveland, Kansas City, New York, Seattle, and Tampa.
o It is anticipated tha{ |targct packages will be completed and disseminated to FBI ficld offices by July 3, 2015,

Predication/Background:

|P1a)'Pcn was the largest hidden service dedicated to the sexual exploitation of children on

the Tor Network.

.

On 1/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the

administrators and registered users of PlayPen. b5 -1,2
o | | Steven Chase, the main administratob7D -1
operator of PlavPen, was indicted in the District of North Carolina. b7E -3,5,10

UNCLASSIFIEDIFD
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b7E -11
Operation Pacifier; Violent Crimes Against Children .

MCCU will send investigative packaged |
Statistical accomplishments will be tracked by MCCU| |

e On 2/19/2015, a search warrant was obtained
* On 2/20/2015, at 12:30 am., a no knock search warrant was executed at the residence of Steven Chase in Naples, Florida with the assistance of Tampa Field
AT. At the time of entrv. |
. |
[MCCU personnel began| pechedule. b3 -1
= On 272477075 Steven Chase was ordered detained pending his extradition to the Western District of North Carolina. bs -1,2
. bé -3
. b7C -3
b7E -2,3,7
L]
*  MCCU has served| | subpocnas| |
Upcoming Week(s):
=  MCCU continues utilizing onboard and TDY assets to assemble lecad packages I
[t is anticipated that all target packages will be disseminated to the ficld offices by mid-July.

*  VCACS continues to contact| lmorc targets to assign TDY personnel to the MCCU for the purpose of compiling target packages

associated with their respective AOR. The duration of the TDY is dependent upon the number of targets per AOR, as well as the number of agents sent to

compile the packages. Once trained, a single agent can complet] cad packages per week. b7E -2,3,7,13
*  MCCU has re-focused its efforts on the dissemination of target packages to field oFﬁccg |
= VCACIU will employ additional onboard assets and coordi lhc target packages.
= Itis anticipated that field offices will obtain search \\'arrancj Jvith action dates as appropriate.

Strategy:

= PlayPen administrators and site moderators will be charged in the Western District of North Carolina as an enterprise prosecution.
L]
. SAD |
. | b5 -1,2
" b7E -10
L ]
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Operation Pacifier; Violent Crimes Against Children | | B7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252
| Ficld Office [RA: SSAl b6 -1,2
Field POCs: Tampa Ficld Office — Fort Mgvers RA: SSRAI b7C -1,2
Charlotte Field Office — SSA| | b7E -1
A/S
CID POCs: A/U
SS |
. Western District of North Carolina, Eastern District of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attorney| I
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Search Warrant

CID Threat: Violent Crimes Against Children
Significant Activity:

. Domcstica]l):[ |targct packages have been disseminated to FBI field offices.

¢ Notable preliminary results include the identification of a Pediatric Oncologist, two davcare workers, and 16 Registered Sex Offenders.

* To date, the following ficld offices have sent personnel to the MCCU and have completed or are actively developing the target packages associated with their

AOR: b7E 2,3
o | |
o ltis anticipated that| [target packages will be completed and disseminated to FBI ficld offices by July 3, 2015. b5 -1.2
Predication/Background: b7D -1
. b7E -3,5,10
| | PlayPen was the largest hidden service dedicated to the sexual exploitation of children on

the Tor Network.

e On 1/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the

ministr. nd regi f PlavPen.
. | | Steven Chase, the main administrator and

18-CV-1488(FBI)-76
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Operation Pacifier; Violent Crimes Against Children | | b7E -11
operator of PlayPen. was indicted in the District of North Carolina.

e On2/19/2015, a search warrant was obtained |

*  On2/20/2015,at 12:30 am.,anok arrant w i i i
Officc SWAT. At the time of entry,|

| Chase invoked his right to counsel and was placed under arrest. !
L]
| |[MCCU personnel began| pchedule. b3 -1

*  On 2/24/2015, Steven Chase was ordered detained pending his extradition to the Western District of North Carolina. bs -1,2

. b6 -3

. b7c -3

b7E -2,3,7

. |

*  MCCU has served |subpoenas| |

Upcoming Week(s):

*  MCCU continues utilizing onboard and TDY assets to assemble lead package
| Liti ici hat all target packages will be disseminated to the field offices by mid-July.

*  VCACS continues to contac} more targets to assign TDY personnel to the MCCU for the purpose of compiling target packages
associated with their respective AOR. The duration of the TDY is dependent upon the number of targets per AOR, as well as the number of agents sent to
compile the packages. Once trained. a single agent can complctc' cad packages per week. bIE -2.3 7

*  MCCU has re-focused its efforts on the dissemination of target packages to field offices| | o

*  VCACIU will employ additional onboard assets and coordinatd |the target packages.

= It is anticipated that field offices will obtain scarch \\'arr:mtsl_ Jvith action dates as appropriate.

Strategy:

* PlavPen administrators and site moderators will be chareed in the Western District of North Carolina as an enterprise prosecution. b -1,2

' | b7E -10,13

. Ihcld offices will imtiate investigations on U.S. users and prosecute them through their local USAQ. |

L]

*  MCCU will send investigative packages| |

» Statistical accomplishments will be tracked by MCCU]|

.| |ficld offices have identified personnel who will report to the MCCU in the coming

weeks to complete the target packages specitic to their AOK.

18-CV-1488(FBI)-77

UNCLASSIFIEDAF




UNCLASSIFIEDSFOR R

Operation Pacifier; Violent Crimes Against Children | | b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252
Field Office -| RA:SSAl [ b6 -1,2
Field POCs: ["Tampa Field Office — Fort Mevers RA: SSRA| | b7c -1,2
Charlotte Field Office — SSA| ] b7E -1
A/SC]| |
CID POCs: And |
SSA| |
Western District of North Carolina_Eastern District of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attome;| | :
Intel Coverage: VCACIU
Ops Coverage: CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Search Warrant

CID Threat: Violent Crimes Against Children
Significant Activity:

. Domcstica]l)'__| l;argct packages have been disseminated to FBI field offices.

¢ Notable preliminary results include the identification of a Pediatric Oncologist, two davcare workers, and 16 Registered Sex Offenders.

* To date, the following ficld offices have sent personnel to the MCCU and have completed or are actively developing the target packages associated with their

b7E -2,3,

AQR:
° |
o Itis anticipated that] IlJﬂgct packages will be completed and disseminated to FBI field offices by July 3. 2015.
Predication/Background:
L]
| PlayPen was the largest hidden service dedicated to the sexual exploitation of children on

the Tor Network b7D -1

. b7E -3,5,10

e On 1/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
administrators and registered users of PlayPen.

18-CV-1488(FBI)-78
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Operation Pacifier; Violent Crimes Against Children | b7E -11
o | | Steven Chase, the main administrator and
operator of PlayPen, was indicted in the District of North Carolina.
e On 2/19/2015, a search warrant was obtained| |
=  On 2/20/2015, at 12:30 a.m.. a no knock search warrant was executed at the residence of Steven Chase in Naples. Florida with the assistance of Tampa Ficld
Office SWAT. At the time of entry.| |
Chase invoked his right to counsel and was placed under arrest. ]
L]
| MCCU personnel began| kchedule.
* On 2/24/2015. Steven Chase was ordered detained pending his extradition to the Western District of North Carolina.
. b3 -1
L] bs -1,2
bé -3
b7C -3
" b7E -2,3,7
*  MCCU has served jsubpoenas| |
Upcoming Week(s):
* MCCU continues utilizing onboard and TDY assets to assemble lead packages| |
|1t is anticipated that all target packages will be disseminated to the Tield offices by mid-July.
=  VCACS continues to contac] ore targets to assign TDY personnel to the MCCU for the purpose of compiling target packages
associated with their respective AOR. The duration of the TDY is dependent upon the number of targets per AOR, as well as the number of agents sent to
compile the packages. Once trained, a single agent can complctlﬁcad packages per week. b7E -2,3,7,13
= MCCU has re-focused its cfforts on the dissemination of target Fackagcs to field oﬂ"lccsl |
= VCACIU will employ additional onboard assets and coordinate Ithc target packages.
* tis anticipated that field offices will obtain search warrant§ pvith action dates as appropriate.
Strategy:
- ' b5 -1,2
- b7E -10,13
. |
*  MCCU will send investigative packages| |
. I_Smisnnal_a.cmmmmmum:_\silLbs_mchd by MCCY |
L] ficld offices have identified personnel who will report to the MCCU in the coming weeks to complete the target packages
specific to their AOR.

18-CV-1488(FBI)-79

UNCLASSIFIED/FORTT



UNCLASSIFIEDYFORTF

' b7E -
h Operation Pacifier; Violent Crimes Against Children I |
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 fﬂﬁ -1,2
Ficld Office | [RA. SSA I e
Field POCs: ampa Ficld Office — Fort Mevers RA; SSRA |
Charlotte Ficld Office — SSA |
Assq |
CID POCs: Aug |
SsA |
DOJ/USAO: Western District of North Carc»lma1 Eastern District of Virginia, Western District of

Florida, DOJ/CEQS Trial Attorney

Intel Coverage:

VCACIU

Ops Coverage:

CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
(MCCU)

Legal Process:

Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Secarch Warrant

11

CID Threat: Violent Crimes Against Children

Significant Activity:

¢ Domestically

|target packages have been disseminated to FBI field offices. b7E

¢ Notable preliminary results include the identification of a Pediatric Oncologist, two davcare workers, and 16 Registered Sex Offenders.
* To date, the following ficld offices have sent personnel to the MCCU and have completed or are actively developing the target packages associated with their

AOR:

2,3

s}

o ltis anticipated|

Im_rs_.‘!ct packages will be completed and disseminated to FBI field offices by July 3. 2015.

Predication/Background:

| PlayPen was the largest hidden service dedicated to the sexual exploitation of children on

the Tor Network

b7D -1

e On 1/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
administrators and registered users of PlayPen.

b7E -3,5,10
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Operation Pacifier; Violent Crimes Against Children

| Steven Chase, the main administrator and

operator of PlayPen, was indicted in the District of North Carolina.

¢ On2/19/2015, a search warrant was obtained
=  On 2/20/2015, at 12:30 a.m.. a no knock search warrant was executed at the residence of Steven Chase in Naples, Florida with th istance of Tampa Figl
: SWAT. At the time of entry
hase invoked his rich nsel and was placed under arrest. |
L]
[MCCU personnel begarf fschedule.
* On 2/24/2015, Steven Chase was ordered detained pending his extradition to the Western District of North Carolina.
. b3 -1
. b5 -1,2
b6 -3
b7C -3
. b7E -2,3,7
*  MCCU has served| [subpoenad [
Upcoming Week(s):
= MCCU continues utilizing onboard and TDY assets to assemble lead packagcsl
It is anticipated that all target packages will be disseminated to the field offices by mid-July.

=  VCACS continues to contact the| hargcts to assign TDY personnel to the MCCU for the purpose of compiling target packages

associated with their respective AOR. The duration of the TDY is dependent upon the number of targets per AOR, as well as the number of agents sent to

compile the packages. Once trained, a single agent can con]plctcl_:P'ocad packages per week. b7E -2,3,7,13
= MCCU has re-focused its cfforts on the dissemination of target packages to ficld t:)ﬂ"lccsl_.l‘LI |
"  VCACIU will employ additional onboard assets and coordinate] |the target packages.
* It is anticipated that field offices will obtain search warrants| [with action dates as appropriate.

Strategy:

*  PlayPen administrators and site moderators will be charged in the Western District of North Carolina as an enterprise prosecution. I
. b5 -1,2
. | Ficld oflices will initiate investigations on U.S. users and prosccute them through their local USAQ. | b7E -10
*  MCCU will send investigative packages| [
= Statistical accomplishments will be tracked by MCCU| |
. I -hcld offices have 1dentified personnel who will report to the MCCU in the coming weeks to complete the target packages

b7E -11

;13

specific to their AOR.
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Operation Pacifier; Violent Crimes Against Children | | b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 !oe -1,2
[ JFicld Office - RA. SS oo L2
Field POCs: Tampa Field Office — Fort Meyers RA: SSR
Charlptte Ficld Office — SSA |
A/8C
CID POCs: A/U(Q
SSA|
. Western District of North Carolina, isgrict of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attorney] |
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title III, Administrative Subpocna, Search Warrant
CID Threat: Violent Crimes Against Children
Significant Activity:
*  Domestically| |target packages have been disseminated to FBI field offices. b7E -2,3
¢ The following field offices currently have personnel at Linthicum, MD to complete work-up of target packages associated with their AOR:
o]
o ltis anticipated | |target packages will be completed and disseminated to FBI field offices by Julv 3, 2015.
* Notable preliminary results include the identification of a Pediatric Oncologist, two davcare workers, and 16 Registered Sex Offenders.
Predication/Background:
.
| PlayPen was the largest hidden service dedicated to the sexual exploitation of children on
the Tor Network. b5 -1.2
. b7D -1
b7E -3,5,10
¢ On 1/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
ministr; nd regi f PlavPen.
. | Steven Chase, the main administrator and

operator of PlavPen, was indicted in the District of North Carolina.

18-CV-1488(FBI)
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Operation Pacifier; Violent Crimes Against Children |

b7E -11

On 2/19/20135, a search warrant was obtained] |

On 2/20/2015, at 12:30 a.m., a no knock scarch warrant was executed at the residence of Steven Chase in Naples. Florida with the assistance of Tampa Field

. At the time of entry

AT
h

invoked his right ti

b3 -1f

| [MCCU personnel began fschedule.

On 2/24/2015, Steven Chase was ordered detained pending his extradition to the Western District of North Carolina.

b5 -1,2
bé -3

b7c -3]
b7E -2,3,7

MCCU has served| [subpoenag |

Upcoming Week(s):
=  MCCU continues utilizing onboard and TDY assets to assemble lcad packagcsl
| | It is anticipated that all target packages will be disseminated to the field offices by mid-July.
lnorc targets to assign TDY personnel to the MCCU for the purpose of compiling target packages
associated with their respective AOR. The duration of the TDY i|s_ds_mndgm_|.u10n the number of targets per AOR, as well as the number of agents sent to

VCACS continugs to contact the]

compile the packages. Once trained, a single agent can complete lcad packages per week.

MCCU has re-focused its efforts on the dissemination of target packages to field offices|

|

b7E -2,3,7,13

}he target packages.

VCACIU will employ additional onboard assets and coordinlg,gd

It is anticipated that field offices will obtain search warrants Jwith action dates as appropriate.

Strategy:

b5 -1,2

b7E -10,13

MCCU will send investigative packageq |

Statistical accomplishments will be tracked by MCCU]| |
| |ﬁc1d offices have identified personnel who will report to the MCCU in the coming weeks to complete the target packages

specific to their AOK.

UNCLASSIFIEDAFORT
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Operation Pacifier; Violent Crimes Against Children I | b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252
| |Field Office -{ |RA: SSA| [
Field POCs: Tampa Field Office — Fort Mevers RA: SSRA| |
Charlotte Field Office — SSA | [
A/SC | b6 -1,2
CID POCs: AU | b7C -1,2
SS, AI I b7E -1
. Western District of North Carolina, Eastern District of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attorney
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Search Warrant

CID Threat: Violent Crimes Against Children
Significant Activity:
. Domcstica]ly__' Itargct packages have been disseminated to FBI field offices. b5 -1,2

. TllrwﬂMMMbWHmhiwm« MD to complete work-up of target packages associated with their AOR: b7C -3
b7C -3
(o]

Predication/Background: f;g :; 5,10,13
L ] = ¥

| PlayPen was the largest hidden service dedicated to the sexual exploitation of children on

the Tor Network.

¢ On 1/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
ini sojstere 1s of PlavPen
. |Stcvcn Chase, the main administrator and
operator of PlayPen, was indicted in the District of North Carolina.
*  On2/19/2015, a search warrant was obtained|
*  On 2/20/2015, at 12:30 a.m., a no knock search warrant was executed at the residence of Steven Chase in Naples, Florida with the assistance of Tampa Field
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Operation Pacifier; Violent Crimes Against Children b7E -11
Office SWAT. At the time of entry) |
. |
1 |[MCCU personnel began| kchedule.
. rder :tain nding his ex h 3 rolina,
L]
M b3 -1
bé -3
b7Cc -3
. b7E -2,3,7
*  MCCU has served [subpoenas |
" Asof 6/29/2015, leads have been disscmmalcd| [field offices.
= Notable preliminary results include the identification of a Pediatric Oncologist. two davcare workers, and 16 Registered Sex Offenders.
Upcoming Week(s):

= MCCU continues utilizing onboard and TDY assets to assemble lead packages] |
| L1t is anticipated that all target packages will be disseminated to the field offices by mid-July.

*  VCACS continues to contact]

associated with their respective AOR. The duration of the TDY is dependent upon the number of targets per AOR. as well as the number of agents sent to
compile the packages. Once trained. a single agent can completg i

*  MCCU has re-focused its efforts on the dissemination of target packages to field offices with less than 20 targets.
*  VCACIU will employ additional onboard assets and coordinla,[;l | the target packages.

* [t is anticipated that ficld offices will obtain scarch warrants

1ore targets to assign TDY personnel to the MCCU for the purpose of compiling target packages

lead packages per week. b7E -2,3,7,13

[with action dates as appropriate.

Strategy:

-,

i}

* _PlavPen administrators and site moderators will be charged in the Western District of North Carolina as an enterprise prosecution.
| I b5 -1,2

e

S ~cute tho " TUSAQ b7E -10,13

MCCU will send investigative packages| [
Statistical accomplishments will be tracked by MCCU

[ficld offices have 1dentified personnel who will report to the MCCU in the coming weeks to complete the target packages

specific to their AOR.
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3 . . . . . . b7E -11
Operation Pacifier; Violent Crimes Against Children | I
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252
[Field Office { [RA: SSA| I
Field POCs: Tampa Field Office — Fort Mevers RA: SSRA| [
Charlotte Field Office — SSA|
uc| | b6 -1,2
CID POCs: SSA b7Cc -1,2
SSA b7E -1
. Western District of North Carolina,_Eastern District of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attorney| |
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Search Warrant
CID Threat: Violent Crimes Against Children
Significant Activity:
e On 7/22/2015, TP advised of their intent to utilize SWAT to secure locations for seven search warrants between | As noted by TP, b6 -4

SWAT is being utilized “based on guidance from CID’s Intelligence note | p7c -4
I IAt this time, it is anticipated that these warrants will be exccuted as “no knock™ scarches. b7E -2

[ ]

On 7/22/2015, PG advised of the suicide of Joseph Hartman. PG executed a scarch warrant at Hartman’s residence on 7/17/2015 and he died from an apparent
self inflicted gunshot wound on 7/18/2015.

On 7/22/2015, MM advised of the suicide of Jonathon Barber. MM executed a search warrant at Barber’s residence on 7/14/2015. Altho’*mh_ﬂmb_u_mmgd_,

an attorney and did not speak to agents, he later to]d:hcrc was “bad stuff” on his computer. On 7/22/2015, Barber hung himsel

To date, three subjects associated with Operation Pacifier have committed suicide. In addition to the above, AT previously advised that after conducting a
scarch warrant at the residence of Will McCracken on 7/1/20135, he committed suicide on 7/8/2015,

Predication/Background:

| PlayPen was the largest hidden service dedicated to the sexual exploitatinn nt

children on the Tor Network. b7D -1

il

b7E -3,5
|

,10

|
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Operation Pacifier; Violent Crimes Against Children | | b7E 11

o | Steven Chase, the main administrator and
operator of PlayPen, was indicted in the District of North Carolina.
e On2/19/2015, a scarch warrant was obtained| |
. |
| MCCU personnel began] Jschedule.

-

. b3 -1 |
bs -1,2
b6 -3

. b7C -3

» MCCU has scrvcdl bubpocnad [ b7E -2,3.7

*  Breakdown of leads disseminated as of 7/22/2015:| |

= Notable preliminary results include the identification of a PcdiatTWMmmmimd Sex Oftfenders.
e On7/13/2015, thd |Ficld Office exccuted a search warrant uri'cntl_\‘ serves as the

| confessed to his activities|

Upcoming Week(s):
=  MCCU continues utilizing onboard and TDY assets tol_as_s_cmbl:_liad packagcs| b7E -2,3,7,13
[ [To date, eads have been disseminated to the field.
*  MCCU will continue to assemble lead package
*  VCACIU will employ additional onboard assets and coordinat{ [the target
packages.
= Itis anticipated that field offices will obtain search \\'arrantsl |with action dates as appropriate.
Strategy:
* PlayPen administrators and site moderators will be charged in the Western District of North Carolina as an enterprise prosecution.
L] | bs -1,2
= Field offices will imtiate investigations on U.S. users and prosecute them through their local USAQ. b7E -10
. I
» Asof Z/T772013. all Teads| |
| I
»  Statistical accomplishments will be tracked by MCCU |
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Operation Pacifier; Violent Crimes Against Children b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 ggc-lizz
[Field Office | |RA: SSAL | BIE -1
Field POCs: Tampa Field Office — Fort Meyers RA: SSRA| |
Charlotte Field Office — SSA |
U ]
CID POCs: SS
SSA
DOJ/USAO: Western District of North Carolina, Eastern District of Virginia, Western District of
) Florida, DOJ/CEOS Trial Attorney
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Search Warrant
b6 -3__ |
CID Threat: Violent Crimes Against Children b7c -3
Significant Activity: b7 -2,3,13
*  On the evening of 7/16/2015, tlul IFicld Office SWAT team will assist in the exccution of a search warrant at the residence :Rcwnt
photos idcntiﬁcd |in possession| Jemployee and Registered Sex Offender who was convicted of possessing child
exploitation material while hef |was subsequently prosccute for possessing child exploitation material.
*  On7/14/2015 thd [Ficld Office exccuted a scarch warrant at the residencd |confessed to possessing child exploitation
material | |ggvi§cd he knew| |
. las the
agents approached his house. The local tow] [was able to recover] JA preview of thg  fhumb drives reflect
child exploitation material contained within. For unknown reasons| fwas fired rom his positio |
Domcsticall}'l farget packages have been disseminated to FBI ficld offices.
The following field offices currentlv have personnel at Linthicum. MD to complete work-up of target packages (# of packages) associated with their AOR:
o | b7D -1
Predication/Background: b7E -3,10
L
| |PlayPen was the largest hidden service dedicated to the sexual exploitation of

children on the Tor Network.

18-CV-1488(FBI)-88
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Operation Pacifier; Violent Crimes Against Children | b7E -11

. b3 -1
. b5 -1,2

. [Steven Chase, the main administra®€ =3

operator of PlayPen, was indicted in the District of North Carolina. :;g ‘2 e
* On 2/19/2015. a search warrant was obtained| | T
" |

IMCCI] nersonnel beoanl kchedule

*  MCCU has served pubpocenag ]

= Breakdown of lcads disscminated as of 7/15/2015] |

»  Notable preliminary results include the identification of a Pediatric Oncologist, two daycare workers, and 16 Registered Sex Offenders.

b7E -2,3,7,13

Upcoming Week(s):

- l.M.LCJ.Lmnu.mu.oumm.m:.thmd.’[D_ﬁ assets to assemble lead packages|
It is anticipated that all target packages will be disseminated to the field offices by mid-July.

= VCACS continues to contacl more targets to assign TDY personnel to the MCCU for the purpose of compiling target packages

associated with their respective AOR. The duration of the TDY is dependent upon the number of targets per AOR, as well as the number of agents sent to
compile the packages. Once trained, a single agent can compﬁuﬁhﬂzﬁmq per week

= VCACIU will employ additional onboard assets and coordina |thc target
packages.
= Itis anticipated that field offices will obtain search warrantsl Iwith action dates as appropriate.
Strategy:
. i ini i rs will i m Distri rolin
bS5 -1,2
- > TRAQ b7E -10

MCCU will'send mvestigative packages| |
Statistical accomplishments will be tracked by MCCU
ffice has identified personnel who will report to the MCCU in the coming weeks to complete the target packages specific to their AOR.

18-CV-1488(FBI)-89
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Operation Pacifier; Violent Crimes Against Children | I b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 zjc'fizz
| Ficld Office - [RA:SSA| bTE -1
Field POCs: ampa Ficld Office — Fort Movers RA: SSRA|
Charlotte Field Office — SSA
uc| ]
CID POCs: SSA| |
SSA |
DOJ/USAO: Western District of North Carolina, Eastern District of Virginia, Western District of
' Florida, DOJ/CEQS Trial Attorney{
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title III, Administrative Subpocna, Search Warrant
CID Threat: Violent Crimes Against Children
Significa ivity: b6 -3
*+ 0 the] [Ficld Office exccuted a scarch warrant on the residence | Furrently serves as theb7C -3
confessed to his activities |during the interview and was arrested. b7E -1,2,3
* The following ficld offices currently have personnel at Linthicum, MD to complete work-up of target packages (# of packages) associated with their AOR:
o |
Predication/Backeround:
L]
| | PlayPen was the largest hidden service dedicated to the sexual ep3 -110n of
children on the Tor Network. b5 -1,2
. b6 -3
b7c -3
. | Steven Chase, the main admmP P ~15
operator of PlavPen, was indicted 1in the Dhstr) ) b7E -2,3,5,7,10
o (On2/192015. a search warrant was obtained | |
| [ MCTU personnel began [schedule.

18-CV-1488(FBI)-90
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Operation Pacifier; Violent Crimes Against Children b7E -11
b3 -17]
bs -1,2
b6 -3|
b7C -3
b7E -2,3,7

*  MCCU has served| [subpoenag

= Breakdown of leads disseminated as of 7/22/2013)

= Notable preliminary results include the identification of a Pediatric Oncologist. five teachers, two daycare workers, and 16 Registered Sex Offenders.

Upcoming Week(s):

= MCC ntinues utilizing on TDY assets to assemble lead |)ackagcs|
leads have been disseminated to the field.

To date
= MCCU will continue to assemble lead packages

b7E -2,3,7,13

* VCACIU will employ additional onboard assets and coordinatc[ |thc target
packages.
= Itis anticipated that field offices will obtain search \\'arrantsl | with action dates as appropriate.
Strategy:
= PlavPen administrators and site moderators will be charged in the Western District of North Carolina as an enterprise prosecution. ]
] bs -1,2
»  Field offices will imtiate investigations on U.S. users and prosecute them through their local USAO. b7E -10
. |
» Asof 7/17/2015. all leads| |
|
L
= Statistical accomplishments will be tracked by MCCU| |

UNCLASSIFIEDITOR OFF
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Operation Pacifier; Violent Crimes Against Children | | b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252
| |Field Office -| [RA: SSAl [
Field POCs: Tampa Ficld Office — Fort Mcvers RA: SSRA | |
Charlotte Field Office — SSA[ | b6 -1,2
b7C -1,2
ucl b7E -1
CID POCs: SSA| |
SSA |
. Western District of North Carolina_Eastern District of Virginia, Western District of
DOJ/USAO: Florida, DOJ/CEOS Trial Attorey| |
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title III, Administrative Subpocna, Search Warrant
b6 -3,4
CID Threat: Violent Crimes Against Children bic -s,4
b7E -2 ’ 3—

Significant Activity:
e (n&g/12/201 5] Ianticipatcs cxccuting a scarch warrant at the rcsidcnccl | Investigation rcvca]cdl |is cmp]ovcdl |

| Based upon subpoenaed infommtion,l__l

|has coordinated with |officials who will assist

|also anticipates interviewing]

¢ On8/14/2015] [Ficld Office anticipates executing a search warrant at the residence] | Investigation revealed| |
| Based upon subpoenacd infonnation,| |is associated| |
Ficld Office | inated with :lomcia]s who will assist in a ruse to remove
from the residence)___|Field Office further anticipates| may be at the residence and have coordinated with
local law enforcement and child protection services.
| [ b7D -1
Predication/Background: b7% -3,5,10
L]
| ] PlavPen was the largest hidden service dedicated to the sexual exploitation of

children on the Tor Network.

UNCLASSIFIEDAVE
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. . . . . . b7E -11
Operation Pacifier; Violent Crimes Against Children |
o | | Steven Chase, the main administrator and
operator of PlayPen, was indicted in the District of North Carolina.
e On2/19/2015. a search warrant was obtained| |
. ]
| MCCU personnel began lschedule b3 1
i b5 -1,2
" b6 -3
b7C -3
b7E -2,3,7
L}
= MCCU has scn-'cc‘ I;ubpocnﬂs|
* Breakdown of leads disseminated as of 7/22/2013|
* Notable preliminary results include the identification of a Pediatric Oncologist, five teachers. two daycare workers, and 16 Registered Sex Offenders.
Upcoming Week(s):
*  MCCU contin emble lead packages| |
To date leads have been disseminated to the field.
=  MCCU continues to assemble lead packages| |
*  VCACIU continues to coordinate with field office IAs to complete open source “work-ups™ on the target packages. b7E -2,3,7
*  Field offices will obtain search warrant d action as appropriate.
Strategy:
" bs -1,2
. b7E -10
= Asof 8/7/2015, all leady
|

. |
= Statistical accomplishments will be tracked by MCCU | |

18-CV-1488(FBI)-93
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Operation Pacifier; Violent Crimes Against Children | b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 b6 -1,2 |
[ [Field Office - [RA: SSA| b7C -1,2
Field POCs: Tampa Field Office — Fort Mevers RA: SSRA| b7E -1
Charlotte Ficld Office — SSA| |
UCL
CID POCs: SSA
SSA
. Western District of North Carolina,_Eastern District of Virginia, Western District of
DOJIUSAO: Florida, DOJ/CEOS Trial Attomey)
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title III, Administrative Subpocna, Search Warrant
- - . * ba -1
CID Threat: Violent Crimes Against Children b5 -1,2
Significant Activity: b6 -3

. I I b7C -3
¢ FBI Field Offices anticipate executing] _|search warrants during the week of 8/16/2015. b7D -1

- b7E -2,3,5,7,10
Predication/Background: >
L ]

| PlavPen was the largest hidden service dedicated to the sexual exploitation of

children on the Tor Network.

. [ Steven Chase, the main administrator and
operator of PlayvPen, was indicted in the District of North Carolina.
e On2/19/2015, a search warrant was obtained| ] ]
]
|MCCU personnel hggalll |§(‘hc‘dn|r‘

PN ANNIFIEDOTD 1 8 = CV' 148 8 ( FBI )' 94
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Operation Pacifier; Violent Crimes Against Children b7E -11
b3 -17]
b6 -3
. b7C -3
= MCCU has served Isubpocnasl | b7E -2{ 3,7
= Breakdown of leads disseminated as of 7/22/2015)
= Notable preliminary results include the identification of a Pediatric Oncologist. five teachers. two daycare workers, and 16 Registered Sex Offenders.
Upcoming Week(s):
= MCCU continues to assemble lead packages| |
[ dath:,bads have been disseminated to the field.
®  MCCU continues to assemble lead packages| |
®  VCACIU continues to coordinate with figld office IAs to complete open source “work-ups™ on the target packages. b7E -2,3,7
* Field offices will obtain search warrant d action as appropriate.
Strategy:
= PlayPen administrators and site moderators will be charged in the Western District of North Carolina as an enterprise prosecution.
" I bs -1,2
* Field offices will imitiate investigations on U.S. users and prosecute them through their local USAO. b7E -10
. ]
* Asof 8/17/2015. all leads | I
|

. |
= Statistical accomplishments will be tracked by MCCU]J |

UNCLASSTFE D/ ERTF
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Operation Pacifier; Violent Crimes Against Children | l b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 b: -1i22
- b7C -1,
| |Field Office -| |RA: SSA| | LTE -1
Field POCs: Tampa Field Office — Fort Mevers RA: SSRA| |
Charlotte Ficld Office — SSA
uc|, |
CID POCs: SSA
SSA
. Western District of North Carolina, Eastern District of Virginia. Western District of
DOJUSAO: Florida, DOJ/CEOS Trial Attorney]
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage:
(MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title III, Administrative Subpocna, Search Warrant
b3 -1
CID Threat: Violent Crimes Against Children b5 -1,2
Signi ivity: b6 -3
. b7C -3
—1 - — - b7D -1
'. F‘B[ Field Offices anticipate executind  [search warrants during the week ot 8/16/2015. BIE -2,3,5,7,10
Predipation Boacl F:
L]
| PlayPen was the largest hidden service dedicated to the sexual exploitation of
children on the Tor Network.
L]
. | | Steven Chase, the main administrator and
operator of PlayPen, was indicted in the District of North Carolina.
*  On 2/19/2015, a scarch warrant was obtaine |
" I I
| [MCCU personnel begal] Echedule:
L]
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Operation Pacifier; Violent Crimes Against Children | b7E -11
b3 -1[7
b6 -3
. b7C -3
b7E -2,3,7
= MCCU has served Isubpocnas{ |
* Breakdown of leads disseminated as of 7/22/2015]
= Notable preliminary results include the identification of a Pediatric Oncologist. five teachers. two daycare workers, and 16 Registered Sex Offenders.
Upcoming Week(s):
* MCCU continues to assemble lead packages for| |
| Todate[leads have been disseminated to the ficld. b7E -2,3,7
» “MCCU continucs to assemble lead packages| |
= VCACIU continues to coordinate with ficld office [As to complete open source “work-ups™ on the target packages.
* Field offices will obtain search warrant d action as appropriate.
Strategy:
= PlayPen administrators and site moderators will be charged in the Western District of North Carolina as an enterprise prosecution.
" | bs -1,2
= Field offices will initiate investigations on U.S. users and prosecute them through their local USAQO. b7E -10
. |
* Asof /1772015, all Icads| l
|
. |
= Staustical accomplishments will be tracked by MCCUJ

UNCLASSIFIEDVE
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Operation Pacifier; Violent Crimes Against Children | b7E -11
Subjects/Victim: Operation Pacifier bé -1,2
- — b7C -1,2
Statutory Violations: | Title 18 §2252 BTE -1
Field POCs: Charlotte Field Office — SSA | |
uc| |
CID POCs: SSA
SSA
DOJ/USAO: Western District of North Carolina, DOJ/CEQS Trial Attorney|
Intel Coverage: VCACIU
Ops Coverage: CID/VCACS/Major Case Coordination Unit (MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Search Warrant
CID Threat: Violent Crimes Against Children f’_‘;c's;
Significant Activity: ;
*  On8/19/20 li.l I\\'ill be indicted in the Western District of North Carolina as part of the enterprise prosecution.
Prediclﬂ.ti.u.nlﬂuxlszmnd=
. |
. l I Steven Chase, the main administrator and
crator of PlavPen, was in 1strict of North Carolina.
. MCCU personnel begar schedule.
) b3 -1
. b5 -1,2
Upcoming Week(s): b7E -2,3,5,7
*  Field offices will obtain search warrants for U.S. users and action as appropriate.
Strategy:
* PlavPen administrators and site moderators will be charged in the Western District of North Carolina as an enterprise prosecution. |
" b5 -1,2
* Feld offices will initiate investigations on U.S. users and prosccute them through their local USAO. b7E -10
- | |
» The Legat network will be used to disseminate packageq |
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B Operation Pacifier; Violent Crimes Against Children P7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252
Field POCs: Charlotte Ficld Office — SSA| | :'sfc_:zz
CID POCs: g&] l | B7E -1
DOJ/USAO: Western District of North Carolina, DOJ/CEOS Trial Attorney] |
Intel Coverage: VCACIU
Ops Coverage: CID/VCACS/Major Case Coordination Unit (MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT). Title I1I. Administrative Subpoena, Search Warrant

CID Threat: Violent Crimes Against Children

Significant Activity:
¢ Steven Chase has been advised that he has until 12/1/2015 to accept a plea deal or stand trial on 1/11/2016,
* Domestic statistical accomplishments to date|

identified. b3 -1
— - b5 -1,2
Pm:h" s b7E -2,3,5,7
1 |
. [Steven Chase, the main administrator and
operator of PlavPen, was indicted in the Western District of North Carolina.
. [MCCU personnel began| kchedule.

Upcoming Week(s):

*  Ficld offices will obtain search \\'arrmltsl Iand action as appropriate. b7E -1
Strategy:
*  VCACS has been tracking instances where USAOs have not supported search warrant application requests and/or prosecutions of Operation Pacifier subjects.
In most of those instances, the identified USAQOs have] b4 -1,2

| ]
= Field Offices currently affected by this USAO policy are WFO (EDVA), Newark, Minneapolis. Memphis/Nashville RA. Los Angeles/OCRA, Seattle, San

Francisco, and San Diego.

UNCLASSIFIEDVFGE
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Operation Pacifier; Violent Crimes Against Children b7E -11

b5 -1,3

18-CV-1488(FBI)-100
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Operation Pacifier; Violent Crimes Against Children I | b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 b6 -1,2
b7C -1,2
Field POCs: Charlotte Field Office - SSA | | b7E =1
] uc| I
CID POCs: SSA] I
DOJ/USAO: Western District of North Carolina, DOJ/CEOS Trial Attorney
Intel Coverage: VCACIU
Ops Coverage: CID/VCACS/Major Case Coordination Unit (MCCU)
Legal Process: Pen Register/Trap and Trace (PRTT). Title I1I. Administrative Subpoena, Search Warrant
CID Threat: Violent Crimes Against Children fgc'f:
Significant Activity: -
e On 12/18/2015,| kigned his guilty plea in the Western District of North Carolina as part of the

enterprise prosecution.

Predicr.ti.u.nlﬂn.:kzl:mmrl'
. I

o | |Steven Chase, the main administrator and
operator of PlavPen. was indicted in the Western District of North Carolina.

. IMCCU personnel bcgan| |sc]1cdulc_

L}

. b5 -1,2
Upcoming Week(s): ::2 :; 357

*  Field offices will obtain search \\'arrantsl |an|:l action as appropriate. e
Strategy:

= VCACS has been tracking instances where USAOs have not supported search warrant application requests and/or prosecutions of Operation Pacifier subjects.
In most of those instances, the identified USAOs have|

b5 -1,2

|
» Field Offices currently affected by this USAO policy are WFO (EDVA), Newark, Minneapolis, Memphis/Nashville RA, Los Angeles/OCRA, Seattle, San
Francisco. Buffalo/Rochester RA. and San Dicgo.
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Operation Pacifier; Violent Crimes Against Children | b7E -11
Subjects/Victim: Operation Pacifier
Statutory Violations: | Title 18 §2252 b6 -1,2
| [Ficld Office -| RA: SSA| | b7C -1,2
Field POCs: Tampa Field Office — Naples RA; SSRA | b7E -1
Charlotte Field Office — SSA| |
SC Michael Harpster
CID POCs: UCl |
SSA] |
. District of North Carolina, ) ct of Virginia, Western District of Florida
DOJ/USAO: DOJ/CEOS Trial Attorey]| |
Intel Coverage: VCACIU
CID/ Violent Crimes Against Children Section (VCACS)/Major Case Coordination Unit
Ops Coverage: (MCCU)
Lesal Process: Pen Register/Trap and Trace (PRTT), Title 111, Administrative Subpoena, Grand Jury
g : Subpoena, Search Warrant, Seizure Warrant

CID Threat: Violent Crimes Against Children
Significant Activity:
= On2/20/2015, at 12:30 AM, a no knock search warrant was executed at the residence of Steven Chase in Naples. Florida with the assistance of Tampa Field

Office SWAT. At the time of entry. b6 -3
b7Cc -3
*  Chase invoked his right to counsel and was placed under arrest. b7E -3

* MCCU subsequently executed| |

Predication/Background:

L]
| PlayPen 1s currently the largest hidden service dedicated to the sexual exploitation of
—children on the Tor Network b7D -1
. b7E -3,5,10
]
*  An administrative subpoena issued) I_
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Operation Pacifier; Violent Crimes Against Children P7E -11
b3 -3
b6 -3,4
b7C -3,4
bL7E -3
*  On 1/15/2015, Operation Pacifier was initiated by the MCCU as a joint investigation with Europol and the Italian Postal and Communications Police into the
administrators and registered users of PlayPen.
e  On 1/22/2015. MCCU and Charlotte Field Office personnel executed a search \\'ﬂrrantl f"f 'g .
b7C -3,4
b7E -2,3,4,7
L]
L]
e On 2/3/2015. agents from the | RA leamned from local authorities that Steven William Chase. the 55 vear old] [
| Steven Chase resides in Naples, Florida] |
[ ]
® Onorabout 2/9/2015, Steven Chase retumned to his residence in Naples, Florida.l b5 -1,2
I b6 -3,4
o[ | Steven Chase was indicted in the District 9;;; :2,4
North Carolina. A search warrant was obtained for Steven Chase’s residence in Naples. Floridaf
. Pu.lLL‘iLLO.ILa.mmh.ummu.t_\sﬁ obtained| |
Upcoming Week(s):
* MCCU will obtain a Title 1T order] | B,
=  MCCU and DARC will deploy personnel to assist Tampa Field Office - Naples RA in the search, arrest, and interview of Steven Chase. !
" | |
Strategy:
= At the time of search warrant execution, MCCU willl
Charlotte Ficld Office CART personnel will then seize] [ MCCU will] [from the OTD offsiic in Vireinia,
L]
= MCCU personnel will conduc{ pvith support from VCACS for the duration of the operation. VCACIU personnel will be on-hand for
| levelopment of subject packages. VCACU personnel will be on-hand for direct communication with FBI Field Office personnel
should immediate leads be generated.
L}
*  Operational duration 1s fluid and based on the succcs# bIE -2,3,6,7,10
=  Operational plan in place providing full Title IIl coverage by SAs with MAPA and IA support.
= PlayPen administrators and site moderators will be charged and prosecuted in the District of North Carolina as an enterprise prosecution.
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Operation Pacifier; Violent Crimes Against Children P7E
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Operation Torpedo | b7E -11
: o b6 -1,2|
Subjects/Victim: | I p7C -1,2
Statutory Violations: | Title 18 § 2252 b7E -1
ASA] I
Field POCs: ssAl |
SA| |
UC! |
SS
CID POCs: SA
SA
District of Nebraska USAO
DOJ/CEOS
DOJ/USAO: AUS
CEOST.
Intel Coverage: lAl |
Ops Coverage: Clck hare fo enborfex
Legal Process: Search Warrants, Arrest Warrants, Title 111 Authority

CID Threat: Violent Crimes Against Children
Significant Activity:

* On 08/26/2014, Timothy Ray Defoggi, former Acting Director of Cyber Security at the US Department of Health and Human Services was
convicted by a federal jury in Nebraska of seven counts of engaging in a child exploitation enterprise, conspiracy to advertise and distribute child
pornography, and accessing a computer with intent to view child pornography. Sentencing is scheduled for 11/07/2014.

o Defoggi was arrested subsequent to execution of a search warrant on 04/09/2013 at his residence in Germantown, MD. Baltimore Field
Office, with assistance of MCCU, arrested Defoggi without incident.
Predication/Background:

* The Onion Router (Tor) is an online anonymity system that was initially developed by the U.S. Naval Research Laboratory through a private grant,
and is now developed by a nonprofit organization called Tor Project which is funded by a combination of US government and private sector
support.

* By directing Internet traffic through a volunteer, overlay network of computer servers distributed throughout the world, Tor obfuscates the source
and destination of Internet traffic and ultimately facilitates online anonymity. Tor facilitates online anonymity for legitimate purposes to
individuals and entities concerned with Internet privacy and confidentiality, but as an unintended byproduct, it also facilitates criminal activity to
include, child sexual exploitation, without concern for law enforcement detection.
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Operation Torpedo

- |

|

b7E -11

|the proliferation of child sexual exploitation “Hidden Services,” and the

ongoing, egregious, “worst of the worst” child sexual exploitation through Tor.

* The MCCU, in close coordination with|

deployed

[ the OTD’s Remote Operations Unit (ROU), developed and successfully
1

b3 -1

. r[hQJnM§SU2Eﬁ!§JHIHﬂQQLdﬁ!ﬂhﬂnﬂlﬂnﬂjlnnhﬂnﬁnﬂﬂﬁfbf()Pefaﬁﬂn Torpedo|

b7E -1,2,3,7

Additiomar Imrormation:

. I_;Isubpoenas were servedl
» Detailed investigative reports were compiled, and

I

bJ7E -2,3,10

residence.

agp_roximately| |investi gative leads were generated and sentl

= The administrator of the three sites, Aaron McGrath, and one other subject pled guilty to a child exploitation enterprise. One subject pled guilty to
accessing the website with intent to view child pornography. Three additional pleas are expected, and 15 subjects have been indicted and are
scheduled for trial, pending the outcome of judicial rulings. Two additional subjects, both registered sex offenders, were identified and based on
violations of their parole were arrested and re-charged in that jurisdiction. One other subject committed suicide after a search was conducted at his

UNCLASSEFIE D AR
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- 4 1 Assistant Divector’s € _ st 21, 2013

ISexual Exploitation of Children_Enterprises:l | b7E -1,11
CID Threat Band: Violent Crimes Against Children
Significant Activity:
September 3, 2013 Status Update of Evidence Analysis and Triage Effort
- b7E -1,2,3
-
Subjects/Victim: | I .
Statutory Title 18 §2252
Violations:
Field POCs: Legat London Predication/Background:
Legat The Hague = This casc is largeting]
Legat Paris | The Major Case Coordination Unit (MCCU) identified
CID POCs: uc
ggF The child sexual exploitation material | Jis some of the worst ever seen by the FBI.
SA] | IMCCU. working in conjunction with OTD Remote Operations Unit (ROU), developed and
SA | acquired] |
DOJ/USAO: Distictof Maryland .
DOJ/CE 1
Attorney| |
Intel Coverage: | VCACIU
Ops Coverage: CID/MCCU
Europol
Legal Process: MLATSs — France " MCCU. uthizing}
Title III L] [
Search Warrants b6 -1,2
b7C -1,2

b7E -1,2,3,7
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Strategy/Plan Forward: b7E -2,3,7,10

will compile lead packages to the appropriate field offices when subi ork- ted
is coordinating [to secure legal proccssi

i Jand compile lead packages to the appropriate authority| |

VCACS| |

| |DOJ’s DOJ Computer Crime & Intellectual Property Section (CCIPS) will serve as legal conduit for any legal

procesy |

Additional Information/Timeline: b3
R b7E
* During the operational phase of the investigation| |

_Search warrants will be obtained through the Federal Judicial District of Marvland for the historic information.
b3 -1
b7D -1
b7E -2,3,7
L]
| | Additionally, DOJ CCIPS developed protocols which were
implemented by the technical team| | DOJ CCIPS also provided legal guidance for
the technical team regarding the service of any legal processes such as search warrants, T-1I1 requests, and emergency disclosure notices associated
| | b3 -1
*  OnlJuly 31,2013 | b7E -1,3,10
*  OnJuly 29, 2013, Irish authorities in Dublin, Ireland executed a search warrant on the residence of] |Eric

Marques.
On July 22, 2013, OTD personnel, |

b7D -1
b7E -3,10

UNCLASSIFIED//L AW ENFOREEMENESENSITTVE

Prior to the operational phase of this investigation. the FBI and DOT Child Exploitation and Obscenity Section (CEOS) prcdicmcdl ]

-3
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- 4 1 Assistant Divector’s € : November 27, 24

[ [Sexual Exploitation of Children—Enterprises; b7E -1,11
CID Threat Band: Violent Crimes Against Children
Significant Activity:
. b«amh warrants executed domestically against 18 of 20 subjects |
= Europol and third party states have investigated| | Additional searches are
. | b7E -1,2,3,7
Predication/Background:
Predication/Backer, 1
Subjects/Victim: I I_ | The Major Case Coordination Unit (MCCU)
Statutory Title 18 §2252 identified] i — i i
Violations: The child sexual exploitation material komprised some of the worst ever seen by
Ficld POCs: Legat London the FBI.
Legat The Hague = — - - - - - -
Legat Paris { [MCCU. working in conjunction with OTD Remote Operations Unit (ROU), developed and acqmrcdl
i |
CID POCs: "
DOJ/USAO: District of Maryland
DOJ/CEQS Trial *  The MCCU]
Attorne) | |
Intel Coverage: | VCACIU b6 -1,2
Ops Coverage: CIDMCCU b7C -1,2
Europol b7E -1,2,3,7
Legal Process: MLATS —
France/Ireland
Title IIT
Search Warrants
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Strategy/Plan Forward:

b7E -1,2,3,7,10

= FBI ficld offi lwill be conductine forensic examination of seized evidence items.

* VCAC |

. Anal}'sia |

» _Additional leads will be disseminated to field offices as analysis| |

. [DOJ Computer Crime & Intellectual Property Section (CCIPS) and CEOS will serve as the legal conduit for any legal
process|

*  Prosecution of ten of the domestic subjects identified Jis currently planned to occur in the District of Maryland in January 2014.
Remaining subjects are being investigated / prosecuted within their respective federal jurisdiction,

Additional Information/Timeline:

b7D -1
b7E -1,2,3,10

Between| lthe FBI deploved personnel| Jin support of the
farrest ofl [Eric Eoin Margues

On September 12, 2013, pursuant to the submission of a provisional arrest warrant and extradition request, subject Marques was remanded 1nto

custodv bv Irish authorities pending official extradition.

b3 -1
b7D -1

UNCLASSIFIED/LAW ENFORESMENTSENSITIVE

b7E -2,3,7,10
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UNCLASSIFIED/LAWENRFORCEMENT SENSITIVE ——

| ISexual Exploitation of Children—Enterprises;| | b7E -1,11
CID Threat Band: Violent Crimes Against Children
Significant Activity:

. arch warrants executed domestically agai iectd
. uropol and third party states have investigated | Additional searches arc

still pending,
. | l b7E -1,2,3,7

Predication/Background:

Subjects/Victim: | | | e | VTSN — -

Statutory Title 18 §2252 ificd| i — i i I
Violations: he child sexual exploitation material) [comprised some of the worst ever seen by

Field POCs: Legat London the FBIL.

Legat The Hague S— . . . - - -
Legat Paris MCCU. working in conjunction with OTD Remote Operations Unit (ROU). developed and acqmrcdl

Legat New Delhi | ]
CID POCs: ucC "

DOJ/USAO: District of Maryland |
DOJ/CEOS Trial * The MCCUJ
Atlomcl I |

Intel Coverage: | VCACIU

Ops Coverage: CID/MCCU b6 -1,2
Europol b7C -1,2

Legal Process: MLATSs - b7E -1,2,3,7
France/Ireland
Title IIT

Search Warrants
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Strategy/Plan Forward:

= FBI ficld oﬁ'lccsl |\\'ill be conducting forensic examination of scized evidence items.

= VCACS b7E -1,

=  Analysi |

* _Additional Teads will be disseminated to ficld offices as analysis| |

. ] [DOJ Computer Crime & Intellectual Property Section (CCIPS) and CEOS will serve as the legal conduit for any legal
pmccssl

*  Prosecution of ten of the domestic subjects identified] lis currently planned to occur in the District of Maryland in January 2014.
Remaining subjects are being investigated / prosecuted within their respective federal jurisdiction,

Additignal Information/Timeline;
L]
b7D -1
b7E -1,3,10
L]
*  Between| |the FBI deploved personnel] Jin support of the
Jarrest of] |Eric Eoin Marques.
b3 -1
b7D -1

b7E -2,3,7,10

*  On September 12, 2013, pursuant to the submission of a provisional arrest warrant and extradition request, subject Marques was remanded into
custody by Irish authorities pending official extradition.

UNCLASS[F]EDI!LAW 18-CV-1488(FBI)-112
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Subjects/Victim: I
Statutory Title 18 §2252
Violations:

Field POCs:

Legat London
Legat The Hague
Legat Paris

At New Delhi

CID POCs:

SA

DOJ/USAO:

District of Maryland
DOJ/CEOS Trial
Attornes

UNCLASSIFIED/LAW ENFOREEMENF SENSITIVE

|Sexual Exploitation of Children_Enterprises:l

CID Threat Band: Violent Crimes Against Children

Significant Activity:
November 8. 2013 Status Update of Evidence Analvsis and Triage Effort

b7E -1,2,3

PredicationlBackgn;de:
® This case is targetin

|The Major Case Coordination Unit (MCCU)

identified]

|co1'npriscd some of the worst ever seen by

| IThc child sexual exploitation m:llcriall
the .

Intel Coverage:

VCACIU

Ops Coverage:

CIDMCCU
Europol

Legal Process:

MLATSs -
France/Treland
Title 111

Search Warrants

| MCCU. working in conjunction with OTD Remote Operations Unit (ROU), developed and acquired |
]

= The MCCU

UNCLASSIFIED/LAW ENFORECEMENT SENSITIVE

bt -1,2
b7Cc -1,2
b7E -1,2,3,7
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Strate,

gy/Plan Forward:

VCACS has sct leads toqﬁc]d offices for execution of search warrants during the week of November 18, 2013, To date 'warrants
1te are currently

have already been executed and the subjects arrested based on potential production and contact offenses against children.
slated for prosecution in the District of Maryland with support provided by VCACS, MCCU and DOJ Child Exploitation Obscenity Section
(CEOQS). Forensic review will be conducted by the Digital Analysis and Research Center (DARC).

Starting approximately November 18. 2013

A coordinated press releasd |will occur, approximately, November 26, 2013,

b7E -2,3,10

VCACS]

Additional Teads will be disseminated to field offices as analysis|

[DOJ Computer Crime & Intellectual Property Section (CCIPS) and CEOQS will serve as the legal conduit for any legal

]JFOCCSSI

Addit

onal Information/Timeline:

b7D -1
b7E -1,3,10

Between| |the FBI deploved personnel] [in support of the
larrest of] |Eric Eoin Margues. at his residence in Ireland.
b3 -1
b7D -1

b7E -2,3,7,10

On September 12, 2013, pursuant to the submission of a provisional arrest warrant and extradition request, subject Marques was remanded into
custody by Irish authorities pending official extradition.

A review|

konducted by MCCU and VCACIU.
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Subjects/Victim:

Statutory
Violations:

Title 18 §2252

Field POCs:

Legat London
Legat The Hague
Legat Paris
Legat New Delhi

CID POCs:

uc
SSA
SS.
S
SA

DOJ/USAO:

District of Maryland
DOJ/CEOS Trial
Attorney|

Intel Coverage:

VCACIU

Ops Coverage:

CIDMCCU
Europol

Legal Process:

MLATSs -
France/Treland
Title 111

Search Warrants

UNCLASSIFIED/LAW ENFOREEMENF SENSITIVE

| | Sexual Exploitation of Children_Enterprises:l |

CID Threat Band: Violent Crimes Against Children

Significant Activity:
November 20, 2013

b7E -1,2,11

Predication/Background:
®*  This case is largclingl |

| | The Major Case Coordination Unit (MCCU
identified|
The child sexual exploitation material

fomprised some of the worst ever seen by

the FBI.
L] I I
1 MCCU. working in conjunction with OTD Remote Operations Unit (ROU). developed and acquired| |
|

= The MCCU]
|
b6 -1,2
b7C -1,2

b7E -1,2,3,7

UNCLASSIFIED/LAW ENEORERENT-SENSITIVE
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Strategy/Plan Forward:
VCACS has sct leads tol }I
have already been executed and the subject

slated for prosecution in the District of Maryland with support provided by VCACS, MCCU and DOJ Child Exploitation

(CEOS). Forensic review will be conducte

cld offices for execution of secarch warrants during the week of November 18, 201 3| lhcsc warrants

d bv the Digital Analvsis and Research Center (DARC).
Starting approximatelv November 18, 201 3]

s arrested based on potential production and contact offenses against children.

| Imrc currently
scenity Section

b7E -2,3,10

A coordin ress rel

pill occur, approximatelv, November 26, 2013,

VCAC

Additional leads will be disseminated to field offices as anal\'sis]

[

process]|

[DOJ Computer Crime & Intellectual Property Section (CCIPS) and CEOS will serve as the legal conduit for any legal

Additi

onal Information/Timeline:

b7D

-1

b7E -1,3,10

Between]|

lthe FBI deploved pcrsonncl'_d—b_'_E__M_pn support of the
Jand the arrest o ric koin Marques. at his residence in Ireland.

b3 -1
b7D -1
b7E -2,3,7,10

On September 12, 2013, pursuant to the submission of a provisional arrest warrant and extradition request, subject Marques was remanded into
custody by Irish authorities pending official extradition.

A review]

[

fconducted by MCCU and VCACIU.
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stant Director’s €

[Sexual Exploitation of Children_Enterprises:l

CID Threat Band: Violent Crimes Against Children

No

Significant Activity:

‘ember 26, 2013

Two subjects are still under investigation.

b7E -1,2,3,7

kearch warrants executed domestically against 18 of 20 subl_ieclsl ]

|Additional scarches are

still pending.

Subjects/Victim: [_
Statutory Title 18 §2252
Violations:
Field POCs: Legat London
Legat The Hague
Legat Paris
Legat New Delhi
CID POCs: uc
SSA
SS
S b
SA|
DOJ/USAO:

District of Maryland

DOJ/CE 35_'Em.|_|
Attorney

Intel Coverage: | VCACIU

Ops Coverage: CID/MCCU
Europol

Legal Process: MLATSs -

France/Treland

Title 11

Search Warrants

Predication/Background:
This case is targetin;

| The Major Case Coordination Unit (MCCU

identificd] ]
he child sexual exploitation material | Jcomprised some of the worst ever seen by
the FBL
| |
> rations Unit (ROU), developed and acqu1red| |
The MCCU]

UNCLASSIFIED/CAW ENFOREEMENE-SENSITIVE

b6 -1,2
b7c -1,2
b7E -1,2,3,7
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UNCLASSIFIED/LAW ENFOREEMENESERSITIVE

Strategy/Plan Forward: bTE _2] ,3,7,10
= FBI ficld offi 1 1 7 /i 1 ic examination of scized evidence items.
* VCACS |
. I |
. AMMMMMN&M.WM&] I i | I isis| |
] [DOJ Computer Crime & Intellectual Property Section (CCIPS) and CEOS will serve as the legal conduit for any legal
process|

*  Prosecution of ten of the domestic subjects identified| fis currently planned to occur in the District of Maryland in January 2014.
Remaining subjects are being investigated / prosecuted within their respective federal jurisdiction,

Additional Information/Timeline:
. b7D -1
b7E -1,3,10

. Ec(wccﬂ ihc FBI deploved personne |in support ot the
|arrest o |[Eric Eoin Marques.

*  On September 12, 2013, pursuant to the submission of a provisional arrest warrant and extradition request, subject Marques was remanded into
custody by Irish authorities pending official extradition. b3 -1

" | | b7D -1

b7E -2,3,7,10
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On or about 11/22/2013, information was provided to Legal
Attache (LEGAT)' |concerninq archived folders uploaded to
the websitel I b7E -2,3
The links to these uploaded files were located during a review
of websites seized in August, 2013, whose purpose was the
distribution, advertisement, and production of child
exploitation material.

Entry into the site was restricted and only accessible to
individuals who would either upload child exploitation material
or produce and subsequently upload the images/videos. |

b6 -3
b7C -3
: b7E -2,3
| uploaded these files| | and
provided the administrator with the passwords to download and
subsequently decrypt the files.
The files uploaded were accessed by the Violent b7E -2,3
Crimes Against Children Section (VCACS), Major Case Coordination
Unit (MCCU), and confirmed to contain images/video of child
exploitation material:
b3 -4
bé -5
b7C -5
b7E -2,3

18-CV-1488(FBI)-179



On 11/29/2013, LEGAT[ | provided the following
information related to the Internet Protocol (IP) addresses
utilized

b3 -4

Checks conducted of publicly available databases showed that
none of the IP addresses appeared to be Tor related and all
appeared to be located in the region.

Administrative subpoenas were issued |

| for
subscriber information related to the IP addresses on the
captioned dates and times.

On 11/29/2013)] |provided information that IP
address| lon the date and time requested was
assigned to the following account:

on 11/29/2013) |provided information that IP
addresses | lon the date and time

requested were assigned to the following account(s):

bé -5

b7C -5

b7E -2,3
bé -3
b7C -3
b7E -2,3

bé -3

b7C -3

b7E -2,3
bé -3
b7C -3
b7E -2,3
bé -3
b7C -3
b7E -2,3
bé -3
b7C -3
b7E -2,3

18-CV-1488(FBI)-180



A check conducted of publicly available sccial network

information | | revealed a Ez :; 5
Facebook account. An imadge of an adult femalell I b7c-é 5
b7E -2,3

| was visible on the account. | |
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UNCLASSIFIED/LAW ENFORCEMENT SENSHHA—

Significant Case Notification

Date: 8/4/2013

CID Section: VCAC Case Title I :gc_ll
Field Office: Case Number:| I b7E -1,11
FQ POC: SA| HQ POC: SSA
SA

Significant Activity:

* On 8/4/2013, based upon an immediate action lead provided to the:IField Office, b3 -4

investigators conducted an interview, 220_3555
= Investigators receiv full confession from who admi I ing sexually explicit .= 3’
hotographs
. further disclosed that] |
. 1s a sex offender convicted of aggravated sexual assault| |tor which he

recelved:lyears deferred adjudicatior] |

On 8/3/2013, during a review of images obtained during the investigation, the National Center for
Missing and Exploited Children (NCMEC) discovered an image| |

» Through an analysis|

= Based upon this information, an immediate action lead was directed to thd Field Office.

Predication/Background:

= This case is targeting] PTE -1,3
The CID
Violent Crimes Against Children Section (VCACS), Major Case Coordination Unit (MCCU)
Iinvestigation has identified | |
[ | The child sexual exploitation materiall [
s some of “worst of the worst” that the FBI has seen in the history of the Innocent
Images National Initiative. Notwithstanding |

| MCCU

UNCLASSIFIED/L AN ENFORCENENTSENSHIVE

Approval (Initial Below):
SSA: EAP

UC: SM 18-CV-1488(FBI)-346




UNCLASSIFIED/LAW ENFORCEMERT SENSEIVE _

b7E -2,3,7,10

working in conjunction with OTD Remote Operations Unit (ROU) developed and acquired

* OnJuly 29, 2013 Trish authorities in Dublin_Ireland executed a search warrant on the
residence of Eric Marques.

b3 -1
b7D -1
b7E -2,3,7,10

Strategy/Plan Forward:

. I:Field Office is coordinating the details of the investigation with the |Field Office in
a

n effort to locate the child victim and provide victim services as appropriate. 1];_? ‘3355
c -3,

UNCLASSIFIED//L AW ENEOREEMENTSENSITIVE

18-CV-1488(FBI)-347



UNCLASSIFIED//IBK

Background:

b7E -1

This case is targetingl

I b7E -1,2,3,7

The CID

Violent Crimes Against Children Section Major Case Coordination Unit (MCCU) investigation

has identiﬁedl

The child sexual exploitation material

|

1S

some of “worst of the worst” that the FBI has seen in the history of the Innocent Images National

Initiative. Notwithstanding

MCCU working in

conjunction with OTD Remote Operations Unit (ROU)

Operational Phase:

The MCCU has identified

[ The current operation involves the execution of a search warrant

by Irish authorities in Dublin,

Ireland on July 29. 2013 .|

UNCLASSIFIED/DKS

b3 -1
b7D -1
b7E -2,3,7,10
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UNCLASSIFIED/ /LB

b3 -1
b7D -1
b7E -2,3,10

-1

b3
Ib7E -2,3,10

A technical

advance team, consisting of MCCU and OTD personnel, met with representative

b7E -1,3

To date, the FBI and DOJ Child Exploitation and Obscenity Section (CEOS) have predicated
specific | b7E -2,3,7

Search warrants have been obtained] |

UNCLASSIFIED//%%?
18-CV-1488(FBI)-349



UNCLASSIFIED/ /PSS

b3 -1
b7E -3
b3 -1
b7E -1
Additionally, DOJ CCIPS has developed protocols to be implemented by the technical team
| | DOJ CCIPS will also provide
legal guidance for the technical team regarding the service of any legal processes such as search
warrants, T-III requests, and emergency disclosure notices associated
During the operational phase of the investigation, it is anticipated that additional| | 23 ‘12 .
E -2,3,

If an imminent threat of bodily harm arises

|will be submitted to DOJ CCIPS and the technical team|

UNCLASSIFIED//LBSC
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UNCLASSIFIED//LEX

b7E -1

Resources:

b7D -1
b7E -2,10,13

UNCLASSTI FIED//L}S%
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UNCLASST FIED//I}(

b7D -1
b7E -2,10

National Center for Missing and Exploited Children (NCMEC): Exploited Children Division.

UNCLASSTI FIED//M\L%
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OPERATION PACIFIER | b7E -11

Overview

Operation Pacifier is a continuation of the MCCU’s efforts into identifying and dismantling child

ornograph Previous investigations (Op. Torpedo] b7E -1,2,7
|have proved to be very successful endeavors
|
The overall purpose of Operation Pacifier is| I b3 -1
b7E -2,3,7
| significant use of VCAC personnel and resources is anticipated.
The operation should commence
b3 -1
b7E -3
It is unknown how many| limmediate leads will be generated. b7E -3
Due to this, there may be periods of intense activity as well as possible downtime. As such, personnel
should allow for this flexibility and assist others as needed.
During the|:| period, there will be two primary objectives: b3 -1
b7E -3
1 |
| | Process these returns and complete FD-302’s as necessary. Complete
search warrant affidavits, conduct open source and public database checks, prepare lead packages, and
set immediate leads to field offices. Immediate leads will take priority over all other activity.
2 - Generate and issue subpoenas { |Process the b7E -3

returns as they come in and complete the FD-302s. Ensure all subpoena returns are scanned using the
OCR feature so the text is searchable.

Note: Appropriate draft search warrant affidavits, lead packages, and EC’s have already been written
and will be provided to all personnel] | b3 -1

Affidavits and EC’s will require only slight modification| b7E -3
Operational Control
uc will oversee operational activities at Linthicum, MD, while SSASI 1]::: _1
| |wi|| be the primary supervisors during the phase. All personnel should report to b7C -1
these supervisors for the duration of the operation unless otherwise directed. b7E -3

18-CV-1488(FBI)-353



Personnel Duties

b3 -1

bé -1
SSAs — Any SSA on duty during th phase, to include SSAs Ias well asany P7C -1
Program Managers (PM), will oversee all shift operations and have the following responsibilities: b7E -3
1. SSAs/PMs will ensure all scheduled employees report for their shifts and will contact UC|:|
or SSA if anyone fails to report.
2. SSAs/PMs will ensure leads are generated as appropriate.
3. SSAs/PMs will ensure UCl:LIis apprised of any significant events. b6 -1
4. SSAs/PMs have been delegated the authority necessary to sign administrative subpoenas. In b7C -1
that role, they will sign subpoenas issued by the MAPAs.
5. SSAs/PMs primary purpose is to coordinate with the field in responding to emergency leads. The
SSAs/PMs will work with the shift SAs, 1As, and MAPAs to complete the necessary target
package. When completed, the SSAs/PMs will contact the appropriate field office
representative and facilitate the immediate coverage of the lead.
6. SSAs/PMs will be responsible for following up with the field and ensuring all leads are handled
immediately. SSAs/PMs will report status of each lead to UCI:I
7. SSAs/PMs will approve 302s documenting subpoena returns in Sentinel completed during their
shift.
SAs —The SAs will serve the following functions:
b3 -1
1. SAs will be responsible bé -1
b7C -1

2. SAs will obtain and executel

3.

8.

SAs will conducli

b7E -2,3,5,7

SAs or IAs will generate subject user reports from|
should see Sf-‘ Iprior to the operation.

have acces

|Any SAs or IAs who do not

SAs will work with 1As and MAPAs when appropriate and review all subpoena responses to

ensure all information is captured correctly. SAs will direct the MAPAs if a secondary subpoena

is needed.

SAs will complete search warrant affidavits and swear them out (if appropriate).

SAs will complete the EC for all emergency leads and ensure each lead contains completed

information (draft search warrant, subpoena info, subject work up, etc).
SAs will advise the SSAs/PMs of the progress and report results of emergency.

IAs — The |As will serve the following function:

1.

IAs or SAs will generate subject repor‘tsi

acces

should see 54 i)rior to the operation.

|Any SAs or 1As who do not have b6 -1
b7C -1
b7E -2,7

If the IA has experience in subpoena analysis, 1As will assist SAs in reviewing subpoena responses

and direct MAPAs if a secondary subpoena is needed.

18-CV-1488(FBI)-354



3. 1As will assist and complete records checks associated with an emergency response:l b7E -9
CLEAR, NCIC, D&B, Sentinel, NSOR, and open source). |As will document the results of their
queries in an FD-302 and disseminate appropriate information onto SAs.
4. 1As will verify that all records checks and subpoena results accurately correspond to the original
IP address.
5. If, due to volume, it becomes necessary for additional resources to be used to document
subpoena returns, 1As will assist the MAPAs in that duty.

MAPAs — The MAPAs will serve the following function:

1. MAPAs will author and serve all subpoenas, using the| hmail b7E -8
account, and update as appropriate on the subpoena tracking sheet.

MAPAs will ensure all identified IP addresses are entered into the subpoena tracking sheet.

MAPAs will routinely check the unit fax machines anq |emai|

W]

W

account for subpoena returns.

4. |If received via fax, MAPAs will complete all documentation (FD-302, subpoena tracking
spreadsheet, scanning using the OCR feature) prior to leaving, or must personally give to their
relief and provide guidance on what needs to be done.

5. If received via email, MAPAs will download the return and complete all documentation (FD-302,
subpoena tracking spreadsheet) prior to leaving.

»

Routinely check the subpoena folders and ensure compliance. If an ISP has not responded,
MAPAs will contact the ISP and update the status sheet in that folder. If no status sheet exists,
then MAPAs will create one and document their contact.

7. MAPAs close out any subpoenas they generated through the FD-1035 Infopath questionnaire
once a return has been processed.

18-CV-1488(FBI)-355
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U.S. Department of Justice

Federal Bureau of Investigation

January 7, 2016

The Onion Router (Tor)

Tor 1s a distributed network of computers specifically designed to conceal the true Internet
Protocol (IP) address of its users. In addition, Tor can also conceal the physical location of its
Internet services, which are known as "hidden services.” Tor's "hidden service" protocol allows
individuals to host web sites, web forums and other services without revealing the physical
location of the server.

Tor users are technically savvy, highly cognizant of Internet security and typically utilize
encryption software to conceal their illicit activities from law enforcement. In addition, users of
Tor who engage in online child sexual exploitation (CSE) typically have a higher level of
sophistication and experience with child pornography (CP) than users of other online platforms.

OPERATION PACIFIER

Operation Pacifier is an international investigation into a Tor hidden service known as "PlayPen"
and its users, who were involved in the production, advertisement, and distribution of some of
the most egregious CP available.

In January 2015, the FBI executed a search warrantl

| [ P7E -2,3,7
| [These reports were
ultimately provided to FBI field offices in the form of targeting packages.
In February 2015, the head administrator of "PlayPen" was identified and arrested in Naples,
Florida. The FBI obtained Title-IIT and search 23 ‘12 .
E -2,3,

Page 1 of 2
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Each targeting package sent to field offices was the result| | b7E -2,3,7

[ Consequently,

the subject of each targeting package must be notified by receiving offices that they were subject
to a search. (The Child Exploitation and Obscenity Section has been obtaining 90-day Delay of
Notice Orders since the operational phase of this case concluded in March 2015.)

[this may be the only time ~ b7E -2,3,7
these subjects will be visible to law enforcement. Consequently, we have instructed each FBI
field office that every Operation Pacifier lead must be addressed by February 8, 2016.

b5 1,2

Prosecution in state court is not viable becauselzlmay be exposed during the discovery b7E -2,7
process in state courts.

b5 1,2

Page 2 of 2
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Tor (""The Onion Router”)

Tor is a distributed network of computers run by volunteers from around the world. As stated
on Tor's website www torproject.org, "Tor prevents anyone from learning your location or
browsing habits; Tor is for web browsers, instant messaging clients, remote logins, and more;
Tor is free and open source." In order to access the Tor network, a user must install Tor software.
The most common Tor software used is the free "Tor browser bundle” available at
WWww.torproject.org.

Tor protects privacy by circulating a user’s communications across a distributed network of
computers (referred to as "nodes”) that are operated by volunteers around the world. This results
in concealing a user’s actual Internet Protocol (IP) address which could otherwise be used to

Lo . b7E -2,3
identify him/her. Due to thig |

Tor Hidden Services

In addition to concealing the IP addresses of individual users, Tor also provides the ability to
conceal the physical location of various Internet services, known as "hidden services”. Tor's
"hidden service" protocol allows individuals to host web sites, web forums and other services
without revealing the physical location of the server.

These hidden services operate like regular public websites. However, the URL of these hidden
services is a 16-character psuedo random string, followed by ".onion” (ex.
tunrédlo7watSbci.onion) and are not accessible on the regular Internet. A user can only reach
these hidden services if he/she is using Tor and operating in the Tor network. Further, the Tor
hidden service protocol hides the true IP address and provides end-to-end encryption between the
user and the hidden service. Neither law enforcement nor users can therefore determine the
location of the computer hosting these hidden services using traditional law enforcement
techniques.

b7E -1

In the FBI, Violent Crimes Against Children Section (VCACS), Major Case
Coordination Unit (MCCU), seized| | bTE -2 .3

These hidden sww&@a@mﬁﬁmm&mw&ﬂmmamgl
sites in the world b7E -3
I |
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b3 -1

As part of the operation, the MCCU obtained Title-IIT authorization| | o e
his technique, along with subsequent review| land other analysis
resulted in the arrests of several high-ranking members and administrators of these sites.
b7E -1,2,3

b7E -1,2,3,7

Between| the MCCU, along with law enforcement agencies

b7D -1
b7E -1,2,3,10

Operation Pacifier - PlayPen

In August 2014, a new hidden service known as "PlayPen" was established on an unknown
server, with the primary purpose being the advertisement and distribution of child pornography.

As earlv as Sentember 2014 "PlavPen"l | b7E -2,3

ithe largest

remaining known child pornography hidden service in the world.

i |

| | Further investigation by
the MCCU confirmed this fact and Operation Pacifier was then initiated p7D -1

| b7E -1,3,10

In January 2015, the MCCU executed a search warrant

| b7E -2,3,7
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In February 2015, the head administrator of "PlayPen" was identified and arrested outside of b3 -1

Portland, Maine. The MCCU then obtained Title-III and search warran] | b7E -2,3,7
As part of this operation| numerous users were were successfully b6 -3
identified by the MCC o 3

Investigation into PlayPen usen

b6 -3
b7C -3
b7E -3

Identification of PlayPen user b6 -3
b7C -3
b7E -3

An administrative subpoena issuedlthhen identified

b6 -3
b7C -3

b7E -3

b6 -3

A check of] lalso identified NAME, DOB, SSAN as residing at the above b7C -3
address. A second resident was identified as NAME (if applicable). b7E -3,9

A check of Sentinel and the STATE Sex Offender Registery was met with
NEGATIVE/POSITIVE results.

18-CV-1488(FBI)-372



Due to the above, it is believed the true identity residing at
ADDRESS. As such, the MCCIUJ is seekine assistance from DIVISION to execute a search
warrant at this residence
and identify any possible victims.

It should be noted that users of PlayPen and similar hidden services are known to be more
sophisticated than typical child pornography subjects and are likely to utilize encryption software
| to prevent law enforcement from accessing child pornography files. As such,
it 1s recommended that all attempts be made uring any
search warrant execution, if possible. Further, no-knock search warrant authorization should be
considered if deemed appropriate.

** Specific Language for Affidavits and Recommended Actions **

Only affidavits approved by DOJ-CEOS should be utilized and all search warrants should be
sealed. All AUSA questions should be directed to DOJ, CEOS, attorney| |

Due to the sensitivities involved in these operations, it is imperative that certain terms and
techniques are NOT identified in any public documents, including search/arrest affidavits,
complaints, or indictments. Specifically, no references to the above investigations or specific
names should be made at any time, other than what is provided in the draft search warrant
affidavit.

Further, NO media releases should be made at any time without prior consent from FBIHQ,
MCCU and DOJ, CEOS.

f subjects are found to be utilizind:ht is requested that| |
be provided to the MCCU as soon as possible for further investigation and potential
identification of additional subjects.

Description of Package Copy:
Being provided under sepg ompleted draft search warrant affidavit approved
by DOJ, MCCU user reports nd appropriate records checks.

The administrative subpoena results, along with other appropriate FD-302s, are enclosed with
this EC in the Reference Documents section.

Any questions in regards to this matter should be directed to any of the following personnel:

Special Ageml VCAC, MCCU,

Special Agent VCAC, MCCU,

b6 -3
b7C -3
b7E -3

b7E -3

b6 -2
b7C -2

b7E -3

b3 -1
b7C -1
b7E -8
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Special Agent] [vcac, mccu,| | e

I b7E -8

Special Agen VCAC, MCCU,

Special Agen VCAC, MCCU
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