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SECTION C DJD-12-C-0013

SUBSECTION C.A GENERAL

SUBSECTION C.A.1 BACKGROUND

A. The mission of the Drug Enforcement Administration is to enforce the controlled
substances laws and regulations of the United States and to bring to the criminal and civil
justice systems those organizations and/or individuals involved in the growing
manufacture, or distribution of controlled substances appearing in or destined for illicit
traffic in the United States and its territories. This requirement is for the acquisition of
Remote Control Host Based System (RCS) Intercept Software and associated
components, support, service, and maintenance program for the Drug Enforcement
Administration (DEA). This point forward throughout this Statement of Work, the
Remote Control System Intercept System will be referred to as the RCS. This Statement
of Work (SOW) further defines the responsibilities, scope, services to be rendered, and
other applicable parameters of a comprehensive delivery, installation, technical support,
and maintenance program providing a wide range of services.

B. DEA continually modifies investigative techniques to match emerging technology trends.
A comparatively recent development is that narcotics traffickers are increasingly using
encrypted Internet Protocol (IP) traffic to communicate on either traditional personal
computers or on smartphones. Whether communicating via traditional data formats
(email, SMS texts) or using Voice over Internet Protocol (VOIP), seasoned traffickers
know that using encrypted IP often makes them largely immune to most conventional law
enforcement techniques. Complicating the matters is that many popular service providers
(i.e. Skype) are not based in the United States and are currently not subject to U.S. laws
which compel cooperation with legal authorities. More importantly, in most cases, the
encryption is performed on the end device(s) and is only decrypted on the receiving
device. Consequently, even if service providers wish to comply with legal authorities,
the encryption tools as currently deployed preclude the production of an evidentiary
product.

C. This requirement is for the acquisition of a host-based Remote Control System (RCS)
Intercept Software tool that can be deployed. Based on market research conducted by the

DEA Office of Investigative Technology (ST). The software is thef2)X7)(E) |
B)(7)(E)

SUBSECTION C.A.2 DEFINITION OF RCS INTERCEPT SOFTWARE TOOL

A. The RCS [PN®
D)7NE)
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SECTION C DJD-12-C-0013

SUBSECTION C.A.3 SCOPE OF WORK

A.

C.

The contractor shall provide the Drug Enforcement Administration (DEA) with fully
functioning RCS software as defined in this statement of work, including, but not limited to
all necessary software, licensing, warranties, maintenance, technical support, software
upgrades, enhancements, and options, throughout the life of the contract. The RCS
installation will take place at an overseas location and the contractor shall provide onsite
assistance during the RCS installation.

The contractor shall provide all necessary assistance to the government in the areas of
installation and troubleshooting for any or all of the equipment and software provided under
this contract to ensure the RCS system is fully functional.

Unless otherwise specified herein, all services and responsibilities provided for and to the
government by the Contractor under this Statement of Work shall be included in the price of
the contract. When the option for an associated system support, service, and maintenance
program is exercised by the government, the first year of the Annual Fleet Service, Support
and Maintenance CLIN (AFSSMC) for this solicitation or for new/additional software
licenses or hardware subsequently added to it as an existing system shall be provided to the
government by the Contractor without additional charge (beyond costs incorporated into the
price for the software licenses and hardware themselves)..

The Contractor shall meet the minimally acceptable level of compliance with the Statement
of Work upon installation of their system. The minimally acceptable level of compliance is
defined as the conglomeration of those requirement elements, identified through application
of the word “shall,” which must immediately be available to the government from the
Contractor upon delivery of equipment or service.

SUBSECTION C.B GENERAL SYSTEM REQUIREMENTS, DESIGN,
CONFIGURATION, AND SCALABILITY

SUBSECTION C.B.1 SYSTEM OVERVIEW — RCS SYSTEM

A. The purchased system shall meet the definition of and the functional requirements as set
forth in Subsections C.A.2 and C.A.3.

B. All physical components and materials shall be comprised of new, previously unused
equipment with no recycled, refurbished, or otherwise reused equipment being resident
on the system.

b)(T)(E)

C. The RCS system should be configured[®™®

As of 6/8/2012 4
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SECTION C DJD-12-C-0013

D. The RCS Software shall be capable off®"®
D)7NE)

SUBSECTION C.B.2 RCS SECURITY & ENCRYPTION

A. The RCS software sha[]fb)(?)(a
(D)(7)E)

B. The RCS software shall be [pM®

b)(T)(E)

C. All users of the RCS System regardless of role (i.c., case agents, intelligence analysts,

supervisors, system administrators, etc.) shall[®)®

b)(T)(E)

D. If encryption authorization codes are required to operate any function within the system,
the Contractor shall make them open and accessible to government agency personnel,
providing all codes and keys to the government agency.

SUBSECTION C.B.3 - DATABASE

The RCS software shall maintain collected data in a standard relational database which shall be
accessible, scalable, and capable future expansion.

SUBSECTION C.B.4 - SCALABILITY & CONFIGURATION - RCS

The RCS software shall be sufficiently robust and scalable to be able to support expansion of
target devices. The U.S. Government shall be responsible for all expansions on the system
hardware.

SUBSECTION C.B.5 OPERATING SYSTEM FOR RCS SYSTEM

The RCS software shall be built upon an underlying Commercial-off-the-Shelf (COTS)
operating system that is still supported by the manufacturer.

As of 6/8/2012 5
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SUBSECTION C.B.6 THIRD PARTY SOFTWARE

The RCS software shall be compatible with a wide variety of commercially available operating
systems, including those set out in Subsection C.C.1 paragraph 5. The Contractor shall provide
full installation, maintenance, and upgrade support of the RCS software.

SUBSECTION C.B.7 HARDWARE REQUIREMENTS - RCS SYSTEM

The U.S. Government will supply the server hardware associated with the installation and
operation of the RCS software tool. The contractor shall provide any proprietary associated
hardware requirements.

SUBSECTION C.C RCS CAPABILITIES AND PERFORMANCE FOR RCS
SYSTEM

SUBSECTION C.C.1 COLLECTION CAPABILITIES AND TYPES OF TARGET
TRANSMISSIONS

1. The RCS software should provide the[®)"® |

(D)T)E)

2. The RCS software shall at a minimum provide the ability to retrieve the following types

of data or information from a target PC:
D)(7)E)

As of 6/8/2012 6
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lad

The RCS software shall provide the ability to retrieve at a minimum the following types

of data or information from a target mobile communication device:
(D)(7)E)

4. The RCS software shall have to ability to bef®™®

b)(T)(E)

5. The RCS host based or agent software shall have the ability to be installed remotely on a
target PC or mobile communication device running the following operating system or

software versions:
D)(7)(E)

SUBSECTION C.C.2 EMERGING TECHNOLOGIES

The contractor should continually update the RCS software throughout the life of the contract to
maintain compatibility with new technologies, innovations, or forms of communications
emerging in the realm of telecommunications.

SUBSECTION C.D REPORTS

RCS shall have the ability to generate, retain, and query selectable reports on the intercepted
data.

SUBSECTION C.E SYSTEM ADMINISTRATION

The system should provide System Administration Tools to aid in the administration of the
system.

As of 6/8/2012 7
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SUBSECTION C.F - NON-AUDITORY AND IP COMMUNICATIONS

SUBSECTION C.F.1 SMS/TEXT MESSAGING

The system should be able to[®7)E)

(D)T)E)

SUBSECTION C.F.2 MMS/PHOTOS/VIDEO FILE TRANSMISSION

The system should be able[?(®
D)(7)E)

SUBSECTION C.F.3 DATA AND INTERNET PROTOCOL (IP) COLLECTION

A. The system shall [P(® |
D)7NE)

B. The system shall|(b)(?)(E)

b)(T)(E)

SUBSETTION C.G MISCELCANEOUS

SUBSECTION C.G.1 INDEMNIFICATION

A. The contractor agrees to defend and indemnify the government agency (including,
without limitation, its officers, officials, employees, contract employees, other agency
employees, and agents and its assigns and successors) and hold them harmless from any
and all damages (including punitive damages), losses or expenses (including without
limitation, court costs, arbitration fees, penalties, fines, amounts paid in settlement of
claims and reasonable legal fees and expenses of investigation) that it may incur, suffer,
or become liable for as a result of, or in connection with, any claim asserted or threatened
against them by a third party for property damage or loss or personal injury or death
based on the negligence or willful misconduct of the contractor, its officers, officials,
employees, and agents in providing services under this agreement.

B. The contractor warrants that the RCS software and services it provides will not infringe
the intellectual property rights of any third party. The contractor agrees to indemnify the

As of 6/8/2012 8
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SECTION C DJD-12-C-0013

government agency against any and all claims and associated costs arising out of the
contractor’s infringement or alleged infringement of intellectual property rights of third
parties. If such a claim is made or appears likely to be made, the contractor will, at its
sole cost and expense, arrange for the government agency to continue to use the affected
component of the contractor’s equipment or to modify or replace same.

SUBSECTION C.G.2 CONFIDENTIALITY/SECURITY ISSUES

A. The Contractor and its agents or employees shall maintain the confidentiality of the

B.

government agency’s affairs and shall not disclose or disseminate to any third party the
identification of government agency personnel, locations, and hardware or software
configurations, or any other information regarding the government agency or its facilities
obtained through access to the government agency offices or its personnel.

The Contractor and its agents or employees shall demonstrate no undue influence exerted
upon them by any foreign government, especially those foreign governments in a hostile
relationship with the United States of America or its allies, any security risks posed by
hostile foreign nationals, or conflicting interests with the United States government
and/or its foreign policy.

In the course of performing normal service, support, and maintenance upon the RCS
system purchased under this contract, contractor personnel may unavoidably gain access
to collected sensitive evidence and intelligence obtained in the government agency’s
execution of criminal investigations. The Contractor its agents and employees shall
operate under the following guidelines in regards to this sensitive evidence and
intelligence:

1) The Contractor its agents and employees shall self-limit their exposure to such
evidence and information as much as is reasonable and practical while still
performing their contractual obligations.

2) The Contractor its agents and employees shall handle any content of such
evidence and information to which they are unable to avoid exposure with
complete confidentiality and appropriate discretion.

3) The Contractor its agents and employees shall not disclose any content of
evidence and evidence pertaining to the government agency’s execution of
criminal investigations, the fact of such investigation, or the request for assistance
to any person other than those of its agents and employees who require this
information to accomplish the services under this contract.

4) The Contractor its agents and employees assigned to this contract shall be advised
by the contractor that mishandling and inappropriate dissemination of such
evidence and information could result in criminal charges filed against involved
contractor personnel or the contractor.

D. All contractor personnel supporting this procurement are entrusted with a certain level of

trust due to the nature of DEA’s mission. The Government expects the Vendor will

As of 6/8/2012 9
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SECTION C DJD-12-C-0013

employ persons of integrity and trustworthiness. To ensure this, DEA reserves the right
to conduct background screening or a full background investigation on all employees if
need arises. While the majority of work will be performed outside of DEA, all
contractors must be escorted if entering a DEA facility. DEA reserves the right to modify
the security requirements found in this contract at anytime.

SUBSECTION C.G.3 PROCEDURES FOR POST-AWARD ACTIONS

A.

B.

The following schedule shall be initiated for commencement of work upon the
government’s notice to proceed.

After a contractor is awarded, the contractor shall provide the government with all
necessary and pertinent information concerning the site infrastructure requirements of
hosting their system. All information will be provided to the COR within five business
days of contract award.

Installation of the RCS System shall be scheduled to occur no later than sixty (60) days
after award, unless scheduled differently by request/agreement of the government.

SUBSECTION C.H JUDICIAL PROCEDURE PRESENTATIONS OF
ORIGINAL EVIDENCE AND JUDICIAL CHALLENGES

A.

B.

D.

Upon COR request, the Contractor shall provide all engineering equipment, and technical
support necessary to present in court proceedings the original evidence collected on any
equipment provided by the contractor. Court proceeding may take place at an overseas
location.

Upon COR request, the Contractor shall provide the government with a hardware and/or
software solution which allows intelligible, clear, timely, and accurate presentation of the
original evidence to at a minimum the following persons simultaneously: the judge(s),,
the jury, the prosecutor(s), the lead investigator(s), the defense attorney(s), and the
defendant(s).

Hardware components shall be portable. The definition of “portable™ in this subsection
shall mean one complete unit able to be handled by an average one-man lift and weighing
no more than 50 pounds, including any speakers but not including any headphones
necessary to the broadcast of audio evidence.

Systems changes over time due to advances in technology and/or standards, the
presentation solution(s) developed by the contractor shall maintain the ability to present
prior versions of original evidence.

As of 6/8/2012 10
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SECTION C DJD-12-C-0013

E. If the contractor’s equipment is challenged in any local court proceedings on issues
including, but not limited to, collection methodology, accuracy, reliability, integrity, or
other function which calls into question the acceptability of original evidence collected
on their equipment, the contractor shall provide expert testimony to defend the integrity
of such original evidence as required by the court. The testimony shall be provided by
qualified and technically competent personnel who at a minimum match the requirements
of an Engineer, Senior I'T Software Specialist. Testimony should be provided at no
additional cost to the government other than the distribution to the contractor and/or
testifying personnel of any customary witness fees or reimbursements provided by the
court or prosecutor’s office, or if travel is necessary and authorized by the designated
COR, reimbursement by the Government, will be at the current rates inaccordance with
the Federal Travel Regulations (FTR) upon prior approval of the COR. (See section G.3
“Travel Requirements”™ for further details).

F. Any hardware or software components required for use by the Contractor to support
Subsection C.1. (A-G) should be provided to the Government at no additional cost.

SUBSECTION C.I WARRANTY AND SUPPORT

SUBSECTION C.I.1 WARRANTY AND SUPPORT OVERVIEW

A. The Contractor shall warrant the operation of all of the RCS Software associated with the
RCS system for the life of the contract.

B. During the period of warranty, the contractor is responsible for the expeditious shipping
of any software items for repair or replacement from and to the present government
location of the equipment or designated government warehousing location to the
contractor’s service location(s).

C. The contractor shall provide maintenance for software.

SUBSECTION C.I.2 LABOR CATEGORIES

The Contractor shall provide all levels of engineering services required to deploy and install the
RCS system.

SUBSECTION C.I.3 TRAINING

DEA expects the contractor to provide personnel with the required skills to support the
requirements identified in the contract. This includes the skills required to operate in the DEA
IT environment. However, if contractor training is required for hardware, software, tools or
services not identified in the contract, DEA will fund either the training cost or the contractor’s

time for training, whichever is most beneficial to the government. DEA will fund time for
training if training is DEA specific (e.g., (P)N7)(E)

As of 6/8/2012 11

Page 17



SECTION C DJD-12-C-0013

ctc.). If additional contractor training is identified during the contract that would be beneficial to
the government, DEA will negotiate the funding with the contractor. All proposed training
request shall be reviewed and approved in advance by the DEA.

A. The Contractor shall provide training that coincides with the installation and meets the
objectives defined in the RCS system manuals or explicitly defined by COR, and ensures
the resources used (cost, time and method) are at the best value (cost) to the Government
in lieu of “‘effective and efficient training.”

B. The Contractor shall provide all equipment, and documentation for thetraining course of
instruction in English.

C. The RCS Advanced Training Course shall be conducted at the U.S. Embassy in
|(b)(7)(E) |Thc training session should be provided to up to ten (10) attendees
over a period of five (5) days.
D. The Government anticipates that the training course shall consist of approximately ten
(10) people.

E. Any expenses related to the training course shall be provided by the Contractor.

SUBSECTION C.1.4 ANNUAL MAINTENANCE AND SUPPORT OVERVIEW

A. An Annual Maintenance and Support CLIN shall be made available to the government
for the RCS System. The components of this Annual Maintenance and Support are
defined throughout Subsections C.1.4 though C.1.7, inclusive.

B. The specific contract provisions and elements negotiated and agreed to herein between
the Contractor and the government shall succeed any prior or existing service contract for
the RCS System unless the option is not exercised by the government.

C. As noted elsewhere, the first year of the Annual Maintenance and Support CLIN for the
RCS System or for new additional software licenses added to the existing site in a
subsequent expansion of the system shall be provided to the government by the
Contractor without additional cost commencing immediately after satisfactory
completion of installation and acceptance by the government if so exercised as an option
by the government. The Contractor shall offer to the government the option to renew the
Annual Maintenance and Support for the RCS System or for new/additional software
licenses added to the existing site in a subsequent expansion of the system each following
subsequent year throughout the life of the contract according to pricing schedules
mutually agreed upon between the Contractor and the government under this contract.

D. Once applicable to the RCS Systems for the particular Contractor, this agreement shall be
available to be purchased by the federal agency on an annual basis each Fiscal Year and
will cover the system during that year.

E. The Contractor shall offer to the government the “option™ to increase in size of the
system and/or additional licenses to the existing site in a subsequent expansion of the

As of 6/8/2012 12
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system following each subsequent year throughout the life of the contract according to
the pricing schedules mutually agreed upon between the Contractor and the Government

SUBSECTION C.L5 - HELP DESK/TELEPHONE SUPPORT

A.

C.

The Contractor shall provide the availability of their support personnel via electronic
communications or telephone 24 hours a day, 7 days a week, for every week of the year.

The Government should gain personal contact with support personnel within 20
minutes of their initial attempt at least 95% of the time.

The Contractor should provide Spanish speaking support.

SUBSECTION C.1.6 SOFTWARE SUPPORT

A.

The contractor should continually maintain and update the RCS software in order to keep
pace with court mandates, changes and/or advances in technology and internet protocol
standards, and as requested to address the operational needs of the DEA. The contractor
should update their software to keep pace with the introduction of new published
telecommunication standards for legal requirements for wire line, wireless, and packet
communication, which includes Voice over [P (VoIP), SMS, and related communication
technologies, including Internet Protocols such as MMS. The contractor’s engineers
should research and promptly respond to trouble reports from their customers and strive
to locate and repair defects in software. As appropriate, the contractor should produce
new software releases and minor corrective patches to repair specific operational issues
or defects.

The contractor should regularly consult with, seek input from, and prioritize in
coordination with COR regarding the development of new software versions, upgrades,
and patches resulting in any new features, enhancements, or other product changes. The
contractor should formally notify the COR by electronic communications in writing of all
proposed changes to software and hardware configurations which could impact the Law
Enforcement Monitoring Facility (LEMF) systems or operations via telephone or email
communication. The contractor should not institute any product changes which conflict
with the basic or priority requirements of a lawful intercept.

The contractor shall ensure that all technical and engineering personnel assigned to work
on this contract possess an appropriate level of competency, training, education,
experience, and engineering skill commensurate with the level of assignments delegated
to them. They shall possess the necessary in-depth knowledge of the RCS System
(hardware and software) and lawful intercept procedures applicable to their assignment.

As of 6/8/2012 13
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The contractor should maintain separate, controlled versions of software and data for the
government, so that the contractor and the COR can mutually agree on any changes that
impact system operators or users. The contractor should have a formally documented
configuration management process to execute and maintain software versions.

The contractor shall coordinate the delivery of software updates and patches to the RCS
system with the COR or other authorized personnel, so as to minimize operational impact
and expedite improvements where the need is greatest. Patches and releases shall be
included at no additional cost to the government through this support program. The
contractor should endeavor to install custom updates in concert with other routine
software updates to minimize system downtime or other operational impact.

The contractor should provide at no additional cost to the government under this contract
general engineering consultation directly related to their systems including such activities
as:
o assistance to the federal agency for the planning of system upgrade or expansion
activities;
o aid in defining needed software or hardware customizations or other needed
changes; and
o analysis of special situations or performance issues impacting operations.

During all on-site activities, all reasonable effort should be made by the contractor to
minimize system down time. Tasks should be performed off-hours if deemed necessary
by COR or COR assigned personnel at no additional cost to the government under this
contract,

Any Third Party software and licensing that was originally supplied by the contractor,
and/or that is required to maintain the functionality of the system, should continue to be
the responsibility of the contractor throughout the period of this contract.

SUBSECTION C.I.7 UPGRADE/SOFTWARE/PATCH RELEASE OR HARDWARE
CONFIGURATION CHANGE PROCEDURES

A.

Prior to any upgrade/software/patch release, the contractor shall notify the COR of any
new system hardware or configuration requirements prior to installation. The contractor
shall provide formal notification via telephone or email communication to COR if any
hardware deficiencies are detected, a plan of action to resolve the deficiency, and a
schedule for approval by COR recommending an appropriate course of action to result in
the eventual installation of the needed upgrade/software/patch release.

. All upgrades/software/patch releases or hardware configuration changes developed by the

contractor shall be thoroughly and comprehensively tested and validated by the
contractor. The testing process should incorporate adequate simulation of “real world™
environments and permutations of multiple scenarios commonly and infrequently
occurring during field usage. Simulations should mimic the heavy workloads

As of 6/8/2012 14
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encountered on site by the system. The contractor should document all test results and
processes for the COR. The contractor should develop and propose suitable testing
processes; however, determination of the levels of achievable comprehensiveness,
thoroughness, and nature of testing processes and reporting should be to the satisfaction
of the local federal agency.

C. After completion of the development and testing of all upgrades/software/patch releases
or hardware configuration changes at the contractor’s facility, all pertinent software
upgrade or hardware configuration documentation should at the same time be supplied to
the COR for full review. Deployment/installation instructions and procedures shall be
provided to the COR. The contractor should recommend a format and process for a
factory acceptance test to the COR, and should make changes and adjustments in
accordance with the wishes of the COR. Only after the COR have completed their own
independent review of the release, should final release approval be granted to the
contractor and installation executed on the operational field system.

D. All upgrades/software releases/corrective patches and hardware configuration changes
should be accompanied by providing the COR with the following:

o Updated versions of manuals and guides provided for elsewhere in this statement
of work as applicable.

o A summary report highlighting changes to software; areas of the system changed
or impacted; corrected software defects; requirements/conditions for installation;
any new procedures or changes in existing procedures which will be followed in
normal usage; all appropriate release notes; command or operations changes.

o Pertinent contractor contact information in the event of failure of the new
software or hardware.

o Detailed software and/or hardware installation and protocols.

o Back-out plan and protocols in case of installation failure/disaster.

o A CD-ROM or DVD containing the contractor’s current software release for each
upgraded system component (including all subsystems and workstations).
Included will be Operating System Software, any appropriate 3" party software,
and recovery software.

o Any third party hardware manuals or documentation as applicable.

E. The contractor shall provide ongoing technical support necessary to accomplish software
upgrades and an upgrade procedure for site personnel.

F. The contractor shall support all current and prior RCS software versions operating on the
system hardware.

G. Ifany Upgrade/Software Release/Patch Release/Hardware Configuration Change
Procedure requires the shutdown or reboot of system components, the procedure should
be coordinated with COR, subject to approval as to timing.

H. Based on the amount of software changes or new features present in new software, the
contractor shall provide an appropriate amount of training to field personnel to the

As of 6/8/2012 15
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tion of COR, which could entail detailed training materials, online help, how-to

documents, training videos, or onsite instruction.

SUBSECTION C.K PROGRAM MANAGEMENT

SUBSECTION C.K.1 PROGRAM MANAGER

A. The contractor shall assign a responsible program manager who will act as primary

liaison
general

for the program with the COR. COR receives all reporting requirements, provides
oversight of any maintenance activity, and will periodically review overall

program progress and customer satisfaction.

B. The Program Manager’s responsibilities shall include, but not be limited to the following

arcas:

1
2)
3)
4)
3)
6)
7
8)

9
10)

Ensure the COR receives all reporting requirements and other needed information
provided for in this statement of work in a timely manner;

Ensure the COR is satisfied with the contractor’s product and service
performance.

Ensure all aspects of the Annual Fleet Service, Support and Maintenance
(AFSSMC) are being fully, efficiently, and properly executed.

Track all changes, enhancements, and customizations requested by the COR
Maintain a regular and ongoing dialogue with the COR to ensure smooth and
effective communication providing for the timely resolution of problems and
other issues of concern;

Ensure the COR receives all pertinent system information, including information
described in Subsection C.1.7 in a timely manner;

Develop action plans in conjunction with the COR to address any operational
issues;

Possess authority to commit the contractor to specific courses of action required
by the COR to represent the contractor on contractual matters, which arise
beyond the scope covered by this statement of work or the contract;
Development of site-specific operational improvement plans;

Provide oversight on all critical and large project initiatives affecting this
program.

SUBSECTION C.K.2 REGULAR MEETINGS

A. Meetings should be conducted via telephone on a monthly basis unless canceled or
rescheduled by mutual agreement between the contractor and the COR. The focus of
these routine meetings will include the following elements of the program:

2
3.
4

As of 6/8/2012

Status of proposed changes, enhancements, and features under development;
Program performance;

Future scheduling and planning;

Setting of short and long term priorities;

16
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5. Review of outstanding and new software issues, defects, degradations, etc.
reported in the field or during laboratory testing;

Prioritization of issues and software bugs;

Address urgent operational software changes and/or repairs;

Deficiencies in the support program;

Development of software upgrades/new releases/patches:

]0 Contractor and government program conflicts;

I 1. Miscellaneous Program [ssues.

© %N

SUBSECTION C.L REPORTING REQUIREMENTS

SUBSECTION C.L.1 REPORTING REQUIREMENTS - GENERAL

A. The contractor shall be responsible for developing, updating, and maintaining any
databases necessary to provide the reporting, manuals, guides, documentation, and other
information required by the COR under this statement of work.

SUBSECTION C.L.2 MANUALS/GUIDES

A. The contractor shall provide system operational guides, training guides and other manuals
as necessary in order to enable the software provided under the contract to be fully
utilized operationally. These manuals and guides shall be provided to the users at the
time the system is installed. Copies of the manuals, guides, and system drawings shall be
provided to the COR prior to the deployment of any equipment. Electronic versions shall
be substituted for hard copies unless hard copies are specifically requested by the
recipient. All guides and manuals shall be provided in English.

B. The contractor shall be responsible for developing, maintaining, appending, updating, and
providing current version copies of system operational guides, training guides, and other
manuals to the COR and the following reference materials pertaining to the RCS product.
This requirement will remain in effect for initial system installation. All documentation
shall be updated for each new version of software, or otherwise as needed or requested by
the COR.

As of 6/8/2012 17
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GLOSSARY FOR SECTION C - STATEMENT OF WORK

CLIN - Contract Line Item Number
CMCB - Configuration Management Control Board

Contractor, the - the business entity whose products and services are being purchased under this
statement of work; used interchangeably with *“the contractor™

DEA - United States Drug Enforcement Administration

COR - Contracting Officer Representative from the Office of Investigative Technology, United
States Drug Enforcement Administration. Other authorized government personnel shall be
designated only by a COR.

Department of Justice — the United States Department of Justice
DOJ - the United States Department of Justice

FAR - Federal Acquisition Regulation

Government, the — the United States Federal Government
MMS — Multimedia Messaging Service

Program Manager — the contractor’s primary liaison for the RCS program with the federal
agency

Shall — utilized throughout this statement of work to designate a requirement element which must
immediately be available to the government from the contractor upon delivery of equipment or
service in order for the contractor to achieve the minimally acceptable level of compliance with
the SOW. When applied to the RCS system requirements, *“shall” indicates the requirement
clement is immediately deliverable upon completion of the system installation. When applied to
the optional-to-the-government comprehensive engineering support, development, and
maintenance program, “shall” indicates the mandatory elements of the program which the
contractor must provide to the government when the option has been exercised by the
government, the costs of which are included and not additional to the cost of the comprehensive
engineering support, development, and maintenance program.

Should - utilized throughout this statement of work to designate a requirement element which
does not need to be available to the government from the contractor upon initial delivery of
equipment or service in order for the contractor to achieve the minimal compliance with the
SOW, but which the contractor may develop or achieve over the course of the contract at no
additional cost to the government.

SMS — Short Message Service

As of 6/8/2012 18
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EXHIBIT 2

DELIVERABLE TABLE

DJD-12-C-0033

TASK DELIVERABLE TITLE/DESCRIPTION DUE DATE

Deliverable 1 Software Licenses and Target In accordance with contract terms and
Licenses conditions and Statement of Work

Deliverable 2 On-site Installation Support In accordance with contract terms and

conditions and Statement of Work

Deliverable 4 Training See Section C.I.3

Deliverable 5 Annual Maintenance & Support See Section C.1.4

Deliverable 3 Manual Guides See Section C.L.3

Deliverable 6 Invoices — Based on Section G. Monthly, No later than the 15" working

day of the following month.
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Section B - Supplies or Services and Prices/Costs

Delivery Date: 60 Days From the Contract Award Date,

The Contractor shall provide supplies/services in accordance with proposal dated July 2, 2012 and in accordance with terms and
conditions set forth herein.

SCHEDULE OF SUPPLIES/SERVICES
CONTINUATION SHEET

ITEM NO. SUPPLIES/SERVICES QUANTITY UNIT | UNIT PRICE AMOUNT

) ] . b)(4
0001 Hacking Team Solution - Inclusive of Software/License, First Year Previous : EA )@
Maintenance, Installation, Travel and Training.

Estimated Delivery Date 60 days from the contract award date. 1.000000
Change: 0.000000.

ICurrent : 1.000000]

0002 |5-Day RCS Training Course {P)(7)(E) (IAW SOW C.1.3) Previous EA

Line Period of Performance: 11/15/2012 - 08/26/2013 Change: 1.000000

Current : 1.000000

0003 | Travel (Not to Exceed) for HT/Cicom for 5-Day|(b)(7)(E) [Iraining Previous : EA
Line Period of Performance: 11/15/2012 - 08/26/2013 Change:
lb)(4)
Current :
b)(4)
0004 |"OPTIONAL" Licenses (IAW SOW Section C.1.4.E, groFosal dated Previous : EA
7/124/12 & 7/30/12 FOR ITEMS ONLY UNDER "AGENTS -
REMOTE CONTROL SYSTEM TARGET PRICES". PRICES
BELOW INCLUDES A 5% DISCOUNT AND CAN BE 1.000000
PURCHASED ANYTIME THROUGH LIFE OF CONTRACT
N.10 Client Agent Software Licenses/RCS-TSL10 =[P4 Change: 0.000000
N.25 Client ﬁgen: gomare ticenses}rggg-%tgg =
N.50 Client Agent Software Licenses, - = .
00 Client Agent Software Licenses/RCS-TSL100 [Current : 1.000000
=|(b)d)

>100 Clients Agents or more/RCS-TSL- (Need to call for special
discounted price) )
15t Year Maintenance/RCS-Maint = Included

**NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be
issued to change and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2012 - 08/26/2013

1001 Option Year | - Annual software Maintenance Previous ; EA
(20% total cost of current system for that year)

Current cost for the system is [(b)(4) Jcost for 1.000000
maintenance)

*“NOTES: (1) If additional licenses are purchased, the price will  [Change: 0.000000
change to reflect the actual cost for the maintenance.
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1002

2001

2002

3001

3002

(2) The Pericd of Performance will be effective from the actual date
of delivery and installation. A modification will be issued to change
and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2013 - 08/26/2014

"OPTIONAL" Licenses (IAW SOW Section C.|.4.E, proposal dated
7/24/12 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 =fb)(4)
N.25 Client Agent Software Licenses/RCS-TSL25 5
N.50 Client Agent Software Licenses/RCS-TSL50 5
N.100 Client Agent Software Licenses/RCS-TSL10
m_m

>TOU Chents Agents or more/RCS-TSL- (Need to call for special
discounted price)

1st Year Maintenance/RCS-Maint = Included

*NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be
issued to change and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2013 - 08/26/2014

Option Year Il - Annual software Maintenance
(20% total cost of current system for that year)

**NOTE: (1) If additional licenses are purchased, the price will
change to reflect the actual cost for the maintenance.

(2) The Period of Performance will be effective from the actual date
of delivery and installation. A modification will be issued to change
and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2014 - 08/26/2015

"OPTIONAL" Licenses (IAW SOW Section C.|.4.E, proposal dated
7124/12 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 s0)(4)
N.25 Client Agent Software Licenses/RCS-TSL25 4
N.50 Client Agent Software Licenses/RCS-TSL50 5

N.100 Client Agent Software Licenses/RCS-TSL10
= %_)(4)
>{0U Che Agents or more/RCS-TSL- (Need to call for special

discounted price)
1st Year Maintenance/RCS-Maint = Included

**NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be
issued to change and reflect the actual dates”.

“"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2014 - 08/26/2015

Option Year lll - Annual software Maintenance
{20% total cost of current system for that year)

“h If additional licenses are purchased, the price will change to
reflect the actual cost for the maintenance.

(2) The Period of Performance will be effective from the actual date
of delivery and installation. A modification will be issued to change
and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2015 - 08/26/2016

“"OPTIONAL" Licenses (IAW SOW Section C.1.4.E, proposal dated
7124112 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 =[(b)(4)
N.25 Client Agent Software Licenses/RCS-TSL25 =
N.50 Client Agent Software Licenses/RCS-TSL50 =
N.100 Client Agent Software Licenses/RCS-TSL100
=fos ]
>genls or more/RCS-TSL- (Need to call for special
discounted price) )

1st Year Maintenance/RCS-Maint = Included

Page

Current : 1.000000

Previous :
1.000000
Change: 0.000000

Furrent : 1.000000

Previous :
1.000000
Change: 0.000000

ICurrent : 1.000000

Previous :
1.000000
|Change: 0.000000

Current : 1.000000

Previous :
1.000000
Change: 0.000000

ICurrent : 1.000000

Previous :
1.000000
|Change: 0.000000

r:urrent : 1.000000|
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4001

**NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be
issued to change and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS",
Line Period of Performance: 08/27/2015 - 08/26/2016

Option Year IV - Annual software Maintenance
(20% total cost of current system for that year)

*NOTE: (1) If additional licenses are purchased, the price will
change to reflect the actual cost for the maintenance.

elivery and installation. A modification will be issued to change
and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2016 - 08/26/2017

"OPTIONAL" Licenses (IAW SOW Section C.1.4. ,,fr%posal dated
7/24/12 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 fb)(4)
N.25 Client Agent Software Licenses/RCS-TSL25
N.50 Client Agent Software Licenses/RCS-TSL50 5
N.100 Client Agent Software Licenses/RCS-TSL10
=i ]

>TOU Cnents Agents or more/RCS-TSL- (Need to call for special
discounted price) .

1st Year Maintenance/RCS-Maint = Included

**NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be
issued to change and reflect the actual dates".

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2016 - 08/26/2017

Previous :

1.000000

(ZPd The Period of Performance will be effective from the actual date|Change: 0.000000
0

Previous :

1.000000

Current : 1.000000

(Change: 0.000000

Current : 1.000000

DJD-12-C-0033/0001 Page 4 of §

(D)(4)

EA

PREVIOUS TOTAL

CHANGE

CURRENT TOTAL

(0)(4)

$2,432,000.00

FUNDING DETAILS:

ITEM

NO.

FUNDING LINE OBLIGATED AMOUNT

ACCOUNTING CODES

N/A

1 (D)(4) 2012-S1D- ST - 2335320 - FGN-G2 - -FLS -23322- - - T3E - - - 2335323

N/A

2 2012 - S1D - ST - 2335000 - DOM-G2 - - FLS - 23322 - - - T3E - - - 2335342

N/A

3 2013 -S1D - ST - 2335320 - FGN-G2 - - FLS - 25705 - - - T3E- - - 2335323
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OFFER. If by wriue of this amendment your desire to change an offer already submitied, such change may be made by telegram or letler, provided each telegram or letler
makes reference to the solicitation and this amendment, and is received prior to the cpening hour and date spedcified.

12. ACCOUNTING AND APPROPRIATION DATA (I required)
See Schedule

13, THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS,
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

CHECK ONE | A. THIS CHANGE ORDER IS ISSUED PURSUANT TQ. (Specify authorily) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
e ORCER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying olfice,

X appropriation date, efc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

C THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT 10O AUTHORITY OF-

D. OTHER [Specily lype of modification and authorily)

E. IMPORTANT: Cantracior innot, D 18 required 10 3/gn this cocument and retum copies 10 the issuing office.

14. DESCRIPTION CF AMENDMENT/MODIFICATION {Organized by UCF saction head, inch iug_lcf matier wheare fi J
This modification changes the Contracting Officer’s chresemauw: (COR) fmm[b (BYTHC):(D)TIF) As a resull, the following clauses
are changed: DEA-2852.242-71 and DEA-2852.242-73.

Excapt as prowced harexn, all larms and conditions of the document referenced in liem SA or 10A, as h 4 changed and i full force and sffact
TEA NAME AND TITLE OF SIGNER (Type or printi) 16A, NAME ND TITLE OF CONTRACGTING QFFICER (Type or pant)
|(D)(6);(D)(?)(C);(b)(7)(':)
158, CONTRACTORIOFFEROR T5C. DATE SIGNED | 188{(D)(6): (B)(7) (- (YT 1) T6C. DATE SIGNED
- - By

Signalurae of parson auth d fo sign)

f_vg ure rson authanzed lo sig — 7 ” 02/19/2013
NSN 7540-01-152-8070 STANDARD FORM 30 (REV. 10-83)
Previous sdion unusable Prescribed by GSA FAR (48 CFR) 53.243
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Section B - Supplies or Services and Prices/Costs

Delivery Date: 60 Days From the Contract Award Date.

The Contractor shall provide supplies/services in accordance with proposal dated July 2, 2012 and in accordance with terms and
conditions set forth herein.

SCHEDULE OF SUPPLIES/SERVICES
CONTINUATION SHEET

ITEM NO. SUPPLIES/SERVICES QUANTITY | UNIT | UNIT PRICE AMOUNT
(0)(4)

PREVIOUS TOTAL

CHANGE

CURRENT TOTAL $2,432,000.00
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Clauses By Full Text

DEA-2852.242-71 Invoice Requirements (May 2012)

(a) The Contractor shall submit scanned or electronic images of invoice(s) to the following e-mail addresses:

(1) INVOICE.INVESTTECH@USDOJ.GOV

(2) Contracting Officer's Representative: rb)‘ﬁ);‘b)‘”‘c);‘b)m)

(b) The date of record for invoice receipt is established on the day of receipt of the e-mail if it arrives before the end of standard busi-
ness hours (5 p.m. local), or the next business day if the invoice arrives outside of normal business hours. Scanned documents with
original signatures in .pdf or other graphic formats attached to the e-mail are acceptable. Digital/electronic signatures and certificates
cannot be processed by DEA and will be returned.

(c) In addition to the items specified in FAR 32,905(b), a proper invoice shall also include the following minimum additional inform-
ation and/or attached documentation:

(1) Total/cumulative charges for the billing period for each Contract Line Item Number (CLIN);
(2) Dates upon which items/services were delivered; and
(3) The Contractor's Taxpayer Identification Number (TIN).

(d) Invoices will be rejected if they are illegible or otherwise unreadable, or if they do not contain the required information or signa-
tures.

(End of clause)

DEA-2852.242-73 CONTRACTING OFFICER'S REPRESENTATIVE (MAY 2012)

(a) Pursuant to FAR 1.602-2, the following individual has been designated as the Contracting Officer's Representative (COR) under
this contract:

|(D)(6):(D)(?)(C):(D)(7)(F)

DRUG ENFORCEMENT ADMINISTRATION/STIG

10555 FURNACE ROAD, LORTON, VA 22079
[PYEX®TIC:BXTXF) |

(b) The COR has responsibility for performing contract administration, which includes, but is not limited to, the following duties:
functioning as the technical liaison with the contractor; monitoring the contractor’s performance and progress of the work; receiving,
inspecting, and accepting all deliverables or services provided under the contract; and reviewing all invoices/vouchers submitted for
payment.

(¢) The COR does not have the authority to alter the contractor's obligations under the contract, and/or modify any of the expressed
terms, conditions, specifications, or cost of the agreement. If as a result of technical discussions it is desirable to alter/change contrac-
tual obligations or the Scope of Work, the Contracting Officer shall issue such changes.

(End of clause)
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" CINTHACT i CODE M ’ |
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT DI 12-C (033 OMS Clnarance Cantiol Nameer
O AME S TIME NTAACDRF L AT Oy W) B CFEFL Ff;IE A MEGUS T PR HASE HEG HO 5 PHOJECT W ALYl
[ETTE) Sew Han g Sew Lanes

TRSLEn BT oot Hi) T AT TERE D G174 o fran o R CO0E |

DEA Headguaners
NTOF Murassette Devve, At tEACHDYB)(DYTHCY(DITIF) |
Sprngficld. VA 22182

SNAME AN MDD 65 OF (O THACT G0 - 5g stmer ey Siaie 4t 210 Coom (N | A AMERDMERT OF SCOCITATI
CHOMESALLC o TEF TEn
OB DATED (SEF ITEM
1T ANNAPOLIS ENCHANG PARKW AY e "
SUITE wn
ANNAPOLIS, MD 21401 -5 138 WO ICATHON OF COMTRACT.ORDE A MO
DIN-12-C-o0id
N [0 DATED SFE TEM 130
coer 27270210 {racuiry coor on 1322w URAI20L

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

D Thi abave Nuniiers sabCitATeus 5 ATsisdart A st foith m e 18 T bain and da e squecilod fur racept uf Cifers D a ealgrged D Aol extended

Ctfens must ackioowietga recepd o NS amenament o i 1 fou and Cdig seifed 1 the sobCralon of &% amendsd. Uy ong of e lolowng methods. (8} By
completing dams B aid 15 and reirming copies ol he £ By ac g.rg Fecapt of tra amandmant on sach copy of the ofer
subimmad, o (1 By separate Wil of tekegran wnu:r- armctaderh o R ETUNGE B 1T SN rhwm FIS FELETIN T m-g umbers FAILUAE OF YOUR ACKNOWLEDGMENT TO BE
AECEIVED AT THE PLACE DESIGNATED FOR "HE RECEWPT OF OFFEAS PRIOR TO THE HOUR AND CATE SPEZIFIED MAY RESULT IN REJECTION OF YOUR
QFFER. It Dy wirluw @l this amardment your desirg 19 CNANGA Ar 0MA1 Alreddy RuNmdled, S Changa 1nay B Madd Dy IWegram of Wner, provsdod ¢3ch IGeQram of ietur
Pidkgs e 10 M el LAlon Gred 1S Seeiiel B0 o5 fecen A [rgr i B SOenng e A date Sshedd

T2 ACCOUN TG ANDIAPRROPHIATION DATA i gae !
20200 UEST- 283200 NG PES 202 TR TRLE- 2038028
13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTG&/ORDERS.
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

LrECh ik | A THIS CHANGE ORDER 15 I1IS5UED PUNSUANT TO + Spauntty duthondy) THE CHAKGES SET FCATH INITEM 14 ARE MADE IN THE CONTRACT
ORDEAND 1N ITER 104

B THE ABOWE MUMBERED CONTRACTGADER 15 MODIFIED (G BEFLECT THE ACMINISTHATIVE CHANGE S (5UCh 45 CRangus i fuying oMice,
Spopraton ety wic ) SET FOATH INITEM 14, PURSUANT TO THE AJTHORITY OF FAR 43 1030,

T THIG SUPPLEMENTAL AGREEMENT 15 ENTEDNED INTG PORBUANT T3 AL Ran Y OF

O OTHER (Specity fpow of modiaaun and dattaunly
AN Mutual agrevment between the partes

E IMPORTANT: Cortain D o

4 DF SCRIP TN OF AMENDMENT MOCIF sZATO8 Organaes Dy L8R smch 0 Aeeivgs s dng 3086w BN E W0 3Agil Maller wheid Wasd ¢
Fhe purpese of Uns bbaeral mdificaion is o evercise Opion Year | Accardingly

& The wrnt of the contract s evtended lor the period ol perborimanee 827 13 o #2614

b Funding s inereased bb)(4) Crpion Year 4as dully tundegd

v AN ativer terms and conditsons remam the sime

3G sl 103G Mo e wmert and et b Suieun 3t Sy Sllce

B oTofl 3 10n O Pt e RPN CEAMLEE L 1T Jus 8 B TEIE D 0 ST A T B g 1t SRR TR a1 LG R g atd T T u e witect

TEA MAME RN TITLE OF Seurel 141 Ty pm o Lot A HAME AND TITLE OF CONTRACTING OF FiCER |, Tyow or printi

112/355 M?/W«SC()/P MM PEIRUCIOUE)
EE: DEROGE) TR T 1 [(0)(6)-(B)(7 (C): (BXT)F) ToT DATE SGNED
- — | 2ijae) 7223
bk P — — L M 3'!"0‘“0 FORM 20 (REV 10-83)
Hrgua; Yt Pogsonteadd By GSA FAR (48 CFH} 5 24)
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Section B - Supplies or Services and Prices/Costs

Delivery Date: 60 Days From the Contract Award Date.

The Contractor shall provide supplies/services in accordance with proposal dated July 2, 2012 and in accordance with terms and
conditions set forth herein.

SCHEDULE OF SUPPLIES/SERVICES

CONTINUATION SHEET

ITEM NO. SUPPLIES/SERVICES QUANTITY UNIT | UNIT PRICE AMOUNT

0001 Hacking Team Solution - Inclusive of Software/License, First Year Previous : EA (D))

Maintenance, Installation, Travel and Training.

Estimated Delivery Date 60 days from the contract award date. 1.000000

Change: 0.000000

Current : 1.000000]

0002 | Additional training/installation for Cicom/HT to be done in[b)(T)(E) Previous : EA

Line Period of Performance: 11/15/2012 - 08/26/2013 1.000000
Change: 0.000000

Current : 1.000000]

0003 | Travel expenses for HT/Cicom personnel doing the training Previous : EA
b)(4)

Line Period of Performance: 11/15/2012 - 08/26/2013

Change: 0.000000

Current :
%M)
0004 "OPTIONAL" Licenses (IAW SOW Section C.1.4.E, Em'Fosal dated Previous : EA

7/24/12 & 7/30/12 FOR ITEMS ONLY UNDER "AGENTS -
REMOTE CONTROL SYSTEM TARGET PRICES". PRICES
BELOW INCLUDES A 5% DISCOUNT AND CAN BE 1.000000
PURCHASED ANYTIME THROUGH LIFE OF CONTRACT
N.10 Client Agent Software Licenses/RCS-TSL10 fP)(4) Change: 0.000000
N 20 Cliont Adent Softwars Licensea RESTSL30 -

A ient ent software License - B .

100 Client Agent Software Licenses/RCS-TSL10 Current : 1.000000

ents or more/RCS-TSL- (Need to call for special
discounted price)
1st Year Maintenance/RCS-Maint = Included

***NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be
issued to change and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2012 - 08/26/2013

1001 Option Year | - Annual software Maintenance Previous : EA
(20% total cost of current system for that year)

Current cost for the system is |0)(4) Jcost for 1.000000
maintenance)

“NOTES: (1) If additional licenses are purchased, the price will [Change: 0.000000
change to reflect the actual cost for the maintenance.

Current : 1.000000]

(2) The Period of Performance will be effective from the actual date
of delivery and installation. A modification will be issued to change
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1002

2001

2002

3001

3002

and reflect the actual dates”.
"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2013 - 08/26/2014

"OPTIONAL" Licenses (IAW SOW Section C.|.4.E, proposal dated
7/24/12 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES", PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROQUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 fb)(4)
N.25 Client Agent Software Licenses/RCS-TSL25 3
N.50 Client Agent Software Licenses/RCS-TSL50 5
h ient Agent Software Licenses/RCS-TSL10

s Agents or more/RCS-TSL- (Need to call for special
discounted price)
1st Year Maintenance/RCS-Maint = Included

**NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be
issued to change and reflect the actual dates”.

“"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2013 - 08/26/2014

Option Year Il - Annual software Maintenance
{20% total cost of current system for that year)

**NOTE: (1) If additional licenses are purchased, the price will
change to reflect the actual cost for the maintenance.

Previous :
1.000000
Change: 0.000000

Current : 1.000000

Previous

1.000000

(2) The Period of Performance will be effective from the actual date{Change: 0.000000

of delivery and installation. A modification will be issued to change
and reflect the actual dates".

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2014 - 08/26/2015

"OPTIONAL" Licenses {IAW SOW Section C.1.4.E, proposal dated
7/24/12 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 ={P)(4)
N.25 Client Agent Software Licenses/RCS-TSL25 =
N.50 Client Agent Software Licenses/RCS-TSL50

ent Agent Software Licenses/RCS-TSL10

>rouoments Ayents or more/RCS-TSL- (Need to call for special
discounted price)

1st Year Maintenance/RCS-Maint = Included

**NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be
issued to change and reflect the actual dates".

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2014 - 08/26/2015

Option Year lll - Annual software Maintenance
(20% total cost of current system for that year)

[1%| If additional licenses are purchased, the price will change to
reflect the actual cost for the maintenance.

Current : 1.000000

Previous :
1.000000
Change: 0.000000

Current : 1.000000

Previous :

1.000000

(2) The Period of Performance will be effective from the actual date|Change: 0.000000

of delivery and installation. A modification will be issued to change
and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2015 - 08/26/2016

"OPTIONAL" Licenses (IAW SOW Section C.1.4.E, proposal dated
7/24/12 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 =|(b)(4)
N.25 Client Agent Software Licenses/RCS-TSL25 =
N.50 Client Agent Software Licenses/RCS-TSL50 =

) ient Agent Software Licenses/RCS-TSL10C

> fents Agents or more/RCS-TSL- (Need to call for special
discounted price) _
1st Year Maintenance/RCS-Maint = Included

*“*NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be

Current : 1.000000

Previous :
1.000000
Change: 0.000000

iCurrent : 1.000000)
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4001

4002

issued to change and reflect the actual dates”.
"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2015 - 08/26/2016

Option Year IV - Annual software Maintenance
(20% total cost of current system for that year)

**NOTE: (1) If additional licenses are purchased, the price will
change to reflect the actual cost for the maintenance.

(2) The Period of Performance will be effective from the actual date|
of delivery and installation. A modification will be issued to change
and reflect the actual dates".

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2016 - 08/26/2017

"OPTIONAL" Licenses (IAW SOW Section C.|.4.E, proposal dated
7/24/12 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 4P)(4)
N.25 Client Agent Software Licenses/RCS-TSL25
.50 Client Agent Software Licenses/RCS-TSL50 3
100 Client Agent Software Licenses/RCS-TSL10«

> Agents or more/RCS-TSL- (Need to call for special
discounted price)

1st Year Maintenance/RCS-Maint = Included

**NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be
issued to change and reflect the actual dates".

"SUBJECT TO AVAILABILITY OF FUNDS".

Previous :
1.000000
Change: 0.000000

Current : 1,000000

Previous :
1.000000
IChange: 0.000000

Current : 1.000000

Line Period of Performance: 08/27/2016 - 08/26/2017

DJD-12-C-0033/0003

Page 4 of 5

PREVIOUS TOTAL|®)®)

CHANGE

CURRENT TOTAL $2,432,000.00

FUNDING DETAILS:

ITEM |[FUNDINGLINE|  OBLIGATED AMOUNT

NO.

ACCOUNTING CODES

N/A

Chan|

Current :

Previous {*/4) 2012 - S1D - ST - 2335320 - FGN-G2 - - FLS - 23322 - - - T3E -

- -2335323

N/A

Chan

Current :

Previous 2012 - S1D - ST - 2335000 - DOM-G2 - - FLS - 23322 - - - T3E -

- -2335342

N/A

Chan

Current

Previous 2013 - S1D - ST - 2335320 - FGN-G2 - - FLS -25705- - -T3E -

- - 2335323

N/A

Change:

Previol 2013 - S1D - ST - 2335320 - FGN-G2 - - FLS -25705- - - T3E -

- -2335323
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Current :

PREVIOU

CHANGE

CURREN
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1 CONTRACT I CODE OMB Clea Control Numbar :
AMENDMENT OF SOLICITATIONMODIFICATION OF CONTRACT | DID-12-C-0033 1030018 ’
2 ANGHUMRHTAZUUIFICA [N N, T FECTIVE DATE 1 . NO. %. PAGJECT NO. (N apprasbia)
0004 See Bux 16¢c Sec Linca
Fauro ov CODE HQ 7. ADMINISTERED BY (¥ othor than fiom 8) BOOE |
DEA Headyvarten
K701 Morrissetre Dirive, Atin: (I‘J\CI{D (?)(C);(D)U)(F1
Springlicld, VA 22152
B. NAME AND ADDRESS OF CONTRACTOR (No., strae, aountry, alat and ZWP Codo) (X) [ P% AMENDMENT OF SOLICITATION NO.
CICOM USA,LLC — —
1997 ANNAPOLIS EXCHANGE PARKWAY 9. DATED (SEE [TEM 11)
SUITE 300
ANNAPOLIS, MD 21401-9996 10A. MODWICATION OF CONTRAGTAORDER NO.
 DID-12-C0033 _
X [o8 OATED (SEE TEM 18]
coor 272780230 | eaciury cone 963322842 08/17/2012
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
(] e above numberad socitation is amendad as set forth in lism 4. The hour and data spocifiod for roceipt of Offers D O I CL T
Offers mumt acknowiodge rocoipt of this amendment prior o the hour and dete specified in the dlaton or as ded, by one of the foliowing methods: (a) By
completing ilems B and 15, and lelumlng cnﬂon ol the mant; (b) By ack dging receipt of this amendment on each copy of the offer
or {c} By leattar or tel inclue 10 the and amendmant numbom FAILURE OF YOUR ACKNOWLEDGMENT T(l BE
RECEIVED AT THE PLACE IJESIGNATED FOR THE RECElPTOF OFFERS FRIJR TO THE HOUR AND DATE SPECIFIED MAY RESULT N HE.EC‘I'IDN OF YOUR
OFFER. If by virtua of this amandmant your desire to change an affer My submitted, m change may ba made by talagram or lettar, p gram or fotter
makas ral in the solicitation and this , and is wved prior io the opening hour and date spacified.

12. ACCOUNTING AND APPROPRIATION DATA (If requeed)
2012-2012-51D-8T-2335320-FGN-(G2-FI.S-23322-T3E-TELE-2335323
13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS.
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

CHFCK ONE | A. THIS CHANGE ORDER IS ISSUED PUHSUANT TO: {Spacry authorily) THE CHANGES SET FOATH IN ITEM 14 ARE MADE IN THE CONTRACT
m—rreeed ORDER KO- IN ITEM 10A.

B. THE ABOVE NUMBENED CONTRACT/ORDER 15 MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (Such as changes In paying office,

apprapriation date, otc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).
X Mulual agreement between the parties.
. OTHER (Specity typa of modiication and authortly)

(D)(4)
E. IMPORTANT: Conlractor D in ol E o requied i sgn this documen and relurmn copes o the wswng offica.
- ODIFICATION (Ong by UCF sectinn kg, = f adyact mater whew loasible |
The purpose ol Thi tfication is 10 add incremental funds and hereby mcm'poml.c clause DEA-2852.203-70 Former Employment or Assignment

with DEA (MAY 2013.)) Acc
a. Line Ttem 1002 is incrementally funded buy thirtcen (13) Target Software Licenses and three (3) Console Licenses;

b. Total amount obligated is increased by §b)(4)
¢. DEA-2852.203-70 Former Employment of Assignment with DEA (MAY 2013) s added to Section H of the contracy

d. All other tenms and conditions remain unchanged.

Exooot it provided heran, i terma and condiGons af U document refemncad in fem 9A or 104, a8 remalne ged snd in hull lorce and eifect.
TBA. NAME AND TITLE OF CONTRACTING OFFIGER (Type or pant)

rb)(ﬁ);(b)(?)(C);(b)(?)(F) |
T5C. DATE SIGNED  §D)(6)-(D)(7)(C):(D)T)F) 16C. TIATE SIGNED
9'25' "5 E— e R ek T R _¢}

L
STANDARD FORM 30 (REV. 10-83)
Proscribed by GSA FAR (48 CFR) 5124

Page 39



DJD-12-C-0033/0004 Page 2 of 6

Section B - Supplies or Services and Prices/Costs

Delivery Date: 60 Days From the Contract Award Date.

The Contractor shall provide supplies/services in accordance with proposal dated July 2, 2012 and in accordance with terms and
conditions set forth herein.

SCHEDULE OF SUPPLIES/SERVICES
CONTINUATION SHEET

ITEM NO. SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT

. ) ) ) . b)(4
0001 Hacking Team Solution - Inclusive of Software/License, First Year Previous : EA )
Maintenance, Installation, Travel and Training.

Estimated Delivery Date 60 days from the contract award date. 1.000000
Change: 0.000000

Current : 1.000000

0002 Additional training/installation for Cicom/HT to be done infb)(7)(E) Previous : EA

Line Period of Performance: 11/15/2012 - 08/26/2013 1.000000

Change: 0.000000

Current : 1.000000|

0003 | Travel expenses for HT/Cicom personnel doing the training Previous : EA

Line Period of Performance: 11/15/2012 - 08/26/2013 Fb)(4) |

Change: 0.000000

Current :
[e)4)
0004 "OPTIONAL" Licenses (IAW SOW Section C.1.4.E, proposal dated Previous : EA
7/24/12 & 7/30/12 FOR ITEMS ONLY UNDER "AGENTS -
REMOTE CONTROL SYSTEM TARGET PRICES". PRICES
BELOW INCLUDES A 5% DISCOUNT AND CAN BE 1.000000
PURCHASED ANYTIME THROUGH LIFE OF CONTRACT
N.10 Client Agent Software Licenses/RCS-TSL10 =[(b)(4) Change: 0.000000
N.25 8Iient Agent gagware ticensegggg?gtgg =
.50 Client Agent Software License - = .
l% 0 Client Agent Software Licenses/RCS-TSL100 [Current : 1.000000
> 1ents Agents or more/RCS-TSL- (Need to call for special

discounted price)
1st Year Maintenance/RCS-Maint = Included

**NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be
issued to change and reflect the actual dates".

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2012 - 08/26/2013

1001 Option Year | - Annual software Maintenance Previous : EA
(20% total cost of current system for that year)

Current cost for the system isrb)(zl) cost for 1.000000
maintenance)

**NOTES: (1) If additional licenses are purchased, the price will ~ [Change: 0.000000
change to reflect the actual cost for the maintenance.

(2RdThe Period of Performance will be effective from the actual date Carrent : 1.000000
5}

elivery and installation. A modification will be issued to change r .
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2001

2002

3001

3002

and reflect the actual dates”.
"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2013 - 08/26/2014

"OPTIONAL" Licenses (IAW SOW Section C.|.4.E, proposal dated
7/24/12 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 4 D)(4)
N.25 Client Agent Software Licenses/RCS-TSL25 4
N.50 Client Agent Software Licenses/RCS-TSL50 3
N.100 Client Agent Software Licenses/RCS-TSL10
m_)fﬁﬂ

>T0U Clients Agents or more/RCS-TSL- (Need to call for special
discounted price)

1st Year Maintenance/RCS-Maint = Included

**NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be
issued to change and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2013 - 08/26/2014

Option Year Il - Annual software Maintenance
{20% total cost of current system for that year)

**NOTE: (1) If additional licenses are purchased, the price will
change to reflect the actual cost for the maintenance.

(2) The Period of Performance will be effective from the actual date|
of delivery and installation. A madification will be issued to change
and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2014 - 08/26/2015

"OPTIONAL" Licenses (IAW SOW Section C.1.4.E, proposal dated
7/24/12 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 =[P)(4)
N.25 Client Agent Software Licenses/RCS-TSL25 =
N.50 Client Agent Software Licenses/RCS-TSL50 =

00 Client Agent Software Licenses/RCS-TSL100

5 Agents or more/RCS-TSL- (Need to call for special
discounted price) )
1st Year Maintenance/RCS-Maint = Included

**NOTE: The Period of Performance will be effective from the
actual date of delivery and instailation. A modification will be
issued to change and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2014 - 08/26/2015

Option Year Il - Annual software Maintenance
(20% total cost of current system for that year)

( 1h If additional licenses are purchased, the price will change to
reflect the actual cost for the maintenance.

(2) The Period of Performance will be effective from the actual date
of delivery and installation. A modification will be issued to change
and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2015 - 08/26/2016

"OPTIONAL" Licenses (IAW SOW Section C.|.4.E, proposal dated
7/24M12 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 = [(

N.25 Client Agent Software Licenses/RCS-TSL25 =

N.50 Client Agent Software Licenses/RCS-TSL50 =
gent Software Licenses/RCS-TSL100

>T00 Clients Agents or more/RCS-TSL- (Need to call for special

discounted price)

1st Year Maintenance/RCS-Maint = Included

b)(4)

**NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be

Page

Previous :
1.000000
Change: 0.000000

Current : 1.000000

Previous :
1.000000
Change: 0.000000

Current : 1.000000)

Previous :
1.000000
Change: 0.000000

Current : 1.000000

Previous :
1.000000
Change: 0.000000

Current : 1.000000

Previous :
1.000000
Change: 0.000000

Current : 1.000000
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4002

issued to change and reflect the actual dates".
"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2015 - 08/26/2016

Option Year IV - Annual software Maintenance
(20% total cost of current system for that year)

**NOTE: (1) If additional licenses are purchased, the price will
change to reflect the actual cost for the maintenance.

[;;) The Period of Performance will be effective from the actual date
of delivery and installation. A modification will be issued to change
and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2016 - 08/26/2017

"OPTIONAL" Licenses (IAW SOW Section C.|.4.E, proposal dated
7/24/12 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 «(P)(4)
N.25 Client Agent Software Licenses/RCS-TSL25 5
N.50 Client Agent Software Licenses/RCS-TSL50
N.100 Client Agent Software Licenses/RCS-TSL1

i LE)]
5 Agents or more/RCS-TSL- (Need to call for special

>TU0 :
discounted price)
1st Year Maintenance/RCS-Maint = Included

**NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be
issued to change and reflect the actual dates".

"SUBJECT TO AVAILABILITY OF FUNDS".

Previous :
1.000000

|Change: 0.000000

Previous :
1.000000
[Change: 0.000000

ICurrent : 1.000000

Line Period of Performance: 08/27/2016 - 08/26/2017

Current : 1.000000{

DJD-12-C-0033/0004

b)(4)

PREVIOUS TOTAL
CHANGE

CURRENT TOTAL

(0)(4)

Page 4 of 6

$2,432,000.00

FUNDING DETAILS:

ITEM

NO.

FUNDING LINE

OBLIGATED AMOUNT

ACCOUNTING CODES

N/A

Previous

Chan

Current :

2012 - S1D - ST - 2335320 - FGN-G2 - -FLS - 23322 - -

-T3E - - -2335323

N/A

Previous

Chan

Current :

2012 - S1D - ST - 2335000 - DOM-G2 - - FLS - 23322 - -

-T3E - - - 2335342

N/A

Previous

Chan

Current

2013 - S1D - ST - 2335320 - FGN-G2 - - FLS - 25705 - -

-T3E- - -2335323

N/A

Previous

Chan

2013-S1D- ST - 2335320 - FGN-G2 - - FLS - 25705 - -

-T3E - - -2335323

Page
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Current ; (

N/A | 5

Previd
Change

Current

PREVIOU

CHANGH

CURREN]

2013 - 51D - OE - 2335320 - FGN-G2 - -FLS-23322- - -T3E- - - 2335323
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SECTION H
DEA-2852.203-70 FORMER EMPLOYMENT OR ASSIGNMENT WITH THE DEA (MAY 2013)

The contractor shall identify any contractor personnel who currently work for DEA, or have been employed with DEA within the last
two years, or who will be working at, or providing support for, the same DEA Division or Office where they were last assigned prior
to leaving DEA under the contract/task order. Any contractor personnel identified by the contractor must complete a Contractor Eth-
ics Questionnaire. The contractor must provide this questionnaire to the contracting officer prior to the individual beginning perform-
ance on this effort. Depending on the responses provided, contractor personnel may be disqualified from the contract or required to
scek a post-employment opinion from the DEA Office of Counsel to determine whether their work on, or support of, the contract/task
order raises any conflict of interest issues or other potential violations of law.

The Contractor understands that contractor personnel are prohibited from appearing before, or communicating with, the Federal Gov-
ernment on behalf of a contractor regarding a Government contract, investigation or other particular matter that they participated in
personally and substantially as a Federal employee with the intent to influence Government officials in those matters for the lifetime
of those matters.

The Contractor further understands that for two years after leaving the Federal Government, contractor personnel are prohibited from
appearing before, or communicating with, the Government with the intent to influence on behalf of a contractor regarding a Govern-
ment contract, investigation or other particular matter that they did not participate in personally and substantially as a Government em-
ployee. but that was under their official responsibility during their last year in the Government.

If DEA determines that after reviewing questionnaire responses or conducting other inquiries that contractor personnel may violate the
above post-employment restrictions or other applicable laws if allowed to work on or support the contract/task order, at DEA’s re-
quest. the contractor must remove those contractor personnel from the contract.

(End of clause)
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1. CONTRACT ID CODE .
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT DJD-12-C-0033 OMB Clearmnce Sl ™o
F3 kMENDNENTMODﬁCRT!QN NO. 3. EFFECTIVE DATE 4, REQUISITION/PURCHASE REQ. NO. 5. PROUJECT NO. [If applicabls)
0005 See Box l6¢ See Lines

6. ISSUED BY CODE HQ 7. ADMINISTERED BY (i other than liem §) CODE I

DEA Headquarters
8701 Morrissette Drive, Attn: (FACIAD)(6):(0)(T)(C):(D)T)F) |

Springficid, VA 22152
8. NAME AND ADDRESS OF CONTRACTOR (Na., slreet, country, state and 2IP Code) (X) GA. AMENDMENT OF SOLICITATION NO.
CICOM USA, LLC e
1997 ANNAPOLIS EXCHANGE PARKWAY 95 DATED (SEETTEM 1)
SUITE 300
ANNAPOLIS, MD 21401-99%96 TOA. MODIFICATION OF CONTRACT/ORDER NO.
DJD-12-C-0033
X [10B. DATED (SEE ITEM 13)
copE 272780230 | Faciuimy conk 963322842 08/17/2012
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
I:I The above numbared solicitation s amended as sat ferth in ltem 14. The hour and date spacified for receipt of Offers D is extended, D Is not extended,
Offars must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as ded, by one of the following methods: (a) By
complating items 8 and 15, and returning copies of the amandment; (b} By acknowledging raceipt of this amendment on each copy of the offer

submitted; or (¢) By separate letler or telagram which includes a reference to the solicitation and eamendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE
RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR
OFFER. If by virtue of this amendmaent your desire to change an ofler elready submilted, such change may be mada by telegram or leller, provided each lelegram or letter
makes referanca to the solicitation and this amendment, and is recelvad prior to the opaning hour and data spacifiad.

12. ACCOUNTING AND APPROPRIATION DATA (If requirad}

2012-2012-81D-8T-2335320-FGN-G2-FLS-23322-T3E-TELE-2335323
13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS,
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

CHECKONE | A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authorily) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRAG T/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such &5 changes in paying office,

X approprialion date, stc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

C. THIS SUPPLEMENTAL AGREEMENT 1S ENTERED INTO PURSUANT TO AUTHORITY OF:

D. OTHER (Specify lype of modificalion and authority)

E. IMPORTANT: Contracior is not, D s required 10 sign this documant and retum coples lo tha lasuing cffice.

14. DESCRIPTION OF AMENDMENT/MOBIFICATION (Grpanized by UCF saction headings, including solicitaitor  subject mafter where feasibie.)
This purpose of this modification is to revise the period of performance (POP) to accomodate a schedule change during installation and to reverse
unit prices and quantities to facilitate payment of invoices. Accordingly:

I. The POP on CLINs 0002 and 0003 is revised to 11/15/2012 to 11/14/2013.
2. The quantities and unit prices on CLINs 0004, 1002, 2002, 3002 and 4002 are reversed.
3. This is a no cost modification. All other terms and conditions remain unchanged.

Excepl as provided herein, all terms and conditions of the documani refarenced in item 9A or 10A, &s heretofors changed, remains unchanged and in full force and effect.
TEA. NAME AND TITLE OF SIGNER (Type or prnt) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

rb)(6);(D)(?)(C);(D)(7)(F)|

TEB. CONTRACTOR/OFFEROR 15C. DATE SIGNED jb)(a);(b)(?)(c);(b)g)(f:) T6C. DATE SIGNED
{Signature of person authanzed fo sign) 8 - /212 ~/3
NSN 7540-01-152-8070 STANDARD FORM 30 (REV. 10-83)

Previous adition unusable Prescribad by GSA FAR (48 CFR) 53.243
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Section

B - Supplies or Services and Prices/Costs

Delivery Date: 60 Days From the Contract Award Date.

DJD-12-C-0033/0005

Page 2 of 5

The Contractor shall provide supplies/services in accordance with proposal dated July 2, 2012 and in accordance with terms and
conditions set forth herein.

SCHEDULE OF SUPPLIES/SERVICES
CONTINUATION SHEET

ITEM NO. SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
b)(4
0001 Hacking Team Solution - Inclusive of Software/License, First Year Previous : EA )4
Maintenance, Installation, Travel and Training.
Estimated Delivery Date 60 days from the contract award date. 1.000000
‘Change: 0.000000
Current : 1,000000|
0002 | Additional training/instaliation for Cicom/HT to be done in{(R)(7)(E) Previous : EA
Line Period of Performance: 11/15/2012 - 11/14/2013 1.000000
Change: 0.000000
Current : 1.000000|
0003 Travel expenses for HT/Cicom personnel doing the training Previous : EA
Line Period of Performance: 11/15/2012 - 11/14/2013 b)4)
Change: 0.000000
Current :
©))
0004 "OPTIONAL" Licenses (IAW SOW Section C.1.4.E, proposal dated Previous : EA
7/24/12 & 7/30/12 FOR ITEMS ONLY UNDER "AGENTS -
REMOTE CONTROL SYSTEM TARGET PRICES". PRICES
BELOW INCLUDES A 5% DISCOUNT AND CAN BE 1.000000
PURCHASED ANYTIME THROUGH LIFE OF CONTRACT
N.10 Client Agent Software Licenses/RCS-TSL10 b)(4) Change:
N.25 Client Agent Software Licenses/RCS-TSL25 5 b)(4)
LN.50 Client Agent Software Licenses/RCS-TSL50 3
N: Client Agent Software Licenses/RCS-TSL10
j 1ents Agents or more/RCS-TSL- (Need to call for special Current -
discounted price)
1st Year Maintenance/RCS-Maint = Included bY@
***NQTE: The Period of Performance will be effective from the
actual date of delivery and instailation. A modification will be
issued to change and reflect the actual dates".
"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2012 - 08/26/2013
1001 Option Year | - Annual software Maintenance Previous : EA
(20% total cost of current system for that year)
Current cost for the system isf®)(4) fcost for 1.000000

maintenance)

**NOTES: (1) If additional licenses are purchased, the price will
change to reflect the actual cost for the maintenance.

(2) The Period of Performance will be effective from the actual date

of delivery and installation. A modification will be issued to change

Page

Change: 0.000000

Current : 1.000000
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1002

2001

2002

3001

3002

and reflect the actual dates".
"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2013 - 08/26/2014

"OPTIONAL" Licenses {IAW SOW Section C.1.4.E, proposal dated
7/24/12 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 ={b)(4)
N.25 Client Agent Software Licenses/RCS-TSL25 =
N.50 Client Agent Software Licenses/RCS-TSL50 =

400 Client Agent Software Licenses/RCS-TSL10

> gents or more/RCS-TSL- (Need to call for special
discounted price)
1st Year Maintenance/RCS-Maint = Included

“*NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be
issued to change and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2013 - 08/26/2014

Option Year il - Annual software Maintenance
(20% total cost of current system for that year)

*NOTE: (1) If additional licenses are purchased, the price will
change to reflect the actual cost for the maintenance.

of delivery and installation. A modification will be issued to change
and reflect the actual dates”

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2014 - 08/26/2015

"OPTIONAL" Licenses (IAW SOW Section C.1.4.E, proposal dated
7/24/12 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 =(P)(4)
N.25 Client Agent Software Licenses/RCS-TSL25 5
N.50 Client Agent Software Licenses/RCS-TSL50 =

-100 Client Agent Software Licenses/RCS-TSL10

> Agents or more/RCS-TSL- (Need to call for special
discounted price)
1st Year Maintenance/RCS-Maint = included

*NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be
issued to change and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2014 - 08/26/2015

Option Year lll - Annual software Maintenance
(20% total cost of current system for that year)

(1) If additional licenses are purchased, the price will change to
reflect the actual cost for the maintenance.

of delivery and installation. A modification will be issued to change
and reflect the actual dates".

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2015 - 08/26/2016

"OPTIONAL" Licenses (IAW SOW Section C.1.4 E, hFmpcnsal dated
7/24/12 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 5{P)(4)
N.25 Client Agent Software Licenses/RCS-TSL25

.50 Client Agent Software Licenses/RCS-TSL50 5
% E Eflient gent Software Licenses/RCS-TSL10
> Tents Agents or more/RCS-TSL- (Need to call for special

discounted price)
1st Year Maintenance/RCS-Maint = Included

**NOTE: The Period of Performance will be effective from the

actual date of delivery and installation. A modification will be

Page

(2) The Period of Performance will be effective from the actual date|

Previous :
1.000000

Change:

(0)(4)

Current :

b)(4)

Previous :
1.000000
Change: 0.000000

ICurrent : 1.000000]

Previous :
1.000000
Change:

b)(4)

Current :

(0)(4)

Previous :

1.000000

(2) The Period of Performance will be effective from the actual date|Change: 0.000000

Current : 1.000000

Previous :
1.000000

Change:

b)(4)

Current :

(0)(4)
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4002

issued to change and reflect the actual dates”.
"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2015 - 08/26/2016

Option Year IV - Annual software Maintenance
(20% total cost of current system for that year)

**NOTE: (1) If additional licenses are purchased, the price will
change to reflect the actual cost for the maintenance.

(2
f) of delivery and installation. A modification will be issued to change
and reflect the actual dates".

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2016 - 08/26/2017

"OPTIONAL" Licenses T(EAW SOW Section C.1.4.E, rJ:lrcaposal dated

7124112 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
ONTROL SYSTEM TARGET PRICES". PRICES

INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED

ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 =[&)(4)
N.25 Client Agent Software Licenses/RCS-TSL25 =
N 50 Chent Agent Software Licenses/RCS-TSL50 =

ent Agent Software Licenses/RCS-TSL10C

sAgents or more/RCS-TSL- (Need to call for special
dtscounted price)

1st Year Maintenance/RCS-Maint = Included

**NOTE: The Period of Performance will be effective from the
actual date of delivery and installation. A modification will be
issued to change and reflect the actual dates".

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2016 - 08/26/2017

Previous :

1.000000

The Period of Performance will be effective from the actual date]Change: 0.000000

Current : 1.000000

Previous :
1.000000

Change:

(0)(4)

Current :

(0)(4)

EA

DJD-12-C-0033/0005

Page 4 of 5

b)(4)
PREVIOUS TOTAL|

CHANGE|

CURRENT TOTAL $2,432,000.00

FUNDING DETAILS:

ITEM

NO.

FUNDING LINE OBLIGATED AMOUNT

ACCOUNTING CODES

NIA

1 Previous [2)(4) 2012 - S1D - ST - 2335320 - FGN-G2 - - FLS -23322- - - T3E -

Chan

Current

- -2335323

N/A

2 Previous
Chan

Current

2012 - 81D - ST - 2335000 - DOM-G2 - - FLS - 23322 - - - T3E -

- - 2335342

NIA

3 Previous|
Chan

Current

2013 - S1D - ST - 2335320 - FGN-G2 - - FLS - 25705 - - - T3E -

- -2335323

N/A

4 Previous

Chary

2013 - 81D - ST - 2335320 - FGN-G2 - -FLS -25705- - - T3E -

- -2335323
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Current : (

N/A | 5

Previous

Chan

Current

PREVIOUS

CHAN

CURRENT

2013 -S1D - OE - 2335320 - FGN-G2 - -FLS-23322- - -T3E - - - 2335323
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CONTRACT 10 COOE
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT i);p. 12-R-0033

7 AMENDVENT UOUAFICATION NO TEFFICTVE GATE |4 REOLSITIONPURCHASE REQ MO T PROECT MO 17 acphcebie,
0006 See Block 16C Sec Lines
TosuEo b Coot DO Y ACMNSTERED BY f odver P Roem & Z00E l

DEA Hesdquaners D)E)Y(R)THCY(LNTNF)

8701 Momsseree Dnve

Springfield, VA 22152
§ WAME AND ADDRESS OF CONTRACTOR (o . sivwel “oundy e and J#F Cooe! 1X) T TN OF GOUCTATON RS

CICOM USA. LLC

1997 ANNAPOLIS EXCHANGE PARKWAY

SUITE 300 8 DATED (SEE ITLM 17)

AKNNAPOLIS. MD 21401-999¢6

DuNE ST Ty oF O]

)
x RS
_cooe TITRA230 | eacrnury cooe 963322842 0% 1772012
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2002

{2) The Period of Performance will be effective from the actual date

of delivery and installation. A modification will be issued to change

and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2013 - 08/26/2014

“OPTIONAL" Licenses (IAW SOW Section C.1.4.E, | dated

7/24/12 & 7/30/12 for ITEMS ONLY UNDER 'AGEBP{% - REMOTE

CONTROL SYSTEM TARGET PRICES". PRICES BELOW

INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED

ANYTIME THROUGH LIFE OF CONTRACT

N 10 Client Agent Software Licenses/RCS-TSL10 1°)(4)

N.25 Client Agent Software Licenses/RCS-TSL25

N.50 Client Agent Software Licenses/RCS-TSL50
~-100 Client Agent Software Licenses/RCS-TSL100

=

> Agents or more/RCS-TSL- (Need to call for special

discounted price)

1sl Year Maintenance/RCS-Maint = Included

*NOTE: The Period of Performance will be effective from the

actual date of deli and installation. A modification will be

issued to change and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2013 - 08/26/2014

Base Period

Option Year Il - Annual software Maintenance
(20% total cost of current system for that year)

**NOTE: (1) If additional licenses are purchased, the price will
change to reflect the actual cost for the maintenance.

(2) The Period of Performance will be effective from the actual dale
of delivery and installation. A modification will be issued to change
and reflect the actual dates”.
*SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2014 - 08/26/2015

Exercised Option

“"OPTIONAL" Licenses (IAW SOW Section C.|.4.E, proposal dated
7/24/12 & 7/30/12 for ITEMS ONLY UNDER 'AGEBP{ - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW

INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 =[(E)(4)

N.25 Client Agent Software Licenses/RCS-TSL25 =

N.50 Client Agent Software Licenses/RCS-TSL50 =

X Agent Software Licenses/RCS-TSL1

voonerts Ay ents or more/RCS-TSL- (Need to call for special

discounted price) .

1s! Year Maintenance/RCS-Maint = Included

**NOTE: The Period of Performance will be effective from the

actual date of del and installation. A modification will be

issued 1o change and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2014 - 08/26/2015

Unexercised Option

Option Year Ill - Annual software Maintenance
(20% total cost of current system for that year)

(1) If additional licenses are purt , the price will change to
re the aclual cost for the maintenance.

(2) The Period of Performance will be effective from the actual da
of delivery and installation. A modification will be issued to change
and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2015 - 08/26/2016
Unexercised Option

"OPTIONAL" Licenses (IAW SOW Section C.1.4.E, pr | daled
7/24/12 & 7/30/12 for ITEMS ONLY UNDER "AGEhrTg - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW

INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

Page

Current . 1.000000|

Previous :

b)(4)

Change' 0.000000

Current :

(0)(4)

Previous :
1.000000
[hange‘. 0.000000

urrent : 1.000000

Previous :

(0)(4)

Change: 0.000000

Current :

(0)(4)

Previous :
1.000000
hange: 0.000000

Current ; 1.000000|

Previous :

(0)(4)
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Chang

Current :

N/A

Previous :
Chang

Current :

N/A

Previous
Chang

Current :

N/A

Previo
Change: {

Current -

PREVIOUS

CHANGE:

CURRENT]

2013 - S1D - ST - 2335320 - FGN-G2 - -FLS - 25705 - - T3E - - - 2335323

2013-S1D - OE - 2335320 - FGN-G2 - - FLS-23322- - -T3E - - - 2335323

2014 - S1D - OT - 2335000 - FGN-G2 - - SIU - 23322 - - - VTT - - - 2335323
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U. S. Department of Justice
Drug I'nforcement Administration

Olfice of Acquisition & Relocation Management
(IFA)

8701 Morrissette Drive
Springfield. VA 22152

www dea goy June 10,2015

Alex Velasco

CICOM USA. LTC

1997 Annapolis Fxchange Parkway
Suite 300

Annapolis, MD 21401

Subject: Contract Number: DID-12-C-0033
Modification Number: 0007

Dear Mr. Velasco.

Fnclosed herein is afully executed copy of maoditfication 0007 1o contract DJD-12-C-0033. T'he
original modification was sent for vour approval and signature on April 30", 2015, Upon waiting the
required 30 calendar days, no response was received from yvou in regards to the modilication. As
Contracting Officer, T took it upon myselt to fully excecute the order.

Please feel free to contact [O:OMNCIENE) — Lontract Specialist. with any questions or coneerns at
rb)(ﬁ);(b)(?)((:) |

Sineerely.
(D)(B)-(DY(TIC:(D)TNF)

Contract Officer
Office of Acquisition & Relocation Management
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T OIOMTRALT Y OO
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT L3 2-1-003 7
2 OAMENDMEN VRODIF ECATION R I EFFERCTIVE DAITE A HE ST ONPURCHAST RED KD G PRCLFCT KO 1 appideahie)
BT ARSI See Lines

oINS Iy cof -] |(‘) FOACKMINISY TRED By (M ammor than fem i CODE I

b)(®);(b)XT)C)L)T)F)

DEA Headguarters
STOT Morrssetie Dinve
Springlicld, VA 22152

MONAME AND ADDRESS OF CORTRADTOR gho | dfrent, tonotiy, sbabe s S0 0wl 1X) GA AN NOMAT ST OF SOUICTTATION KO

CICONMUSALLLC

PO ANNAPOLIS EXCHANGE PARKWAY
SUTTE 300 G DATED (SELITEM N
ANNAPOLIS, MDY 2 =049

[hams s U20RED

10A MODIFICATION OF CONTRACT'ORDER NG

CLpiD-12-cooo3d
N [70R DATED (SEETTEM TH

cooe J72TR0230 FACIITY CODE YOI3I2RAD 08172012
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

D The GLO e neanbered solotation s amended as sel forthon e 14 The hoor and date spechied for recenpt of Oflers D 1o weatieier] D 5 el ealsned

Ofera mast acknnwlenge rece:pl of this amendment gror o e hows and date specl ed in e sohotalion or as amended, by ong of the lollowing methoos {a) By

coanp el tems 8 and 15 and sedaring 0 eepies of the amendrmient. (B By acknowledqing receapt of tis amendment on each capy of the offer

s bt wr {0 By separate letter or telegram which inckides a reference (o the sohcitaton and amendment numbers FAILURE OF YOUR ACKNOWLEDGMENT T B
RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF QFFERS PRIOR 1O THE HOUR AND DATE SPECIT IED MAY RESUL T IN REJECTION OF YOUR
OFFER I by atue of this amendmuent your desiae o change an olfer already submutten such change may be made Dy lelegram or lotler. provided each telegram of lettes
tyanes relerence 10 the sobctabion and this amendment, and @S recevod Goos (o thi npemng hour anad date Spuuhm}

12 AT GUNTING AMD APPROPRIATION DATA (# reguired)

DEA2OI2- 201 2-5T0-5T-2338320-FUN-G2-FLS-23 322 T3 k-TED B-2335323-2012
13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS.
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

Gl CR ONE A THIS CHANGE ORDER IS ISSUED PURSUANT TO (Specily authonty) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACI
——e ] ORDER MO IN T EM 10A

B THE ABOVE NUMBERED CONTRACI/ORDER 1S MODIFIED TO REFLECT THE ASMINISTRATIVE CHANGLS {such as changes i paying ofice
apgiroptation ity eted SETFORTHIN ITERM 14, PURSUANT 10O THE AUTHORITY GF AR 43 100340)

0 THIS SUPPLEMENTAL AGREFMENT 15 ENTERED INTO PURSUANT TO AUTHORITY OF
X Mutual Agrecinent Between Both Parties

D OTHER | Specdy type of maodification and authionty)

E IMPORTANT Condeator D vy i, 15 a0 SHE fPes Jos erenl And tetan | Lopens 1 he ssung ofice

14 DFSCRIPTION OF AMENDME NTMODIFCATION (Qegemied by UCF section headogs inginding solcfalioncontiract sutyect matter whang feasible )

The purpose of this bilateral modificanon s o extend the pered of performance from 08262005 to 122362015 This perted of pertormance 15
changing in relation o Option Year 11 of the current contract. Thas s aono costmodification. Al financial obligations have been made. Adter
Diecember 312005 all services will bave been recerved by the Government and this contract will be closed out,

Foxoeept ans prrosicdiad Betinn, @il Series wied corsbuans af e docement e lerenced o item 04 ar 1A a5 beretofone chstsgodd st eocharnged aod i full force ana ofact

THA NAME AND TETLE OF SIGNE R Tyos o pues) 16A NAME AND THLE OF CONTRACTING OFFICER {1y or poet)

D)(ﬁ):(b)(?)(c);(b)(?)(F1

100 CONTRACTORIGFFEROR a0 DATE SIGNED 1_[;5 UNITEDSTATES OF AMERICA G DATE SIGNeD
(D)(B)-(DY(TIC:(D)TNF) P .
I .
(Signative of person authorized be sign) Hy r} 04f {l?""U 15
NEM 7 00 50-B0 70 STANDARD FORM 30 (REV 10-83)
Fabyiin, s mfald iy g oiusanis Prizscrilsad by GSA FAR (4R CFR) 531243
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Section B - Supplies or Services and Prices/Costs

Delvery Date: 60 Days From the Contract Award Date

The Contractor shall provide supplies/services in accordance with proposal dated July 2, 2012 and in accordance with terms and
conditions set forth herein

SCHEDULE OF SUPPLIES/SERVICES

CONTINUATION SHEET

ITFM NO SUPPLIE:S/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT

ono Hacking Team Solution - Inclusive of Software/License. First Year Previous EA (0)(4)
Mamlenance. Installation, Travel and Traming

Estimated Delivery Date 60 days from the conlract award date 1 000000

Line Period of Performance: 1 1/15/2012 - 11/14/20173 Change: 0.000000

Base Penoa Curtent 1 000000

0004 "OPTIONAL" Licenses (1AW SOW Section C 1 4 &, ran-;.'il dated Previous EA
7/24/12 & 7/3012 FOR ITEMS ONLY UNDER "AGENTS -
REMOTE CONTROL SYSTEM TARGET PRICES™ PRICES b)(4)

(D)(4)

BFLOW INCLUDES A 5% DISCOUNT AND CAN BE
PURCHASED ANYTIME THROUGH LIFE OF CONTRACGT

N 10 Client Agent Sclware Licenses/RCS TS1.10 [b)(4) Change 0.000000

N.25 Chentl Agent Software Licenses/RCS-T15L25
N.50 Client Agent Software Licenses/RCS.-TSL50

ﬁfﬂ f‘! :faf! Afﬁ;nl Software Licenses/RCS-TSL10T Current
21 ients Agents or more/RCS-TSL- (Need to call for special b)(4)

discounted price)
151 Year Manlenance/RCS-Mant = Included

*HOTE The Penod of Porformance will be effective from the
actual date of delwery and installation A modification will be
issued lo change and rellect the actual dates”

"SUBJECT 10 AVAILABILITY OF FUNDS"®

Line Perind of Performance: 08272012 - DB/26/201 1

Base Ponod

1001 Opbion Year | - Annual software Mamtenance Previous EA
120% 1otal cost of current system tor that year)

Current cost for the system |5Fb)(4) (cost for 1 000000
mamntenanca)

“NOTES (1) If acdibonal licenses are purchased, the price wall  [Change 0 000000

change o reflect the aclual cost tor the manlenance

: 1
(2) The Period of Performance will be eftective from the actual date Current - 1 000000
af delivery and installation A modificalion will be issued 1o change
and reflect the actual dates”

"SUBJECT TO AVAILABILITY OF FUNDS"

Line Period of Performance: O8/2//2013 - 0RB/26/2014
Exercised Option

1002 “OPTIONAL® Licenses (1AW SOW Seclion C .| 4. E, proposal dated Previous EA

724112 & 7/3012 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES" PRICES BELOW b)(4)

(0)(4)

INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N 10 Clhent Agent Software Licenses/RCS-TSL10KD)(4) Change: 0 000000
N 25 Chent Agent Software Licenses/RCS-TSL25
N .50 Chient Agent Software Licenses/RCS-TSLS0

100 Client nl Software Licenses/RCS-TSL1

Curnent

g

7 TS Agents of more/RCS-150- (Need 1o call for special b)(4)
discounted piice)

1st Year Maintenance/RCS-Maint = Included

“NOTE  The Penod of Performance will be eltective from the
aclual date of delivery and installation A madification will be
issued 1o change and rellect the actual dates”
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3001

3002

40N

N 50 Chent Agent Soltware Licenses/RCS-TSLS0
! gent Software Licenses/RCS-TSL10T
b)(4) et
| A Agents or more/RES-TSL- (Need to eall for special

*SUBJECT TO AVAILABILITY OF FUNDS
Line Period of Performance: 0B/27/2013 - D8/26/2014
Base Penod

Option Year | - Annual soltware Mamienance
(20% total cost of current system for thal year)

SNOTE: (1) I adahional lcenses are purchasad. the pnce will
chiange (o reflect the actual cost for the maintenance

(2) The Penod of Performance will be effective frum the aclual date
ol delivery and installabon A modification will be 1ssued lo change
and reflect the aclual dates”

"SUBJECT TO AVAILABILITY OF FUNDS®

Line Period of Performance: 08/7//2014 - 12/31/2015

Exercised Option

"OPTIONAL" Licenses (IAW SOW Section C 14 B proposal daled
7724012 & 730012 for ITEMS ONLY UNDER "a’\(i[%h!l.‘.i - REMOITLE

Previous
1 000000
Change. 0.000000

Cumrent 1 000000

Provious

CONTROL SYSTEM TARGE T PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

(0)(4)

N 10 Client Agent Software Licenses/RCS-TSL10[(D)(4)
N 25 Chent Agent Software Licenses/RCS-TSL25
N 50 Client Agent Software Licenses/RCS-TSLS()
N 100 Chent Agent Software Licenses/RCS-TSLOT

IKb)4) )

U Cnems Agents or more/RCS-TSL- (Neea to call for special
discounted pnice)
15t Year Mainlenance/RCS-Mamt = Included

“MOTE The Penod of Performance will be effective lrom the
acludl date of delivery and mstaliation. A modification will be
isued to change and refloct the actual dales™

"SUBJECT TO AVAILABILITY OF FUNDS™.

Line Period of Performance: 08/27;2004 - 12/31/2015
Unexercised Ophion

Opbon Year Hi - Annual soltware Mainlenance
|20% total cosl of current system for that yearj

(1) If addiional heenses are purchased. the pnce wiil changoe 1o
reflect the actua! cost for the mantenance

(2) The Period of Performance will be effective from the aclual datey
of aelivery and mstallanon . A modification will be issued ta change
and reflect the aclual dates”

"SUBJECT TO AVAILABILITY OF FUNDS"

Line Period of Performance: OB/27/2015 - DHZG/2016
Unexerased Oplion

"OPTIONAL® Licenses [IAW SOW Section C14 |, proposal dated
7/24/12 & 7i30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES”. PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASLD
ANYTIME THROUGH LIFE OF CONTRACT

N 10 Client Agent Scftware Licenses/RCS-TSL10[(0)4)
N 25 Client Agent Software Licenses/RCS-TSL25

discounted price}
151 Year Maintenance/RCS-Maint = Included

“NOTLE: The Penod of Performance will be effective from the
aclual date of delivery and installation. A modiicatimn will be
msued lo change and reflect the aclual dales®

"SUBJECT TO AVAILABILITY OF FUNDS®

Line Period of Performance: 08/27/2015 - OB26:2016

Rase Penod

Option Year IV - Annual software Mainlenance:
(20% tutal cost of current system for that year)

“NOTE' (1) W addiional licenses are purchased, the price will
change (o reflect the actual cost for the mamlenance.

12) The Penod of Performance will be eflectve from the actual datiy
ol delivery and installabon - A modificabion will be issued to change

Change 0.000000

Currenl

(0)(4)

Previous
1.000000

Change 0.000000

Surrent 1 000000
Previous
b)(4)

Change 0 000000

Current .

b)(4)

Frovaious
1 000000

Change (0 000000,
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4002

N.50 Client t Software Licenses/RCS-TSL50
'(b)(4) nt Software Licenses/RCS-TSL1
[ 7 ents or more/RCS-TSL- (Need to call for special

and reflect the actual dates™.

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2016 - 08/26/2017
Unexercised Option

"OPTIONAL" Licenses (IAW SOW Section C.1.4.E, proposal daled
7/24/12 & 7/30/12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10[P)(4)
N.25 Client Agent Software Licenses/RCS-TSL25

discounted price)
1st Year Maintenance/RCS-Maint = Included

*NOTE: The Period of Performance will be effective from lhe
actual date of delivery and installation. A modification will be
issued lo change and reflect the actual dales"”.

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2016 - 08/26/2017

Base Period

DJD-12-C-0033/0007

b)(4)
Current . 1.000000|

Previous * EA

b)(4)

iChange. 0.000000

Current :

b)(4)

PREVIOUS TOTAL [(D)(4)
CHANGE

CURRENT TOTAL $2,457,000.00

FUNDING DETAILS:

ITEM [FUNDINGLINE|  OBLIGATED AMOUNT ACCOUNTING CODES
l“
NO. :
o®

NIA 2012 -S1D - ST - 2335320 - FGN-G2 - - FLS - 23322 - - -T3E - - - 2335323
NIA 2012 - 81D - 8T - 2335000 - DOM-G2 - - FLS - 23322 - - -T3E - - - 2335342
N/A 2013 - S1D - ST - 2335320 - FGN-G2 - - FLS - 25705- - - T3E - - - 2335323
N/A 2013 -S1D - ST - 2335320 - FGN-G2 - - FLS - 25705 - - - T3E - - - 2335323
N/A 2013 -S1D - OE - 2335320 - FGN-G2 - -FLS - 23322 - - -T3E - - - 2335323
N/A 2014 - S1D - OT - 2335000 - FGN-G2 - - §IU - 23322 - - -VTT - - - 2335323
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U. S. Department of Justice

_ Drug I'nforcement Administration

-vd Oltice ol Acquisition & Relocation Management
()

8701 Nlorrssette Drive
Springlicld. VA 22152

wandea gov Julv 820105

CICOM USALLLC

Atn: Alex Velasco

1997 Annapolis I'xchange Parkwan
Suite 300

Annapolis, MC 21401

Subject: Contract Number: DJID-12-C-0033
Modification Number: 0008

Dear Mr. Velaseo:

You are hereby natified that contract number DJD-12-C-0033 is terminated inits entirety for the
Government's convenience under the clause entitled 32.249-20 Termination tor Convenience of the
Government (Fixed-Price. April 2012). The termination is elfective upon signature by the
Contracting Oflicer. The contract shall be terminated at no cost to the Government. The contractor
shall stop all work relating to contract DJID-12-C-0033.

Please acknowledge receipt of this notice as provided below by July 10, 2015 1 vou have any
questions concerning this matter please contact {PXOXEXIICYEXIXF) |

(D)(B):(0)(T)(C)-(BXTHF)

Contractimg Otheer
Office o Acquisition & Relocation Management

Acknowledgement Certification:
The undersigned achnowledges receipt ot a signed copy of this notice.

Print Name and 1itle

Signature Date
Inelosure

Page 60



DJD-12-C-0033/0008

Lo TAL LI CODE

IBNI R BtV (TR

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT
AR AL T AT F AT TR N FEFS L DAY § ki TN e 1RE2) M TOPRAJECT NOY e i
aniis See Bk T
S Loy ok “'”U AR TE HEDY =Y 0 My thoer Biemi 20 CUGE ‘

A “(-!l'.\i\hll'k'f'\
SO Morrssette Do

(D)(B):(0)(T)(C)-(BXTHF)

Sprmgheld AN 22082

S STWICHTAT.ON N

T AMENDENT

CLEONT S L
ANSAPOLIS ENCHANGE PARKW AY

Aty
APOL IS, MDY 21 ot usun

"

1o
=11
AN

LRSI S S I TR N

T MUSENE LA TRON O GONTR AT ORI N

Iy 1 2. -0pd
B DATED (%L ITCM

|

UNIT 2002

ITATRO2RND

[F AL Ty CoLE VO3 2842

ook

11. THIS IT

EM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

vie hea

D Cre dbesve tampered Schoetabine s amenden s set b

s st Acknaswdene recept of s amenagment poe

mpteang dems 3 aod 15 ane cetunimg
st ot By separate etier of ielegram wisch mn

VECLIVEL AT THE PLACE OF SIGNATED FUR THE RECEIRT OF OFF LR
w0 arenident yrie tesire 1o Chanige o o oler altea

n
e 10 the sobeataatiests e thes e dment

ek Ity

s e

D P— D

othe el and date speciaed i the sobotabon o as amended. Oy one of the followimg methods (a) By

Lopaes OF his amendment (b By acknowiedging revespt of tas amendment on each copy ot ne o'fer
& sthotatem and asendiment oumoers. FAILURE OF YOUR ACKNOWLEDGMENT i BL

PRCAND DATE SPECIHIED PAY RESUL "IN REJEC TION OF YK
by felegram o lettes, poovidend each telegram o tetter

ot o ey 14 Trae howe and date specilied o8 recept of Olters

Bren e 1o

Clades o r

HOK 10 THE HO
subnmuticed, hange may be mad
1t Ehes peninng o aned date Specs

Suth ¢

(T W LRSIV LS I F L

A AT AN ARPROPRIAT DN DA A o veegiiresd

see e Tem Detal

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

S58ETFORTHINITEM 14 ARF MADE 1M THE CONTRAC!T

Pl CHANGE OROE RIS ISSUED

(NS (] I
] CHITE A MO IR TR TUA

PURSUANT 10 (Specify avtomty ! THE CHANGE

CHANGES (sech as Changes 5 payag it e

B THE ABOVE NUMBE RED CONTRACT/ORDER 15 MOGIFIED TO REFLECT THE ADMINISTRATIVE
avpropnation aate. ele ) SET FORTH IN ITERM 83 PURSUANT TO THE AUTHORITY OF = AR 13 103(h)

THIS SUPPLEMENTAL AGREFEMENT 1S ENTERL DINTO PURSUANT 1O AL THORITY OF

ra

0 OTHFR (Specty type of moddieation and authont,)

E IMPORTANT Comtanir

ool D B fes R 1 sedtn Bins oo untmend ared ssurnt o open st e e ol o

fosb = et awtltam | sidbyens

Reafinpy » 4

£ onatter adiesres lagsbile |

P VT sen te s B o

14 bbb ON OF AMEHISIENT MOIL b0 TN Gty
Uie purpose ot ths umbaeral modifrcanon BHOX s o aermimate contrae

-1 2200033 1 aceordance with FAR chase 822492 Termmmation to

Convemence of the Govertunent cbed-Prce, Aprid 2002y Tl contiact 1s hereby wernnnated moats entirety

1 b, v Egiused e o Tl fogeoee e offieg

o ehlatts oo B T 00 pilemee ind o lerne 3R T des Pt ol e sl s
S p 1CA NAME AND TITLE OF CORNTRACTING OF HICER { Tyge or pongl
D)(B)(LYTHC):(D)TNF)
T T NTRAT TN OT TR 177 [ATE SUGMED EIE THC UATE SIGNED
U T
(St of peeain authe hged ta sigin ¥ 070X 2013
DRI KD ID FORM 30 (RCY 10-83)
I es wan CRr (1] (3SA FAH (4h CFR A 45

Page 61



SECTIONC DJD-12-C-0013

DESCRIPTION/SPECIFICATIONS/STATEMENT OF WORK
FOR
REMOTE CONTROL HOST BASED INTERCEPT SYSTEM SOFTWARE

Table of Contents
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SUBSECTION C.A GENERAL

SUBSECTION C.A.1 BACKGROUND

A. The mission of the Drug Enforcement Administration is to enforce the controlled
substances laws and regulations of the United States and to bring to the criminal and civil
justice systems those organizations and/or individuals involved in the growing
manufacture, or distribution of controlled substances appearing in or destined for illicit
traffic in the United States and its territories. This requirement is for the acquisition of
Remote Control Host Based System (RCS) Intercept Software and associated
components, support, service, and maintenance program for the Drug Enforcement
Administration (DEA). This point forward throughout this Statement of Work, the
Remote Control System Intercept System will be referred to as the RCS. This Statement
of Work (SOW) further defines the responsibilities, scope, services to be rendered, and
other applicable parameters of a comprehensive delivery, installation, technical support,
and maintenance program providing a wide range of services.

B. DEA continually modifies investigative techniques to match emerging technology trends.
A comparatively recent development is that narcotics traffickers are increasingly using
encrypted Internet Protocol (IP) traffic to communicate on either traditional personal
computers or on smartphones. Whether communicating via traditional data formats
(email, SMS texts) or using Voice over Internet Protocol (VOIP), seasoned traffickers
know that using encrypted IP often makes them largely immune to most conventional law
enforcement techniques. Complicating the matters is that many popular service providers
(i.e. Skype) are not based in the United States and are currently not subject to U.S. laws
which compel cooperation with legal authorities. More importantly, in most cases, the
encryption is performed on the end device(s) and is only decrypted on the receiving
device. Consequently, even if service providers wish to comply with legal authorities,
the encryption tools as currently deployed preclude the production of an evidentiary
product.

C. This requirement is for the acquisition of a host-based Remote Control System (RCS)
Intercept Software tool that can be deployed. Based on market research conducted by the
DEA Office of Investigative Technology (ST). The software is the [P)X7)E |

b)(T)(E)

SUBSECTION C.A.2 DEFINITION OF RCS INTERCEPT SOFTWARE TOOL

A. The RCSFD)(?)(E)
(D)T)E)
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SUBSECTION C.A.3 SCOPE OF WORK

A. The contractor shall provide the Drug Enforcement Administration (DEA) with fully
functioning RCS software as defined in this statement of work, including, but not limited to
all necessary software, licensing, warrantics, maintenance, technical support, software
upgrades, enhancements, and options, throughout the life of the contract. The initial RCS
installation will take place at DEA Lorton, Virginia. During the initial RCS installation the
Contractor shall provide a 5-day onsite RCS Training Session at DEA-Lorton. The initial
installation will be completed when the RCS software passes the Factory Acceptance Test

(FAT). The final RCS installation will take place in [®)X7)E) | During the final
RCS installation the Contractor shall provide a 5-day onsite RCS Training Session ata U.S.
Government-designated facility in[®)X7)E) | Completion of the final installation

will be determined by successful Contractor performance on the Site Acceptance Test (SAT).

B. The contractor shall provide all necessary assistance to the government in the areas of
installation and troubleshooting for any or all of the equipment and software provided under
this contract to ensure the RCS system is fully functional.

C. Unless otherwise specified herein, all services and responsibilities provided for and to the
government by the Contractor under this Statement of Work shall be included in the price of
the contract. When the option for an associated system support, service, and maintenance
program is exercised by the government, the first year of the Annual Fleet Service, Support
and Maintenance CLIN (AFSSMC) for this solicitation or for new/additional software
licenses or hardware subsequently added to it as an existing system shall be provided to the
government by the Contractor without additional charge (beyond costs incorporated into the
price for the software licenses and hardware themselves)..

D. The Contractor shall meet the minimally acceptable level of compliance with the Statement
of Work upon installation of their system. The minimally acceptable level of compliance is
defined as the conglomeration of those requirement elements, identified through application

of the word *“shall,” which must immediately be available to the government from the
Contractor upon delivery of equipment or service.

SUBSECTION C.B GENERAL SYSTEM REQUIREMENTS, DESIGN,
CONFIGURATION, AND SCALABILITY

SUBSECTION C.B.1 SYSTEM OVERVIEW - RCS SYSTEM

A. The purchased system shall meet the definition of and the functional requirements as set
forth in Subsections C.A.2 and C.A.3.
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B. All physical components and materials shall be comprised of new, previously unused
equipment with no recycled, refurbished, or otherwise reused equipment being resident
on the system.

C. The RCS system should be configured [PXNE)

(D)T)E)

D. The RCS Software shall be capable nfl(b)(?)(a
(D)T)E)

SUBSECTION C.B.2 RCS SECURITY & ENCRYPTION

A. The RCS software shall|(b)(?)(5) |
o))

B. The RCS software shall be[2(®

(D)T)E)

C. All users of the RCS System regardless of role (i.e., case agents, intelligence analysts,
supervisors, system administrators, etc.) shall[p)7)® |

(D)T)E)

D. If encryption authorization codes are required to operate any function within the system,
the Contractor shall make them open and accessible to government agency personnel,
providing all codes and keys to the government agency.

SUBSECTION C.B.3 - DATABASE

The RCS software shall maintain collected data in a standard relational database which shall be
accessible, scalable, and capable future expansion.

SUBSECTION C.B.4 - SCALABILITY & CONFIGURATION - RCS

The RCS software shall be sufficiently robust and scalable to be able to support expansion of
target devices. The U.S. Government shall be responsible for all expansions on the system
hardware.

wn
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SUBSECTION C.B.5S OPERATING SYSTEM FOR RCS SYSTEM

The RCS software shall be built upon an underlying Commercial-off-the-Shelf (COTS)
operating system that is still supported by the manufacturer.

SUBSECTION C.B.6 THIRD PARTY SOFTWARE

The RCS software shall be compatible with a wide variety of commercially available operating
systems, including those set out in Subsection C.C.1 paragraph 5. The Contractor shall provide
full installation, maintenance, and upgrade support of the RCS software.

SUBSECTION C.B.7 HARDWARE REQUIREMENTS — RCS SYSTEM

The U.S. Government will supply the server hardware associated with the installation and
operation of the RCS software tool. The contractor shall provide any proprietary associated
hardware requirements.

SUBSECTION C.C RCS CAPABILITIES AND PERFORMANCE FOR RCS
SYSTEM

SUBSECTION C.C.1 COLLECTION CAPABILITIES AND TYPES OF TARGET
TRANSMISSIONS

I. The RCS software should provide the[?")® |

(D)T)E)

2. The RCS software shall at a minimum provide the ability to retrieve the following types

of data or information from a target PC:
DG
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3. The RCS software shall provide the ability to retrieve at a minimum the following types
of data or information from a target mobile communication device:
(D)T)E)

4. The RCS software shall have to ability to be[??)®

b)(T)(E)

5. The RCS host based or agent software shall have the ability to be installed remotely on a
target PC or mobile communication device running the following operating system or

software versions:
b)THE)

SUBSECTION C.C.2 EMERGING TECHNOLOGIES

The contractor should continually update the RCS software throughout the life of the contract to
maintain compatibility with new technologies, innovations, or forms of communications
emerging in the realm of telecommunications.

SUBSECTION C.D REPORTS

RCS shall have the ability to generate, retain, and query selectable reports on the intercepted
data.
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SUBSECTION C.E SYSTEM ADMINISTRATION

The system should provide System Administration Tools to aid in the administration of the
system.

SUBSECTION C.F - NON-AUDITORY AND IP COMMUNICATIONS

SUBSECTION C.F.1 SMS/TEXT MESSAGING

The system should be able tof®)N®
(D)T)E)

SUBSECTION C.F.2 MMS/PHOTOS/VIDEO FILE TRANSMISSION

The system should be able to[("®

b)(T)(E)

SUBSECTION C.F.3 DATA AND INTERNET PROTOCOL (IP) COLLECTION

A. The system shallX"®
QGG

B. The system shall[®7}®

b)(T)(E)

SUBSECTION C.G MISCELLANEOUS

SUBSECTION C.G.1 INDEMNIFICATION

A. The contractor agrees to defend and indemnify the government agency (including,
without limitation, its officers, officials, employees, contract employees, other agency
employees, and agents and its assigns and successors) and hold them harmless from any
and all damages (including punitive damages), losses or expenses (including without
limitation, court costs, arbitration fees, penalties, fines, amounts paid in settlement of
claims and reasonable legal fees and expenses of investigation) that it may incur, suffer,
or become liable for as a result of, or in connection with, any claim asserted or threatened
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against them by a third party for property damage or loss or personal injury or death
based on the negligence or willful misconduct of the contractor, its officers, officials,
employees, and agents in providing services under this agreement.

B. The contractor warrants that the RCS software and services it provides will not infringe
the intellectual property rights of any third party. The contractor agrees to indemnify the
government agency against any and all claims and associated costs arising out of the
contractor’s infringement or alleged infringement of intellectual property rights of third
parties. If such a claim is made or appears likely to be made, the contractor will, at its
sole cost and expense, arrange for the government agency to continue to use the affected
component of the contractor’s equipment or to modify or replace same.

SUBSECTION C.G.2 CONFIDENTIALITY/SECURITY ISSUES

A. The Contractor and its agents or employees shall maintain the confidentiality of the
government agency'’s affairs and shall not disclose or disseminate to any third party the
identification of government agency personnel, locations, and hardware or software
configurations, or any other information regarding the government agency or its facilities
obtained through access to the government agency offices or its personnel.

B. The Contractor and its agents or employees shall demonstrate no undue influence exerted
upon them by any foreign government, especially those foreign governments in a hostile
relationship with the United States of America or its allies, any security risks posed by
hostile foreign nationals, or conflicting interests with the United States government
and/or its foreign policy.

C. In the course of performing normal service, support, and maintenance upon the RCS
system purchased under this contract, contractor personnel may unavoidably gain access
to collected sensitive evidence and intelligence obtained in the government agency’s
execution of criminal investigations. The Contractor its agents and employees shall
operate under the following guidelines in regards to this sensitive evidence and
intelligence:

1) The Contractor its agents and employees shall self-limit their exposure to such
evidence and information as much as is reasonable and practical while still
performing their contractual obligations.

2) The Contractor its agents and employees shall handle any content of such
evidence and information to which they are unable to avoid exposure with
complete confidentiality and appropriate discretion.

3) The Contractor its agents and employees shall not disclose any content of
evidence and evidence pertaining to the government agency’s execution of
criminal investigations, the fact of such investigation, or the request for assistance
to any person other than those of its agents and employees who require this
information to accomplish the services under this contract.
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4) The Contractor its agents and employees assigned to this contract shall be advised
by the contractor that mishandling and inappropriate dissemination of such
evidence and information could result in criminal charges filed against involved
contractor personnel or the contractor.

D. All contractor personnel supporting this procurement are entrusted with a certain level of
trust due to the nature of DEA’s mission. The Government expects the Vendor will
employ persons of integrity and trustworthiness. To ensure this, DEA reserves the right
to conduct background screening or a full background investigation on all employees if
need arises. While the majority of work will be performed outside of DEA, all
contractors must be escorted if entering a DEA facility. DEA reserves the right to modify
the security requirements found in this contract at any time.

SUBSECTION C.G.3 PROCEDURES FOR POST-AWARD ACTIONS

A. The following schedule shall be initiated for commencement of work upon the
government’s notice to proceed.

B. After a contractor is awarded, the contractor shall provide the government with all
necessary and pertinent information concerning the site infrastructure requirements of
hosting their system. All information will be provided to the COR within five business
days of contract award.

C. Installation of the RCS System shall be scheduled to occur no later than sixty (60) days
after award, unless scheduled differently by request/agreement of the government.

SUBSECTION C.H JUDICIAL PROCEDURE PRESENTATIONS OF
ORIGINAL EVIDENCE AND JUDICIAL CHALLENGES

A. Upon COR request, the Contractor shall provide all engineering equipment, and technical
support necessary to present in court proceedings the original evidence collected on any
equipment provided by the contractor. Court proceeding may take place at an overseas
location.

B. Upon COR request, the Contractor shall provide the government with a hardware and/or
software solution which allows intelligible, clear, timely, and accurate presentation of the
original evidence to at a minimum the following persons simultaneously: the judge(s),,
the jury, the prosecutor(s), the lead investigator(s), the defense attorney(s), and the
defendant(s).

C. Hardware components shall be portable. The definition of “*portable” in this subsection
shall mean one complete unit able to be handled by an average one-man lift and weighing
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no more than 50 pounds, including any speakers but not including any headphones
necessary to the broadcast of audio evidence.

D. Systems changes over time due to advances in technology and/or standards, the
presentation solution(s) developed by the contractor shall maintain the ability to present
prior versions of original evidence.

E. If the contractor’s equipment is challenged in any local court proceedings on issues
including, but not limited to, collection methodology, accuracy, reliability, integrity, or
other function which calls into question the acceptability of original evidence collected
on their equipment, the contractor shall provide expert testimony to defend the integrity
of such original evidence as required by the court. The testimony shall be provided by
qualified and technically competent personnel who at a minimum match the requirements
of an Engineer, Senior IT Software Specialist. Testimony should be provided at no
additional cost to the government other than the distribution to the contractor and/or
testifying personnel of any customary witness fees or reimbursements provided by the
court or prosecutor’s office, or if travel is necessary and authorized by the designated
COR, reimbursement by the Government, will be at the current rates in accordance with
the Federal Travel Regulations (FTR) upon prior approval of the COR. (See section G.3
“Travel Requirements™ for further details).

F. Any hardware or software components required for use by the Contractor to support
Subsection C.I. (A-G) should be provided to the Government at no additional cost.
SUBSECTION C.I WARRANTY AND SUPPORT

SUBSECTION C.I.1 WARRANTY AND SUPPORT OVERVIEW

A. The Contractor shall warrant the operation of all of the RCS Software associated with the
RCS system for the life of the contract.

B. During the period of warranty, the contractor is responsible for the expeditious shipping
of any software items for repair or replacement from and to the present government
location of the equipment or designated government warehousing location to the
contractor’s service location(s).

C. The contractor shall provide maintenance for software.

SUBSECTION C.I1.2 LABOR CATEGORIES

The Contractor shall provide all levels of engineering services required to deploy and install the
RCS system.
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SUBSECTION C.1.3 TRAINING

DEA expects the contractor to provide personnel with the required skills to support the
requirements identified in the contract. This includes the skills required to operate in the DEA
IT environment. However, if contractor training is required for hardware, software, tools or
services not identified in the contract, DEA will fund either the training cost or the contractor’s
time for training, whichever is most beneficial to the government. DEA will fund time for
training if training is DEA specific (e.g.®7E |
etc.). If additional contractor training is identified during the contract that would be beneficial to
the government, DEA will negotiate the funding with the contractor. All proposed training
request shall be reviewed and approved in advance by the DEA.

A. The Contractor shall provide training that coincides with both the initial installation in
Lorton, VA and the final installation in[®)X7)E) hnd that meets the objectives
defined in the RCS system manuals or explicitly defined by COR, and ensures the
resources used (cost, time and method) are at the best value (cost) to the Government in
lieu of “eftective and efficient training.”

B. The Contractor shall provide all equipment, and documentation for the training courses of
instruction in English.

C. The RCS Training Sessions shall be conducted at DEA Lorton, Virginia and at a U.S.
Government designated facility in[®)7)® | The training sessions should be
provided to up to ten (10) attendees over a period of five (5) days.

D. The Government anticipates that the training course shall consist of approximately ten

(10) people.

E. Any expenses related to the training course shall be provided by the Contractor. Travel
costs for thefYM® Jtraining session shall be billed at cost and are not to exceed
$6000.00.

SUBSECTION C.I.4 ANNUAL MAINTENANCE AND SUPPORT OVERVIEW

A. An Annual Maintenance and Support CLIN shall be made available to the government
for the RCS System. The components of this Annual Maintenance and Support are
defined throughout Subsections C.1.4 though C.1.7, inclusive.

B. The specific contract provisions and elements negotiated and agreed to herein between
the Contractor and the government shall succeed any prior or existing service contract for
the RCS System unless the option is not exercised by the government.

C. As noted elsewhere, the first year of the Annual Maintenance and Support CLIN for the
RCS System or for new additional software licenses added to the existing site in a
subsequent expansion of the system shall be provided to the government by the
Contractor without additional cost commencing immediately after satisfactory
completion of installation and acceptance by the government if so exercised as an option
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by the government. The Contractor shall offer to the government the option to renew the
Annual Maintenance and Support for the RCS System or for new/additional software
licenses added to the existing site in a subsequent expansion of the system each following
subsequent year throughout the life of the contract according to pricing schedules
mutually agreed upon between the Contractor and the government under this contract.

Once applicable to the RCS Systems for the particular Contractor, this agreement shall be
available to be purchased by the federal agency on an annual basis each Fiscal Year and
will cover the system during that year.

The Contractor shall offer to the government the “option” to increase in size of the
system and/or additional licenses to the existing site in a subsequent expansion of the
system following each subsequent year throughout the life of the contract according to
the pricing schedules mutually agreed upon between the Contractor and the Government

SUBSECTION C.I.5 - HELP DESK/TELEPHONE SUPPORT

A.

C.

The Contractor shall provide the availability of their support personnel via electronic
communications or telephone 24 hours a day, 7 days a week, for every week of the year.

The Government should gain personal contact with support personnel within 20 minutes
of their initial attempt at least 95% of the time.

The Contractor should provide Spanish speaking support.

SUBSECTION C.1.6 SOFTWARE SUPPORT

A.

The contractor should continually maintain and update the RCS software in order to keep
pace with court mandates, changes and/or advances in technology and internet protocol
standards, and as requested to address the operational needs of the DEA. The contractor
should update their software to keep pace with the introduction of new published
telecommunication standards for legal requirements for wire line, wireless, and packet
communication, which includes Voice over IP (VoIP), SMS, and related communication
technologies, including Internet Protocols such as MMS. The contractor’s engineers
should research and promptly respond to trouble reports from their customers and strive
to locate and repair defects in software. As appropriate, the contractor should produce
new software releases and minor corrective patches to repair specific operational issues
or defects.

The contractor should regularly consult with, seek input from, and prioritize in
coordination with COR regarding the development of new software versions, upgrades,
and patches resulting in any new features, enhancements, or other product changes. The
contractor should formally notify the COR by electronic communications in writing of all
proposed changes to software and hardware configurations which could impact the Law
Enforcement Monitoring Facility (LEMF) systems or operations via telephone or email
communication. The contractor should not institute any product changes which conflict
with the basic or priority requirements of a lawful intercept.
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C. The contractor shall ensure that all technical and engineering personnel assigned to work
on this contract possess an appropriate level of competency, training, education,
experience, and engineering skill commensurate with the level of assignments delegated
to them. They shall possess the necessary in-depth knowledge of the RCS System
(hardware and software) and lawful intercept procedures applicable to their assignment.

D. The contractor should maintain separate, controlled versions of software and data for the
government, so that the contractor and the COR can mutually agree on any changes that
impact system operators or users. The contractor should have a formally documented
configuration management process to execute and maintain software versions.

E. The contractor shall coordinate the delivery of software updates and patches to the RCS
system with the COR or other authorized personnel, so as to minimize operational impact
and expedite improvements where the need is greatest. Patches and releases shall be
included at no additional cost to the government through this support program. The
contractor should endeavor to install custom updates in concert with other routine
software updates to minimize system downtime or other operational impact.

F. The contractor should provide at no additional cost to the government under this contract
general engineering consultation directly related to their systems including such activities
as:

o assistance to the federal agency for the planning of system upgrade or expansion
activities;

o aid in defining needed software or hardware customizations or other needed
changes; and

o analysis of special situations or performance issues impacting operations.

G. During all on-site activities, all reasonable effort should be made by the contractor to
minimize system down time. Tasks should be performed off-hours if deemed necessary
by COR or COR assigned personnel at no additional cost to the government under this
contract.

H. Any Third Party software and licensing that was originally supplied by the contractor,

and/or that is required to maintain the functionality of the system, should continue to be
the responsibility of the contractor throughout the period of this contract.

SUBSECTION C.I.7 UPGRADE/SOFTWARE/PATCH RELEASE OR HARDWARE
CONFIGURATION CHANGE PROCEDURES

A. Prior to any upgrade/software/patch release, the contractor shall notify the COR of any
new system hardware or configuration requirements prior to installation. The contractor
shall provide formal notification via telephone or email communication to COR if any
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hardware deficiencies are detected, a plan of action to resolve the deficiency, and a
schedule for approval by COR recommending an appropriate course of action to result in
the eventual installation of the needed upgrade/software/patch release.

B. All upgrades/software/patch releases or hardware configuration changes developed by the
contractor shall be thoroughly and comprehensively tested and validated by the
contractor. The testing process should incorporate adequate simulation of “real world™
environments and permutations of multiple scenarios commonly and infrequently
occurring during field usage. Simulations should mimic the heavy workloads
encountered on site by the system. The contractor should document all test results and
processes for the COR. The contractor should develop and propose suitable testing
processes; however, determination of the levels of achievable comprehensiveness,
thoroughness, and nature of testing processes and reporting should be to the satisfaction
of the local federal agency.

C. After completion of the development and testing of all upgrades/software/patch releases
or hardware configuration changes at the contractor’s facility, all pertinent software
upgrade or hardware configuration documentation should at the same time be supplied to
the COR for full review. Deployment/installation instructions and procedures shall be
provided to the COR. The contractor should recommend a format and process for a
factory acceptance test to the COR, and should make changes and adjustments in
accordance with the wishes of the COR. Only after the COR have completed their own
independent review of the release, should final release approval be granted to the
contractor and installation executed on the operational field system.

D. All upgrades/software releases/corrective patches and hardware configuration changes
should be accompanied by providing the COR with the following:

o Updated versions of manuals and guides provided for elsewhere in this statement
of work as applicable.

o A summary report highlighting changes to software; areas of the system changed
or impacted; corrected software defects; requirements/conditions for installation;
any new procedures or changes in existing procedures which will be followed in
normal usage; all appropriate release notes; command or operations changes.

o Pertinent contractor contact information in the event of failure of the new
software or hardware.

o Detailed software and/or hardware installation and protocols.

o Back-out plan and protocols in case of installation failure/disaster.

o A CD-ROM or DVD containing the contractor’s current software release for each
upgraded system component (including all subsystems and workstations).
Included will be Operating System Software, any appropriate 3 party software,
and recovery software.

o Any third party hardware manuals or documentation as applicable.

E. The contractor shall provide ongoing technical support necessary to accomplish software
upgrades and an upgrade procedure for site personnel.
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F. The contractor shall support all current and prior RCS software versions operating on the
system hardware.

G. If any Upgrade/Software Release/Patch Release/Hardware Configuration Change
Procedure requires the shutdown or reboot of system components, the procedure should
be coordinated with COR, subject to approval as to timing.

H. Based on the amount of software changes or new features present in new software, the
contractor shall provide an appropriate amount of training to field personnel to the
satisfaction of COR, which could entail detailed training materials, online help, how-to
documents, training videos, or onsite instruction.

SUBSECTION C.K PROGRAM MANAGEMENT

SUBSECTION C.K.1 PROGRAM MANAGER

A. The contractor shall assign a responsible program manager who will act as primary
liaison for the program with the COR. COR receives all reporting requirements, provides
general oversight of any maintenance activity, and will periodically review overall
program progress and customer satisfaction.

B. The Program Manager’s responsibilities shall include, but not be limited to the following
areas:

1) Ensure the COR receives all reporting requirements and other needed information
provided for in this statement of work in a timely manner;

2) Ensure the COR is satisfied with the contractor’s product and service
performance.

3) Ensure all aspects of the Annual Fleet Service, Support and Maintenance
(AFSSMC) are being fully, efficiently, and properly executed.

4) Track all changes, enhancements, and customizations requested by the COR

5) Maintain a regular and ongoing dialogue with the COR to ensure smooth and
effective communication providing for the timely resolution of problems and
other issues of concern;

6) Ensure the COR receives all pertinent system information, including information
described in Subsection C.L.7 in a timely manner;

7) Develop action plans in conjunction with the COR to address any operational
issues;

8) Possess authority to commit the contractor to specific courses of action required
by the COR to represent the contractor on contractual matters, which arise
beyond the scope covered by this statement of work or the contract;

9) Development of site-specific operational improvement plans;

10) Provide oversight on all critical and large project initiatives affecting this
program.
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SUBSECTION C.K.2 REGULAR MEETINGS

A. Meetings should be conducted via telephone on a monthly basis unless canceled or
rescheduled by mutual agreement between the contractor and the COR. The focus of
these routine meetings will include the following elements of the program:

I. Status of proposed changes, enhancements, and features under development;

Program performance;

Future scheduling and planning;

Setting of short and long term priorities;

Review of outstanding and new software issues, defects, degradations, etc.

reported in the field or during laboratory testing;

Prioritization of issues and software bugs;

Address urgent operational software changes and/or repairs;

Deficiencies in the support program;

Development of software upgrades/new releases/patches;

]0 Contractor and government program conflicts;

1 1. Miscellaneous Program [ssues.

L I SN PR S

© % N o

SUBSECTION C.L REPORTING REQUIREMENTS

SUBSECTION C.L.1 REPORTING REQUIREMENTS - GENERAL

A. The contractor shall be responsible for developing, updating, and maintaining any
databases necessary to provide the reporting, manuals, guides, documentation, and other
information required by the COR under this statement of work.

SUBSECTION C.L.2 MANUALS/GUIDES

A. The contractor shall provide system operational guides, training guides and other manuals
as necessary in order to enable the software provided under the contract to be fully
utilized operationally. These manuals and guides shall be provided to the users at the
time the system is installed. Copies of the manuals, guides, and system drawings shall be
provided to the COR prior to the deployment of any equipment. Electronic versions shall
be substituted for hard copies unless hard copies are specifically requested by the
recipient. All guides and manuals shall be provided in English.

B. The contractor shall be responsible for developing, maintaining, appending, updating, and
providing current version copies of system operational guides, training guides, and other
manuals to the COR and the following reference materials pertaining to the RCS product.
This requirement will remain in effect for initial system installation. All documentation
shall be updated for each new version of software, or otherwise as needed or requested by
the COR.

As of 10/10/2012 17

Page 78



SECTION C DJD-12-C-0013

GLOSSARY FOR SECTION C - STATEMENT OF WORK

CLIN - Contract Line Item Number
CMCB - Configuration Management Control Board

Contractor, the - the business entity whose products and services are being purchased under this
statement of work; used interchangeably with “the contractor™

DEA - United States Drug Enforcement Administration

COR - Contracting Officer Representative from the Office of Investigative Technology, United
States Drug Enforcement Administration. Other authorized government personnel shall be
designated only by a COR.

Department of Justice — the United States Department of Justice
DOJ - the United States Department of Justice

FAR - Federal Acquisition Regulation

Government, the — the United States Federal Government

MMS - Multimedia Messaging Service

Program Manager — the contractor’s primary liaison for the RCS program with the federal
agency

Shall — utilized throughout this statement of work to designate a requirement element which must
immediately be available to the government from the contractor upon delivery of equipment or
service in order for the contractor to achieve the minimally acceptable level of compliance with
the SOW. When applied to the RCS system requirements, “shall” indicates the requirement
element is immediately deliverable upon completion of the system installation. When applied to
the optional-to-the-government comprehensive engineering support, development, and
maintenance program, “shall” indicates the mandatory elements of the program which the
contractor must provide to the government when the option has been exercised by the
government, the costs of which are included and not additional to the cost of the comprehensive
engineering support, development, and maintenance program.

Should - utilized throughout this statement of work to designate a requirement element which
does not need to be available to the government from the contractor upon initial delivery of
equipment or service in order for the contractor to achieve the minimal compliance with the
SOW, but which the contractor may develop or achieve over the course of the contract at no
additional cost to the government.

SMS — Short Message Service

As of 10/10/2012 18
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S ST26-729

U.S. DEPARTMENT OF JUSTICE
DRUG ENFORCEMENT ADMINISTRATION

REQUISITION FOR

1. REQUISITION NO

PR-D-12-ST-0287

2. PURCHASE ORDER / CONTROL NO

3 PAGE
1 OF

4 DATE PREPARED
1 PAGE

6. TO (Name and locaton)
Government Contracting Officer
Dffice of Investigative Technology
Lorton, VA 22079

EQUIPMENT, SUPPLIES, OR SERVICES

{InﬂnﬂmmReverse}g PR ] 9 29125(?5(6}(? D)(B)(LYTHC):(D)TNF) I —
n)(?)(Fj FROM (Requisitioning point - name an](D)(G):(B1(7)(C):(b)7T)(F)

(D)(B)-(DY(TIC:(D)TNF)

Unit Chief/STIG -

Office of Investigative Technology

04/17/2042

5. FOR INFORMATION CALL (Name,telephone mq(b)(ﬁ

J(B)(T)CY:(0)(7)F)

8. RECOMMENDED SOURCE

Cicom USA (Alex Valasco, POC Sales)
1997 Annapolis Exchange Parkway,
Annapolis, Maryland 21401

Suite 300
(443-949-7470)

11. ALLOWANCE AND ACTIVITY ACCOUNTS CHARGEABLE. AND COBJECT CLASS(ES)

D) (B)(BYTHCY(BXTNF)

T NO. (If known)

N/

/R _D-13-ST- 032%Y

5(/,- q A?. |(D)(6) (b)(?)(C);(D)(T)(F1

FORM OR STOCK NO.
(14)

DESCRIPTION OF ARTICLES Of
(15)

Hacking Team Solution

Justification

12)12[s1p|ST[23

BS320 ) PoM G2 JFLS 32093 738

Hacking Team
Software/Maintenance /H{

QS:ER

M\
X b\

T
Section Chief,

STI

Y| UNIT
(7

UNIT
PRICE
(18]

AMOUNT

(19)

b)(4)

and Training, See Attached docs.

Maintenance
Year 1 - No

Annual
Option
time,
Annual
Option
time.
Annual
Option
time.

and Support -
cost at this

Maintenance
Year 2 - No

and Support -
cost at this

Maintenance
Year 3 - No

and Support -
cost at this

Maintenance
Year 4 - No

Annual
Option
time,

Thelb)(7T)(E) Country Office and

other foreign offices will be
supported by the purchase of the

The

and Support -
cost at this

Hacking Team product.
product will support
D)(T)E)

See attached Sole Source for
more details.

/T&e‘}:s 3

S323

10555 Furnace Road
Lorton, VA 22079

attn: [b)E)(O)T)C)b)T)F) |

20 DELIVER TO (Givelcompielh address, including 2P Code)
Office of Investigative Tech.

21 SHIVIA
JrreeaT [ PARSE

[ ] express

TOTAL

(X maiL [} OTHER (Specity in remarks)
[ i
72 REMARKS

u)af 1o ’

|(b)(4) ]

(e 0% DEFA -0annot

n E‘s

N 0 N “l" -R:l‘luj

DEAF
(July 13%‘) -19

Previous edition dated 8/73 may be used until stock is exhausted

Dom-ERQM-2335323 'fCL
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Price Quote

-/CICOMN
-/ USA

Attention: rb)(ﬁ);(b)(?)(C);(b)(?)(F) Project Title: RCS
Title: SAC Project HT RCS Special Package
Description:
Company Name:  DEA-STII P.O. Number: -
Address: : Invoice Number: -
City, State Zip ‘Lorton, VA Quote: 20110122202
Code: _ -
Date: 12/22/11 Term: .
Product Description Quantity Unit Price Cost
Code
1 CURS-FE- Front-End SW License 1
HS
2 CURS-LR- Back-End SW License 1
HS
Operators Console Up to 15
3 CURS-ADM Admin 2
4 CURS-TEC Tech 3
5 CURS-VW Log Viewer License 10
6 CURS-TRG Targets Up to 25
7 CURS-WIN PC Windows Platform (XP/Vista/
7-32&64 bit)
8 CURS-MAC MacOS Platform
9 CURS-WM Windows Mabile Platform (WM6-
WM&6.5)
10 CURS-IPH iPhone Platform
11 CURS-SYM Symbian Platform
12 CURS-BB Blackberry Platform
13 CURS-ADR Android Platform
14 CURS-PR  Anonymizer SW License 2
15 CURS-IPS  Injection Proxy SW License 1
16 CURS-RM!I RMI (Remote Mobile Infection) SW 1
License
17 CURS-ALM Alerting Module 1
Continued on Page 2
1
Cicom USA LLC, 1997 Annapolis Exchange Parkway,
443-949-7470 Suite 300, Annapolis Maryland, 21403
443-949-7471 Fax DUNS: 963322842 Tax id: 27-2780230 Cage: 6BHN8
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Price Quote

~/CICOM
USAH

Page 2

Attention: [©E)-EXNE)EXNE) Project Title: RCS

Title: SAC Project HT RCS Special Package

Description:

Company Name: - DEA-STII P.O. Number: -

Address: Invoice Number: -

City, State Zip Lorton, VA Quote: 20110122202

Code:

|Date: 12/22/11 Term: -
Product Description Quantity Unit Price Cost
Code

18 CURS-TR  RCS Training Sessions
Installation & Operations: 3-day at 1
Customer Premise
Advanced: 5-day at HT Headquarters 1
Advance infection techniques with
RCS
In-depth hands on exercise
Source code inspection
19 CURS-EXP Exploit Portal Full Access (Zero-Day 1 years
level)
On the fly injection into downloaded
applications/update
Webpage code injection during
browsing
Embed RCS into common file formats
(Zero-day exploit)
20 CURS- Maintenance 1 years
MAINT
RCS Software Update (bug fixing,
software enhancements)
Dedicated Support through Web
Ticketing System
Third Party Maintenance managed by
HT support through official vendor
channel

b)(4)

All included total cost one time deal only

NOTE: Contract will be billed on delivery of software CDs and dongles. Client is
responsible for hardware. Installation and training will be arranged with client’s
availability. Client is responsible for their travel and lodging at HT headquarters.
Quote valid for 90 days from date issued.

Cicom USA LLC, 1997 Annapolis Exchange Parkway,
443-949-7470 Suite 300, Annapolis Maryland, 21403
443-949-7471 Fax DUNS: 963322842 Tax id: 27-2780230 Cage: 6BHN8
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SECTION C

DESCRIPTION/SPECIFICATIONS/STATEMENT OF WORK

FOR
REMOTE CONTROL SYSTEM INTERCEPT SOFTWARE
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SUBSECTION C.|.7 UPGRADE/SOFTWARE/PATCH RELEASE OR HARDWARE CONFIGURATION CHANGE

SUBSECTION C.K PROGRAM MANAGEMENT 16
SUBSECTION C.K.1 PROGRAM MANAGER .......ocoiiniininiiiiiien it snies e s ssnss s sssensnssassnsssens s 1O
SUBSECTION C.K.2 REGULAR MEETINGS ....coviiiiiitiiiiiiisiisun s s s sas s s s sbassasessssssssennss L7

SUBSECTION C.L REPORTING REQUIREMENTS... S PP PR 18
SUBSECTION C.L.1 REPORTING REQUIREMENTS — GENERAL ....ccocviiiiiiiiiiiicin i ennnns 18
SUBSECTION C.L.2 PROGRAM REPORTING ......ovviiitiiriiiiisisiies sttt sss st st esaesses e s essae s sesaesseesesse s sassesnesenceness L8
SUBSECTION C.L.3 MANUALS/GUIDES ..ottt sttt sttt et aessssnss s ssaa s snes e sasssssssasrassssesaeseraens 1O

GLOSSARY FOR SECTION C - STATEMENT OF WORK.......... .19

SUBSECTION C.A GENERAL

SUBSECTION C.A.1 BACKGROUND

A. The mission of the Drug Enforcement Administration is to enforce the controlled
substances laws and regulations of the United States and to bring to the criminal
and civil justice systems those organizations and/or individuals involved in the
growing manufacture, or distribution of controlled substances appearing in or
destined for illicit traffic in the United States and its territories. This requirement
is for the acquisition of Remote Control System (RCS) Intercept Software and
associated components, support, service, and maintenance program for the Drug
Enforcement Administration (DEA). This point forward throughout this
Statement of Work, the Remote Control System Intercept System will be referred
to as the RCS. This Statement of Work (SOW) further defines the responsibilities,
scope, services to be rendered, and other applicable parameters of a
comprehensive delivery, installation, technical support, and maintenance program
providing a wide range of services.

B. DEA continually modifies investigative techniques to match emerging technology
trends. A comparatively recent development is that narcotics traffickers are
increasingly using encrypted Internet Protocol (IP) traffic to communicate on
either traditional personal computers or on smartphones. Whether communicating
via traditional data formats (email, SMS texts) or using Voice over Internet
Protocol (VOIP), seasoned traffickers know that using encrypted IP often makes
them largely immune to most conventional law enforcement techniques.

Section C: 2
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Complicating the matters is that many popular service providers (i.e. Skype) are
not based in the United States and are currently not subject to US laws which
compel cooperation with legal authorities. More importantly, in most cases, the
encryption is performed on the end device(s) and is only decrypted on the
receiving device. Consequently, even if service providers wish to comply with
legal authorities, the encryption tools as currently deployed preclude the
production of an evidentiary product.

C. This requirement is for the acquisition of a judicial host-based Remote Control
System (RCS) Intercept Software tool. Based on market research conducted by

the DEA Office of Investigative Technology (ST). The software is the | '

(0)(T)(E)

SUBSECTION C.A.2 DEFINITION OF RCS INTERCEPT SOFTWARE TOOL

A. The RCS

(0)(T)(E)

SUBSECTION C.A.3 SCOPE OF WORK

A. The contractor shall provide the Drug Enforcement Administration (DEA) will fully
functioning RCS software as defined in this statement of work, including, but not
limited to all necessary software, licensing, warranties, maintenance, technical
support, software upgrades, enhancements, and options, throughout the life of the
contract. The contractor will also provide a three day training session at the time of
installation of the RCS.

B. The contractor shall provide assistance to the government in the areas of installation
and troubleshooting for any or all of the equipment and software provided under this
contract.

C. Unless otherwise specified, all services and responsibilities provided for and to the
government by the Contractor under this Statement of Work shall be included in the
price of the contract. When the option for an associated system support, service, and
maintenance program is exercised by the government, the first year of the Annual
Fleet Service, Support and Maintenance CLIN (AFSSMC) for this solicitation or for
new/additional software licenses or hardware subsequently added to it as an existing
system shall be provided to the government by the Contractor without additional
charge (beyond costs incorporated into the price for the software licenses and

Section C: 3
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hardware themselves) commencing immediately after satisfactory completion of
installation and acceptance by the government.

D. The Contractor shall meet the minimally acceptable level of compliance with the
Statement of Work upon installation of their system. The minimally acceptable level
of compliance is defined as the conglomeration of those requirement elements,
identified through application of the word “shall,” which must immediately be
available to the government from the Contractor upon delivery of equipment or
service.

SUBSECTION C.B GENERAL SYSTEM REQUIREMENTS,
DESIGN, CONFIGURATION, AND SCALABILITY

SUBSECTION C.B.1 SYSTEM OVERVIEW - RCS SYSTEM

A. The purchased system shall meet the definition of and the functional requirements
as set forth in Subsections C.A.2 and C.A 3.

B. All physical components and materials shall be comprised of new, previously
unused equipment with no recycled, refurbished, or otherwise reused equipment
being resident on the system.

C. The RCS system shall be configured |

(0)(T)(E)

D. The RCS Software shall be capable of| I
(b)TXE)

SUBSECTION C.B.2 RCS SECURITY & ENCRYPTION

A. The RCS software shall|

(0)(T)(E)

B. The RCS software shall be

(0)(T)(E)

C. All users of the RCS System regardless of role (i.e., case agents, intelligence

analysts, supervisors, system administrators, etc.) shall |
(b)T)E)
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b)(7)(E)

D. If encryption authorization codes are required to operate any function within the
system, the Contractor shall make them open and accessible to government
agency personnel, providing all codes and keys to the government agency.

SUBSECTION C.B.3 - DATABASE

A. The RCS software shall maintain collected data in a standard relational database
which shall be accessible, scalable, and capable future expansion.

SUBSECTION C.B.4 - SCALABILITY & CONFIGURATION - RCS

A. The RCS software shall be sufficiently robust and scalable to be able to support
expansion of target devices. The U.S. Government shall be responsible for all
expansions on the system hardware,

SUBSECTION C.B.5 OPERATING SYSTEM FOR RCS SYSTEM

A. The RCS software shall be built upon an underlying Commerial-off-the-Shelf
(COTS) operating system that is still supported by the manufacturer.

SUBSECTION C.B.6 THIRD PARTY SOFTWARE

A. The RCS software shall be compatible with a wide variety of commercially
available operating systems. The Contractor shall provide full engineering support
of the RCS software.

SUBSECTION C.B.7 HARDWARE REQUIREMENTS - RCS SYSTEM

A. The U.S. Government will supply the server hardware associated with the
installation and operation of the RCS software tool. The contractor will provide
any proprietary associated hardware requirements.

Section C: 5
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SUBSECTION C.C RCS CAPABILITIES AND PERFORMANCE
FOR RCS SYSTEM

SUBSECTION C.C.1 COLLECTION CAPABILITIES AND TYPES OF TARGET
TRANSMISSIONS

1. The RCS software should provide the|
(b)TXE)

2. The RCS software shall at a minimum provide the ability to retricve the following
types of data or information from a target PC:

b)(7)(E)

3. The RCS software shall provide the ability to retrieve at a minimum the following
types of data or information from a target smartphone:
b)(T)E)

4. The RCS software shall have to ability}
(b)TXE)
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5. The RCS host based or agent software shall have to ability to be installed
remotely on a target PC or smartphone running the following operating system or
software versions:

b)7)(E)

SUBSECTION C.C.2 EMERGING TECHNOLOGIES

A. The contractor shall continually update their product throughout the life of the
contract to maintain compatibility with any new-technologies, innovations, or
forms of communications emerging in the realm of telecommunications.

SUBSECTION C.D REPORTS

A. RCS shall have the ability to generate, retain, and query selectable reports on the
intercepted data. '

SUBSECTION C.E SYSTEM ADMINISTRATION

A. The system should provide for a variety of System Administration Tools to aid in
the administration of the system.

SUBSECTION C.F NON-AUDITORY AND IP COMMUNICATIONS

SUBSECTION C.F.1 SMS/TEXT MESSAGING

A. The system shall be able to]

(0)(T)(E)

SUBSECTION C.F.2 MMS/PHOTOS/VIDEO FILE TRANSMISSION
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A. The system should be able to]

(0)(T)(E)

SUBSECTION C.F.3 POST CUT THROUGH DIALED DIGITS (PCTDD)

A. The system should be able to/

(0)(T)(E)

SUBSECTION C.F.4 DATA AND INTERNET PROTOCOL (IP) COLLECTION

A. The system shall

(0)(T)(E)

B. The system shall}

(0)(T)(E)

SUBSECTION C.G MISCELLANEOUS

SUBSECTION C.G.1 INDEMNIFICATION

A. The contractor agrees to defend and indemnify the government agency (including,
without limitation, its officers, officials, employees, contract employees, other
agency employees, and agents and its assigns and successors) and hold them
harmless from any and all damages (including punitive damages), losses or
expenses (including without limitation, court costs, arbitration fees, penalties,
fines, amounts paid in settlement of claims and reasonable legal fees and expenses
of investigation) that it may incur, suffer, or become liable for as a result of, or in
connection with, any claim asserted or threatened against them by a third party for
property damage or loss or personal injury or death based on the negligence or
willful misconduct of the contractor, its officers, officials, employees, and agents
in providing services under this agreement.

B. The contractor warrants that the services it provides will not infringe the
intellectual property rights of any third party. The contractor agrees to indemnify

the government agency against any and all claims and associated costs arising out
of the contractor’s infringement or alleged infringement of intellectual property
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rights of third parties. If such a claim is made or appears likely to be made, the
contractor will, at its sole cost and expense, arrange for the government agency to
continue to use the affected component of the contractor’s equipment or to modify
or replace same.

SUBSECTION C.G.2 CONFIDENTIALITY/SECURITY ISSUES

A. Contractor personnel shall maintain the confidentiality of the government
agency’s affairs and shall not disclose or disseminate to any third party the
identification of government agency personnel, locations, and hardware or
software configurations, or any other information regarding the government
agency or its facilities obtained through access to the government agency offices
or its personnel.

B. Contractor personnel shall demonstrate no undue influence exerted upon them by
any foreign government, especially those foreign governments in a hostile
relationship with the United States of America or its allies, any security risks
posed by hostile foreign nationals, or conflicting interests with the United States
government and/or its foreign policy.

C. In the course of performing normal service, support, and maintenance upon the
systems purchased under this contract, contractor personnel will most likely
unavoidably gain access to collected sensitive evidence and intelligence obtained
in the government agency’s execution of criminal investigations. Contractor
personnel shall operate under the following guidelines in regards to this sensitive
evidence and intelligence:

1) Contractor personnel shall self-limit their exposure to such evidence and
information as much as is reasonable and practical while still performing
their contractual obligations.

2) Contractor personnel shall handle any content of such evidence and
information to which they are unable to avoid exposure with complete
confidentiality and appropriate discretion.

3) Contractor personnel assigned to this contract shall be advised by the
contractor that mishandling and inappropriate dissemination of such
evidence and information could result in criminal charges filed against
involved contractor personnel or the contractor.

SUBSECTION C.G.3 PROCEDURES FOR POST-AWARD ACTIONS

A. The following schedule shall be initiated for commencement of work upon the
government’s notice to proceed.

B. After a contractor is awarded, the contractor shall provide the government with all
pertinent information concerning the site infrastructure requirements of hosting
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their system. All information will be provided COTR/TM within five business
days of award.

. Installation of the RCS System shall be scheduled to occur no later than sixty (60)

days after award, unless scheduled differently by request/agreement of the
government.

Selectable by the COTR/TM, the RCS Advanced Training Course shall be
conducted at a U.S. Government designated facility. The training session shall be
provided to up to ten (10) attendees over a period of three (3) days.

SUBSECTION C.H JUDICIAL PROCEDURE PRESENTATIONS OF
ORIGINAL EVIDENCE AND JUDICIAL CHALLENGES

A.

Upon COTR/TM request, the Contractor shall provide all engineering and
equipment support necessary to assist with presentation in court proceedings of
original evidence collected on any equipment provided by the contractor.

Upon COTR/TM request, the Contractor shall provide the government with a
hardware and/or software solution which allows clear, timely, and accurate
presentation of the original evidence to at a minimum the following persons
simultaneously: the judge(s),, the jury, the prosecutor(s), the lead investigator(s),
the defense attorney(s), and the defendant(s).

Upon COTR/TM request, the Contractor shall either itself maintain hardware for
court presentation for periodic loan to the government on demand; or provide the
government with pricing for the purchase of such hardware by the government; or
provide the government software for running on hardware of the government’s
choosing provided such hardware is easily accessible to the government and is
installable on hardware meeting all other requirements defined in this section.

Hardware components shall be portable. The definition of “portable” in this
subsection shall mean one complete unit able to be handled by an average one-
man lift and weighing no more than 50 pounds, including any speakers but not
including any headphones necessary to the broadcast of audio evidence.

Upon COTR/TM request, the contractor shall provide presentation solutions for
all types of original evidence collected on its equipment. Where applicable, the
presentation solution should provide for audio broadcasts, and/or graphic viewing,
and/or multi-media viewing. Where applicable, hardware solutions should
provide for easily accessible interface with courtroom projection devices, speaker
devices, monitor devices, and headphone devices.

Section C: 10

Page 96



SECTION C

F. Systems changes over time due to advances in technology and/or standards, the
presentation solution(s) developed by the contractor shall maintain the ability to
present prior versions of original evidence.

G. If the contractor’s equipment is challenged in any local court proceedings on
issues including, but not limited to, collection methodology, accuracy, reliability,
integrity, or other function which calls into question the acceptability of original
evidence collected on their equipment, the contractor shall provide expert
testimony to defend the integrity of such original evidence as required by the
court. The testimony shall be provided by qualified and technically competent
personnel who at a minimum match the requirements of an Engineer, Senior IT
Software Specialist, as defined below in Subsection C.J.2 Labor Categories.
Testimony shall be provided at no additional cost to the government other than
the distribution to the contractor and/or testifying personnel of any customary
witness fees or reimbursements provided by the court or prosecutor’s office, or if
travel is reimbursed by the Government, such reimbursement will be at the
current rates in the Federal Travel Regulations (FTR) upon prior approval of the
COTR/TM.

H. Any hardware or software components required for use by the Contractor to
support Subsection C.I. (A-G) will be provided to the Government at no
additional cost.

SUBSECTION C.I WARRANTY AND SUPPORT

SUBSECTION C.I.1 WARRANTY AND SUPPORT OVERVIEW

A. The Comréctor shall warrant the operation of all of the RCS Software associated
with the RCS system for the life of the contract.

B. During the period of warranty, the contractor is responsible for the expeditious
shipping of any software items for repair or replacement from and to the present
government location of the equipment or designated government warehousing
location to the contractor’s service location(s).

C. The contractor shall provide maintenance for software.

SUBSECTION C.1.2 LABOR CATEGORIES

A. The Contractor shall provide all levels of engineering services. These services
shall be included in the price of the Annual Fleet Service and Maintenance CLIN
(AFSSMC).
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SUBSECTION C.I.3 TRAINING

A.

The Contractor shall provide training that meets the objectives defined in the
manuals or explicitly defined by COTR/TM, and ensures the resources used (cost,
time and method) are at the best value (cost) to the Government in lieu of
“effective and efficient training.”

The Contractor shall provide all equipment, notebooks and documentation for
these courses of instruction in English.

Training shall take place at a U.S. Government designated facility.

The Government anticipates that classes shall cpﬁsist of approximately ten (10)
people. '

RCS Advanced Training Course shall be a minimum of three (3) days in length.

Contractor travel shall be provided at the Contractor’s expense.

SUBSECTION C.I1.4 ANNUAL MAINTENANCE AND SUPPORT OVERVIEW

A. An Annual Maintenance and Support CLIN shall be made available to the

B.

government for the RCS System. The components of this Annual Maintenance
and Support are defined throughout Subsections C.1.4 though C.1.7, inclusive.

The specific contract provisions and elements negotiated and agreed to herein
between the Contractor and the government shall succeed any prior or existing
service contract for the RCS System unless the option is not exercised by the
government. .

As noted elsewhere, the first year of the Annual Maintenance and Support CLIN
for the RCS System or for new additional software licenses added to the existing
site in a subsequent expansion of the system shall be provided to the government
by the Contractor without additional cost commencing immediately after
satisfactory completion of installation and acceptance by the government if so
exercised as an option by the government. The Contractor shall offer to the
government the option to renew the Annual Maintenance and Support for the RCS
System or for new/additional software licenses added to the existing site in a
subsequent expansion of the system cach following subsequent year throughout
the life of the contract according to pricing schedules mutually agreed upon
between the Contractor and the government under this contract.

Once applicable to the RCS Systems for the particular Contractor, this agreement
shall be available to be purchased by the federal agency on an annual basis each
Fiscal Year and will cover the system during that year,
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E. After the first year, the contract shall be amended during the course of the Fiscal
Year to reflect applicable contractions or expressions of the size of the system in
service during the Fiscal Year, such price changes prorated accordingly.

SUBSECTION C.LS - HELP DESK/TELEPHONE SUPPORT

A. The Contractor shall provide immediate telephone helpdesk support for its
equipment during business hours, defined as from 9:00 AM to 9:00 PM Eastern
Standard Time, Monday through Friday, except United States federal holidays.

B. The Contractor shall provide the availability of their engineers for support
purposes directly or on call, 24 hours a day, 7 days a week, for every week of the
year.

C. The Government shall gain personal contact with a support specialist within 20
minutes of their initial attempt at least 95% of the time.

D. The help desk shall be accessed through a toll free access telephone number, or
otherwise clearly designated and identified telephone “hotline” number or
numbers, available to all federal agency sites and DEA/ST personnel designated
by the COTR.

E. When the duty engineer is unavailable, and/or the normal helpdesk personnel is
unavailable, and/or during non-business hours (defined as any time outside the
defined businiess hours), the access number shall forward to a paging service,
answering service, or duty cell phone, and a support engineer shall make direct,
initial contact with the site requiring support within the preferable time frame of
twenty minutes, but not to exceed one hour. Subsequent follow-up by the
Contractor shall depend on the urgency of the issue, effect on critical system
functions, and other issués agreed upon by the COTR and COTR designated
personnel effecting prioritization.

F. Spanish speaking support should be provided.

SUBSECTION C.1.6 SOFTWARE SUPPORT

A. The contractor shall continually maintain and update their product software in
order to keep pace with court mandates, changes and/or advances in technology
and telecommunications standards, and the associated impacts on operational
practices of the DEA. The contractor shall update their software to keep pace
with the introduction of new published telecommunication standards for legal
requirements for wire line, wireless, and packet communication, which includes
Voice over IP (VoIP), SMS, and related communication technologies, including
Internet Protocols such as MMS. The contractor’s engineers shall research
trouble reports from their customers and strive to locate and repair defects in
software. As appropriate, the contractor shall produce new software releases and
minor corrective patches to repair specific operational issues or defects. (This is
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particularly applicable in the case of those contractors which have been selected,
but are not in complete compliance with this Statement of Work at the time of
selection. These contractors shall continue development of their product to
achieve eventual full compliance with the SOW at no additional cost to the
government. For example, a contractor might be selected which does not meet a
“should” requirement of the SOW. In these cases, the government expects the
contractor shall exert reasonable effort to achieve such “should” functionality for
their product.) The contractor shall provide general engineering services to the
government to ensure the efficient operation.

. The contractor shall regularly consult with, seek input from, and prioritize in
coordination with COTR regarding the development of new software versions,
upgrades, and patches resulting in any new features, enhancements, or other
product changes. The contractor shall formally notify COTR of all proposed
changes to software and hardware configurations which could impact the LEMF
systems or operations. The contractor shall not institute any product changes
which conflict with the basic or priority requirements of a lawful intercept.

. The contractor shall ensure that all technical and engineering personnel assigned

to work on this contract shall possess an applicable level of competency, training,
education, experience, and engineering skill commensurate with the level of
assignments delegated to them. They shall possess the necessary in-depth
knowledge of the RCS System (hardware and software) and lawful intercept
proccdures applicable to their assi'gnmcnt.

. The contractor shall mai ntam scparatc, controlled versions of software and data
for the government, so that the contractor and the COTR can mutually agree on
any changes that impact system operators or users. The contractor should have a

_Configuration Management Control Board (CMCB) to execute and maintain
software versions.

. The contractor shall coordinate the delivery of software updates and patches to the
LEMF system with the COTR or other authorized personnel, so as to minimize
operational impact and expcdlte improvements where the need is greatest.

Routine patches and reléases shall be included at no additional cost to the
government through this support program. The contractor shall endeavor to
install custom updates in concert with other routine software updates to minimize
system downtime or other operational impact.

. The contractor shall provide general engineering consultation directly related to
their systems including such activities as:
o assistance to the federal agency for the planning of system upgrade or
expansion activities;
o aid in defining needed software or hardware customizations or other
needed changes; and
o analysis of special situations or performance issues impacting operations.
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G. During all on-site activities, all reasonable effort shall be made by the contractor
to minimize system down time. Tasks shall be performed off-hours if deemed
necessary by COTR or COTR assigned personnel.

H. Any Third Party software and licensing that was originally supplied by the
contractor, and/or that is required to maintain the functionality of the system, shall
be the responsibility of the contractor.

SUBSECTION C.I.7 UPGRADE/SOFTWARE/PATCH RELEASE OR
HARDWARE CONFIGURATION CHANGE PROCEDURES

A. Prior to any upgrade/software/patch release, the contractor shall notify the COTR
of any new system hardware or configuration requirements prior to installation.
The contractor shall provide formal notification to COTR if any hardware
deficiencies are detected, a plan of action to resolve the deficiency, and a schedule
for approval by COTR recommending an appropriate course of action to result in
the eventual installation of the needed upgrade/software/patch release.

B. All upgrades/software/patch releases or hardware configuration changes
developed by the contractor shall be thoroughly and comprehensively tested by
the contractor. The testing process shall incorporate adequate simulation of “real
world” environments and permutations of multiple scenarios commonly and
infrequently occurring during field usage. Simulations should mimic the heavy
workloads encountered on site by the system. The contractor should document all
test results and processes for the local federal agency. The contractor should
develop and propose suitable testing processes; however, determination of the
levels of achievable comprehensiveness, thoroughness, and nature of testing
processes and reporting shall be to the satisfaction of the local federal agency.

C. After completion of the development and testing of all upgrades/software/patch
releases or hardware configuration changes at the contractor’s facility, all
pertinent software upgrade or hardware configuration documentation shall at the
same time be supplied to the COTR for full review. Deployment/installation
instructions and procedures shall be provided to the COTR. The contractor shall
recommend a format and process for a factory acceptance test to the federal
agency, but shall make changes and adjustments in accordance with the wishes of
the COTR. Only after the COTR have completed their own independent review
of the release, shall final release approval be granted to the contractor and
installation executed on the operational field system.

D. All upgrades/software releases/corrective patches and hardware configuration
changes shall be accompanied with the following:

o Updated versions of manuals and guides provided for elsewhere in this
statement of work as applicable.
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o A summary report highlighting changes to software; areas of the system
changed or impacted; corrected software defects; requirements/conditions
for installation; any new procedures or changes in existing procedures
which will be followed in normal usage; all appropriate release notes;
command or operations changes.

o Pertinent contractor contact information in the event of failure of the new
software or hardware.

o Detailed software and/or hardware installation and protocols.

o Back-out plan and protocols in case of installation failure/disaster.

o A CD-ROM or DVD containing the contractor’s current software release
for each upgraded system component (including all subsystems and
workstations). Included will be Operating System Software, any
appropriate 3" party software, and recovery software.

o Any third party hardware manuals or documentation as applicable.

E. The contractor shall provide technical support during software upgrades and an
upgrade procedure for site personnel.

F. The contractor shall support all current and prior RCS software versions operating
on the system hardware. However, the COTR will cooperate with the contractor
as much as practical in keeping its system upgraded to the current software
versions. '

G. If any Upgrade/Software Release/Patch Release/Hardware Configuration Change
Procedure requires the shutdown or reboot of system components, the procedure
shall be coordinated with COTR, subject to approval as to timing.

H. Based on the amount of software changes or new features present in new
“software, the contractor shall provide an appropriate amount of training to field
‘personnel to the satisfaction of COTR, which could entail detailed training

materials, online help, how-to documents, training videos, or onsite instruction.

SUBSECTION C.K PROGRAM MANAGEMENT

SUBSECTION C.K.1 PROGRAM MANAGER

A. The contractor should assign a responsible program manager who will act as
primary liaison for the program with the COTR. COTR receives all reporting
requirements, provide general oversight of the MC maintenance activity, and will
periodically review overall program progress and customer satisfaction.

B. The Program Manager’s responsibilities should include, but not be limited to the
following areas:

1) Ensure the COTR receives all reporting requirements and other needed
information provided for in this statement of work in a timely manner;
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2)
3)
4)

3)

6)

7

8)

9

SECTION C

Ensure the COTR is satisfied with the contractor’s product and service
performance.

Ensure all aspects of the Annual Fleet Service, Support and Maintenance
(AFSSMC) are being fully, efficiently, and properly executed.

Track all changes, enhancements, and customizations requested by the
COTR

Maintain a regular and ongoing dialogue the COTR/TM to ensure smooth
and effective communication providing for the timely address of problems
and other issues of concern;

Ensure the COTR receives all pertinent system information in a timely
manner;

Ensure the documentation/publishing of technical tips to the COTR shall
provide for the maximum utilization and efficient use of the contractor’s
system;

Develop action plans in conjunction with the COTR to address any
operational issues;

Possess authority to commit the contractor to specific courses of action
required by the COTR to represent the contractor on contractual matters,
which arise beyond the scope covered by this statement of work or the
contract;

10) Development of site-specific operational improvement plans;
11) Provide oversight on all critical and large project initiatives affecting this

program,

SUBSECTION C.K.2 REGULAR MEETINGS

A. Meetings should be conducted via telephone on a monthly basis unless canceled
or rescheduled by mutual agreement between the contractor and the COTR/TM.
The focus of these formal meetings will include the following elements of the
program:

1.

bl

0 %0 N3 o8

Status of proposed changes, enhancements, and features under
development;

Program performance;

Future scheduling and planning;

Setting of short and long term priorities;

Review of outstanding and new software issues, defects, degradations, etc.
reported in the field or during laboratory testing;

Prioritization of issues and software bugs;

Address urgent operational software changes and/or repairs;
Deficiencies in the support program;

Development of software upgrades/new releases/patches;

IO Contractor and federal agency program conflicts;
11. Miscellaneous Program Issucs.
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SUBSECTION C.L REPORTING REQUIREMENTS

SUBSECTION C.L.1 REPORTING REQUIREMENTS - GENERAL

A. The contractor should be responsible for developing, updating, and maintaining
any databases necessary to provide the reporting, manuals, guides,
documentation, and other information required by the COTR/TM under this
statement of work.

B. When requested, the contractor shall provide the COTR with any data or
documentation accumulated in furtherance of the performance of this statement of
work.

SUBSECTION C.L.2 PROGRAM REPORTING

A. All elements of program reporting, unless specifically requested in physical,
printed form, shall be provided to the COTR via an electronic format (no hard
copy required).

B. The contractor should provide the following miscellaneous information to the
COTR on an as-needed basis at no additional cost;

1. Telecommunications technology is constantly changing and advancing,
therefore the Contractor shall provide information on the impact of such
changes/advances upon current equipment and action plans on the part of the
contractorto insure the future effectiveness of their equipment, so as to aid
law enforcement in intercepting communications in the next generation of
communications systems.

2. The Contractor shall provide a listing, or have readily available in lieu of a
formal list, of other.manufacturer’s equipment or software that is compatible
with their equipment (for example, switches, mediation devices, etc.).

SUBSECTION C.L.3 MANUALS/GUIDES

A. The contractor shall provide system operational guides, training guides and other
manuals as necessary in order that the software provided under the contract is
fully utilized. These manuals and guides shall be provided to the users at the time
the system is installed. Copies of the manuals, guides, and system drawings shall
be provided to the COTR prior to the deployment of any equipment. Electronic
versions shall be substituted for hard copies unless hard copies are specifically
requested by the recipient.
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B. The contractor shall be responsible for developing, maintaining, appending,
updating, and providing current version copies to the COTR and the following
reference materials pertaining to their product. This requirement will remain in
effect for initial system installation. All documentation shall be updated for each
new version of software, or otherwise as needed.

GLOSSARY FOR SECTION C - STATEMENT OF WORK

CLIN - Contract Line Item Number
CMCB - Configuration Management Control Board

Contractor, the - the business entity whose products and services are being purchased
under this statement of work; used interchangeably with “the contractor”

DEA — United States Drug Enforcement Administration

COTR - Contracting Officer from the Office of Investigative Technology, United States
Drug Enforcement Administration. Other authorized government personnel shall be
designated only by a COTR.

Department of Justice — the United States Department of Justice
DQOJ - the United States Department of Justice

FAR - Federal Acquisition Regulation

Government, the - the United States Federal Government

MMS - Multimedia Messaging Service

Program Manager ~ the contractor’s primary liaison for the RCS program with the
federal agency

Shall - utilized throughout this statement of work to designate a requirement element
which must immediately be available to the government from the contractor upon
delivery of equipment or service in order for the contractor to achieve the minimally
acceptable level of compliance with the SOW. When applied to the RCS system
requirements, “shall” indicates the requirement element is immediately deliverable upon
completion of the system installation. When applied to the optional-to-the-government
comprehensive engineering support, development, and maintenance program, “shall”
indicates the mandatory elements of the program which the contractor must provide to
the government when the option has been exercised by the government, the costs of
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which are included and not additional to the cost of the comprehensive engineering
support, development, and maintenance program.

Should - utilized throughout this statement of work to designate a requirement element
which does not immediately need be available to the government from the contractor
upon initial delivery of equipment or service in order for the contractor to achieve the
minimal compliance with the SOW, but which the contractor is obligated to develop or
achieve over the course of the contract within specified time periods at no additional cost
to the government when the government exercises its option for the comprehensive
engineering support, development, and maintenance program.

SMS — Short Message Service
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From: [PIEEMNC)- XN
Sent: Monday, April 23, 2012 3:56 PM
To: (D)(B):(0)(T)(C)-(BXTHF)
Cey
Subject: PR D-12-ST-0287

Hi|(D)(5).I(D)(?)(C);(D)(T)(F)

| wias reviewing the PR D-12-ST-0287 and realized that the funds shog/ d have been taken out on the FGN OPS account, |

mi|stakenly marked the 19 for DOM ops. Would you please have change the funding please. Also, can we use

‘ | I have cut & pasted the email below for ybur reference. Thank you.

b)(T)(E)

Thanks |(D)(5);(D)(?)(C);(D)(T)(F) |

(D)(B):(0)(TC)(BYTHE)BNTF)

Frqm:fb)(ﬁ)?“’)(?)(C)?(“)U)(F)[DEA-INT)
Sent: Monday, April 23, 2012 3:12 PM
Tof®)E:EXNC)BINE

Subject: RE: Host based intercept and diversion

Per GS (D)(B):(0)(T)(C)-(BXTHF) he stated:

. b
There are several precursor chemical cases that use
rogram.

If you need specific case numbers or more information please contact me.......

Thhnksl(D)(ﬁ);(b)(?)(c);(b)('f')(':) |

Special Agent Peremoenn |

rb)(ﬁ);(D)(?)(C);(D)(T)(F) |

Drug Enforcement Administration

PNE " Lountry Office
B)©).E)N7)O) (Desk)
B)©).E)N7)O) (Cell)

(D)O)NTHE)(EXTXF) @aol.com (Blackberry E-mail)
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From:[D)(6):(0)(7)(C).(0)(7)(F) Busdoi.qov]
Sent: Wednesday, April 18, 2012 8:47 AM
To|P)E);()7)C),()(7)F)

Cc
Subject: Host based intercept and diversion

Hi|(b){6);{b){7){C);{b){7){F) |

b)(7)(E
We are still in the contracting process af acquiring a host based intercept for J(E) e are submitting a “place
holder” 19 to commit ST’s funds for the project now JP)6).®)7)C).E)7)(F) ' |
(b)(7)(E)
Thanks

b)(®);(e)XT)C).(B)(T)(F)

Unit ChigffETETEXTICTEXIE)
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From: |(D)(5);(D)(?)(C);(D)(7)(F) |

Sent: Wednesday, June 13, 2012 2:18 PM
To: (D)(6):(b)(7)(C):(b)T)F)

Cc:

Subject: FW: Cicom USA $575K
Attachments: CICOM_ signed_DOQOJ Approved.pdf

Hi |(D)(ﬁ);(b)(?)(c);(b)ﬂ)(fz) |

Please amend PR D-12-ST-0287 to attach this email (DOJ CIO approval documentation) as an .msg file.

In the Amendment Info block, please record: PR has been amended to add CIO IT Procurement Approval
documentation. No other changes were made to the PR.

Th_anks!

[L)E)BTICN
pITF)

From: [P RN EINF]

Sent: Wednesday, June 13, 2012 12:41 PM
To: [P)E):ENTNCY:ETF)

Cc:
Subject: FW: Cicom USA $575K

N " |attached is the DOJ approval. Please mod. the order to attach the approval (I will bring you the
original the DEA-19).

Thanks,
|(b)(ﬁ);(b)(?)(C);(b)m(F) |

From:[PXE-E)XNC):®INE |

Sent: Wednesday, June 13, 2012 12:29 PM
To: CIOFrontDoor; [e)6):B)T)C)E)X7)F) |
Cc:[PE®MNCLEXNE) |
Subject: RE: Cicom USA $575K

Hil(b)(ﬁ);(b)(?)(C):(D)(T)(q

Please find the DOJ approval attached for your CICOM request. Please be sure to attached the signed approval to your
request in UFMS.

Thanks,
kD)(ﬁ);(b)(?)(c);(b)ﬂ)(F) |

From: CIOFrontDoor
Sent: Wednesday, June 06, 2012 3:55 PM
To: |(b)(6);(b)(?)(0);(b)(7)(F)|qoprontpoor

1
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Cc: [P DINF)
Subject: RE: Cicom USA $575K

DY(B). (D) )C). (YT
Hellor HBY(BYTHC)(B)TN )l

Your request is awaiting DOJ CIO approval. Should you require further assistance, please let me know.

Thanks,
FD)(G);(D)(?)(C);(D)(T)(F) |

CIO Support Unit (SIDC)

Office of Information Systems
Drug Enforcement Administration
Phone:'(b)(ﬁ);(b)(?)(c) |

From:[P)X®:ENC):BXNF) |

Sent: Wednesday, June 06, 2012 2:34 PM
To: CIOFrontDoor

Cc: [DE-EMNC)ENE |

Subject: FW: Cicom USA $575K

Just checking the status of the approval request below.

Thank you,
|(D)(ﬁ);(b)(?)(c);(b)ﬂ)(':) |

From: [DE-®NC):®XNF)

Sent: Wednesday, May 23, 2012 11:30 AM
To: CIOFrontDoor

Cc: PE:EMN©):EN |
Subject: Cicom USA $575K

The attached procurement request is submitted for your review and approval. For internal tracking purposes, can
you please cc: me when the approval is returned to the COR.

Vendor: Cicom USA

Description: Hacking Team software/maintenance/hardware and training

Thank you,
|(b)(ﬁ);(b)(?)(C);(b)(?)(F1
Program Management Specialist
Administrative Support Section (STA)
DEA, Office of Investigative Technology (ST)

2
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DEA JUSTIFICATION AND APPROVAL TO

CONTRACT FOR INFORMATION TECHNOLOGY PRODUCTS OR SERVICES
(Version 3.1)

JUSTIFICATION
TT Y INV NT
1. Component and office: Drug Enforcement Administration (DEA), Office of Investigative
Technology

2. Point of contact name, emall, and phone:|(b)(5);(D)(?)(C);(D)UJ(F)

(D)(E):(L)TNC)

3. IT system or investment this contract supports:l(b)(?)(E) |
(D)(T)E)

4. Describe the purpose of the system/Investment this procurement action supports:PME® |
|(D)(?)(E)

5. What s the current status of the system? D|Design [Development [_]implementation []
Operations and Maintenance DOther, please explain:

6. Overall project duration: Indefinite. This will be an ongoing initiative.

7. Isthis a shared IT solution? No

ABQUT THIS CONTRACT RE

8. Commodity IT type?
[CJiT infrastructure (e.g. data centers, servers and processors, networks, desktop
computers, mobile devices)
EEnterprise IT Systems (e.g. email, collaboration tools, identity and access management,
security, web infrastructure)
[:IBusiness Systems (e.g. finance, human resources, other administrative functions)

9. _Commodity IT area? |

10. Procurement action required: [_JRFP/RFQ DJContract Award [_]Task Order Award
[OModification [CJother, please explain: [Explain the action being token]

11, Existing Contract number: Unknown

12. Vendor name: Cicom USA

13. Target date: 07/17/2012

14, Description of requirement: This requirement is for the acquisition of a judicial host-based

Remote Control System (RCS) Intercept Software Tool . |

(B)TIE)

15. Value of procurement action: $575,000.00
16. Perlod of performance of the proposed action: 07/17/2012 - 07/16/2013
17. Explanation of the business need or how required products or services are mission-essential:

b)(T)(E)

18. Impact on the mission if not approved now: |
l TONTIE)

1
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DEA JUSTIFICATION AND APPROVAL TO
CONTRACT FOR INFORMATION TECHNOLOGY PRODUCTS OR SERVICES
(Version 3.1)
19. Percent of this procurement that is (must total 100%):
a. labor
b. Equlp
c. Software/Licenses[P)(d) |
d. Other N/A

20. Relevant Product/Service code (PSC) and description (note: this is the first four digits of the
Commodity Code): (check category and select from drop-down menu. Call Office of Acquisition
and Relocation Management for assistance)

[X purchase of Products — 7030 - ADP Software

(] purchase of Services® —
[J installation, Lease /Rental, Maintenance—
* Cell phone services should be coded as D304.

21. Has consideration been given to reduce spending in the specific PSC (see 2/27/2012 Sisk
memo “Cutoff Dates for Submission of Purchasing Requests for Fiscal Year 2012” - available
on IT funding Webster page): Yes

DOJ REVIEW EXEMPTION REQUEST
The Department of Justice has exempted some IT purchases from their review process.
Review the exemption criteria below. If one of them applies to you, please check the box and
provide a detalled explanation of why you qualify.

D DIRB Programs — Systems that are in-scope for oversight by the Department Investment Review
Board (DIRB)

[[] routine Service Orders = Service orders (i.e. orders that do not require a source selection activity)
under existing enterprise contracts, provided that the value of the service is $500,000 or less.

(] Tactical Law Enforcement Operations & Litigation Support - New IT contracts and task orders
required to support time-sensitive law enforcement operations and litigation support, provided that the
value of the new contract or task order is $500,000 or less

I:I Task Orders Under Existing Blanket Purchase Agreements — New task orders under existing blanket
purchase agreements, provided that the value of the task order is $100,000 or less.

EXPLANATION:
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DEA JUSTIFICATION AND APPROVAL TO

CONTRACT FOR INFORMATION TECHNOLOGY PRODUCTS OR SERVICES
(Version 3.1)
[explain how this request meets one (or more) of the exemptions above]
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DEA JUSTIFICATION AND APPROVAL TO

CONTRACT FOR INFORMATION TECHNOLOGY PRODUCTS OR SERVICES
(Version 3.1)

PLEASE OBTAIN THE SIGNATURES OF THE REQUESTOR AND REQUESTING OFFICIAL BEFORE SUBMITTING THIS FORM,

CERTIFICATION

“I hereby certify that this J
Services is accurate and ¢

‘“an Technology Products or

REQUESTOR (GS-15 OR ABOV Date J {éz,; 2
Sighature & Title SE7704 Catad= ' ’
STE
APPROVALS

REQUIRED FOR ALL ACTIGNS EXCEEDING $3,000

)E):)7)(C): BYXTIE)
REQUESTING OFFICIAL (SAC/OFFICE HEAD Date ‘6" 93’ \\g-
DEPUTY CHIEF INFORMATION OFFICER: Date_ D =24 2817
DEA CHIEF INFORMATION OFFICER: Date 5,7& S/ 2

*DOJ CHIEF INFORMATION OFFICER: DIGITALLY APPROVED Date

(Required unless one of the Signature
exceptions applies)
(Check appropriate box, If applicable)
*DOI Chief Information Officer’s approval is not required because the requirement is for—

[:] A system for which the DO! Investment Review Baard (DIRB) maintains oversight

|:| A routine service order of $500,000 or less under an existing enterprise contract

E A contract action of $500,000 or less for tactical law enforcement operations or litigation support
Task/delivery order of $100,000 under an existing blanket purchase agreement (BPA)

Attach approved J&A to DEA-19

Comments:
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STFC-727

U.S. DEPARTMENT OF JUSTICE
DRUG ENFORCEMENT ADMINISTRATION

REQUISITION FOR
EQUIPMENT, SUPPLIES, OR SERVICES

{Instruction on Revarse)

1. REQUISITION NO. 2. PURCHASE ORDER / CONTROL NO.
PR-D-12-ST-0287 _
3 PAGE 4. DATE PREPARED

1 OF 1  PAGE 06/15/2012

5. FOR INFORMATION CALL (Name.telephone code, and extension)
FMWMMWXQIMWF) |

6. TO (Name and location)

Lorton, VA 22079

JUNTS 2077
|Government Contracting Officer
Office of Investigative Technology

7_FROM uisition, it - 0 ; P

D)(B)(R)THC)(BYT)F)

Unit Chief/STIG ey

Office of Investigative Technology

8. RECOMMENDED SOURCE

Cicom USA (Alex Valasco, POC Sales)
1997 Annapolis Exchange Parkway, Suite 3
Annapolis, Maryland 21401 (443-949-747

9. REQUIRED DELIVERY DATE

08/31/2012

00
0)

11. ALLOWANCE AND ACTIVITY ACCOUNTS CHARGEABLE, AND QBJECT CLASS(E]

Amend 0001  Amenol 0003 G/20/i2 qp-

N |Pr-D-12-8T-0287 4/25/12

FORM OR STOCK NO.
{14}

DESCRIPTION OF ARTICLH
(15)

Hacking Team Solution

"
gx?gng
L(X)()\¢3“
L\
Justification

Hacking Team

Shange. Suad

time.
time.

time.

Software/Maintenancs
and Training, See Af

1{\3 on VIS
.P'b (\o&‘e’_cg. e\ wd
42[13]s1D| ST/ 3335330

Maintenance a
Option Year 1 - No cost at this

time .:12]11[S:.DIST/QI!BS'ooofDom-safpu [23723) 3¢ |
Annual Maintenance and Support - L
Option Year 2 - No cost at this

Annual Maintenance
Option Year 3 - No

Annual Maintenance
Option Year 4 - No

(D)(6):(D)(7)(C):(0)(7)FLY CONTRACT NO. ( known)

The Hacking Team product
supports host based IP
intercepts. The software will

/S%S:rsta A l 93% 22 ,j:}e’/ Tels !2 33533 3

(0)(6). (D) 1)(C)
| (0)(7)(F)
rmi:\\( ER
- GEE) Q’
‘ . 7)(C):(b)
Section Chief, STI 7)(F) (r
QUANTITY| UNIT|  ~RE | AMOUNT Ly
(18) {47) 18) (19) BYB).(DI7IC
b)(4) b)(7)(F)
(=N IEN

and has been ’agroved for ex

Pl 33353 5]
and Support -
cost at this
and Support -
cost at this
;«;tu:alLEl)m'liﬂi‘SeJ

This IT relpted pufchase is for T CHian by DEA's CPO

~ DEA Form

{July
(b)(4),(b)XT)E)

(e Pre (b)??i')-(gt?‘)'(’cr%(;)(F\ -
— | | Date:,.(mn
Sigr
See attached Sole Source for
more details.
— D)(6):(0
20. DELIVER T O (Give compiete address, including ZIP Code)} 21. SHIP VIA 7)(C):(b)( b‘lgfl ;‘\
office of Investigative Tech. (] rreieur PARZEL [ exeress 7)(F)
10555 Furnace Road [X] MaL  [[] OTHER (Specity in ramarks) TOTAL 535360004
Lorton, VA 22079 22 REMAH(D)(4) b)(@).(b)(7)(E [0)(6):(B)(7)(C
e R %%.(b)(ﬁminm
at tn {POONCLENM | g e o |
1976) - 19 5 Previous edition dated 8/73 may be used until stock Is exhausted — @ g))_((b));((}?))(g))(
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ST 79

U.S. DEP ARTMENT OF JUSTICE 11_., ;EC;JIS:’;ON SN; e 2. PURCHASE ORDER / CONTROL NO
DRUG ENFORCEMENT ADMINISTRATION 3 PAGE TV T
REQUISITION FOR L o 1 eace | 04/17/2012
EQUIPMENT, SUPPLIES, OR SERVICES 5. FOR INFORMATION CALL (Name, lelephone code, nd on) T24], 2
(instruction on Reverse) |(b)(6);(b)(?)(C);(b)(T)(F)
6. TO (Name and location) T FRUM {Requisiioning paini - name and locahon) =
- - ()(B):(D)(T)(C:(D)T)F)
Government Contracting Officer |(b)(6)’(b)(?)(c)’(b)m(':) |L" <
Office of Investigative Technology Unit Chief/STIG A e
Lorton, VA 22079 Office of Investigative Technologcf <7/
8 RECOMMENDED SOURCE: 9. REQUIRED DELIVERY DATE \_ \
Cicom USA (Alex Valasco, POC Sales) | [®XE:EXNCHENNE) N
1997 Annapolis Exchange Parkway, Suite 300 ! NIOA (f knawn)
Annapolis, Maryland 21401  (443-949-7470) ) \'\/
11. ALLOWANCE AND ACTIVITY ACCOUNTS CHARGEABLE, AND OBJECT CLASSIES) 1 qw
Amend 0001 . \ .
B)(6).(0)(7)(C):
PR D-13-5T-028% ‘i_/zsﬂzhbiﬁygg(ﬂ’( : )’| Rection Chief, STI
7
|  FORM OR STOCK NO. DESCRIPTION’OF ARTICLES OR § (| UNIT PRICE AMOUNT
\_ (14) (15) a7 (18) (19)
Hacking Team Solution| Hacking Team (b)(4)
Software/Maintenance/Hardware V)
and Training, See Attached docs.
Annual Maintenance and Support -
Option Year 1 - No cost at this
time.
Annual Maintenance and Support -
Option Year 2 - No cost at this
time.
Annual Maintenance and Support -
Option Year 3 - No cost at this
time.
Annual Maintenance and Support -
Option Year 4 - No cost at this
time.
Justification The ~Hacking—Feam—product—will
SUPPOT e](D)(7)(E) ountry
6ffice. The software will
D)(T)E)
See attached Sole Source for
more details.
12/12 /94 GN-GA]FLS | 233202/ TIE)7#LE 233 53123
20 JOELIYER Td(Give address, i ing 2IP Code) 21. SHIFVIA r 7
Office of Investigative Tech. [ FREIGHT poRE [ exeress
10555 Furnace Road (X] MAIL [ ] OTHER (Specify in remarks) TOTAL 575,000.00
Lorton, VA 22079 22 REMARKS | ) =) 205432
Dns:upprgv-f-g by ADSi (T-1acs5432)
attn: [BEOOCODN | Wse O DCFO ‘HJ‘),I9|Eg§§§§;§)(”(c)’|

DEAF
{Jumg%'; - 1(9

b)(6):(b)(7)(C): [ARSE
(D)(7)(F) /, o

Preyious edition dated 8/73 ma
\Nj'.‘w"\'i 2k T oo
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ST UFMS COMMITMENT COVER SHEET

= pro—

D)(B)(R)THC)(BYT)F)

[:Er/;:::;;sin UFMS

* Amend PR D-12-ST-0287 to replace current HAL with the following dimensions:
* Can be processed immediately, as Acquisition has not awarded the order in UFMS

HAL | Amt BBFY. T EBFY | Fund | Orgl2 | Orgl4 Prog Proj Act—_| S0C User3d | Userd | Org5
1 | 295,000.00 2012 2012 | S1D ST 2335320 | FGN-G2 FLS 23322 | T3E TELE 2335323
2—‘1 280,000.00 2012 2012 | S1D 5T 2335000 | DOM-G2 FLS 23322 | T3€ GDIB 2335342 i
S
O NOTE: Requested delivery/travel date 1s _ (if travel is authorized on an SF-182, pleas l

confirm actual travel dates w/traveler — travel dates may differ from training dates)
O Include Tuition Total Amt on TA — traveler will pay registration fee via travel credit card.

O In the Amendment Information section enter a reason for the modification and the requested ad|usrmcnr$
idenufied by HAL(s) and I/L(s)

B{pdatc DIEA-19 Database/l.og
B{xd original(s) upon approval in UFMS by:

*  Allowance Approver (PR)
* Purchase Card Approving Official (PCC)

- . B)G)- ) (CL.ONE
= TO: ontracting Office (L)X EITIC)CXINE)
Gov't Purchase Card holder_Y

,:l ['wd original(s) to

[] Fwd onginal(s) to traveler

D Fwd copyf(ies) to traveler via email

D Fwd via email to

ST Commitment Coversheet (July 2010)
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——— (D)(6):(b)(7)(CY(b)
‘ ST - 1Ha 7)(F)
T. REQUISITION NO 2 PURCHASE ORDER / CONTROL NO
U.S. DEPARTMENT OF JUSTICE PR-Detirafepnss
DRUG ENFORCEMENT ADMINISTRATION S FAGE <+ DATE PREFARED
REQUISITION FOR oF PAGE 11-15-2012
EQUIPMENT, SUPPLIES, OR SERVICES e OR TNF ORMATION CALL (Name ielophons cods—and exiensn]
(Instructon on Reverse) [EXE)-ETICY BT
6 TO (Name and location) 7. FROM (Requisitioning point - nama and locahon)
Contracting Officer *"l LGN i |(b)(6);(b)(?)(c);(b)(7)(F) |_ Unit CHRE):BNTICYBNTNF)
Office of Investigative Technology ‘| 10555 Furnace Road L}('_/
" - . [
Lorton, VA 22078 e NOV 3. 2{" ) Lo}’tcm, VA 22079 ¢ /{/} \_)//'7/’
8 RECOMMENDED SOURCE: BIGRE 8. REQUIRED DELIVERY DATE -
Alex Valesco - Cicom USA E:));((n))’((?))(g)) J7AY 02-28-2013
1997 Annapolis Exchange Parkway, TCE - FC0 -+« [369(D)(6).(D)(7)(C).(DPNTRACT NQ. (If known)
Annapolis Maryland 21403. 443-949-7470 (7)(F)
11, ALLOWANGCE AND ACTIVITY ACCOUNTS CHARGEABLE, AND OBJECT CLASS(ES) 12§ ROYIN \C
Jq
b}(ﬁ}'(b}m(LT pRECER
PRD-19-ST-03%7) Amumd 0005 w/is/iaf®P0 |59 Pt - STI
FORM OR STOCK NO. DESCRIPTION OF ARTICLES OR SERVICES NTITY | UNIT l}ng AMOUNT
(14) (15) (16) (17) (1g) (19)
[Training/Installation | Additional b)(4)
W49 e Training/Installation for
Cicom/HT to be done in [b)(T)E
[Travel Expenses Travel Expenses for HT/Cicom
VvV aa4q ¢ Personnel doing the training
0.00
1313 |sav|sT \aa35330,:::1\:-@:1];;_3/.?5?05/735/ TELE |533 5323
0.00
— T T 0.00
This IT related purchase Is for Tactical LE purposes
and has been approved for exemption by DEA's CI10.
— -\ 0.00
Pro s All aﬁ
S EmnoENoL= .
Sign: Date: _[[—A2¢\(J
0.00
0.00
Justification Additional training required 0.00
for installation of HT
software/hardware infb)7)E
[mE 0.00
20. DELIVER TO (Give complete address, inciuding ZIP Code} 21, SHIP VIA
pcen: [PEONOEND ] [~ rReicHT [ PARCEL [~ expRess 30
rug Enforcement Administration [T MaL [ OTHER (Specity in remarks) TOTAL
10555 Furnace Road 22 REMAR %%s
orton, VA 220279 S OF(KD;(G);(D)(?)(C);(D)(T)(F)
B)(6).(0)(7)(C - -
HeX(XTXC) Use. 0% DOFA 11]16]1{OOBNCENH
orm T
-19 Previous edition dated 8/73 may be ugad until stock is exhausted — (D)(B)-(D)(T)(C)
(July 1576) e P T ARRsIRI-TELE O)7)F)

&
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Quote cCIcCOoOn
Attention; (D)E):()N(C):(OXTXF) Project Title: KATIE Project
Title: Project Katie project added
Description: training

Company Name: DEA P.O. Number:

Address: Invoice Number:

City, State Zip Quote: 2012101701 (rev2)

Code:

Date: 10/17/12 Term:;
Product Description Quantity Unit Price Cost
Code

1 CURS-TR  RCS Training Session,
Installation & Operations: 5-day
at Customer Premises for up to 10

participants In [P

2 TRVL-TR  Travel budget per HT personelle
Travel tofmm(a |

3 Techs including one Spanish
speaker as requested.

1

3

b)(4)

Total (0)(4)
1
Cicom USALLC, 1997 Annapolis Exchange Parkway,
443-949-7470 Suite 300, Annapolis Maryland, 21403
443-949-7471 Fax DUNS: 963322842 Tax id: 27-2780230 Cage: 6BHNS
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ST UFMS COMMITMENT WORKSHEET

D)(B)(R)THC)(BYT)F)

Mcess in UFMS

G/Amend PR D-12-ST-0287

@ Add 3 HAL

Add two (2) 1/L’s — see DEA-19 for Comm Codes

WP $#1

HAL | AMT | BBFY | EBFY | FUND | Org | Orgta | Prog | Proj | Act | soc ;’ser :’s‘” orgLs
FGN-
2013|2013 |10 | ST | 2335320 2 FLS | 25705 | T3 | TELE | 2335323

Q/NOTE: Requestc(

Confirm actual trave

d

livery) travel date is

eiverly
tes

O Include Tuition Total Amt on TA — traveler will pay registration fee via travel credit card.

O In the Amendment Information enter description of requested adjustments and justification.

mpdatc DEA-19 Database/Log

Fwd original(s) upon approval in UFMS by:

* PR = Allowance Approver

* PCC = Purchase Card Approving Official (PCAQO)

= TO: ;/d)ntracting Officer_|

D)(B)(R)THC)(BYT)F)

Gov’t Purchase Card holder

[] Fwd original(s) to

D Fwd original(s) to traveler

D Fwd copy(ies) to traveler via email

_ ) (0)(B):(D)(T)C)b)T
Fwd via email to [F)

[:l Fwd copy(ies) to:

IZ/Rccord entre UFMS doc #, Accounting Line(s), Amendment #, initial, & date on document

D Please submit in UFMS NLT:

ST Commitment Worksheet (November 2012)
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k| 2%/ 1 27if travel is authorized on an SF-182, please

w/traveler — traveler will pay registration fee via travel credit card.

(if you are unable to meet deadline, please notify Martha)




_Quote

Tel: 443-949-7470 / Cell:
Duns:963322842 Tax id: 27-

1997 Annapolis Exchange Parkway,
Suite 300, Annapolis Maryland, 21403

|(D)(6):(D)(?)(C) r

Page 126

Attention: L)B)(L)7TNC)-(LXTXF) Project Title: HT RCS Da Vinci
Title: Project Katie extra license
Company Name DEA OIT P.0. Number * DID-12-R-0033
Address Invoice Number
City, State Zip Quote -20130820.001
Valid Till date Date issued August 20,3013
Product Code | Description Quantity | Unit Price Cost
1 | RCS-TSL-12 N. 12 Target Software License 0)(4)
2 RCS- USL-3 Additional Console licenses
3
4
5
6
7
8
9
10
11
12
13
14
15
16
DUE BY NOVEMBER 1ST 2013 TOTAL b)(4)
Cicom USA LLC

Fax: 443-949-7471
0 Cage: 6BHNS




ST UFMS COMMITMENT WORKSHEET

-

D)(B)(R)THC)(BYT)F)

Mﬂucm in UEFNS

GPR D-13.81-0454

O~Supgested Vendor Code: 272780230 963322842

O Comm Code: 703000 (simnce the quote has two lines, pls enter two [/1)s

ata Qv ol 1)

- the second should be S0

HAL | AMT | BBFY | EBFY | FUND | Org | Orgla | Prog | Proj | Act | soc ;’ser ':ser Org LS
DOM.-
2013 2013 S1D | ST | 2335342 | FLS | 26001 | T3E | STSO | 2335342

O/f\'( YTl Requeste
Confirm actual tra

O [Include Tuttton T'otal Amt on T\

L( L.!.L‘Il\'('!'l\'

traveler will pay registration fee via travel credir card.

O In the Amendment Information enter description of requested adjustments and justfication,

D Update DEA 19 Database/Procurement Log

D I'wd onginal(s) upon approval in UFMS by:
* PR = Allowance Approver
*  PCC = Purchase Card Approving Official (PCAO)

* 1O Contracting Officer
Gov’t Purchase Card holder

D Fwd orgmal(s) 1o

El F'wd ongmal(s) to traveler

D F'wd copy(ies) to traveler via el

[ I Fawd via emanl to

D Fwd copy(ies) e I

D Record entire UEMS doc #, Accounung Line(s), Amendment #, inual, & date on document

D Please submicm UBFNIS NI

ST Commitment Worksheet (November 2012)

Page 127

avel dare s 6}193 !l%_ (1f travel is authornzed on an SI° 182, please

Sw/traveler = raveler wall pay registranion fee via travel credit card,

~(f you are unable to meer deadline, please notifv Marthaj




STITL - 209

D)(B)(R)THC)(BYT)F)

[V 2L SiTioN NG DURCHASE CRDER DONTHOL ND I
U S DEPARTMENT OF JUSTICE l e
ORUG ENFORCEMENT ADMINISTRATION b r s P 1oXE)
REQUISITION FOR ] o [ raes 132~ 12 -0 1S 73]
EQUIPMENT, SUPPLIES, OR SERVICES S A . R W7 N T E7- Y B - WL L >
R S—— ([2)E):(R)THEY.(LYT)F) J -
5 7O ihiarne a0 Beaaror Q‘Eg_l—l 2‘9*‘3“‘ = £ aUlA nea. s o - name and ken| D)(6).(0)(7)(C).(D)T)F) ™
nmesr. ccrrracL.ig O | )-)T)(C)-(BXTIF) | 4
fice OF veot lgari 'I‘ =AN0LUFY st - SlLiG
tLlyn, 22078 froce o. Investigutive Techoology
8 KE. JUMCNDES 87 %0 ;s He QUIRED DEI VERY UATE
Ji~=m SA - L ex Ta.laenn, J.C 53 =n |
63 frrgu 1% Fxchd Parxway, Sni A RUVELY CONTHALT RO (1 nogwn
ALlupollin, 21407 1443-8 47
T ALLOWANCE ANG ACTTelT™ ACLIAINT S CHAHGUABLE AND UBJL.1 CLAS A DFFICER
\) D)E)0)
P @ 'D 5 S—-" r (DXE) (B)THCY YT o (IO®)
. ; { /-— 5 5 - Q/ﬁ)ﬁ’ ﬁ'j Sect.on "rie., ST
FORM OR STOCK NO DFESCRIPTION OF ARTICLES OR QUANTITY | UNIT &M ; AMOUNT
i : e 7y 1 1,
Cé I(- sonLras: D 12-C-om" \ .
({ﬁbl 7"‘-2’1* rn adiust ~he "poriss oo X ,
per+toimancc”
/&/ CLIN « = POP o - i ] ea =
Chﬂ?@ 1 /15/20%] tif1 3
T
g ﬁ/ LN 0363 = . ianye - ! - | ea |
"{ /% 1115 14 = S§/.3/42013 |
¢ 5 ¥ 1 r 2 - :- ‘ T 2 I3 - & |
2 antlLy and nno. price
needs %o be v “rse l +) 50
price nesas L, be §
(D)(T)E)
DT DELIVENR ' 0 S trmsds s0Chess. inOIelng .+ L ode [ SHiFvid 1
Jtiace of Tnveslligat ve #REGHT fance FXPRESS
B - MAL OTHER { Spacy in semarns) TOTAL 3
10552 rnace Ro=d & RENEARS ) E
Loy » VB ZLETQ [
s [)B)(B)(THC):(LXTF) 1(‘% RLYere 4 DEFN ];,’ m ' 13 FD)(G) (BYTHC):(D)TIF) I
ity 1978) - 19 Pravious edition dated 8/73 may be used until stock is exhausted EXETENCTD
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DJD-12-C-0033 Page 4 of 26

Saction B - Supplies or Services and Prices/Costs

Delivery Date 80 Days From the Contract Award Date.

| he Contractor shall provide supplias/services in accordanco with proposal dated July 2, 2012 and in aceordance with tarms ana
conditions sel furth herein

SCHEDULE OF SUPPLIES/SERVICES

CONTINUATION SHEE
ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
0001 | Hackung Team Solution - Inclusiva of Software/Licanse. First Year 000000 ca (0@

Mamlenanca. [nstallabon. Travel and Traming
Fstmated Dehvery Data 60 days hom tha SONtract award dale

goz | Asddwnal training/nstaliatan for Cicom™T In ba gone |(b)(?)(E) | 1 000000 EA
Line Penod of Performance 11/152012 - 082672012 =T
opus | Travel axpenses tur HT/Cicom peryonnel aning the trammy ) BA

Line Period of Performance. 11752012 - 082672013

0004 | "OPTIONAL® Licenses (IAW SOVY Section C 14 .E, a*uz.al fataa ' 0DOOOO EA
7:24:12 & 7/30/12 FOR ITEMS ONLY UNDER "ACENT &

REMOQTE CONTROL SYSTEM TARGET PRICES™ PRICES
BELOW INCLUDES A 5% DISCOUNT AND CAN HE
PURCHASED ANYTIME 1HROLIGH LIFE OF CONTRACT

N 10 Chent Agent Softwara LicensewRCS-TSL10 {©)(4)
N 25 Client Agent Software Licenscs/RCS-TSL2S
N 53 Client Agg:;&dﬂwlu Licunses/RCS-TSLS0
N 100 Cucot Agent Software Licanses/RCS-TSL1T

700 TE Agerts or more/RCS-TSL- {Newd o call for specil
discouinted price

151 Yaar Maintenance/RCS-Mamt = inchudar

*NQTE: The Periad of Performance will be effectve from the
actual date of del and instaltation A modification will ba
issued to channe reflect the actual dates™

*SUBJECT TO AVAILABILITY OF FUNDS”

Lina Period of Performance: 08/27/2017 - 08:262013

1001 Year | - Annual soltware Malntenancy 1 000K EA
{ fotal zost of cument sysiem for that year
Current cost for lhe Systam is rb)(‘l) }mﬁl’m
mainlenanco|

“NOTES {1)H addiionual hcenras are purchased, tha once will
change to reflect the actual coslt for the muntenance

(2} Tha Period of Performanca will bu effective from the achual oale
of delivery ena mstallation. A moudficatian will be issucd in change
and reflect the achial dates”

*SUBJECT TO AVAILABILITY OF FUNDS®
Line Parlod of Pertormance: 08/27/2013 - 08/26/2014

1402 | "OPTIONAL® | icanses (IAW SOW Secbon C 1.4 E ﬁnpuai dateu ! 00000 CA
7724112 8 7/30/12 for 1TEMS ONLY UNDER "AGENTS - REMOTE

CONTROL SYSTEM TARGET PRICES”™ PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Chent Agent Softwuic LicanssaRCS- 18110 =((b)(4)

8,25 Clent Agent Soltware Licenses’RCS TS1.25 »

N 50 Chant Agent Software LicensewRCS-TSLS0 =
t Software Licenses/RCS-TSL1

A ents of more/RCS-TSL- (Need to call for special
discounted prica) .

13l Yoar Maintanance/RCS-Maint = Included

~NOTE. The Penod of Parformanca will be affective from the
mmunuhmmdmumm A modification will be
iesued lo change reflect the actual dates™

"SUBJECT TO AVAILABILITY OF FUNDS®
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001

4001

4002

Line Period of Performance: 08:27/2013 - 08:26/2014

w Year || Annual softwar: Maintenance
lotal cost of current system for thal yewur)

o reflect tho actual cost for the maintanance

mmwmdpmmm effective rom tha actual gate
of delivery and instaliation A madification will be ssuad {0 change
and refledt the actual dales”

“SUBJECT TO AVAILABILITY OF FUNDS"
Line Period of Parformance: 08/27/2014 - 08r268/2015

"OF 1IONAL " Licenses 1;{!.:AW SOW Secton C | 4.E, proposul vatec
7724:12 & 713012 tor ITEMS ONLY UNLER "AGENTS - KEMOTE
CONTROL SYSTEM TARGLT PRICES™ PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURLN\ FD
ANYTIME THROUGH LIFE OF CONTRACT

10 Clisnt Agent Softwara LicansewRCS-T5L 30 sf0)(4)
.25 Client Agent Software Licenses/RCS-TSL25 #

Chent Agent Snlh-varc Licenses/RCS-TSLS0 4

: Software Luwensss/RCS-TSL1L

~“NOTE (1) if sdddionat licanses gre purchased the pnce will
change

TS e
discounted prica)
181 Year Malatenance/RCS-Mamt » inciuden

“NOTE: The Peniod of Performanco will ba effective from the
aciual date of and instabation. A modificalion will bs
issued 1o chango reflect the actual dates™

"SUBJECT TO AVAILABILITY OF FUNDS®
Line Pariod of Performance: 08/27/2014 - 08282015

%oon Year I - Annual soltware Maintensnce
1ol cast of current system for thel year;

adadional hoerrses are purchesed, the price will change to
m‘lad the actusl vost lorlho?nhmhmanm

22: The Ponod of Pardformance will ba affective from the actual uu!
of debvury and installaton. A madgificstion will be issued to change
ang refloct the actugl dutes”

"SUBJECT TO AVAILABIL ITY OF FUNDS®
Line Penod of Perfarmance: D&27/2015 - 082872016

*OP1HONAL * Licenses quowm:nt.. L] sal dulr
7124712 & Ti30/12 for ITEMS ONLY UN 'AGI:’\BT?QRH.ID“I‘Z
CONTROL SYSTEM TARGET PRIUES" Pmces BELOW
mcwoss A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N U Client Agent Soltware LicensewRCS-TSL10 =[(b)(4)
5 Client chrl summrn LicansewRCS-TSL25 =
::D Chent Software /RCS-TSLED =
Software Liconses/RCS-TELY

(D)(4)

Agents or moro/RCS-TSL- (Nead 1o call for specwt
discounteg pnca)
13t Yeor Maintenance: RCS-Maint = Included
“NOTE. The Penod of Parformence vall ba affective lom the
mdﬂodw&mam instatiaon A modificelon will ba
msued o chango reflect the actuai dates™
"SUBJECT TO AVAILABILITY OF FUNDS"
Lwna Perlod of Performance: 08272015 - DBR28/2016

%:‘l‘on Year IV - Annual software Maintenunce
Lotal cost of curren| systam for thal year)

*NOTE: (1) i additonal licanses we purchased, the pnon will
¢hangs 1o reflect tha actual cost lor the maintenisyicn

[2} The Penod of Performanca will be eflective from the eclual oate)
of delvery and instaflatior A modificabon will be Issued v change
und reflact the actual dates”.

euz:z

*SUBJECT TO AVAILABILITY OF FUNDS® |

Line Period of Performance: 00272016  DA262017

“OPTIO NALmeIAWSUWSwMC .ﬁ""“
7/24/12 & 7r30:12 for ITEMS UNLY UND 'J\bE REMO ik
"CONTROL SYSTEM Thﬂ(-ET PRICES", PRJCFS 8ELO

INCLUDES A 5% DISOO NT AND CAN URCHAbI:U
ANYTIME THROUGH LIFE OF CONT RACT

N 10 Client Agant Software Licenses/RCS-T5L10 =|(P)(4)

1 0000

1 G000

1 300000

1000000

1 G000

1 000000
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DJD-12-C-0033 Page 6 of 20

N 25 Cllant Agen! Scftware Licenses/RCS-TSL25 [(0)(4)

N.50 Client Agent Software Licunses/RCS-TSLS0
100 Clierd Software LrangestRCE-TSL10

» TUU UTONT Agents or more/RCS-TSL- (Nead te call for special
discpuntad price) )

151 Yaar Maintenunce/RCS-Main! = inchuded

“NOTE: The Fonnd of Performance will be effuctve from the
actual date doﬂv.:? and instaltation. A modification will be
Issued lo change reflect the aciual dates”

"SUBJECT TO AVAILABIL ITY OF FUNDS*

Line Period of Perfarmange: UA.27 2016 - 0820017

TOTAL $2 432.000.00

FUNDING DETAILS:

ITEM [FUNDING LINE QBLIGATED AMOUNT ACCOUNTING CODES

NO

NA o) — 2012-510-8T 2335320 -FGN-G? - -FL5-23322  -T3C- - - 2335323
NA |2 2017 - 51D - ST - 2336000 - DOM-G2-  F1.5-23322- - T3E- . . 2335242
WA |3 2013-51D ST-2335320 - FGN-G2- - FLS-25706 - - - T3E- - 2335323
NA {4 2013-5'D-S1 2335320 - FGN-G2  FLS-25708- - TaF - . 2335323
NA LS 2013 -81D-OC - 2335320 FGN-G2. -FLS-23322. - - T3k~ 2335323

TOTAL $/87.000.00

Clauses By Full Text

B 1 Swandwd Form 33 - Contimuation

The Contractor shall provide the Drug Enforcement Admunistration with the requircments set forth helow
for the Remote Control Host Based Interception Systems. All supplies/services shall be in accordance with the
terms and conditions set forth heren in this solicitation and statement of work (se¢ Exhibit J-1),

B.2 typc of Contract
This 1s a a Fwm Fixed Prica Contract.
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rb)(ﬁ):(b)(?)(C);(b)(T)(F) |

apeS—
From: FD)(6);(D)(?)(C);(D)(7)(F)
Sent: Wednesday, December 11, 2013 9:20 AM
To: FD)(6);(D)(?)(C);(D)(7)(F) |
Subject: FW Quote for Additional Licenses

the cost of the 17 CICOM 1 enscs please see the nai - eam below cording to CICOM and verified by
STIG 5 /5.000 cost included three user  nses «ich (ICOM instially Ja med they were giving to us but which they
obv were nol if the total cus' was increased

the L - @10 1equest the POP change piease aisa |+ the CLINS that you want the unit quantities and prices fipped

(D)(6):(D)(7)(C)
(DT

From; [P)(6):(0)(T)(C):(b)7)F)
Sent: Monday, September 23, 2013 3:48 PM

To:
Ce: D)(6):(b)(7)(CY.(b)T)F)
Subject: RE: Quote for Additional Licenses

Alex
tached POf - a Fully Executid copy of Mi 1 0004 to '« rantract DJD-12-C-0033. Please retain a copy of this mod
t « records for this contract
h you,

rD)(6);(b)(?)(c);(b)(7)(F)| Contract Specialist

information Technology Support Unit (FACI)
Office ot Acquisition & Relocation Management
Drug Enforcement Administration
D)(B)(R)THC)(BYT)F)

From:; Alex Velasco

To (D)(B):(0)(T)(C)-(BXTHF)

Cc
Subject: Re: Quote for Additional Licenses

Hellgrb)(ﬁ):(b)(?)(c):(b)ﬁ)(F) |

Please find here the signed copy as requested.
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Let me know if you need anything else Irom us,

I'hank vou.

Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway
Annapolis, Maryland 21401

b)(6):(b)(TNC) Ofﬁce

Fax

Cell
b)(6):(b)(TNC) icomusa_com
www.CicomUSA.com

info@cicomusa.com

This message is a PRIVATE communication. This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying, distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message, and then delete it from your system

On Sep 21, 2013, at 8:54 AM, [PXOLEXNICYLEXX) kdoj.gov> wrote:

Alex

\e attached PDF is Mad 0004 to DEA contract DID-12-C-0033  This modification provides funding in the amount of

$5,000.00 for arget Licenses and ser Licenses  This modification also agds Clause DFA-2852.203-70 w
Soction H of the contract. This is 4 bilateral modification that requires a contractor signature  Please review 'he
fification and return a signed copy 1o me, retur 1 4 fully executed copy to you after the Contracting Officer <igns

the modification

(D)(ﬁ);(b)(?)(c);(b)(?)(F1 Contract Specialist

Information Technolegy Suppart Unit (FACH)
Office of Acquisition & Relocation Management
istration

D)(B)(R)THC)(BYT)F)
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From: Alex Velasco [[P6)-B)7O) jpcicomusa.com)
Sent: Friday, September 20, 2013 12:47 PM

To: [BIE):B)TIC) BT
Ce
Subject: Re: Quote for Additional Licenses

HeiIofb)(ﬁ):(b)(?)(C);(b)(?)(F) |

Please find the attached quote. We have itemized as requested. We will avoid bundling items in the [uture to
avoid confusion.

If you have any questions please do not hesitate to contact me.

Thank you

Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway
Annapolis, Maryland 21401
(D)(6):(b)(7)C) Ofﬁce

Fax
Cell

D0 lDcicomusa.com
www. CicomUSA com
info@cicomusa.com

This message is a PRIVATE communication This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message. and then delete it from your system.

On Sep 19, 2013, at 9:00 AM [DXO-ONC)CXN) |wrote:

Alex

Th: first attacted PDF is whal we have in the contract 'or hcenses:

|10 Client Agent | icenses (0@
N.25  Client Agent Licenses
N 50  Client Agent Licenses
N.100 Client Agent licenses
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T re . period of performance on the contract 1s 8/27/2013 ¢ 8/.0/2014 (Line Iterm 1001}, There s nothing in the

nrract about additional costs for use hicenses Your & ut uote a0 «lached) ists N 12 Target hcenses,
i ot oracostof@ ] al © Add 14l Console ice s ut snows These as  INCLUDFD
the Gove nme 1!'s for 1o addit wnal two ncenses from N 10 to N. 12 go troml‘b)(“) each to
(D)(4) wach when the Gavi rnment « buying o greater g t, of the licenses and the user licenses are
TLUDF 7 By my calculations the cos' for the '+ 12 1 wases shou d be (D)(4) or less because of tne greater
uant’

 a revised quiote with currer | date that i hudes the follow
the r mber of Target Software Licenses [0
2 the per Target Software Lice: &, [0
3 he -xtended ' for the Target Softwa = L en - [P
imber of user console Lice wses (3
the umt st per user” license (SO f INCLUNED]

t xtended cost for the user |onsest3 «uni proo (SO
10tal cost (exterded cost for ‘ar: -1 software iicenses - xtenaged cost for user
licenses[2 |
n u

[DE-ENCLOXNFY eoniract Specialist

information Technology Support Unit (FACI)
Otfice of Acquisition & Relocation Management
Drug Enforcement Administration
pmu'.[b)(ﬁ);(b)(?)(c);(b)(?)(F)

EMAI

From: Alex Velasco [b)(6) a
Sent: Wednesday, Septem 013 1:52 PM
To:[P)E)-B)NC).BITF)

Subject: Re: Quote for Additional Licenses

D)(B).(0)(7)(C):
b)(7)(F)

1 am wondering if you can help me out. as you know I am info(® vith the weam. 1 do not have all the
documents i need to complete your request. Can you send me the temized list of options that you received for
extra agents,

sorry to ask for this but just can nol reach these files trom here.

Thanks

Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway
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Annapolis, Maryland 21401
(B)(6)-(B)(7)C) Office

Fax

Cell

Pe®mne Rcicomusa.com
www.CicomUSA .com

info@cicomusa.com

This message is a PRIVATE communication. This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying, distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message, and then delete it from your system.

On Sep 17. 2013, at 2:52 PM,|(b)(6);(b)(?)(c):(b)(7)(F) r wrote:

b |

anks Alex Please send me a ‘evised guote «itl separate (ing items and costs for thel®®|arget 'icenses and 11, [P
additiona user licenses That way the (0sts pe clear | delincated and we will be able to wWentify the correct number
of use: licenses in the future Also, does affect the annudl mamtenance costs with the addition of the extra

icer ses>

From: Alex Velasco [b)6):(0)(7)C) Peicomusa.com)
Sent: Tuesday, September 17, 2013 3:46 PM

To; [D)E:ENC) BN

Subject: Re: Quote for Additional Licenses

| have taken a lopk at the quote and I remembered what was asked for and why the math is not good for
you. With the[ ! Jicenses they arc asking for | rdditional license for users. Make sensc because they will need

more peoplc monitoring with the extra licenses, So they are gcttingDa.rgcl licenses with| | pdditional user
licenses. BY(3) 5

Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway
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Annapolis, Maryland 21401
D)(E)(R)TNC) Ofﬁce

Fax

Cell

@cicomusa.com
www CicomUSA.com
info@cicomusa.com

This message is a PRIVATE communication This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying, distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message, and then delete it from your system.

On Scp 17, 2013, at 2:37 PM. [P)XO):0)7)C):(0X7NF) | wrote,

Alex, b)(4)

1 am receipt of your quote #20130820.001 dated August 20, 2013 fo arget Software Licenses for DEA's Office in
DEA is requesting a revised quote to include quantities for2  ldditional licenses foPIease

provide this quole as soon as possible and email it directly to me at[L)E):)7N)C):(BYNF) |

Thank you,

(b)(ﬁ);(b)(?)(C);(b)(T)(FJ' Contract Specialist

information Technology Support Unit (FACI)
Office of Acquisition & Relocation Management

Drug Entorcement Administration
puo"Tb)(ﬁ);(b)(?)(c);(b)ﬂ)(F)

EMAIL

<CICOM License Costs DJD-12-C-0033.pdf><CICOM August 20th Quote.pdf>
<SF-30 for Mod 0004 to DJD-12-C-0033.pdf>
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ST UFMS COMMITMENT WORKSHEET

(D)(B):(0)(T)(C)-(BXTHF)

Amend PR D 13 ST-0434

04:;: Amendmunt Informauon eater description of requested adjustments und jusuficaton. Also record
“DJD 12 C 0033

Update DEA-19 Dambase Procurement Log

Fwd original(s) upon approval m UFMS by
* PR = Allowance Approver
*  PCC - Purchase Card Approving Offwaal /1PCAQ)

. . (D)(6):(b)(7)(C):(b)T)F)
* 1O Contractng Offlcer_l |

Gon’t Purchase Card holder___ VY

[] Fwd original(s) 1

[ Fwd ongnal(s) to taveler

D Fwd copylies) to traveler via email
D Fwd via email to

D Fwd copy{ies) to:

Record entire L FMS doc #, “recountngdancisy, Amendment -, initial, & date on document

D Please submut in UFMS NLT (if you are unable to meer deadline, please noufy Martha)

D Orther:

ST Commitment Worksheet (November 2012)
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Quote

/CICON
USA

Attention: D)(B)-(DYTHC)(BITIF Project Title: RCS Maintenance Renewal
Title: Project JD-12-R-0033
Company Name DEA P.0. Number -
Address Invoice Number -
City, State Zip Quote 6/30/14
Valid Till date Date issued

Product Code | Description Quantity | Unit Price Cost
1 RCS - FE Front End 1 Included Included
2 | RCS-BE Back End 1 Included Included
3 | RCS-USR Operator Console License 15 Included Included
4 | RCS-USR Additional Operator Console Lic (2013) 5 Included Included
5 | RCS-AGT Agents 25 Included Included
6 | RCS-AGT Additional Agents (2013) 15 Included Included
7 | RCS-WIN Window 32-64 Bit Platform 1 Included Included
8 RCS.MAC Mac 0S Platform 1 Included Included
9 RCS-WMO Windows Mobile Platform 1 Included Included
10 | RCS-IPH iPhone Platform 1 Included Included
11 | RCS-BB BlackBerry Platform 1 Included Included
12 | RCS-SYM Symbian Platform 1 Included Included
13 | RCS-AND Android Platform 1 Included Included
14 | RCS-ANO Anonymizer Licenses 3 Included Included
15 | RCS-TNI Injector Proxy SW License 1 Included Included
16 | RCS-RMI Remote Mobile [nfection SW License 1 Included Included
17 | RCS-ALR Alerting Module 1 Included Included
18 Total System Cost: 1(3)(4)
19 20% Total Yearly Maintenance fee Us ${(b)(4)
20 | Option Remote Attack vector service (0-Day) - REDUCED FEE us

TOTAL for one year US$ 140,00.00

TOTAL for tow years* US$ 280,00.00

*Two year renewal does not include options that might be added before end of two
year renewal. Added options will be subject to renewal cost.

Tel: 443-949-

Cicom USA LLC

1997 Annapolis Exchange Parkway,
Suite 300, Annapolis Maryland, 21403

7470 / Cell: OO0

| Fax: 443-949-7471

Duns:963322842 Tax id: 27-2780230 Cage: 6BHN8

Page 139




FaN

TTN: STIG/STIG Room 1508 22 REMARKS

Cage: 6BHNS

DUNS:96332842

'15¢. TICH
TAX ID:27- 2790230D0M RIS

D)(BY:(D)THC)D)] . 8 ~ ke
: - (D)(B):(D)(7)(C)(b)
ané - ?'7’7 I’fjﬁ;w‘/ e s 7)(F)
1. REQUISITION NO 2 PURCHASE ORDER / CONTROL NO
U.S. DEPARTMENT OF JUSTICE ;P\C'D' 14-ST-0386
DRUG ENFORCEMENT ADMINISTRATION T PR T GATEFREFARES
REQUISITION FOR 1 OF 1 PAGE 07-07-2014
— EQUIPMENT, SUPPLIES, OR SERVICES 5 FOR INFORMATION CALL (Name,felephone code, and extension)
(instruction on Reverse) ) e (D)(B)-(B)(T)(C):(0)(T)F)
& TO (Name and location) il q U’,
W-) iContracting Officer JUL 1
N Pffice of Acquisition Management Unit Chief, STIG
Office of Investigative Technology
™\ [6 RECOMMENDED SOURCE. 9 REQUIRED DELIVERY DATE
vpleicom USA, LLC 2014
o™ 1997 Annapolis Exchange Parkway, Suite 300 UPPLY CONTRACT NO. (If known)
-0033
T~ ALLOWANCE AND ACTIVITY ACCOU HARGEABLE, AND OBJECT CLASS(ES) F APPR vgﬁemcea G
(D)(B)-(b)(7)(C) = b)(?),
(b)(7)(F) 7/;(3 14 OXNF) | ))-((n))((
tﬁ . c . - (p GOFFIGE 5 T’T ?)(’F)
PAC D-14-5T-03¢ m
‘{, FORM OR STOCK NO. DESCRIPTION OF ARTICU \ANTITY UNIT F}H]IHE AMOUNT
AN (14) (15} (7) (18) (19) | &x
l_'\lRCS~MAIN1YEAR _ 1 Year Maintenance for RCS (0)4) |
~l System 793@& fpﬁj({o -
NP
N Cuﬂ [DDZ l4fie Item 1002 for Option Year 2 g.co
]
- _Jp)E):(b)(7)C p)
Y 5/23/ 14 8/ 26 /f§ OINF) 000
V)
{
N o 0.00
N
O
L3
g 0.00
-‘ES 0.00
Q
\r{% Justification: Option Year 2 0.00
Annual Software Maintenance for
§3 HT project in[P0E
—_l 0.00
\)
)
Q B 0.00
\YA
T o 00
=
DELIVER T0O (Give complete address. including ZIP Code) 21. SHIP VIA
' : i PARCEL [~ express
fice of Investigative [~ FREIGHT POST A
EChnC‘lOgY [ maw rOTHERfSpem‘ymremamsJ L

Contract: DJD-12-C-0033 :.h\U\ FU. ﬂ&\(\

(July '1:35?) -19

Previous edition dated 8/73 may be used until stock is exhausted E
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m: rb)(6);(b)(?)(c);(b)(7)(':) |
Nwent: Friday, July 11, 2014 10:56 AM
To: |(b)(6);(b)(?)(c);(b)(7)(':) |
Subject: FW: CIO Front Door Process: IT Funding Request (ITJA2014) Approved!!

From: SharePointAdmin

Sent: Friday, July 11, 2014 10:35 AM
To:[HEXBNTHCT).(0)T)F)

Cc:
Subject: CIO Front Door Process: IT Funding Request (ITJA2014) Approved!!

Your IT Funding Request was approved. Below are the request details:

ITIA2014
ITIA2014.xml
7/11/2014

(0)(B):(D)(T)C)AD)THF)

Approved
Next Steps:

1. Print this email and attach to the IT Funding Request as proof of approval
2. Upload entire package as an attachment to your UFMS request

2is message was sent from an unmonitored account. Please do not reply to this message.

S
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e

DEA CIO APPROVAL
TO CONTRACT FOR INFORMATION TECHNOLOGY PRODUCTS OR SERVICES

(Version 6.0)

Form1D:  ITIA2014

JUSTIFICATION

ABOUT THE UNDERLYING SYSTEM/INVESTMENT
Request Type: Sensitive but Unclassified

1. Drug Enforcement Administration (DEA), Division or Field Office: Office of Investigative Technology (ST)
2. Point of contact name, email and phone:

Na_me:

B)(6)-(0)(7)(C)-(OXTNF)

5.

10.

11.

12

13.

14

15.

16.

17

Email {2 OO | Phone: [2(©-RX7NO)
IT system or investment this contract supports (Exhibit 53):

Other/Don't Know

If you selected Other in question 3, please specify here: (50 character maximum)

Identify the system/investment this procurement action supports. Briefly describe how that system/investment
supports DEA:

Annual Software Maintenance to support the Hacking Team RCS Project in|(b)(?)(E) |

What is the current status of the system? Operations and Maintenance *

Overall project duration (Years, Months, Ongoing): Ongoing

ABOUT THIS CONTRACT REQUEST

. Is this a shared IT solution?

No, DEA Onl

. Commodity IT type?

Non-Commodity IT (e.g. forensic tool, digital evidence, intelligence analysis, law enforcement/investigation

activities, security surveillance, wiretaps, traces, intercepts)

Commodity IT area?
Non-Commodity IT - Mission

Procurement action required:

Other (Please specify below)

If you selected Other in question 10, please specify here: (50 character maximum)
Invoke Option Year 2

Existing Contract number:
DJD-12-C-0033

Vendor name:

Other (please specify below)

If you selected Other in question 12, please specify here: (50 character maximum)
Cicom USA LLC.

Procurement Target date: _8/25/2014
Please list the quantity and a brief description of what you are purchasing (for example, 2 Fujitsu fi-6770 Flatbed
Document Scanners). For services, provide an approximation of how many positions or hours are included:

Software Maintenance

(b)(4)
Value of procurement action (this dollar amount should match the total of the attached DEA-191:| |

Period of performance of the proposed action: Start: 8/27/2014 End: 8/26/2015
Explanation of the business or how required products or services are mission-essential:
Maintenance is required for the targeting of new devices

18. Impact of this mission if not approved now:
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- Major Impact to Mission — Mission will continue with substantial challenges
19. Proposed Acquisition Vehicle: (e.g. GSA Schedule, SEWP, etc.)
Open Market
If you selected Other in question 19, please specify acquisition vehicle here:

M
20. Percent of this procurement that is (must equal 100%)*:

a. Hardware / Equipment 0 b. Software/Licenses 0 c. Services 0 d. Other 100
Total: 100
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DEA CIO APPROVAL

TO CONTRACT FOR INFORMATION TECHNOLOGY PRODUCTS OR SERVICES
(Version 6.0)

Form (D _ITIA2014

r_. J— i —————— 0 D St s = i S i e o i S - — S —

DOJ Review EXEMPTION REQUEST

The Department of Justice has exempted some IT purchases from their review process. Review the exemption criteria
below. if one of them applies to you, please check the box and provide a detailed explanation of why you qualify.

[~ DIRB Programs - Systems that are in-scope for oversight by the Department Investment Review Board (DIRB).

[~ Routine Service Orders - Service orders (i.e., orders that do not require a source selection activity) under
existing enterprise contracts, provided that the value of the service is $500,000 or less.

[+ Tactical Law Enforcement Operations & Litigation Support - New IT contracts and task orders required to
support time-sensitive law enforcement operations and litigation support, provided that the value of the new
contract or task order is $500,000 or less.

[~ Task Orders under Existing Blanket Purchase Agreements - New task orders under existing blanket purchase
agreements, provided that the value of the task order is $100,000 or less.

EXPLANATION: (Explain how this request meets one (or more) of the exemptions above)
Annual Software Maintenance to support the Hacking Team Project in [PX(7)(E)
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. DEA CIO APPROVAL
TO CONTRACT FOR INFORMATION TECHNOLOGY PRODUCTS OR SERVICES

(Version 6.0)
FormID: __IUA2014

T CERTIFICATION

“I hereby certify that this Justification and Approval to Contract for Information Technology Products or Services is accurate
and complete to the best of my knowledge and belief."

Requestor (GS-15 or Above B)(6).(B)(7)(C). (OX7)(F)
or Acting): Date
Signature & Title

Select names to be included on status notification emails.
cc BB NCIBINF

APPROVALS

REQUIRED FOR ALL ACTIONS EXEEDING $3,000

REQUESTNG OFFICIAL (SAC/OFFICE [P)(C)-(P)7NCYEXT)F)
HEAD): - ~ Date
DEPUTY CHIEF INFORMATION OFFICER: 7/10/2014
Date
-
DEACHIEF INFORMATION OFFICER: 7/11/2014
Date
*DOJCHIEF INFORMATION OFFICER:
(Required unless one of the exceptions Date
applies) Signature
Attach DEA-19 to I&A here
Attachment Title Attachment
HT Maintenance Quote q:
year two maintance DJD-12-R-
0033.pdf
Adobe Acrobat Document
940 KB
HT Maintenance 19 0\ HT Option YEAR 2.xml
‘é’ XML Document
= 4928
Comments:

N sTis exercising the 2d option year for the annual software maintenance to support the Hacking Team Project in
oXTE actical LE Support - EXEMPTION; $140k; 19 matches
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(D)(B):(0)(T)(C)-(BXTHF)

From:

Sent: Thursday, August 21, 2014 10:08 AM

To: (D)(B):(0)(T)(C)-(BXTHF)

Cc:

Subject: ***URGENT*** Correction to Funds Source on DAC D-14-ST-0386
Attachments: CICOM%20DAC%20D-14-ST-0386[1].pdf

Importance: High

Hi [EEICY

As soon as possible, please amend the subject DAC to change the fund source as indicated on the 19 “SIU):
2014 2014 S1D DEA/ FGN / OT FGN-G2 / SIU 2335000 EQM

The SOC, User Dim4, and Org L5 will remain the same.

Attach a copy of this email to the amendment in UFMS.

Let me know if you have any questions.

Thanks!

D){8).(b)(7)(C)
| (D)(7)(F)

1

Page 146



STT6— (030

. U.S. DEPARTMENT OF JUSTICE
DRUG ENFORCEMENT ADMINISTRATION

REQUISITION FOR
EQUIPMENT, SUPPLIES, OR SERVICES

{instruction on Reverse)

T REQUISITION NO
D-13-ST-0454

2 PURCHASE ORDER / CONTR

LNO

3 PAGE

oF paGE

@ DATE PREPARED
08-20-2013

5 _FOR INFORMATION CALL (Name. telephone code. and

)

D)(B)(R)THC)(BYT)F)

6 TO (Name and locafion)
IContracting Officer

Of fice of Investigative Technology

AUL b f ;_ '

", |(b)(ﬁ);(b)(?)(c);(b)ﬂ)(F)
10555 Furnace Rgad

7 FROM [Requisthaning point - name and locafion)
| Unit Chief sp1

G

D)(B)(R)THC)(BYT)F)

11 ALLOWANCE AND ACTIVITY ACCOUNTS CHARGEABLE AND OBJECT CLASS(ES)

[Lorton, VA 22079 Lorton, VA 22079
8 RECOMMENDED SOURCE 9 REQUIRED DELIVERY DATE
iCicom USA 09-23-2013

10 FEDERAL SUPPLY CONTRACT NO (i known)

PPR

IWFF‘CER

i CIGEECTO . NG:&HCER g??)gﬁ):)(l?
PR D-13-8T-MB8Yprome %l;;;hg &,ef - 8TI b)(7)F)
FORM OR STOCK NO. DESCRIPTION OF ARTICLES OFM\ QUANTITY | UNIT FH#&TE AMOUNT
(14} (15) {16) 17) (18) (19) (‘L\ y
JRCS-TSL-12 N[ Target Software License o))
IncIudes 1 additional console
license.
ea 0.00
ea 0.00
ea 0.00
ea 0.00
ea 0.00
ea 0.00
ea 0.00
lJustification Licenses for Hacking Team core e
in [PI7E To be
utilize deployment.
22,5230 1 gg\)«e,.:l ns\ X222 1\*(8& r\’ELE \9&3‘5 33 0.00
_yﬂ—la\tbn—(:;).\ FTS | oot 3y “T—S@S(-Q«%%UQ
Fompiete\eddress, including ZIP Codb) 21 SHIP VIA v
ttn: POEOCENG | [~ rReGHT [~ PARCEL [ express D))
rug Enforcement Administration r' wAL | OTHER (Spacity in remarks) TOTAL A
10555 Furnace Road 192115
12
rton, VA 220279 O /,,.,,5,1@.-» sy, ¢ 0% DerA M o
D)(B).(b)(T)NC) .
= % 3/s:0[of[2355320] F6N-63FLS/OFS ]
(July 18‘71;'} -19 Previous edition dated 8/73 may be used until stock Is exhausted EE%E?%{F?”“C)
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Zasclti

Invoice

Attention: gb)(ﬁ)?(b)(?)(c)?(b)m(': Project Title: RCS Maintenance Renewal

Title: Project JD-12-R-0033

Company Name DEA P.0. Number -

Address Invoice Number 20141109.002

City, State Zip Quote

Valid Till date Date issued 11/09/14
Product Code | Description Quantity | Unit Price Cost

1 | RCS-FE Front End D)(4)

2 | RCS-BE Back End

3 | RCS-USR Operator Console License

4 | RCS-USR Additional Operator Console Lic (2013)

5 | RCS-AGT Agents

6 | RCS-AGT Additional Agents (2013)

7 | RCS-WIN Window 32-64 Bit Platform

8 | RCS.MAC Mac OS Platform

9 | RCS-WMO Windows Mobile Platform

10 | RCS-IPH iPhone Platform

11 | RCS-BB BlackBerry Platform

12 | RCS-SYM Symbian Platform

13 | RCS-AND Android Platform

14 | RCS-ANO Anonymizer Licenses

15 | RCS-TNI Injector Proxy SW License

16 | RCS-RMI Remote Mobile Infection SW License

17 | RCS-ALR Alerting Module

18 Total System ccsq(b)(m

19 20% Total Yearly Maintenance fee

20 | Option Remote Attack vector service (0-Day) - REDUCED FEE
TOTAL US$ 140,00.00

Cicom USA LLC

1997 Annapolis Exchange Parkway,
Suite 300, Annapolis Maryland, 21403
Tel: 443-949-7470 / Cell{?)©-®)NC Y Fax: 443-949-7471
Duns:963322842 Tax id: 27-2780230 Cage: 6BHN8
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From: |(D)(ﬁ);(b)(?)(c);(b)ﬂ)(F) |

Sent: Friday, December 12, 2014 4:17 PM

To: Process Coordinator - Office of Investigative Technology
Cc: FD)(G);(D)(?)(C);(D)(7)(':) |

Subject: FW: Contract for DEA DJD-12-C-0033/0006
Attachments: Invoice renewal 2014 Katie.pdf

D)(6).(D 3 ’
C):(b)(7)F [fOT Processing.

Thanks.

B)(6).(0)(7)(C).(DNTINE
me:r JB):B)THC):(BNTNF) |

Sent: Wednesday, December 10, 2014 4:42 PM
Tol[PE-ENC)ENF)

Subject: FW: Contract for DEA DJD-12-C-0033/0006

More info.

rb)(ﬁ);(D)(?)(C);(D)(T)(F) |

Unit Chief/Global Intercept Unit
DEA - Office of Investigative Technology

D)(B).(b)(T)NC)

7)C)

From: Alex Velasco [*®®X [@cicomusa.com]
Sent: Tuesday, December 09, 2014 5:05 PM
To[P BT EXF)

Cc
Subject: Re: Contract for DEA DJD-12-C-0033/0006

B)(E)-B)(7)C)
Hellojo)7)e)

Please find here as requested the invoice for renewal.

b)(4)
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As alway thank you for your business.

Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway
Annapolis, Maryland 21401
(B)(6).(0)(7)C) Office
Fax
Cell

D)E).ENTXC) (@ cicomusa.com
www.CicomUSA.com
info@cicomusa.com

This message is a PRIVATE communication. This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying, distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message, and then delete it from your system.

On Dec 9, 2014, at 3:26 PM [P© @O0 wrote:

Alex,

Attached is the contract. If you notice on the second page at Clin 3001, there is an option for the

3rd year at [s that correct?

We need an invoice for theASAP to clear our books.

Thanks,

D){8).(b)(7)(C)
(B)TF)

2
Page 150



|(D)(ﬁ):(b)(?)(c):(b)('f')(':)

Unit Chief/Global Intercept Unit
DEA - Office of Investigative Technology
B)(E).)(7)C)

[ST Logo]

<winmail.dat>

3
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— e
From: rb)(ﬁ);(b)(?)(C);(b)(?)(F)
Sent: Tuesday, December 16, 2014 3:16 PM
To: D)(B)(LYTHC):(D)TNF)
Cc:
Subject: RE: Cicom USA 20141109.002 ra
Attachments: DJD-12-C-0033.doc
Accepted.

[2)E):E)C)EXNF |
Unit Chief/Global Intercept Unit

DEA - Office of Investigative Technology
(0)(6):(D)(7)(C)

Fl.om:I(b)(6);(b)(?)(0);(b)m(F)

Sent: Monday, December 15, 2014 8:28 AM
To{P)E):B)X7N)(C): XN

Subject: Cicom USA 20141109.002 ra

Hello,

Please complete the attached receipt and acceptance form by 12/17/14.

Thank you,
()6 (B)7)(C). TN

Accounting Clerk Il
Office of Investigative Technology

USDOJ/Drug Enforcement Administration
|(D)(6):(D)(?)(C) |

1
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Verification of Receipt and Acceptance Form

IPOEMNEOENE) | yerify that the goods received or the services rendered on
the invoice referenced below have been accepted and meet the
specifications of the obligating document indicated below.

Obligation, Invoice, Accountable Property Data:
Accounting Technician to Complete

UFMS Obligation Document Type DAA

UFMS Obligation Document Number DJD-12-C-0033
Invoice Number

(See invoice attached to e-mail.) 20141109.002

DEA Asset Number (if applicable)

Accountable Property Reminder*: If accountable property has been invoiced, the Accounting
Technician is required to obtain the property asset number from the Property Custodial Assistant, For
any capitalized FAS property or system, obtain an updated FAS Property Order Sheet with the DEA Asset
Numbers recorded on the sheet. In addition, for any property not recorded in UFMS FAS, obtain a screen
print from the respective property system.

Receipt and Acceptance Data: Requestor to Complete

Delivery Date (Enter mm/dd/yyyy)

+ Goods - Date goods were delivered 12-17-14
« Services** - Last day of the service period on
the invoice

Acceptance Date (Enter mm/dd/yyyy)

. Goods - No more than 7 calendar days later than
the delivery date 12-17-14

« Services** - No more than 7 calendar days later
than the delivery date

Total Amount Accepted b)4)

Was anything on the Invoice not Accepted? NO
(Enter Yes or No)

Description of Unaccepted Goods/Services
(description of item, quantity, amount)

Enter additional information, as needed.

This form must be completed and returned by the Requestor within 5 business days
from date sent by the Accounting Technician.

*Accountable property is nonexpendable property with an estimated useful life of two years or more and
fits into one of the following criteria: 1. Property with an acquisition cost of $2,500 or more, 2. Sensitive
property regardless of cost that requires special control and accountability due to unusual rate of loss,
theft or misuse, data sensitivity, potential loss of life, or due to national security considerations.
Examples include equipment with data storage capability (e.g., laptop computers, tablets, cell phones,
thumb drives, blackberries, cameras, portable digital assistant (PDA), global positioning system (GPS)),
weapons, surveillance equipment, safes, and medical chairs). 3. Abandoned or forfeited property,
regardless of dollar value, which has been placed into service. 4. Capitalized personal property

**For services paid in advance, the delivery and acceptance date is the invoice log date. See FAMPM
Section III, 1.5.5.1 for services that may be paid in advance.

213114
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(D)(B):(0)(T)(C)-(BXTHF)

From:

Sent:

To:

Subject:
Attachments:

Importance:

Process Coordinator - Office of Investigative Technology
Monday, November 05, 2012 12:07 PM
|(D)(6);(D)(?)(C);(D)(7)(F)
CICOM USA 20121031301
DEA Invoice 20121031301.pdf

High

INVOICT: CICOM USA 20121031301

20 D-13-8N1-0236
QHA/DID-12-C-0033

|(b)(6);(b)(?)(c);(b)(7)(F) |

Process Coordinator

Olfice of Investigative Technology

|(b)(6);(b)(?)(c)

From: Alex Velasco [P)6):()7XC)

cicomusa.com]

Sent: Monday, November 05, 2012 11:27 AM

To: Process Coordinator - Office of Investigative Technology;|“’)(6)?(")(”(‘3)?(")”)(5

Subject: Invoice RCS system po DID-12-C-0033

Importance: High

Hello.

Please find here invoice for pip-12-c-0033,

If you have any questions please do not hesitate to call.

Looking forward to great continued business relations,

Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway

Annapolis, Maryland 21401
(0)(6):(b)(7)(C) Office

FFax

Cell

BY(B):(b)(7HC) @cicomusa.com
www.CicomUSA.com
infol@cicomusa.com

1
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This message is a PRIVATE communication. This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying, distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message, and then delete it from your system.

2
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Invoice . / Cl Cgsr'l[g

Attention: DX (O)TIC)-(OXIXF) Project Title: RCS
Title: SAC Project HT RCS Special Package
Description:
Company Name:  DEA-STII P.O. Number: DJD-12-C-0033
Address: Invoice Number: 20121031301
City, State Zip Lorton, VA Quote: 20110122202
Code:
Date: October 31,2012 Term: 30 day
Product Description Quantity Unit Price Cost
Code b)(4)
1 CURS-FE- Front-End SW License
HS
2 CURS-LR- Back-End SW License
HS

Operators Console
CURS-ADM Admin
CURS-TEC Tech
CURS-W Log Viewer License
CURS-TRG Targets

CURS-WIN PC Windows Platform (XP/Vista/
7-32&64 bit)

8 CURS-MAC MacOS Platform

9 CURS-WM Windows Mobile Platform (WM6-

~N o0 AW

WM6.5)
10 CURS-IPH iPhone Platform
11 CURS-SYM Symbian Platform
12 CURS-BB Blackberry Platform

13 CURS-ADR Android Platform

14 CURS-PR  Anonymizer SW License

15 CURS-IPS Injection Proxy SW License

16 CURS-RMI RMI (Remote Mobile Infection) SW
License

17 CURS-ALM Alerting Module

Continued on Page 2

Cicom USALLC, 1997 Annapolis Exchange Parkway,
443-949-7470 Suite 300, Annapolis Maryland, 21403
443-949-7471 Fax DUNS: 963322842 Tax id: 27-2780230 Cage: 6BHN8
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invoice oeeom
Page 2
Attention: (P)(@):(EXNIC)ATIE) Project Title: RCS
Title: SAC Project HT RCS Special Package
Description:
Company Name:  DEA-STII P.O. Number: DJD-12-C-0033
Address: Invoice Number: 20121031301
City, State Zip Lorton, VA Quote: 20110122202
Code:
Date: Qctober 31,2012 Term: 30 day
Product Description Quantity Unit Price Cost
Code
18 CURS-TR  RCS Training Sessions b))
Installation & Operations: 3-day at
Customer Premise
Advanced: 5-day at HT Headquarters
Advance infection techniques with
RCS
In-depth hands on exercise
Source code inspection
19 CURS-EXP Exploit Portal Full Access (Zero-Day
level)
On the fly injection into downloaded
applications/update
Webpage code injection during
browsing
Embed RCS into common file formats
(Zero-day exploit)
20 CURS- Maintenance
MAINT
RCS Software Update (bug fixing,
software enhancements)
Dedicated Support through Web
Ticketing System
Third Party Maintenance managed by
HT support through official vendor
channel
Amount Due: $575,000.00

Bank Information:
PNC Bank Routing[”“"®
Account Number #

Cicom USALLC,
443-949-7470
443-949-7471 Fax

1997 Annapolis Exchange Parkway,
Suite 300, Annapolis Maryland, 21403

DUNS: 963322842 Tax id: 27-2780230 Cage: 6BHN8
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rb)(ﬁ):(b)(?)(C);(b)(T)(F)

From: Process Coordinator - Office of Investigative Technology

Sent: Monday, December 16, 2013 3:18 PM

To: rD)(ﬁ);(b)(?)(c);(b)ﬂ)(F)

Subject: CICOM INV 20130621.001

Attachments: year one maintance DJD-12-R-0033-+ .pdf; Untitled attachment 00013 .htm;

signature.asc

SPECIAL REQUEST!! Please process as soon as possible. The vendor is ready to recall the

licenses. @ please forward to[PO-ENELCXNE  or receipt/acceptance. We will be using 9/20/13 as the
receipt/acceptance date as it was the last day of training.

CICOM
20130621.001

2C D-14-5T7-19730
QHA/DID-13-C-0033

Thanks,
rb)(6):(D)(?)(C);(b)(7)(':)|

From: Alex Velasco|®)(6):(e)(7)C) |@cicomusa.com]

Sent: Wednesday, December 04, 2013 11:11 AM

To: Process Coordinator - Office of Investigative Technology
Cc:[PIE®)NC):EINF) |
Subject: Re: Invoices

Hello,

Please find here following invoice for RCS system Maintenance and upgrades.

1
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CICOn
USA

Invoice

Attention: |(D)(6);(D)(?)(C);(D)(7)(F) Project Title: HT RCS Da Vinci

Title: Project One year Maintenance

Company Name DEA OIT P.0. Number “DID-12-R-0033

Address Invoice Number 20130621.001

City, State Zip Quote .

Valid Till date Date issued June 21,2013

Item No. | Product Description Quantity | Unit Price | Cost

Code

T | 1001 RCS- MAIN 1 YEAR MAINTANCE FORRCs |24
1YEAR SYSTEM 20% BASED ON

SYSTEM COST OF $575,000.00
WITH NO ADDITIONAL

2 0002 RCS- Training Additional

training/Installation done at

lncatiol‘*b)(?)(E} |

3 0003 RCS-Training Travel expense for additional
Travel expense training at requested location

4 0004 RSC-TSL13 Additional License as per
RCS-USL 3 Cicom Quote 20130820.1

5

6

7

8

9

10

11

12

DUE BY DECEMBER 31ST Zﬂli TOTAL Fb)(ll)

Cicom USA LLC
1997 Annapolis Exchange Parkway,
Suite 300, Annapolis Maryland, 21403
Tel: 443-949-7470 / Cell:[®XC:E)X7XC) Y Fax: 443-949-7471
Duns:963322842 Tax id: 27-2780230 Cage: 6BHNS8
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Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway
Annapolis, Maryland 21401
(B)(6).(0)(7)C) Office
Fax
Cell

PEmOC  J@cicomusa.com
www.CicomUSA.com
info@cicomusa.com

This message is a PRIVATE communication. This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying, distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message, and then delete it from your system.

On Dec 3.2013. at 9:46 AM (D)(B):(0)(T)(C)-(BXTHF)

wrote:

When you do get a hold ofl |p|ease tell her to send the invoice to:

Invoice.investtech@usdoj.gov

That will go to our fiscal group for processing.[”®

b)(5) 0 the sooner the better! Thanks.

rb)(ﬁ);(D)(?)(C);(D)(T)(F) |

From: Alex Velasco [?©-()7)XC) l@cicomusa.com]
Sent: Monday, December 02, 2013 8:21 PM

To:[PE:EMC):EXNF
Cc:
Subject: Re: Invoices

I [ey (D)(B):(0)(T)(C)-(BXTHF)

I am out of the country, I need to check withl |my accountant. it should have been sent!
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Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway
Annapolis, Maryland 21401
B)(6).(B)(7)C) Office

Fax

Cell

P)EXB)7TIC) [@cicomusa.com

www.CicomUSA.com
info@cicomusa.com

This message is a PRIVATE communication. This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying, distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message, and then delete it from your system.

On Dec 2, 2013, at 4:13 PM, [POO0OO00

wrote:

Any status on those?
Sent from my crackberry.
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From: [EXE-EINE)EXNE) |

Sent: Monday, December 16, 2013 4:36 PM
To: |(b)(5);(b)(?)(c);(b)(7)(F) |

Subject: RE: Cicom USA 20130621.001
Attachments: Cicom R and A.doc

Here it is. Thank you!

From:PYEXE)7N)C)®X7)F)

Sent: Monday, December 16, 2013 3:28 PM
To{®)E:ENC)BXNE

Subject: Cicom USA 20130621.001
Importance: High

Hello,

Please complete the attached receipt and acceptance form by COB today.

Thank you,
(0)(6):(B)(7)(C):L)T)F)

Accounting Clerk Il
Office of Investigative Technology

USDOJ/Drug Enforcement Administration
[B)(6). B)7)(C)

1
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Verification of Receipt and Acceptance Form

1, [2X®:B)XNC)RXNF) \verify that the goods received or the services
rendered on the invoice referenced below have been accepted and meet the
specifications of the obligating document indicated below.

Obligation, Invoice, Accountable Property Pata:
Accounting Technician to Complete !

UFMS Obligation Document Number DJD-12-d-0033

UFMS Obligation Document Type QHA
Invoice Number f
(See Invoice attached to e-mail.) 2,501:??3?(33&;0‘0(1;? \

DEA Accountable Property*
Reminder: If accountable property has been invoiced, the Accounting Technician is
required to obtain the asset number and print screen of the property system record
from the Property Custodial Assistant, (If the property is in th'g Fixed Asset
subsystem (FAS), a print screen of the property record is not necessary, as the
Accounting Technician can verify the property record in UFMS,

Recelpt and Acceptance Data: Requestor to Complete

Delivery Date (Enter mm/dd/yyyy)

« Goods - Date goods were delivered 09/20/2013
« Services - Last day of the service period on the
invoice

Acceptance Date (Enter mm/dd/yyyy)

« Goods - No more than 7 calendar days later than
the delivery date 09/20/ 2413
« Services - No more than 7 calendar days later
than the delivery date

Total Amount Accepted b))

Was anything on the Invoice not Accepted? NO
(Enter Yes or No)

Description of Unaccepted Goods/Services
(description of item, quantity, amount)

+

Enter additional information, as needed.

This form must be completed and returned by the Requestor within 5 business days
from date sent by the Accounting Technician.

*Accountable property is an item with an acquisition cost of $2,500 or more and an estimated service life
of two years or more; or property classified as sensitive, regardless of cost or service life. Sensitive
property includes property that has data storage capability, Is easily pilferable, can endanger the health
or safety of the public, or can damage agency/national security. Examples Iinclude portable electronic
devices (e.g, laptop computers, blackberries, cell phones), firearms, badges, credentials, property
containing hazmat material (e.g., televisions, refrigerators), and all abandoned/forfeited property placed
into service.

8/6112
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