U.S. Department of Justice

Criminal Division

Office of Enforcement Operations Washington, D.C. 20530

VIA Electronic Mail August 13, 2020

Jonathan Manes, Esg.

Roderick & Solange MacArthur Justice Center Request No. CRM-300680988

160 E. Grand Ave., Sixth Floor Privacy International et al. v. Federal
Chicago, IL 60611 Bureau of Investigation, et al.,18-cv-1488
jonathan.manes@law.northwestern.edu (W.D.N.Y.)

Dear Mr. Manes:

This is the ninth installment of the Criminal Division’s rolling production regarding your
Freedom of Information Act request dated September 10, 2018, for certain records pertaining to
“computer network exploitation” or “network investigative techniques.” Your request is
currently in litigation, Privacy International, et al. v. Federal Bureau of Investigation, et al., 18-
cv-1488 (W.D.N.Y.). You should refer to this case number in any future correspondence with
this Office. This request is being processed in accordance with the interpretation and parameters
set forth by defendants in the July 12, 2019, letter to you from Senior Trial Counsel Marcia
Sowles, as well as subsequent conversations regarding the Criminal Division’s processing of the
request.

Please be advised that a search has been conducted in the appropriate sections, and we are
continuing to review and process potentially responsive records. After carefully reviewing 756
pages of records, | have determined that 99 pages are responsive to your request, and all of the
material is appropriate for release in full, copies of which are enclosed.

For your information, Congress excluded three discrete categories of law enforcement
and national security records from the requirements of the FOIA. See 5 U.S.C. 8 552(c). This
response is limited to those records that are subject to the requirements of the FOIA. This is a
standard notification that is given to all our requesters and should not be taken as an indication
that excluded records do, or do not, exist.

You may contact Senior Trial Counsel Marcia K. Sowles by phone at (202) 514-4960, by
email at Marcia.Sowles@usdoj.gov, or by mail at the Civil Division, Federal Programs Branch,
1100 L Street, N.W., Room 10028, Washington, D.C. 20005, for any further assistance and to
discuss any aspect of your request.

Although I am aware that your request is the subject of ongoing litigation and that
appeals are not ordinarily acted on in such situations, |1 am required by statute and regulation to
inform you of your right to an administrative appeal of this determination. If you are not satisfied
with my response to this request, you may administratively appeal by writing to the Director,
Office of Information Policy (OIP), United States Department of Justice, 441 G Street, NW, 6th


mailto:jonathan.manes@law.northwestern.edu
mailto:Marcia.Sowles@usdoj.gov

Floor, Washington, D.C. 20530, or you may submit an appeal through OIP's FOIA STAR portal
by creating an account on the following website: https://foiastar.doj.gov. Your appeal must be
postmarked or electronically transmitted within 90 days of the date of my response to your
request. If you submit your appeal by mail, both the letter and the envelope should be clearly
marked “Freedom of Information Act Appeal.”

Sincerely,

ot Buoklfoeh thr

Amanda Marchand Jones
Chief
FOIA/PA Unit
cc: Marcia K. Sowles

Senior Trial Counsel

Civil Division, Federal Programs Branch

1100 L Street, N.W., Room 11028

Washington, D.C. 20005

Marcia.Sowles@usdoj.gov

Michael S. Cerrone
michael.cerrone@usdoj.gov

Enclosures
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF MARYLAND

INTHE MAHER OF THE SEARCH ) A
OF COMPUTERS THAT ACCESS ) Case No. \ =" ™
"\WIEBSITES 1-23" )

AHIDA VIT IN SUPPORT OF APPLICATION FOR SEARCH WARRANT

I, being first duly sworn, hereby depose and state:

INTRODUCTION
1. I have been employed as a Special Agent ("SA™) with thc Fedcral Bureau of
hl\'estigation (FBI) since_ and | am currently assigned to the FI3I's Violent Crimes

Against Childrcn Scction, Major Case Coordination Unit ("MCCU"). | currently investigatc federal
violations concerning child pornography and thc sexual exploitation of children and havc gaincd
cxperience through training in seminars, classes, and everyday work related to these typcs of
investigations. | havc participated in the execution of numerous warrants involving the search and
scizure of computers, computer equipment, software, and electronically stored infonnation, in
conjunction \\ith criminal investigations pertaining to child pornography the sexual exploitation of
children. 1 have received training in the area of child pornography and child exploitation, and have
had the opportunity to observe and review numerous examples of child pornography (as defincd in
18 U.S.C. ~2256) in all forms of media including computer media. |1 am an "investigative or law
cnforcement officer" of the United States within the meaning of Section 2510(7) of Title 18, United
States Code, and am empowered by law to conduct investigations of, and to make arrcsts for,

offenses enumerated in Section 2516 of Title 18, United States Code.
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2. I make this affidavit in support of an application for a search warrant to use a network
investigative technique ("NIT") on users of Websites 1-23 as further described in this affidavit and
its attachments.!

3. The statements contained in this affidavit are based in part on: information provided
by FBI Special Agents; written reports about this and other investigations that | have received,
directly or indirectly, from other law enforcement agents, including foreign law enforcement
agencies as described below; information gathered from the service of administrative subpoenas; the
results of physical and electronic surveillance conducted by federal agents; independent investigation
and analysis by FBI agents/analysts and computer forensic professionals; my experience, training and
background as a Special Agent with the FBI, and communication with computer forensic
professionals assisting with the design and implementation of the NIT. This affidavit includes only
those facts that | believe are necessary to establish probable cause and does not include all of the
facts uncovered during the investigation.

REI FVANT STATUTES

4, This investigation concerns alleged violations of: 18 U.S.C. 32252A(g), Engaging in
a Child Exploitation Enterprise; 18 U.S.C. SS 2251(d)(I) and (e), Advertising and Conspiracy to
Advertise Child Pornography; 18 U.S.C. SS 2252A(a)(2)(A) and (b)(l), Receiving and

Distributing/Conspiracy to Receive and Distribute Child Pornography; and 18 U.S.C. S

1 The actual names of Web sites 1-23 are known to law enforcement. The sites remains active and disclosure afthe
names of the sites would potentially alert users to the fact that law enforcement action is being taken against the sites,
potentially provoking users to notifY other users of law enforcement action, flee, andlor destroy evidence.
Accordingly, for purposes of the confidentiality and integrity of the ongoing investigation involved in this matter,
specific names and other identifYing factors have been replaced with generic terms.

2

%.If 3
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2252A(@)(5)(B) and (b)(2), Knowing Access or Attempted Access With Intent to View Child

Pornography.

a.

18 U.S.C. ~ 2252A(g) prohibits a person from engaging in a child
exploitation enterprise. A person engages in a child exploitation enterprise if the
person violates, inter alia, federal child pornography crimes listed in Title 18,
Chapter 109A, as part of a series of felony violations constituting three or more
separate incidents and involving more than one victim, and commits those
offenses in concert with three or more other persons;

18 U.S.C. ~~2251(d)(l) and (e) prohibits a person from knowingly making,
printing or publishing, or causing to be made, printed or published, or conspiring
to make, print or publish, any notice or advertisement seeking or offering: (A) to
receive, exchange, buy, produce, display, distribute, or reproduce, any visual
depiction, if the production of such visual depiction involves the use of a minor
engaging in sexually explicit conduct and such visual depiction is of such
conduct, or (B) participation in any act of sexually explicit conduct by or with
any minor for the purpose of producing a visual depiction of such conduct;

18 U.S.C. ~~ 2252A(a)(2) and (b)(I) prohibits a person from knowingly
receiving or distributing, or conspiring to receive or distribute, any child
pornography or any material that contains child pornography, as defined in 18
U.S.c. ~ 2256(8), that has been mailed, or using any means or facility of
interstate or foreign commerce shipped or transported in or affecting interstate or

foreign commerce by any means, including by computer;
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d.

18 U.S.C. SS 2252A(a)(5)(B) and (b)(2) prohibits a person from knowingly
possessing or knowingly accessing with intent to view, or attempting to do so,
any material that contains an image of child pornography, asdefined in 18 U.S.C.
S 2256(8), that has been mailed; or shipped or transported using any means or
facility of interstate or foreign commerce or in or affecting interstate or foreign
commerce by any means, including by computer, or that was produced using
materials that have been mailed or shipped or transported in or affecting interstate

or foreign commerce by any means, including by computer.

DEFINITIONS OF TECHNICAL TERMS USED IN THIS AFFIDAVIT

5. The following definitions apply to this Affidavit:

a.

"Bulletin Board” means an Internet-based website that is either secured
(accessible with a password) or unsecured, and provides members with the ability
to view postings by other members and make postings themselves. Postings can
contain text messages, still images, video images, or web addresses that direct
other members to specific content the poster wishes. Bulletin boards are also
referred to as "internet forums" or "message boards." A "post" or "posting” isa
single message posted by auser. Users of a bulletin board may post messages in
reply to a post. A message "thread" refers to a linked series of posts and reply
messages. Message threads often contain a title, which is generally selected by
the user who posted the first message of the thread. Bulletin boards often also
provide the ability for members to communicate on a one-to-one basis through

"private messages.” Private messages are similar to e-mail messages that are sent



Case 8:13-mj-01744-WGC Document 24 Filed 10/31/16 Page 5 of 99

between two members of a bulletin board. They are accessible only by the user
who sent/received such a message, or by the bulletin board administrator.

b. "Child erotica,” as used herein, means any material relating to minors that
serves a sexual purpose for a given individual, including fantasy writings, letters,
diaries, books, sexual aids, souvenirs, toys, costumes, drawings, and images or
videos of minors that are not sexually explicit.

C. "Child Pornography,” as used herein, is defined in 18 U.S.C. S 2256 (any
visual depiction of sexually explicit conduct where (a) the production of the
visual depiction involved the use of a minor engaged in sexually explicit conduct,
(b) the visual depiction is a digital image, computer image, or computer-
generated image that is, or is indistinguishable from, that of a minor engaged in
sexually explicit conduct, or (c) the visual depiction has been created, adapted, or
modified to appear that an identifiable minor is engaged in sexually explicit
conduct).

d. "Computer,” as used herein, is defined pursuant to 18 U.S.C. S 1030(e)() as
"an electronic, magnetic, optical, electrochemical, or other high speed data
processing device performing logical or storage functions, and includes any data
storage facility or communications facility directly related to or operating in
conjunction with such device."

e. "Computer Server" or "Server," as used herein, is a computer that is attached
to a dedicated network and serves many users. A web server, for example, is a

computer which hosts the data associated with a website. That web server
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receives requests from a user and delivers information from the server to the
user's computer via the Internet. A DNS (domain name system) server, in
essence, is a computer on the Internet that routes communications when a user
types a domain name, such as www.cnn.com. into his or her web browser.
Essentially, the domain name must be translated into an Internet Protocol (IP)
address so the computer hosting the web site may be located, and the DNS server
provides this function.

f. "Computer hardware," as used herein, consists of all equipment which can
receive, capture, .collect, analyze, create, display, convert, store, conceal, or
transmit electronic, magnetic, or similar computer impulses or data Computer
hardware includes any data-processing devices (including, but not limited to,
central processing units, internal and peripheral storage devices such as fixed
disks, external hard drives, floppy disk drives and diskettes, and other memory
storage devices); peripheral input/output devices (including, but not limited to,
keyboards, printers, video display monitors, and related communications devices
such as cables and connections), as well as any devices, mechanisms, or parts that
can be used to restrict access to computer hardware (including, but not limited to,
physical keys and locks).

g. "Computer software,” as used herein, is digital information which can be
interpreted by a computer and any of its related components to direct the way
they work. Computer software is stored in electronic, magnetic, or other digital

form. It commonly includes programs to run operating systems, applications, and


http://www.cnn.com.
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utilities.

h. "Computer-related documentation,” as used herein, consists of written,
recorded, printed, or electronically stored material which explains or illustrates
how to configure or use computer hardware, computer software, or other related
items.

i. "Computer passwords, pass-phrases and data security devices," as used
herein, consist of information or items designed to restrict access to or hide
computer software, documentation, or data. Data security devices may consist of
hardware, software, or other programming code. A password or pass-phrase (a
string of alpha-numeric characters) usually operates as a sort of digital key to
"unlock" particular data security devices. Data security hardware may include
encryption devices, chips, and circuit boards. Data security software of digital
code may include programming code that creates "test" keys or "hot" keys, which
perform certain pre-set security functions when touched. Data security software
or code may also encrypt, compress, hide, or "booby-trap" protected data to make
it inaccessible or unusable, as well as reverse the progress to restore it.

J. "Hyperlink" refers to an item on a web page which, when selected, transfers
the user directly to another location in a hypertext document orto some other web
page.

k. The Internet is a global network of computers and other electronic devices
tbat communicate with each other. Due to the structure of the Internet,

connections between devices on the Internet often cross state and international
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