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| Arrival Monday Tuesday Wednesday Thursday i Friday
| Sunday 08 October 09 October 10 October | 11 October 12 October
09.00- | Course opening | 09.00- | Intelligence led 09.00- | Economic crime 09.00- | Introduction to 09.00- | Investigation
10.00 | and 10.00 | Investigations 10.00 10.00 | ciber threaths 10.00 | through data
Introduction of * analysis
CEPOL ==
and the
WB FI Project
10.00- | ‘Family Photo’ 10.00- | Preliminary 10.00- | Tax Crime 10.00- | OSINT and 10.00- | Evaluation
11.00 | and 11.00 | investigations 11.00 h 11.00 | Darknet 11.00
Arrival of Introduction and Prosecutor led Investigations
participants irlvastiiaticns *
11.00- | Coffee Break 11.00- | Coffee Break 11.00- | Coffee Break 11.00- | Coffee Break 11.00- @ Coffee Break
11.30 11.30 11.30 11.30 11.30
11.30- | From Money to | 11.30- | Joint Investigation 11.30- | Albanian 11.30- | OSINT and 11.30- | Certification
12.30 | crime or vice 12.30 | Team(s 12.30 | speaking 12.30 | Darknet 12.30
versa with organised crime Investigations
Drug Traffickin in the EU and *
| Transatlantic
12.30- | Lunch 12.30- | Lunch 12.30- | Lunch 12.30- Lunch 12.30- | Lunch
13.30 13.30 13.30 13.30 13.30
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Monday 08 Tuesday 09 Wednesday 10 Thursday 11 Friday 12
13.30- | Example of 13.30- | Joint Investigation 13.30- | Camden Assets 13.30- | OSINT and
14.30 | Succesful Action 14.30 | Team(s 14.30 | Recovery 14,30 | Darknet
Plans, including Network (CARIN); Investigations
National Drug Criminal Assets *
Strategies and Strategy
against OC and
_ Money
Laundering;
Development of
Joint Investigation
Unit;
Financial
Investigation Departure of
Units participants
14.30- | Coffee break 14.30- | Coffee break 14.30- | Coffee break 14.30- | Coffee break
15.00 15.00 15.00 15.00
15.00- | Various forms of 15.00- | JIT case stud 15.00- | EUROPOL 15.00- | Drug Markets on
16.00 | money laundering | 16.00 ﬁ 16.00 16.00 | the Internet and
in Drug Trafficking Darknet
16.00- | Discussion / 16.00- | Challenges in asset | 16.00- | EUROPOL 16.00- | Cross cutting
17.00 | worksho 17.00 | recovery: 17.00 17.00 | multidisciplinary
Discussgion challenges —
discussion
19.00 | Dinner Dinner 19.00 | Dinner 19.00

19.00
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. Significance of the Kosovo War
. Albanian speaking criminals in the EU

. Albanian speaking organised crime

Cocaine market dominance




X

Many of those who
entered have since
been identified as
‘Albanian speakers’, of
Albanian origin.

f

Leave to remain,
followed by residence
status was granted.

f

Entry into the UK as
‘refugees fleeing
conflict in Kosovo'.

|

No checks were made
with the Albanian ‘Civil
Registry’.

Logical

Q
g
i
(/5]

Significance of the Kosovo War

A _ j‘;;;--W.v“‘w 3 2009 UK introduces:
>t dig I Ay o National Referral Mechanism
2016: 408 Albanian nationals K "-; N e A framework for identifying
refused entry to Ireland (of 3002 |/ o victims of human trafficking
across nationalities) I ; and modern slavery, and
Scrutiny reveals referrals that do ensurmg Sy iegeive
appropriate support.

not meet criteria. (1049+ in 2017)

st | bania | Xosoo |
4

Goh | e Y 2017 5145 777(1)
Treak [P W i ]
P i \ M~y 2016 3804 699 (1) 4
A Yy 2015 3261 600 (1) 2
e NS A 2014 2339 449 (1) 3
r L™ f .'r._ ’ preseer e
i Les 4/ i 2013 1745 268 (1) 0
3TV BN TR I
. PR S Syear 16294 2793 13
;_'. o : a4 “ ) g (17%)
i ' < 1998 — 1999 significant
e | migration, due to
: o Kosovo War.
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a@ Established and
: active presence of

Albanian speaking

® organised crime.
[* Crime Types:
Il @
| =] Other organised ‘
[4+]  crime nationalities Drug Trafficking
b involved with Cocalne
(¥p] Albanian speaking Heroln .
OC. Transport/ Cannabis
Logistics / Trafficking
Human Trafficking &
Organised

Immigration Crime

Modern Slavery &
Sex Industry

& Exploitation
Commonly claimed B .
nationalities by

Money Laundering

Albanian speaking 7 T & Cash Smuggling

criminals.

l I Firearms
— Violence
ol ss—
L) - Corruption &
i st
e ol i Border/ Port
; === ol Security Breaches
e
J.';)v 'y
_ o [
v



g'sb

StraTac|¥e=yez)|

Albanian Speaking Organised Crime

A | 28 o
0

Cocaine S 'I'.R o _‘-.__J”ll\. T ?’:r\.{
ocaine Supply 7.\ b e TN
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T 3
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Organised
tmmigration Crime :‘{:‘

\
1 }a — : " Heroin & Cannabis
[ 3 L Trafficking
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|ﬁ Cocaine market dominance

Significant Maritime Opportunity into Western Europe

Lop

StraTac

Guayaquil, Ecuador
UK cocaine kilogram prices, since Albanian Speaking OC

Caracas, Venezuela
2012

£45,000

Speaking OC

prices

Large Workforeel L 00 0

T Monéy Exchiange LSmuggling, |
S

Highly Corpetitive Pricing:

Reputation Generates Fear

GESERA £40,000 £37,000 £35000 £33,000 £30,000 £28,000
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1. Information, Intelligence, Evidence...

2. Example of developing scenario

3. Discussion




Information, Intelligence, Evidence...

[ Information

" Sensitive
__ Source

 official

\._Disclosure - Regulator or
o Regulatoror
S TERREnEY

[[l ey
ok

AT L Opap T,
\,__ Source’

//{ Intelligence

Research

Open ~
Investigation H

Investigation

b///
[ Evidence

)
L

Y

| CasePrepargy |

\lﬁ"
. Crime established

Ve

/

Covert
Operation



1 Example of developing scenario

2

'gj [ Information ] Intelligence
=
L /
[ﬁ / \\\__
I‘g = % Sgnﬂtlus_e / \\‘
: . Source -
n TReTRatoRs = FCTT
incalirae gt  law : Regulator or. :
Partner . Lawenforcement agulator or Agency
Mr Anthony is Mr Anthony is 4
MI: ;:n:l:on\rihasf . regularly In NW planning to import Mr Anthonvk Mr Anthony is a Mr Anthony has
aﬂ?: : Caly sab‘u Spain with coraine with associating with a close associate of made numerous
and.Colombia ‘Facebook’ pictures assoclates Dutch, Albanian & ’ the owner of 3 suspicious
% British nominals ¥ transport company transactions

; N . ¥ N
Numerous Opportunlitles ' '

- I

Mobile phone Social Media Enquiries with UK & Netherlands Lol isolie Bank enquiries
billing Photographs of Europol intelligence P ¢ e payments to UK,
Travel Agent travel companions {Confirm criminal British is cacaine e traflsporl Spain, Netherlands.
Dates of flights Associate in Spain associates supplier ‘“!"‘P:“"' NSSHAS I At times linked to

: ; Hotel Assoclate Q Albania Reveal previous Dutch owns VAt CrUgs; people previous

.v Travel companions importations warehouses and cash smuggling importation



Discussion

z ¢ | i ; z Mobil
Social Media Telecomm’s Data ntrL'sze Wire Tapping O_b 7
Surveillance Surveillance
anking & Car Travel & 8
2 g Open Source Flights & Hotels Social and Leisure L PRI
Investments Borders Interests
Natine !
Family & Friends

Question: Which m!iﬂéem‘s%‘MOrkmg well for you?
%}m}-'m Wy ;:n':r; '“thjm

Question: Which intelligence sources could work better for you?

P



Contact

TSR R s W ww wrho e

Drugs, Organised Crime &

AGED Slmteglc& Tactical Witness, Evidence &
Safeguarding Advisor

Threat, Risk & Harm _ ook
e nctiunmannes!gn il Investigation Courses

Consultant

3
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‘From Money to Crime
or vice versa with Drug Trafficking’

Drug
Trafficking
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1. Cocaine: wholesale flow and cash based expenditure
2. Investment, overheads, diversification and reinvestment

3. Revenue and profit... UK example: 30 tons of cocaine




Laundering

Position in supply
chain determines
return

Point of access
determines outlay

Combination
incorporates risk
and .reward

All rely on volume
cash access and
audit free
movement

Cash

l Smuggling
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£
£
7]

Colombia Trinidad & Tobago

| US$4000.

Cocaine

Storage, Concealment, Transport,
Corruption, Staff, Security Breaches,
Money Exchange & Distribution.

Business and industry

i i
Corruption of officials

Huwis,

Property development

Ed

High value items

Other Drugs: Organised
heroin, cannabis,

synthetics

Human
Trafficking

Immigration
Crime

Modern Siavery High value NI
& Sexual TG )
Exploitation icking
Money ) !
Laundering Cash Smuggling § Economic Crime

Proceeds fund other crimes




Revenue and profit... UK example: 30 tons of cocaine n .v

N7
1N

Wholesale mark

et

2

deals
Criminal investment

&
=
Bt
et
N

ot Eie0- scdinlon|

Import
30 tonnes

Based on cocaine purchase in the
primary markets (to the UK) in

e k_‘.i_"
2N

Retail market

Calculations utilise representative prices {from a range) [ vdide; LU
No account is factored for bulk discount S— Gram deals
Common unit sizes and adulteration ratios are employed Profit £700 milllon |

‘Profit’ may be impacted upon by varying overheads - - -
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ey Consultant U : 1 diss Investigation Courses Safeguarding Advisor




A

OSEAN LNKOM AGITNC Y FOR

Financial Investigation in relation )CEF’OL
to Drug Trafficking

8th to 12t October 2018

Prishtina, Kosovo

Organised
Crime

‘Strategic Action Plans and
s | ki National Drug Strategy example’

Trafficking
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Looking at the threat differently
Trafficking examples

Strategic Action planning

Single Vision

Tactical Response planning

Good practice for Strategic Action Plans



Looking at the Drugs Threat differently *--“ﬂ'-'

Identify and
Understand the
Threat and Risks
Good quality
intelligence and
information |

& ~ vulnerability

Relevant and focused
analysis and research

Accurate and unbiased
reporting

Well informed and
considered Strategy

Disrupt the Threat
Mitigate the Risks
Reduce the Harm



Trafficking examples

This does not have to happen, it is
a ruthless criminal choice to
exploit other human beings




leks bil Drivers

Vulnerabilities

- Enablers

Exploitation o

Opportunity Logistics
Platforms

Harm

International Naison |
Project participation
Operatlonal |
collaboration

. Strategic Action Plan i‘— B Leadership

] i —

Coordination

-——-[ Threat l“—-—
l Governance

What do you

want to achieve? ll Communication

l Single Vision

. Multi-agency
partnerships

. Combined policies

. Resource deconfliction



Single Vision: Example for Kosovo ': ‘v

traTacl¥esle:

L~
'

“Through a well informed and coordinated response to the impact
from the Threat of Drug Trafficking (and associated crimes) upon
the security, integrity and well being of Kosovo; achieve mitigation
of Risks and reduction in Harm”.




National criminal groups
overseas

Foreign criminal groups
in country

Transport and routes
Origin and transit
locatlons

1Ncit funding and
investment

Exploitation of legltimate
trade and Industry

Border & port
securlty

Corruption of officlals
& workers

Avlation safety
Maritime
exploltation
Concealment and
cover loads

Parcel and postal
system

Import / export of
Iicit funds

Organised Crime
Groups

Firearms and violent
crime

Domestic drug
production
Exploitation of illicit
workforce

Domestic  networks
and gangs

Cash aggregation &
movement

Dangerous
substances

Iinternet / postal
supply

Domestic market
dynamlcs

‘Health’ impact
Public messaging &
educatlon
Associated violence
Young & vulnerable
persons

*® 8 & & 8 & »

Money laundering
Cash smuggling
High value theft
Human Trafficking
Modern Sfavery
Immigration crime
Prison securlty and
stability

Corruption

Cyber enabled
supply

Economic Crime



Good Practice for Strategic Action Plans - CRAFT 7

(o]

[. Collaborative Working with partners in country and internationally

Realistic Establish objectives and deadlines that at achievable, not just aspirational

A Adaptable Be prepared to include new priorities and remove achieved objectives

=

F [ Focused Do not be distracted by an ‘incident’. The strategy is a long term
commitment
T | Transparent Make actions clear, define outcomes to achieve, assign ownership and

Fs

i report performance, progress and barriers to success
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Threat, Risk & Harm
Consultant

Contact

Strategic & Tactical Witness, Evidence &
Action Plan Design investigation Courses

Drugs, Organised Crime &
Safeguarding Advisor
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‘Drug markets on the Internet and
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1. Disrupting and influencing the market
2. Importation, sale, distribution and purchase (UK example)
3. Substances of particular legal interest

4. High level vendors, markets and opportunities

5. Mechanisms for NPS and Internet sales control

2



e fS

Pre-2016

Street dealers

Internet

— - -}
Eﬁ The market before legislation §=h
H |

Linma g

online company

Disrupting & Influencing the Market

Psychovactive

Open’ 3Ud|t tralls' tradltlonal Substances Act 2016

What is ‘online’?

E

J_ o090

oy | - N
am| SO e =
cash Street dealers .

Smart Phone Apps
Messenger Groups

--P“-b Q@O ﬁ

[ 23N ]
I l |
Crypto Currency

card payments

Postal i Darknet Encrypted Vendor Postal
service ' service
[N X
» 5 il = M =» =
cash P I ! & = ( Where are the

shops

opportunities?

OFFICIAL USE ONLY Social Media



Importation-Distribution-Sale-Purchase (UK)

M OFFICIAL USE ONLY



i; Three substances of particular legal interest

Nitrous Oxide

Synthetic Cannabinoids

traTacl¥e

L~
!

Already covered by the
Misuse of Drugs Act 1971,
together with other
substances such as NBOM (an
LSD type drug).

Transferred to the Misuse of
Drugs Act 1971, from the
Psychoactive Substance Act
2016 —in 2017 (deemed too
harmful not to be enhanced
to higher legislation.

Legal challenge that Nitrous
Oxide is a ‘medicine’ and
exempt under the
Psychoactive Substance Act
2016. Medicine if used as
medicine, not abused.

OFFICIAL USE ONLY
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Encrypted
messages

H

Disrupt
delivery

;-J
;)

OFFICIAL USE ONLY

Internet / Darknet

Forums Influence

market

Opportunities:

1.

|dentify high profile ‘cult status’ vendors and
target their high frequency / volume activity.
Locate their ‘crypto wallet’. At some stage
their crypto currency will be accessed and
converted to conventional proceeds,
Conduct mail scanning {with dogs) and
profiling, at hubs identified as servicing
customer hotspot areas.

Monitor and engage in online forums, to
understand the market.

Challenges:
1.

The drug market forms a part of the Darknet
platform and NPS only a part of that market.
This is initially 8 Cyber enabled, not drugs
challenge.

Messages between vendor and customers
are becoming increasingly encrypted.
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Psychoaclive
Substances Act 2016 |

O
-

Prohibition Notice

H 'I

} Police Warning

Prohibition Order |

Ir Court Warning

Court Court

|
i

Maximum 12 months

Prison or Fine

PR l )
\

Premises Notice

Premises Order ; I

ey

Mechanisms for Control of NPS

Internet
Trader

Letter to cease
I from national police

Border Force
Airports
Seaports

Ferry Terminals
Parcel Centres

Police apply to
national domain
name provider

Present evidence of
| online supply

‘ Breach of terms and

conditions
I Powers:
Removal of ‘main ‘ Search
name’ from internet Enter
1 Seize o
<

Website invisible Arrest

and unsearchable OFFICIAL USE ONLY
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; Threat, Risk & Harm ST A __ Witness, Evidence & Drugs, Organised Crime &
-v Consultant SRR TN fAdiesl Investigation Courses Safeguarding Advisor




Preliminary investigations
and Prosecutor led
Investigations

CEPOL Western Balkan Financial Investigation In-
Service Training

'Financial Investigations in relation to Drug Trafficking'
08-12 October 2018 in Prishtina, KOSOVO



~ Preliminary investigation

Once a crime has come to the attention of the police, a
preliminary investigation is initiated;

The object is to find out who can be suspected of the
crime and whether or not there is sufficient evidence to
initiate an action;

The prosecutor leads the preliminary investigation from
the point when a certain individual can be reasonably
suspected of having committed the offence;

the police conduct the preliminary investigations from
beginning to end.




\
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AU AN LRI AOKNCY FOR
ENFORCEMENT THAWI

' As the person in charge of leading the
investigation, the prosecutor s
responsible for ensuring that the

crime is investigated in the best way
possible. The investigations are
conducted by the police on the
instructions of the prosecutor.




AGENCY PO
T TRAI

The prosecutor follows the investigations on a
continuous basis and constantly determines
which investigation measures and decisions are
necessary. If the investigation concerns a serious

and complicated crime, the prosecutor will often
take part directly in the investigation in
connection, for instance, with reconstructions of
the crime or with important interrogations.




Italian criminal procedure: generalities

Criminal procedure begins when a crime
(in Italian “notizia di reato” = police report
) is reported to the Public Prosecutor’s
office by the Judicial Police (Polizia
Giudiziaria) or by any other means
(citizens, press);

During the preliminaries investigations
phase the Judicial Police and the Public
Prosecutor carry out a detailed enquiry
into the alleged crime. This phase ends
with the request for filing in the archives
or the initiation of penal action (art. 405

C.p.p.).




In this second case, a trial starts against a person alleged to
have committed the crime. If the accused doesn’t choose any
special proceeding, he comes to Court to face the charges ( by
the means of cross examination) or, if he prefers, he can
remain in silence or choose not making any appearance in

Court .In this case he is represented by his lawyerThe trial
ends with the conviction or the acquittal of accused,
depending on whether he is found guilty or not. Against the
decision both the Public Prosecutor and the accused can
bring an appeal to continue on enforcing their reasons.




The preliminary investigations phase

Once the Public Prosecutor’s office
has received a crime report, he is
obliged to start the preliminary
investigations and he has got a
maximum of six months to a year
(depending on the nature of the
crime) to carry out a systematic
examination of the person who may
have committed the crime and the
questioning of witnesses.




The preliminary investigations may
involve inspections, searches, seizures,
monitoring of conversations or
communications, securing sources of
proofs, identifications of accused,

summary report on person against whom
investigation is conducted, other
summary information from persons who
can report circumstances useful for the
purpose of the investigation and other
similar procedures.




The enquiry is private and cannot be
disclosed. The duration of preliminary
investigations is dependent upon

their complexity, so that the term for
completing the investigations may
vary between six to eighteen months
and, in very complex cases, 2 years.




Only the Judge can grant requests 1o extend
the term. Postponements and delays are very
frequent. During this time the suspect can be
held in custody in prison, or partially lose his

personal freedom, if there are serious
indications against him (art 272 c.p.p.) and at
least one of the three precautionary
requirements provided in art 274 c.p.p.




Possible outcomes, after the investigation is

completed

the Public Prosecutor can
determine that there is not
enough evidence to support the
charge and for this reason, ask
the Judge in charge for this stage
(in Italian: “Giudice per le
Indagini Preliminari”) to dismiss
the case by a request for filing in
the archives.




Possible outcomes, after the investigation is

completed #2

if the Public Prosecutor determines that there is
sufficient evidence, he must notify the suspect and
the defense counsel that the investigation is
closed. At this point, within twenty days, the
suspect may ask either to be questioned and/or to
give evidence in his own defence. If this term
expires or if he doesn’t manage to demonstrate his
innocence, the Public Prosecutor can ask the Judge
to send the case to trial (proceeding with
preliminary hearing) or he himself can send the
case directly to trial (art. 33 e art. 550 c.p.p), that is
without the necessity of a preliminary hearing, if
the crime is considered by law less serious.




End of preliminary investigations and preliminary
hearing

According to the art. 415 bis c.p.p., the Public Prosecutor,
before concluding the preliminary investigations, must
notify to the person alleged to have committed a crime
and also his lawyer, a notice which contains a statement of
the alleged criminal act, the information that the
documents are filed in the Public Prosecutor’s secretary
and an option to the same suspect to exercise, if he likes -
within twenty days - some of his rights: asking to be
interviewed, submitting statements and documents, asking
the Public Prosecutor for further inquiries.




End of preliminary investigations and preliminary

hearing

the Public e decree of summons for trial (art. 33-
Prosecutor 550 c.p.p.,) which introduces to a trial
exercises the without a preliminary hearing;

penal action, e activation of a special proceeding
drafting the (art. 438 and following) as an
charges (art. 405 alternative to a traditional trial;

c.p.p.), thatis e request for trial, followed - in a short
through: time - by a preliminary hearing.




Investigative techniques

Observation;
* Wire tapping;
* E-mail tracing;
* Financial analysis;

* Perquisition;
* Forensic analysis on e-devices;




Role of International cooperation

Europol and Eurojust as key actors in the fight against crime

'/
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Eurojust

Eurojust’s mission is to “support and strengthen
coordination and cooperation between national
investigating and prosecuting = authorities in
relation to serious crime affecting two or more
Member States or requiring a prosecution on
common bases” (Art. 85 (1) TFEU). Eurojust is a
‘facilitator’ of judicial cooperation, which
intervenes to smoothen the effective functioning
of judicial cooperation instruments (such as the
European Arrest Warrant), to resolve legal issues
arising in complex cases (such as ne bis in idem
issues or conflicts of jurisdiction) and/or to
stimulate the coordination of judicial authorities.




Europol

Europol's mission is. to “support and strengthen
action by the Member States” police authorities and
other law enforcement services and their mutual
cooperation in preventing and combating serious
crime affecting two or more Member States;
terrorism and forms of crime which affect a common
interest covered by a Unicn policy” (Art. 88 (1) TFEU).
Europol was set up to gather police and law
enforcement information from national authorities
and to provide strategic and/or operational analyses
on the basis of this information. It has been
compared to a ‘mega-search engine’7 It also
coordinates law enforcement authorities’ actions,
and may support operational activities with its
mobile office, analysis in real-time of information
gathered on actions days, forensic tools, etc.




The Future: the European Prosecutor Public Office

On 8 June 2017, 20 EU
Member States reached a
political agreement on the

establishment of a new

European Public Prosecutor's
Office (EPPO) under
enhanced cooperation.




On 1 August 2018, the Commission On 7 August 2018, the Commission

confirmed the Netherlands as the confirmed Malta as the 22nd EU
21st EU Member State in the Member State in the enhanced
enhanced cooperation on the cooperation on the establishment

astablishment of the EPPO; of the EPPO




EPPO

Following a build-up phase
of three years, the EPPO is

envisaged to take up its

functions by the end of
2020.




EPPO

The EPPO will be an independent
and decentralised prosecution
office of the European Union,

with the competence to
investigate, prosecute and bring
to judgment crimes against the
EU budget, such as fraud,
corruption or serious Cross-
“border VAT fraud.




EPPO

Currently, only national authorities

| can investigate and prosecute fraud

against the EU budget. But their
powers stop at national borders.
Existing EU-bodies such as Eurojust,
Europol and the EU's anti-fraud
office (OLAF) lack the necessary
powers to carry out criminal
investigations and prosecutions.




The EPPO will operate as a

single office across all
participating Member States
and will combine European
and national law-
enforcement efforts in a
unified, seamless and

efficient approach.



EPPO

The EPPO will be built
on two levels: the

central and the
national level.




| EPPO |

| The central level will consist of
| the European Chief Prosecutor,
its two Deputies, 21 European
Prosecutors (one per
participating Member State),
two of whom as Deputies for
' the European Chief Prosecutor
and the Administrative Director.




EPPO

The decentralised level
will consist of European
Delegated Prosecutors
who will be located in
the participating
Member States.




EPPO

The central level will supervise
the investigations and
prosecutions carried out at the
national level. As a rule, it will be
the European Delegated
Prosecutors who will carry out
the investigation and prosecution
in their Member State.




EPPO

The rights of the suspects and
accused persons will be guaranteed
by comprehensive procedural
safeguards based on existing EU and
national law. The EPPO will ensure
that its activities respect the rights
guaranteed by the Charter of
fundamental rights of the EU,
including the right to fair trial and
the right to defence.




The procedural acts of the EPPO will
be subject to judicial review by the
national courts. The European Court of
Justice — by way of preliminary rulings
— has residual powers to ensure @
consistent application of EU law.

The EPPO will be the key actor to fight
crimes against the EU budget, which is
EU taxpayers' money.
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Thank you for your attention






Introduction

EUROE AN GHIGH AGEMCY L OB AW LM GACY KL T RAINING
OSINT
- Definition
LAl =
INTelligence

Othe collection and subsequent analysis of data from
which to derive useful information to the process
decision-making (military / civil / corporate), as well as
the prevention of activities destabilizers of any nature
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Intelligence

O Intelligence Is tha tool that the state has it serves to collect, guard
and disseminate to interested parties, be they public or private,
information relevant to protection of the security of institutions,
citizens and companies.

O Intelligence therefore plays a role fundamental and indispensable
for which yes serves of professionalism from environments
different that act according to peculiar procedures aimed at
safeguarding the confidentiality of operators and their activities
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OSINT

- O Open Sourca NTeligence

Ll_ - O Information gathering activities by consuling sourcgs aof public access

= Means of communication: newapapers, magazines, television, radlo,
Ingtitutlonal websites

- Web & Social Media: Twilter, Facebook, Google+, Instagram, Pastebin,
Forum, Blog, Chat Room, Web Archive ...

- Open Dala: govenmen reports, financlal plans, demographic data,
legistative debates, prese conferences, speeches, notices aeronawtics,
disease spread.

- Direct observations: photographs of amataur plicts, listening to radlo
convarsations and obsarvation of photographs satelite.

- Professlonals and scholara: conlerancea, university lectures, professional
assoclaions and sciendific publicalions

= DeepWeb

|
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OSINT

O GOAL and amplituda (in objfectives and form) data sources +
vastness (in quantity) of results = multi-disciplinarity
— Big Data (MapReduce / NoSQL / Horizontal Scaling/ ...)
—~ Semantic analysis engines
— Data Mining
— Scraping, Scripting, Networking

/)éEPOL

—

f=

Data-Information

= O Data = Knowledge not useful because incomplete or raw”
LLU=) 0 mrormation = Usetul knowledge
O The threa fundamental problems of computer science are:

— processing (transformation of data into information)
— memotizalion (transfer over time)
— communication (transfer to space).
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Big Data

Challenges With Big Data
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Big-data
. functional requirements
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Big data mining

O Set of tachniques and mathodalogies having as a gos! the exiraction of &
knawledge or knowledge starting from farge amounts of data (through automatic
l—l. or semi-gulomatic melhods) and sclentific, indusirial or operational use of this
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OSINT and REPUTATION

O The two disciplines are often confused, there are common points,
but:

© Difterent goals o

- The sources in the OSINT are very wider and I
heterogeneous -

- Many tools are in common, but in the OSINT techniques
they are used more "flexible" techniques
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OSINT in place l
= | o Dedicated servers
L1U_=_J 0 H24 monitoring |
O Continuous cataloging of targets ’ '

O Continuous study of variation of the targets
O Extrapolation and memorization some data
O Organization and analysis of data (automatic and human)
O Timely reaction to events (automatic and human) |
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Tor
O The onion routing
.L.l. - O hitp:/fthehiddenwikl.org/
O hitp:/kpvz7kI2vSagwiads.onlon
Bntry guatd

Tor client
r‘) Tor
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== Encrypted by Tor

% ««» Not encrypted by Tor
¥
l" i i—_l

Data extraction techniques

O Official Web APls
Oadvantages

— Ease
—~ Rich documentation
Odisadvantages

-~ Structural limits

(¢

/}CEPOL

02/12/2019



Data extraction techniques

O Web Scraping
O advantages

— no limitation

- immediate results

- extensive customization
— sufficient costs (free tools)

O dsacvaniages * Firebug
— greater difficulty s HTML, €SS, XPath

— less documentation » Selenium / WebDrive {PhatnomlS)

»  Greasemonkey

* Python, Ruby, Perl

+ Javascript + JQuery {PyQuery)

\l
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|

Captchas

O Turing test? Vicarlous passed
O hitp:/www.debasish.In/2014/04/attacking-audio-recapicha-using-googles.html
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] Privacy & Terms

. Submit |
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Tools

O OPEN SOURCE INTELLIGENCE TOOLS AND RESOURCES HANDBOOK

https://www.l-intelligence.eu/wp-
content/uploads/2018/06/0SINT_Handbook_June-2018_Final.pdf
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Terrorist us® of Internet
(and Darknet)
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E_ Research findings (2017)

O Asmal minorly of indviduals (9%) sought o recruft others onfine.

I | - O Although a third of the sample prepared for some aspect of thek attacks oniine,
9% specifically chase their target after conducting some oniine research.

O The analysis undertaken by police on one Jihadist-inspirad plot showed thal the
plotters had used the Internat to research tha English Defence League (EDL),
their activists, and the focalions of its leader for up to a month prior to the day of

their planned bombing attack.

\
htr}‘ﬁoﬁEﬁi?rhy.wiley.com/doi/m.1111/1745-9133.12249/epdf

radicalization

1. The Intemet affords more prospscts for radicallsation. For all 15 cases,
the Intemet was a “key sourcs of Information, communication and of
propaganda for their extremist beliefs",

2. The Internet provides a “greater opporiunity than offline interactions to
conflrm existing bellefs”.

3. The imemet does not necessarlly accelerate the process of =

radicalisatlon.

4. The Internet Is "not a substitute for In-person meetings but, rather,
complements in-person communication”.

5. The Internet does not necessarily increase the opportunhies for seif-
radicalisation; Interactions, be they physical or virtual, are stifi crucial for
c 0 tadlERlisRtion, " T SR
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radicalization

OGill et al.’s (2014) study was perhaps the first. In a
sample of 119 lone actor terrorists, they found that
35% of the sample virtually interacted with a wider
network of political activists and that 46% learned
aspects of their attack method through virtual sources.

OThey also found that al-Qaeda inspired lone actors
(65%) were significantly more likely to learn through
virtual sources than their right-wing inspired (37%) or
single-issue inspired (19%) counterparts.

OThey also found that isolated dyads were significantly
more likely to interact with co-ideologues online than
those who committed their attacks alone.

A\l .
%}CEPOL

radicalization

1.The growth of the Internet did not correlate with a rige (n lone-actor terrorist
activity year-on-year from 1890 to 2011.

2. There is a growing trend amongst lone-actors to make use of the Internet.
In other words, whilst the Internet has not caused a growth In numbers of
lone actor terrorists, it has altered their means of radicalisation and attack
learning. The Internet, therefore, acts as a substitute for other factors such as
Intelligence gathering and attack planning, not necessarily a force enabler.

3. Younger offenders were slgnificantly mare likely to engage In both virtual
learning and virtual interaction than older offenders.

Gill, P. and Corner, E. {2015). “Lone-Actor Terrorist

Use of the Internet and Behavloural Corjelates”, in

A Terrarism Online: Politics, Law, Technology and

'-?‘-:-/)CEPOL Unconventional Violence, L. Jarvis, S. Macdanald
and T. Chen (eds.). London: Routledge.
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radicalization

E- 4. The non-US based offendsrs were significantly more likely fo learn through

0 virtual sources.

Lil= 5. Offandars who interacted virtually with co-ideologues were significantly
fess likely ta successfully carry out a violent attack.

8. Offenders who made use of onlina (ools to prepare for an attack were
significantly less fikely to kill or Injure (despite being signficantly more Kkely
to plot an altack against indiscriminate soft targets).

7. There was a significant positive correlation between those who virtually
Interacted with co-ileciogues and who interacted with co-ideologues face-to-
face. Radicalisation (at least for lone actors)

Gill, P. and Corner, E. (2015). “Lone-Actor Terrorist
Use of the Internet and Behavioural Correlates”, in
Terrorism Online: Politics, Low, Technology and
Unconventional Vielence, L Jarvis, 5. Macdonali

g v
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and 1L Chen feds b Landon. Routle dps

radicalization

facebook.

OOne frequent evidence of radicalization is the
facebook profile photo history (and links, e.g. foreign
fighters)

04 phases: |
1. Not-anonymous facebook profile supporting terroristic
organizations; !
2. Linking/friendship to other profiles with ideological affinity,
partecipating to thematic groups;
3. Strenghtening relationships/friendships with radicalists, using |
private channels (e.g. chat);

4. Planning attacks, communicating with private/underground
tools

\‘ .
\.:y,CEPOL
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Financing

O Webslies may also be used as online slores, offering books, audio and video
recordings and other items to supporters.

O Online payment fagilllias offered through dedicated websites or communicetions
platforma make it easy to transfer funds electranically batween parties.

O Funds transters are oflen made by electronic wire iransfer, cradit card or alternate
payment faclities avallable via services such as PayPal or Skype.

Al
\..;yJCEPOL

Financing

O Online payment facilities may also be explolted through fraudulent
means such as dentity theft, credit card theft, wire fraud, stock fraud,
intelleciual property crimes and auction fraud

02/12/2019
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The digital disruption supporting new criﬁ
models Q;

© Most popular media owner creates no conlent (Facebook)

O Fastest growing banks have no actual monsy (SocletyOne)

O Largest accommodation provider owns no reel estates (Alrbnb)
O Largest phone companles own no teico Infra (Skype, WeChat)
O World's most valuable retaller has no lnventory (Alibaba)

O World's largeat movie house owns no cinemas (Netfiix)

O Largest softwara vendors don't write Ihe epps (Apple & Google)
O World'a largest taxi company owns no taxis (Uber)

Y . ’ .
\  SEPOL IT based crimes don't require IT sk
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funding — crime as a service i]

N
~
._y)CEPOI.

A Botnet is a network of infected computers (bots or
zombles) completely managed by attackers (botmasters).

g The botmasters control the activities of the entire structure
giving orders to every single bot to achleve the purpose for
@ which it has been composed.

w=  The recent spread of botnets has Increased due to various |
. ﬁgtc:rs—‘ such as .{o Wonneﬂlvlm malware
custormization’ (elg. "Zeus), avallabllity of ready-to-use
vectors of infection (e.g. Blackhole), new business model
e (23S model).

N

F‘%

EI_I funding — crime as a service ! [

Annuad ficence: § 1500

4 weoks {31 full daye): § 500 ¥
24-hour test: § 50 :
There Is restriction on the volume of g trafMc to 3 leasehold system, depending of the time of the contract, ]
Providing aur proper domaln (nciuded.The subseq change of the domaln: § 35 .
Y cePoL
7l

LA U= Habyear beense: s1000 Blackhole pricing model
3.month Hoensw: $700

Update ayptor § 50 I
Changing domaln § 20 mulltdomaln $ 200 to licanse.
During the terma of the licanse ali the updates are free. J

Rent on ur seever:
1 week (7 full days): $ 200 !

2 weeks (14 full days): $ 300
3 weak (21 full days): 400

M |

02/12/2019
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E—I funding — crime as a service T
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Unfamous botnet usage F‘QR\}
|
O njRAT fnfections {Symaniec) |
O the majonty of the C&C server IP addresses wera traced fo '
L1 ADSL iines used by home users Middle Eastem region.
FQDN pig
htep://nirat?777,00-lp.bla/ 91,235.168,163
http://aaiad9%%,.no-1p.bi2/ 37.236.161.119 i
http://rexhackar.no—ip.org/ 37.236.204.157
http://hackerrr0000.no~ip.biz/ 91,2)9.168.149 I
hitp://alibussain.no-ip.blz: 9988 37,239,248.37
btlp://hpyassin.no-lp.bdz: AL ¥7,17.129.46
http://chrome-update. sytes.nat 37.238.176.71
heep://satansalil _no-ip.biz 37,2)68.29.27
heep://atzaan.no-ip.biz 37,236.76.68
http://younladeaaa.iapto,org/ 62,201.203.109
http://qasaem. zapto.ory/ 37.239.64.193
http://hackldl2.na~-ip.btz/ 37.237.136.,208
¢
S CEPOL
B |
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Botnet map

~

{

/}éEPOL

F‘%

s w1
-t i Py
bt 12 Dppmarn
e [y
7 h— ¥ Cawreen
S
-t d 1
0 b ey iy

Dorer -
iy
e 31
[ - i
voues e
e i
I Y sk e 300
™ mi
toaay -
T e
B N, P o mh
o Vbl Feld
" O ux
il B s
o rrs
Py -1
 Paed r
+ B i
© N— na
i el W
' . i
A Dy [
S e
o e 141
= el

Botnet map

e
‘gy]CEPOL

02/12/2019

18



Domain generation algorithms
(linguistic analysis)

. Cluster (1050 Clunlar 01488

LIl - Pe:  176.74.176,175 P 217.119.57.22
200.87.36.107 01.215, 158,87
Mesningful Word Ratlo (English dict) o

Domaine; cvq.com Domalne: jbhfghf?.ck
- opu.org fauli1g)§a8 .tk

d = tacebook.con d = pub03str.info vm.org Nk
(Bolnst:  Palevn} (Batnet:  Sality)
[faco] + fbook|

=1 Rg=, P e

R(d) = [pub03ats| = "

|tacobook|

likely non-DGA generated likety DGA genarated N-gram Popularity (English dict)

d = facehook.con d = sanrqy.com

0 o w3 ome we s T wTTT
mean; $) = 1708 mean: 9; = 13.2

likely non-DOA gensrated likely DGA genorated

\‘ 1]
hy)CEF’OL
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Filtering

— Amaficlous domaln does not become “Papular”. We then (iter by index of
popularity (Alem 1M whitelial)

- Waeler the domalng that refer to a CDN (names too “dirly” that coutd
gonerato false poshives)

~ Waetiiter for top level domains that hey do not allow abusive reglatrations
{.gov, .edu, .mi, ..)

~ Fiiter for reaponge times (TTL)
* Flterby "Adays" (now () - registeredbate (})
—  Watfliter for the domaing thal ars found 10 have a reliable “Human" factor

\
"‘..:.”CEPOL
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Filtering

O Recsp: ( 50.000 domains)

- 20.000 TTL > 300 seconda

~ 19.000 non In "Alexa fop 1M list”
- 15,000 are not related to CON
— 800 have a DGA-Gen faclor

- 0 c ed ain: : .gov)
— 300 are youngsr than "A days"”
Suspects!

A g
N
_7}(: EPOL

Funding models: from legal to illegal
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Research findings (2017)

O A third of the sample (32%) prepared for their altacks by using online resources.

O These included
— bomb-makdng instruction videos;
= polgon menuals;
- downloaded coplee of /napire magazine;
-~ survelllance advice;
— an assassination guldebook;
- losture technigues;
= suiclde vest production;
- body disposal;

~ plans for the London Underground, Buckingham Palace, and other symbolic

landmarks;
- mittary palice voting records;
— {errovist training manuals.

v
N
htpSTIETSI Ty wiley.com/doi/10.1111/1745-9133.12249/epdf
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Research findings (2017)

Observad Percentages for Individuals Who Used Onlina Learning (All Cases)

Vadable Vel
(e Leaming {Exvems Right Wing) 5950
Plasned Altack 4180
Gavemment Taigel 4319
Kitted Others i Event 7906
D Attack 16714
Armed Assanlt 5905
Unarmed Assault 4p
Acted Withina Cel 619
Avtempts Recrult Ohers 1507
Homdrtual Network Activily 17487
Honvirtual Pace hnteraction 1347

Nm.—=lb;:dds-(akula-r.edb«w;eofmh(elad(dvmaruf h
http://onlinelibrary.wiley.com/doi/10.1111/1745-9133,12249/epdf
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E_ Planning

OA recent case from France, Public
Prosecutor v. Hicheur,15 illustrates how
different forms of Internet technology
may be used to facilitate the preparation
of acts of terrorism, including via
thorough communications within and
between organizations promoting violent
extremism, as well as across borders.

\l .
\._';-,,CEF’OL

hidden communications-cryptography

O Cryplography ks the practice and study of techniques for secure communication in
the presence of third pariles (called adversaries)

Plain-dext Input Ciphardext

hepaniae 'IIC\QWI;'I“WJ wpenien
i

{imatony |( e T aRLgin) b
"\ S ¥

Samo ko
/[ch ared sng r‘:ﬂ?\

o Use of encryption to Instant messenger and mobile communications mediums;

» Tampered copies of “Asrar al-Mujahideen” that were deliberately infected with
spyware

| .
\‘*.;y,cspm_

|
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hidden communications-cryptography

The original Mufahidesn Secrats {Asror al-Mujohldeen) encryption software launched In 2007, primorily
Sor use with emall. Asrar has had multiple releases over time and Is distributed by the Global Isfomic
Media Front.

Amn al-Mujahid is an alternative encryption program released In December 2013, In this case from Al-
Fajr Technlcal Committee {FYC} which Is also o mainstreom AQ outfit.

Asror al-Dardashgh, released by GIMF in Febsuary 2013, which Is an encryption plugin for Instant
messaging bosed on the Pidgin platform - which connects to major US-bosed platforms,

Toshfeer ok-Jowwal Is a moblle encryption program, agaln from GIME released in September 2013,
based on Symbian and Androld,

Asroy al-Ghurobao Is yet another altemative ancryption program, however importantly, released in
November 2013 by Doesh, which colncides with Daesh breaking off from main AQ after o power

struggle.

A\
o
._yJCEPOL

conclusions

O Today Dassh Is more interested 1o play Information warfare rather than to
cyberattack

O Not clear the size of Daesh militant envolved In cyber actiity (SEA has B
recognized guys)

O Cyber side of terroriam Is more complicated to analyse due to anonymisation tools
and trolls (campiicating PSYOPS and Information warfare tschniques)

O Hackiivists alllances represent one of the phenomenon decoding keys

O Media focus aftention on communication hacks an IW, helping propaganda

O LEAs can use effective monloring tools

© Main severe rleks are In the area of crims as a service (cyberaltacks, hidden
funding, use of technology to ease llegal activilies as weapon traffick)

O Steganography and Cryptographyl WW2 Enigma machine docet....

\t "
\.;yJCEF'OI.
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conclusions

L1 2
“A wealth of information e o s, n s o
creates a poverty of attention”
P RIIRILN AT J LIRS 601,211,328
HerbariSimon
h L
(1916 -2001, paliical sclentist, economigt) 6735151666 121,696,995 HiEA
LR v " anIaga Y L
[ 4] N
1,963,445,862 858,700,019 330,062,021
) € o
59,362,025 216,042,571 39,007
Wy, A

N
‘.;Z‘CEPOL

iip://www.inlernaifvestats com/ -_
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Tor & Marketplaces statistics
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Market List With Up & Down

Other Markets
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Market List With Up & Down
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Market List With Up & Down
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Hretkal cannabis 11723
Cannab.s mam 77233
Herun NA

Cucame B58%P7)
Amphelnmne 03 55)
MODMA 52(02)
1SD 11047

Average prices

103 200
2 NA
1028 NA
720 1400
103 100
652 HA
171 NA

O Average prices (EUR) per drug unit (gtablet/blolier); examples from five national
darkne! markats

200 172247
NA 136139
NA 645 (L 166)

1500 1600 (> 280)

300 118 (238

120 132¢140)
NA 234(k45
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Alphabay sales

P —— .

Evolution of sales on AlphaBay over time by counlry, 2015-2017
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Evolution of sales on AphaBay over time by category, 2015-2017
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Drug data categories
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Surface Web

0,

USER SERVER MERCHANT |

Every computer on the When a user contacts a The Merchant requires j
Internet has a unique merchant on the internet personal information !
Identity (IP number) the ldentity can ba traced {credit card and shipping 1|
back through the server details) from the User .
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Darknet Market
= [ [
. 1[‘_'..4!1 E g} !{’ *]'1
LIl - f
=] et =
= 4 B @ [F
SILK ROAD
o e
fowi

rowmte | ] SERVER

o access the [ ™)

Désp Web. @
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the complete path, which Is alsa little traceable
altared for eachnew connection. information
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Key findings

O The trade in Wicit drugs on darknet markels is a dynamic area subject fo rapid
change as markelplaces appear and disgppaar. Overal, the importance of this
area seems lo be expanding and fi now affects most EU Member Stales in some
way.

O When compared with current estimalas of the annual refall vatue of the overall EU
drug markel, sales volumes on darknet markels ars currently modest, but are
significant and have the potentlal to grow.

O EU-bassd suppllers are imporiant players in the darknet ecosystem. in the 2011-
2018 pertod, they accounted for around 46 % of all drug sales in lerms of revenue
on the darknet markets analysed.

O Belween 2015 and 2017 on AlphaBay, which, at the lims, was the largest darknet
marketpiace, EU-baged supplers accounted for around 28 % of afl drug sales.

O In both study periods Germany, the Nethertands and the Uniled Kingdom were
the most important countries with respect to EU-based darknet drug supply.
Stimulant drugs represented the majority of all Eurapean orug sales,

PO Drugs and the darknet:Perspectives for enforcement, research and paﬂc-_
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Key findings

O New psychoaclive substances (NPS) are less commonly sold than lllielt drugs on the darknet market,
probably reflecting the significant role played by surlace web sales In this sector. The United Kingdom

was the most frequenily noted origin of NPS sales, which may reflect both palterns of demand and
recent changes In legisiation.

O The rationate underpinning darknet markets suggests that they will be most commonly used for mid-
aor low-volume market sales or sales direclly 1o consumers. Large-volume sales (wholesale) are
relatively uncommon.

O The highest market activity in terms of numbey of transactions was observed at the retall level, and
retail sales values were greatest for cannabls and cocaine.

O The piclure was different for MDMA and oploids, however, where mid-level sales represented a
relatively large propontion of all sales (although still less In abeolute terms), and the value of the mid-
level sales was greater than the value of the retall sales.

\ e
N 4l EPOL

== = LIRT O\ Drugs and the darknet:Perspectives for enforcement, research and paﬂc.

Key findings

Ll

O The picture was different for MDMA and opioids, however, where mid-level sales
represented a relatively large proportion of all sales (although still less In absolute ferms),
and the value of the mid-Jevel sales was greater than the value of the retail sales.

O This suggests that darknet markets may play a different role in the supply chain for these
substances.

O Law enfarcement Interventions in the form ot darknet market takedowns disrupt darknet
markets, although the overall ecosystem appears to be fairly resilient with new markets
quickly becoming established. |

O Significant knowledge gaps exist with respect to the role of traditional organised crime
groups (OCGs) In darknet markets. In particular, the extent to which OCGGs are Involved in
the praduction, trafficking and distribution of drugs supplied on online markets Is unclear.

15 s
- GEPOL
ﬁ-E R PPOL. Drugs and the darknet:Perspectives for enforcement, research and pnh‘cl
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Key findings

LIl -

Drugs and drug-related chemicals

77 %

18 % I
% I
=1
Phainceuticals  oge o

chamizals
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Marketplaces impacting events
1. Operation
u Onymous 2. Evolution
exit scam 3. Operation
Bavonet
? sllk Road
closed by
FBI
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}__’ Ié EpPoL Byestad B., SpagnolettiP.
e The Forces of the Dark Net. A Critical Realist Investigation ._J
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Revenue and weight analysls of drug
sales originating from the EU, Norway
and Turkey by country, 2011-2015
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Sales 2011-2015
Revenue (millions of EUR)
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E_I Revenue 2011-2015
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Drug sales

FU cuuntaes reprasent wughly 46 % |
of global daig revenue !

Ui |
anna e |
7]
O Comparison of drug aales In the EU and the
rest of the werld, 2011-2015 .
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Daily NPS sales

Dally volume (EUR, 30-day averags)

u . ~- EU 42 tatal
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- Nethertlands

4000 Qermany

¥4 United Kingdom ]

Breakdown of dally NPS sales orlginating from the
EU, Norway and Tutkey i
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Tor Marketplaces
: BLACK MARKETSNUNE MARKETPLACES
Ll -

H(Anonymous Net) Tor\ iCrvptocurrencv]. IWOT based crvptograph\ri ]

Anﬁé\,ﬁiﬁﬂﬁ!ﬂbling infrastructure

IOCTA 2017
— | icit ontine markets, both on the surface web
LLU=J and Darknet, provide criminal vendors the
opportunity to purvey all manner of illicit

commodities, with those of a more serious
nature typically found deeper in the Darknet.

— -

further criminality.

f~
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IOCTA 2017

Sale of iliclt goods to dedicated eriminal websites and markels hosted on
anonymising nelworks such as Tor, 2P and Freenel, aithough such activity
appears to be mainly concenlrated on the Tor network

As of June 2017, the Tor network had over 2.2 million dirsctly connecling users,
and hosted afmost 80 000 unique .onjon domains.

What is difficul to quantify is the proportion of activily on these networks thal is
iiclt, compared to its legitimate use by regular users lo browse tha web more
sacurely.

In one study however, almost 57% of aclive sltes Ihat could be classified refated
fa some form of Kiclt activity

&

4 000 000 -

3000 000 -

2 000 00D~

1 000 000«

Tor USERS

Directly connecting users

201710 201801

The Tor Projact - htps://metrics.torproject.org/

|
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Tor USERS

The anonymous
Internet

Doy Yor waars
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Enabling Infrastructure

O TOR: anonymous network (your presanted IP changes continuosly)
O Cryplocurrency: Dighaf cash (BTC,XMR,ETH,LTC)
O VPN

\t ’
‘;y’CEPOL

Introduction

O The markslplaces vendors/buyers seltle up In bicoin, a digital currency that can
be exchanged for the old-fashioned sort and that offers near-anonymity during a
deal

O Almos! all aales are vig “cryplomarkets”: dark websRes that act as shop-fronts,

O Thess pravide an escrow service, holding payments untll customers agres (o the
bltcoin being relessed,

O Feadback systems He thosa on leghimate skes such as Amazon and eBay aliow
buyers to rate thelr purchases and to laave comments, helping other customers fo
chooss a trustworthy supplier.

O The administrators take a 5-10% cul of each sale and set broad policy (for
example, whether to allow the sale of guns). They pay moderalors in bitcoin to run
custamer lorums and handie complainis.

02/12/2019
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Introduction

O Forum Marke!s. These are basically forums where vendors present thekr
products, customers posting feedback and a communily is discussing. These
markets nefther have an onfine shopping fike inlerface nor a repulation or esrcow
system. Trusted members of the communily may act as escrow agents.

O Centralized Markets. The original "Slkroad” was the first of this kind. Buyers and
vendors have thelr bilcoins on an online wallel which is contrafled by the markels
admin and therefore rely tolaly on the good will of the markets admins. Several
blg scams happened in the past in which millions of § were sioken.

O Muili-Signature Markets. In this markels funds will be deposfited in a mult-
signature waket. At three laast three parties (usually:buyer, vendor, market admin)
have (he conlrol over these wallels. Two of them have lo agrse lo release the
funds. The most elaborated markelplace of this kind was "The Markeiplace".
Second generation marketplace could not get some serious markel share yol.

O Decentralized Markets. There are some prujects which are currently developing
softwarae lo host drug markelplaces In a distributed manner. Only Bitmarkels i3
fully tunctional, but nons have yet been adopled by the darknet market
communily.

Introduction
Nuclaus Markat Dreaim Market AlphaBsy
eaeElisheis: Nov 24, Extablished: Nav 15,2013 Establlipe4: Dec 22, 2014
Inyite (Reaulrad)
-Farim

Outlaw Market
F iblished: Dec 29, st

Agora Marketplace
'ished: Dec 3,2013

Abraxas Markat
Est~* Dec 13, 2014

East Indla Company “ Markat Sabylon (italien)
Establishad: Apr 28 /S‘wd: Dec 22, 7014 ;
ipdo2zdonion 8

A
2018 <\ ;\’
p ngmm$9%
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Question (food for thoughts)

O Law enforcement agencies are far less effeclive at takedown than commercial
firms, who get an awiul lot more praciice.

O tha polica must either raise their gams, or subconiract tha process.

O takedown Is a career for specialists rather than a part-time activlly for a single
officer

Taking Down Websites to Prevent Crime
Alice Hutchings, Richard Claytan and Rass Anderson

\t .
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Categories and product offers in dream
market

Digital Goods 594
Drugs <eets

Drugs Paraphemaila
yih

Servicag 7!/
+ Other 70

* Digital Goads 29524
+ Dats 949
+ Drugs 340
+ E-Baoks 687!
» Erofica-2183
- Fraud 1754

~ Hacking 1747

+ Information 9136

+ Qther 295

- Secunty 164
Saftwars 677

(U »
:éy,cspou_

The reputation problem

O Whils several characleristics of slactronko markels seyve lo laciiale lrade, anfine
transactions also involve greater uncenahly and incraased opportunities for
fraud.

O Unike buyers in tradiional seltings, onine shoppers are often physically unabie to
ingpect the products for sale and typicaly mus! rely on pictures and descriptions
providad by the seler (information asymmeiry)

O Any time buyers cannot determine the qualty of a product until alter the purchase
has been made, sellars have leas incanlive to provide high quallly products (e.g.
lemon’s markel).

O One way that efeclronk marketplaces Bre sBay have atlempted to reduce fraud
and insl¥l buyer irust ls by aowing participants to post feedback about their
experiences (signal)

\' .
~
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The reputation problem

O TOR Marketplaces are black onfine markets

L1l = — High Information asymmetry: legal trade of goods/services
reinforces Information asymmelry, duse ta the poor refiability of the
criminal activity of the vendor, increasing the fraud risk.

— Oniine lagal markets (e.g. Ebay) protect customers with signals like
vendor reputation (feedback), which mechanisms do not
complestely protect from fraud

- TOR Marketplaces repficate lhase mechanlsms, reinforced offering

- -‘rhemrow servics and ; as by h g the “Finalized

O Many exampros show mat many vandors aven aller very posilive
feedback, disappear after a period of far trading. This is the well known
phenomenon named “exit scam” fe.g. 9THWonder)

\I .
\_;?}C EPOL

The reputation problem

*I am sarry guys but I have scammed you. 1 am not going to try to justly it with my reasons, I am Just » temible

person,

1am sorry for each and every person affected, 1 am ashamed about the way 1 have decelved so many peaple for

my own personal gain.

For what It is worth the money Is not golng to stupid Ilfestyla enriching purposes.

Even though 1 could likely go on for a few more days, making fake pramises and feedback | have reached my
goal and will lock myself out of my account.

For anyone Interested. This started on 19-22 December, After that I have not hed & single gram of weed or hash

in stock.

That Is all I had to say. Aler this message [ will destroy my PGP key which grants ma Access to Bitmessage,
Lefantos and EVO

Goadbys
s Wonder®

\f .
'.:..'/}C EPOL
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A typical transaction

1. Akce wants to purchase an #em from Bob.
Instead of directly paying Bob, she pays the markelplace operator, Oscar.

Oscar then instructs Bob that he has received the payment, and thal the iem
should be shipped.

4, After Alice confirms recelpt of the item, Oscar releases the money held in
ascrow to Bob.

5. This afows the markeltplace to adjudfcate any dispute that could arise if Bob
clalims the itern has been shipped, but Afice claims not to have received &.

6. Some markelplaces claim to suppont Bitcoln’s recently slandardized “multi-sig®
fegture which alfows a transaction fo be redsemed ¥, e.g., two out of three
partles agree on #s validily.

7. Forinstance, Alice and Bob could agree the funds be transferred without
Oscar’s expiicit blessing, which prevents the escrow funds from being lost if the
markelplace is selzed or Oscar is Incapacitated.

&

/Jc':EPOI.
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Drug sale on Tor

The drugs market is undoubtedly the largest criminal market on the
Darknet, offering aimost every class of drug for worldwide dispatch.

As of Jung 2017, AphaBay, one of the largest Darknel markets, had
over 250 000 separate listings for drugs, accounting for aimost 68% of
all Istings. 30% of the drugs fistings related to Class A drugs.

While It s assessed that the majority of vendors are lone offenders,
dealing In small amounts, it is reported that many of the top seliers’ are
likely organised crime groups eaming significant profits.

Some sltudies suggest that the total monthly drugs revenue of the top
eight Darknet markets ranges between EUR 10.6 million and EUR 18.7
mililon when prescription drugs, aicohol and tobacco are excluded

Al
~
.._;JC EPOL

Drug sale on Tor

O The Darknet is a key facilitator for various

criminal activities Including the trade In illicit
drugs, illegal firearms and malware. Darknet
markelplaces are becoming increasingly
decentralised.

NG, GANISED CRIN
THREAD ASSESSMENT
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Modus operandi

C Once a deal is struck and payment is waiting in escrow, drugs are
TTL - packed in a vacuum-sealed bag (a.g. oftan using latex gloves to avoid

leaving fingerprints or traces of DNA, and dipped in bleach as a further
precaution against leaving forensic iraces).

O A label s printed (customs officials are suspicious of handwritten
addresses on international packages).

O Smart selers use several post offices, all far from their homes—and,
preferably, not overiooked by CCTV cameras.

© Some offer to send empty packages to new customers, so they can
check for signs of inspection.

© Smart buyers use the address of an inattentive or absent neighbour with
an accessible postbox, and never sign for recelpt.

© Judging by the reviews, around 80% of shipments get through

4 .
*_y,CEPOL

identity theft

O The Introduction of forged documsnts

O Increasingly sophisticated securlty fealures prolscting documents against forgery
as well as Improved (schnical conirol measuses have compeled OCGs to improve
the qualty of fraudulent documents.

O Suppllers of raw malerials now primarlly rsly on Darknet marketplaces to sell their
praducts.

f=
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Counterfeited goods (locta 201 7)I ARKET

O Infringsments of intellectual properly rights (IPR) are a widespread and
TTIL - ever-increasing worldwide phenomenon. In 2013, the international trade
in counterfeft products represented up to 2.5% of world trade. The
impaot of counterfelting ls even higher in the European Union, with
counterfeit and plrated products amounting to up to 5% of imports.*? As
discussed earller, most counterfait products can more readily be sold on
the surface web, being presented as, or mixed with, genuine producis.

O Consequently, counterfeit products only account for between 1.5% and
2.5% of ¥stings on Darknet markets. Moreover, the most commonly ksted
counterfeit products are those which are obviously ikegal - countertfeit
bank notes and fake ID documents, which account for aimost one third
and almost one quarter of countertfett listings respectively.

O The majorily of reported law enforcement invesligations in the EU
relating to counterfeit goods on the Darknet relate to counterfelt bank

noles.
é‘-,,,é:EPOL
Recurring Lemon’s market
T OIRC cybercrime markets

OMarkets run through Internet Relay Chats has
been shown to be no different from the
notorious market for lemons (Florencio)

ODarknet markets are different
OWhy?

& .
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Counterterrorism on TOR

+ Why Counterterrorism Investigations passes through TOR?
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Conclusions

O Online markels stll account for a small share of llliclt drug sales, they are growing
fast

O Sollera are competing on price and quallly, and seeking io bulld reputable brands.
Turmnover has risen from an estimaled $15m-17m in 2012 to $150m-180m in 2015.

O The share of American drug-takers who have got high with the help of a websHe
Jumped from 8% In 2014 to 15% this year, according to the Giobal Drug Survey,
an onkne study.

O Oniine drug markets are part of the "dark web': sies only accessible through
browaers such as Tor, which route communications via several computers and
layars of encryption, making them aimost impossible for law enforcemant to irack.
Buyers and sellers make conlact using

— emall providers such as Sigalnt, a secure dark-web servcs,
- encryption software such as Pretty Good Privacy (PGP);
~ VPN soffware
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Darknet Marketplaces

O The common point betwsen all the markelplaces is that they are risk management
platiorms for participants in (mosliy ifegal} transactions.

O Risk is mitigated on several levels:

Flrst, by abolishing physical inter-actions between transacting parties, these
markelplaces claim to reduce (o Indeed, ellminate) the potentlal for
physlcal violence during the lransaction.

Second, by providing superior anonymily guarantees compared to the
alternatives, online anonymous markat-placss shleld — 1o some degree—
transaction participants from law enforcement intervention.

Third, online anonymous markelplaces provide an escrow system to
prevent financlal risk. These systems are very gimllar in spirlt to those
developed by elecironic commerce plattorms such as eBay or the Amazon
Markelplace.

Fourth, ontine anonymous markelplaces provide a feedback system to
enforce quallty contrdl of the goods being sold. In marketplaces where
feedback is mandatory, feedback Is a good proxy to derive sales volume

sy

TOR Market
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